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Means of disruption

The destructive power price

Survival in the trade|
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(Hunters and hunted)

Cause financial loss by disrupting service Force payment by disrupting services
availability and damaging reputation. or threatening continued disruption.

Harm search rankings and deplete Gain financially by pressuring
advertising budgets via illegitimate traffic. victims to pay to stop or avoid the attack.

Use disruption as a distraction
to enable other malicious activities
or gain in-game advantage.

Draw attention to an event or “punish”
organizations based on ideology.

Promote political or social views
by interrupting operations and gaining Situational or personal gain.
public visibility.




(Buying the arsenal)

resource providers

Brokered DDoS

(Brokered DDoS )

o 29%

elegram Discord

DDoS-as-a-Service
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Resource provider

In-house infrastructure

Attack initiator



(DDoS—as—a—Service)

Stresser panel —

Telegram bot
subscription plan

stresser panels

Telegram bots

7 3% 27 %



(In—house infrastructure)

Botnet-based Script-based



(Brokered DDoS)

brokered DDoS prices
$30-$2,000
3
$2,000

test attack for 1day for 7 days for 30 days

“average prices based on 36 actors with on-demand payment type




CDDoS-as-a-service)

access to attack capability $1 - $30,0 O O

$1to $30,000
1 minute to 48 hours

“average prices for one month subscription based o



Service model What is paid for Buyer efforts




CCaIiber of the attacks )

stresser panels

Price per capability

36% Tbps-scale



CCoin of the trade )

92% 60%
\

92% 60% 60%



Cln-house infrastructure)

low-cost]

| offer HVNC rental
Price: $6,000 per month
Full support

Loader

Botnet

We can add a stiller

own infrastructure

$0-$100

$10-$30/month

open-source

botnet

$2,000+
$10-$30/month

$0.1+/ install

We will discuss the




CThe price fight )

64%] maintained the same prices

Price dynamics from a single actor

day week month




CBorn, sold, gone)

Distribution of new actors within the last decade
(including 2026 forecast)




(Battles for attention)

Leaderboard platforms

promotion channels in both form and
function, they are discussed separately in
The dark leaderboardiSection:

(DDoS aggregators )




CMessenger spamming)




CHacktivist coIIaboration)




(Cybercriminal forums )




(The leaderboard effect)

/
Website Telegram bot







(Beyond the DDoS )

Mass abuse
[ ] [ ]

33% 38% 19%



(Evolving destructive power)

proprietary DDoS methods

DoS weaknessesjimimicking real browser behavior



(Rules of engagement)

cyrillic CAPTCHAs which
are hardly deciphered by Al services,

static websites| °
*.onion

° large

institutions and banks.



Accessibility

.
[ ]
brokered operations
platforms Telegram-based infrastructure Telegram
DDosS bots

$1-$30,000

rapid technical adaptation

The DDoS market developed a well- Al-assisted CAPTCHA bypassing
established cybercriminal ecosystem browser-emulation technigues

supported by subscription models,
automation, global accessibility, and
continuous technical evolution.



Run controlled
DDoS simulat

intelligence ¢
detections

detection and resp

Use a CDN
and reverse proxy.

Separate critical
services and enable
autoscaling




< Learn more >



https://dfi.kaspersky.com/blog/articles
https://dfi.kaspersky.com/blog/articles
https://dfi.kaspersky.com/blog/stealers2026
https://dfi.kaspersky.com/blog/signal-in-noise
https://dfi.kaspersky.com/stealers2025
https://dfi.kaspersky.com/blog/telegram-research
https://dfi.kaspersky.com/blog/darkweb-job-market-2025

