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[Mprnoputnzauns
cobbITUIA ¢ nomoLubio A

PaspaboTaHHbIl B «/laGopaTopun
Kacnepckoro» monysib

MaLLMHHOMO OBYYEeHUs MOMOXET
NPUOPUTU3NPOBATL CpabaTbiBaHUS.
OH aHannaupyeT, HaCKONbKO
XapakTepHa Ta v Hasg ak TUBHOCTb,
CBSI3aHHasl C pasnyHbIMK aKTUBaMU —
pabourMM CTaHLUSMU, BUPTYanbHbIMU
MaLLMHaMU, MOBUABHEIMIA
TenedoHamu 1 Tak ganee. Ecnn
0BHapyXeHe, BbIIBNIEHHOE CUCTEMOM
B pEe3ynbTaTe Koppensaumm CobeITu,
He SBNSeTCs TUMNYHBIM 71 aKT1Ba,

Ha KOTOPOM OHO OBHAaPY>KEHO,

Takoe cpabaTbiBaHVe MoMeYaeTcs

B VIHTepdence AoNONHUTENbHbIM
cTaTycom. Takum 06pa3om, aHanUTrK
BbicTpee BUANT VHUMOEHTHI, KOTOpPbIe
TPEBYIOT NEPBOCTEMNEHHOIO BHMAHWS.

B KUMA Tak>e 0OCTYMNeH aCCUCTEHT
aHanuTuka KIRA — Kaspersky
Investigation and Response Assistant.
VHTerpaums c KIRA no3sonmt
paboTaTb C CUCTEMO MPODUIbHBIM
COTPYOHMKaM C pasHbIM YPOBHEM
noAroToBku. Tak, onvpasicb Ha aHanu3
oT W, HaunHaoLpe cneumanmcThbl
CMOTrYT MPUHMMaTb 6onee GbiICTpbie

1 TOYHbIE PELLEHIS MO PEaArnpoBaHmio
Ha VHLUWOEHTHI.

LleHTpanbHbIN 91EeMEHT BaLLEN
cuctembl N1b

O peweHnn

Kaspersky Unified Monitoring and Analysis Platform (KUMA) —
BbICOKOMPOW3BOAUTENBHOE peLLeHue knacca SIEM poccuinckoro
NpPOon3BOACTBA, NPeAHa3HaYeHHOEe AN LLEHTPann3oBaHHOro cbopa,
aHanusa n koppensunn Mb-cobblTnin 13 pasnnyHbIX MICTOYHNKOB
AaHHbIX 419 BbIGBNEHWS NOTEHUMaNbHbIX KNBEPUHLNOEHTOB

1 CBOEBPEMEHHOW VX HENTPanU3aLun.

LleHTpanbHbI 9NeMEeHT KOMMIEKCHON 3aLUnTbI

Kaspersky Unified Monitoring and Analysis Platform o6beanHseT
npoaykTbl «JlabopaTopuim Kacnepckoro» 1 CTOPOHHNX MOCTaBLLVKOB
B eaQuiHyto cuctemy Ub n aBngeTcd knioveBblM KOMIOHEHTOM Ha My T
peansaumm KOMMIEKCHOro 3awnTHOro NoAxo4a, CocobHOro
obe3onacuTb OT aKTyasbHbIX KN6EPYrpO3 HE TONbKO KOPNOpPaTUBHYO
WV NHAYCTPWanbHYyo cpeay, HO N UHPPacTPYKTYpPY Ha CTbike [T/
OT-cuctem. Takxxe Kaspersky Unified Monitoring and Analysis
Platform nomoraeT nogonT KOMMNIEKCHO K BOMPOCY COOTBETCTBUSA
TpeboBaHNgM 3aKOHOAaTENbCTBA B 06/1acT 0becneyeHns
B6e3onacHocTn 06bekToB K. B YaCTHOCTU, BCTPOEHHBI MOLY/ b
[ocCOIMKA no3BonsgeT HaNPAMyto O6MEHNBATLCS AaHHbBIMM

06 nHumaeHTax ¢ HKLIKI.
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Apxntektypa KUMA
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Bnarogaps Hanuunio y peLueHng
rnokoro APl BO3MOXHa NHTErpaLuus

C LUMPOKNM HaBOopOM NPOAYKTOB
CTOPOHHMX MOCTaBLLKOB, B TOM

yncne ¢ NnaTGopMoi pearmpoBaHns
Ha MHUWAEHTbI, CUCTEMOWN PETUCTPALLN
1 y4YeTa 3as1BOK, CKaHEPOM
3aLUNLLEHHOCTY I MHOTUMU APY MU
NPOAYyKTaMW.
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BHeLUHVE NCTOYHUKI

5 Kaspersky
Digital Footprint
Intelligence

NHTerpauma «n3s Kopobkimn»

Kaspersky Unified Monitoring and Analysis Platform nogaep>xnsaet

cnenytolne nHrterpaunn.

MO ¢ oTKpbITbIM
NCXOOHbIM KOOOM

Unbound, Dovecot, Nginx, Apache,

DNS BIND, pfSense (c OpenVPN), Exim,

Squid, Postfix v gop.

NHTerpauuns
IRP/SOAR

Security Vision, R-Vision

MNoppep>xxmnBaemblie
cnocobbl cbopa
1 NONYyYEHNS COBbITUIN

API, Netflow, Kafka, NATS, SOL, TCP,
UDP, HTTP, Files, SNMP, WMI v gp.

OnepaunoHHbIe
CNCTEMDI

Windows, Linux, FreeBSD v gp.

Cabiwe 350 NnpoayKTOB pasNYHbIX MOCTaBLUMKOB

Microsoft, Palo Alto Networks, Cisco, Juniper, TrendMicro, VMware,
«Kog 6e3onacHocTu», CheckPoint, Fortinet, Positive Technologies, Infotecs,
InfoWatch, «<bacTunoHn», Huawei, Oracle, MikroTik, «<BudunT», 1C, «C-Teppa» 1 ap.



KUMA nHTerpupyeTcs C opyrumm
npoaykTamu «J1labopatopum
Kacnepckoro», UTo OTKpbIBaeT
HOBbI€ BO3MOXXHOCTU

ona MSSP-napTHepoB

Kaspersky
T4t Security Center

ABTOMaTUYECKWN CEOP
VHBEHTaPU3aLIMOHHOW MHbOPMALN:
ycTaHoBneHHoe MO, ysa3B1uMocCTy,
obopynoBaHvie, Bnagenew, aktvea 1 T.4.
Arperaums onoBeLLeHNin 06 yrpo3ax,

a Tak>Xe yrnpaBreHne areHTamu

Ha pabounx MecTax AN pearnpoBaHns
Ha BbISIBNIEHHbIE UHLMOEHTbI. YCTaHOBKa
naTyen 45 BbIIBAEHHbBIX YI3BUMOCTEN.

=~ Kaspersky

h Industrial

CyberSecurity

OnoBelleHns 06 yrposax,
OBHapy>XEHHbBIX B UHAYCTPWaNbHbBIX
TEXHOJIOTMYECKUNX CETSIX,

a TaKkxe noaaepxka cleHapres
NHBEHTapU3aLu/ ak TUBOB

1 pearvpoBaHus.

Kaspersky
Anti Targeted
Attack

LleHTpann3oBaHHbI CH60P OMNOBELLEHWI
O NPOABUHYThIX Yrpo3ax 1 APT-atakax
Ha YpOBHe ceTu.

Kaspersky
Security pns
NOYTOBbIX CEPBEpPOB

OnoBelLLleHNs 06 yrposax,
OBHaPY>XEHHBIX MOYTOBBIM LUAO30M.

Kaspersky
Vulnerability Management

BbigBneHve ysa3BUMOCTel ak TBOB
1 NPUOPUTUSALLUS YTPO3.

BO3MOXXHOCTU MHTErpaumn
C ApyrmmMm npogykKkTamu
«J1labopaTopuun Kacnepckoro»

Kaspersky

j@ Endpoint Detection
and Response
Expert

LleHTpanr3oBaHHbI CH60P OMOBELLEHWU
O MPOMBWHY TbIX Yrpo3ax 1 APT-aTakax,
repenaya Colpor TenemeTpum ons
paccnefoBaHns 1 NPOak TUBHOMO MOVCKa
yrpoas. B pamkax nuueHsumn Kaspersky
Symphony XDR goCTynHO pyyHoe

11 aBTOMaTNYECKOE pearnpoBaHme

C ncnonb3oBaHemM EDR-areHToB.

Kaspersky
Threat Lookup

VICTOYHWK KOHTEKCTHOM MHPOPMAaLIA
Mo HOBbLIM Yrpo3aM, HAVKaTopam
KOMMPOMETaLUK, TakTUKaMm

1 TEXHNKaM 310y MbILLNEHHVIKOB,

a Tak>Xe JOCTYM K aHanUTUYECKM
oTyeTam 06 APT-yrposax, 06 yrposax
415 GUHaHCOBbLIX OpraHM3aLLmn

11 MPOMBILLNEHHbIX MPEANPUSATAN.

) Kaspersky
@ CyberTrace

Kaspersky
NGFW

MexxceTeBo aKkpaH HOBOro
MOKOMEHWS ANG 3aLLNTbI POCCUNCKIX
KOMMaHWI OT COBPEMEHHbBIX

CEeTEBbIX YIPO3, peasnn3oBaHHbIl

Kak MporpamMmmMHO-anmnapaTHbIi
KOMM/EKC, KOTOPbIV YCTaHaBIMBAETCY
B UHDPACTRYKTYpPE KOMMaHWn

Ha rpaHuLIe CeTU UM BHY TPW Hee.

: Kaspersky
Digital Footprint
Intelligence

MpenocTaBngeT KOMMIEKCHYO
3aLUNTY OT LMDPOBbIX PUCKOB,
KOTOpas MOMOraeT KOMMaHUSM
OTCNexmBaTb CBOY LNdPOBLIE
aKTWBbI 1 OBHaPYXMBaTb Yrpo3bl
B fapkHeT-pecypcax (deep web,
darknet n dark web).

Kaspersky
((@)) Threat Data
Feeds

MoTokoBOe oboratleHne CobbITuin Ib KOHTEKCTOM 1 NPpefoCTaBNeHNE NHPOPMaLA
B HTepderice Kaspersky Unified Monitoring and Analysis Platform. Hakonnerve
COBCTBEHHbIX 3HaHWI 06 Yrpo3ax, MoyYeHHbIX B MPOLLEeCCe paccnefoBaHus

MHUMOEHTOB, 1 yrnpaB/ieHne 3T M 3HaHUAMI.

Kaspersky
@ Security pna
NHTEpPHET-LUWII030B

OnoBelleHNs 06 yrposax,
OBHapy>XEHHbIX BEG-LLIMO30M.

Kaspersky
Security
Ans 6u3Heca

OnoBelLLeHNs 06 yrposax,
OBHapy>XeHHbIX Ha PabounX CTaHUUSX.



BcecTopoHHa4 3awmTa

OTO KOMMIEKCHOE peLLeHme
nomoraeT VB-cny>6am oTpaxaTb
NPOAOBUHY Thle KubepaTaky Ha BCex
YPOBHSIX 3HAYNTENBHO BhICTPEE

1 C MEHBLUVMUW yCcunusmn 6narofaps
ONTVMasbHO HACTPOEHHOM
aBTOMaTU3aLNN 3aLLUNTHbIX
OEeNCTBU, KDOCC-MPOAYKTOBOMY
B3alMOLENCTBIUIO, OBOraLleHNIO
[OCTOBEPHOW aHaNUTUKON

0 KNBEPYrpo3ax 1 MHOrOYPOBHEBOMY.
KOHTPOSIIO MOTEHLMaNbHbIX TOYEK BXOAA
3/10YMbILLEHHWKOB.
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[TnaBHbIN Nnepexon K XDR-koHuenunn

Kaspersky Symphony XDR

Kaspersky Unified Monitoring and Analysis Platform ssngeTcsa
LleHTpasnbHbIM 3N1eMEHTOM B pelueHuuy knacca XDR (Extended
Detection and Response) — Kaspersky Symphony XDR.

PelueHne o6bveguHgeT TexHonorum EPP 1 EDR, NOYTOBbIV U MHTEPHET-
LL/TIO3bI, NIECOYHNLLY, UHCTPYMEHTbI aHann3a CeTeBoro Tpadrika,
nnaToopmMy NOBbILLEHNS OCBEAOMIIEHHOCTY COTPYOHVKOB,
aHanUTUYecKkne faHHble O KNbepyrposax 1 CUCTEMY MOHUTOPUHIa

1 Koppenauumn cobbiTuin 6esonacHocTu (SIEM). Bce anemeHTbI
Kaspersky Symphony XDR B3anmMocBa3aHbl Mexay co60, AOMONHAOT
APYr gpyra v BXOAST B OOHY NIULEH3WIO.

-

J




KnioueBble npenmyLlecTBa
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MacluTabupyemasi apxuTekTypa

N HA3KNE CUCTEMHbIE
TpeboBaHUS

ABTOMaTUYECKU CHOP
MHDOPMALINN O KOHEYHbIX
TOouKax 1 pearmpoBaHme

{; ¥

Bbicokag [NoTokoBasg Koppenauus
NPOW3BOANTENBHOCTb B peanbHOM BpeMeHM

& ©

TecHoe B3avmopgencTeme VIHTerpmpoBaHHbI MOay b
¢ Kaspersky Threat Intelligence locCOIlKA

KnioueBble Bo3amoxHocTn KUMA 4.6

KaTeropus

Knowledge
Base koHTeHTa

HoBble KOHHEKTOPbI

1N cospanune Regex (KIRA)

Mopnepxka OpenAl LLM

GUl

YnyuweHns Ul

OnucaHmne

EavHbii nopTan BHY Tpy KUMA ang novcka, yCTaHOBKM I OBHOBNEHWS KOHTEHTa
MOL KOHKPETHBIE CTOUHUKI COBBITUIA. VIHAVKALWS aKTyanbHOCTIN YCTaHOBIEHHOrO
KOHTEHTa, aBTOMaTNYECKME YBEOOMIIEHNS O HOBbIX BEPCUSIX. BbICTPbI OHEOPANHT
HOBBbIX VICTOYHVKOB 1 NMOJIHag NPO3PayYHOCTb COCTOSHUS KOHTEHTA. JIokanusauus
KOHTEHTa 1 BbIGOP CBA3aHHbIX PECYPCOB MO TEXHVKaM 1 TakTvikam MITRE ATT&CK.

MNonpepxka SFTP 1 SMB. [NogkmtoveHre K BHELLUHUM UCTOYHKaM Yeped ODBC-
OpariBepbl.

ABTOMAaTUYECKas FreHepaLIs PErySPHBIX BbIDaXXEHWI 419 NapCUHra CobbITIN
Ha OCHOBE MPVIMEPOB JIOrOB.

VHTerpaums ¢ 6onbLUMN 93bIKoBbIM Moaenamn (GPT-4, Llama 3, GLM-5.2) ans aHannsa
COBbITUM 11 MTOMOLLM B paccnenoBaHum.

GUI Koppengtop 2.0 (NG) BETA. HoBoe a4p0 € rpadryecknm KOHCTRYKTOPOM NpaBun
koppendumn. Pexxumel «Kopy 1 «KoHCTpykTop». KomnakTHoe oTobpaxeHue Label Fields.
Mopackasku ¢ yHKUMSIMM SQL B COBBITUSX.

TémHag Tema nHTepdeiica.



LleHHOCTb pelueHns nng busHeca

Moyt 30 neT npakTuyeckoro onbita «JlabopaTopum Kacnepckoro» B 061acT CO34aHNS CPeacTB 3anThbl
nHpopMaLmn, NPOTMBOAENCTBUS LIEIEBbIM aTakam 1 aHanu3sa BpegoHocHoro MO nernm B OCHOBY peLleHns
Kaspersky Unifed Monitoring and Analysis Platform. [pomMblILLieHHbIE KOMMaHUW NO-Pa3HOMY MOOXOASAT

K 3awmTe IT- n OT-cpen. BonblUMHCTBO KOMMaHWI LaBHO NCMONb3YIOT NMPOBEPEHHbBIE CUCTEMbI OBHAPY KEHNS
Yrpo3 1 pearpoBaHng Ha MHLNOEHTbI B KOPMOPaTUBHbBIX CETSX.
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CHmxeHmne punckoB

CHWXXEHVE PUCKOB MHDOPMAaLIMIOHHOM
6e30mnmacHoCTu.

PAN
@
EonHag nnatdopma

6e30nacHoOCTU

O6beanHeHVE B LLIENOCTHYO
nnatdopmMy 6e30nacHOCT
VNHTErpPUPOBaHHbIX PELLIEHNI
«JTabopaTtopun Kacnepckoro»
I CTOPOHHWX MPON3BOANTENEN.

[MokpbiTne matpuubl MITRE ATT&CK

B
CokpalleHue noTepb

CokpalleHe NpsaMbix MOTePb
OT LieneHanpaseHHbIX AENCTBUN
3/10YMBbILLNIEHHVKOB.

i

[NoBbilLeHne
NPOAYKTUBHOCTN

rNoBblLLEHVE NPOAYKTUBHOCTM
paboThl VIB-cny»6 Mo BbISBAEHWIO,
paccnefoBaHUo Y pearnpoBaHmuio
Ha CINOXHbIE KNB6EPUHLINOEHTbI.
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OddPekTUBHOE peLleHne

[NpepocTasneHue
BbICOKOMPOon3BoANTENbHOIO
peLUeHVs B YCNOBUSIX MOMUTUKM
MMMNOPTO3aMeLleHNS.

Q]

CooTBeTCcTBUME
TpeboBaHNaM

ObecneyeHre MOMOLLM

B COOTBETCTBUN TPEBOBAHUSM
BHYTPEHHVX MOANTUK 6E€30MacHOCTN
1 BHELLHWX PErYNPYIOLLIVIX OpraHoB
(B YacTHOCTU, TPEBOBaHNSM D3-187
1 npukasa @CTIOK Poccumn N°239).

MITRE ATT&CK — aT0 ny6nnyHas 6a3a 3HaHWiA, B KOTOPOW COBpaHbl TAaKTUKM 1 TEXHUKIN LeNeBbIX aTak,
NPUMEHSEMbIE Pa3NNYHBIMU FPYNNUPOBKaMn KN6epnpecTynHNKOB. CerogHs oHa CYMTaeTCs OBLLEMVPOBLIM
OTpacneBbiM CTaHAAPTOM M BKIIKOYAET COTHU TEXHWK U MOATEXHVIK U ThICHYM Npoueayp. Beibupas
HanpasneHnd passuTtua SIEM-cucTtembl Kaspersky Unified Monitoring and Analysis Platform, Mbl BO MHOrOM
onvpaemcs UMeHHO Ha 6a3y 3HaHuin MITRE. Mbl Havanu Bktovatb B KUMA pasmeTky TeKyLmx npasus

B COOTBETCTBUM C MeToAaMu 1 TakTukamu atak MITRE, 4To6bl paclumpuTb BO3MOXHOCTY MO aHanmM3sy yrpos
1 BU3yanun3mpoBaTb CTeMNeHb 3awunTbl. Mbl Takxke opreHTupyemcs Ha MITRE, koraa paspabateiBaem OOTB
(Out-of-the-box) kKoHTeHT Hawel SIEM-nnatdopmbi.

Ckonbko TexHuK nokpbiBaeT KUMA?

KUMA nokpbiBaeT 6osee 62% MaTpuLpbl, a Mpu NCNonb30BaHUM NPoaykToB «JlabopaTtopum Kacnepckoro»
9TOT NMokasaTeslb CTAaHOBUTCYH S3HAUNTENbHO BbILLIE.

MoppobHee

OkcnepTHble cTaTbn Ha Securelist

Moppo6bHee


https://opentip.kaspersky.com/coverage-map?selectedProducts=KUMA
https://securelist.ru/product/siem/

Kaspersky
Unified Monitoring
and Analysis
Platform

www.kaspersky.ru
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