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Kaspersky Managed Detection and
Response — 3TO aKCnepTHbIN CepBIC
015 KPYrOCY TOUHOrO MOHUTOPWHIA,
OBHapy>eHVs 1 paccnefoBaHs
CNOXHbIX KbepaTak 1 GbICTPOro
pearnpoBaHus Ha Hix. MossonseT
YCUNUTb CyLLECTBYIOLLWE CPeaCTBa
3aLUWTbI Gnaroaaps OBGHaPYXEHNIo
Yrpo3 Crnamm aKkCrepToB
«JlabopaTopun Kacrnepckoros.
CepBlIC MO3BONSET MNOBLICUTH
ypoBeHb 6e3onacHocTy OT- n UT-
NHOPaCTPYKTYpP BHE 3aBUCMMOCTU OT
pa3mepa opraHnsaumm 1 chepsl ee
DESTENbHOCTU.
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MOCTOsIHHas paclUMpeHHas 3aLlmTa

MO BCE MOBEPXHOCTI aTaKi — Ha PaBoymx
MeCTax, B CEeTU, 0BnayHbIx cpefax v apyrvix

KOMMOHEHTaX MHbPACTPYKTYPbl — C MEPBOro
[HS1 ICMOMb30BaHMS.
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[OTOBBIN KPYrMOCY TOUHO PaboTatoOLLMIA LIEHTP
MOHVTOPVHIa 1 pearvpoBaHis 6e3 3aTpat
Ha coafaHvie 1 noaaepxKy cobeTBeHHoro SOC.
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CHWXeHMe Harpyskiu Ha BaLLnxX
VB-crneumnancToB: QyHKLMM MOHUTOPUHT,
NepPBUYHON OLIEHK 11 paccnefoBaHs yrpo3
nepefarTCs HaMm.
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BesonacHoCTb, OpUeHTVPOBaHHas!

Ha pesynbTaT: CoYeTaHne aKCNepTUbI

HaLLVX CreLianiCTOB, aHanmMTVKLA Yrpo3

1 NI-TeXHONOr i NO3BONSIET OCTaHaBMBaTbL
VHUWOEHTbI eLLE [0 TOro, Kak OHW HaHeCy T
yLLep6 BalLemy 613Hecy.

[oBbICbTE HAOEXXHOCTb CBOEN CUCTEMDI
Knoep6e30nacHOCTN C MOMOLLbIO
KPYrnoCyTOUYHON YripaBngemMon 3anThbl

Ha oprannsaumm nio6oro Maclutaba nocTOSHHO OKa3blBatoT AaBfEHVe Takme
dakTOopbl, Kak yaaneHHas paboTa, 6bICTPOPacTyLLMN 06beM LMdPOBbIX
JaHHbIX, YCUNBAIOLLLASCS HEXBaTKa KBaMMPULIMPOBaHHbIX KAAPOB, a TakxXe
yBENMUEeHne Yncna Knbepyrpos, CocobHbIX 06XoanTb TPaANLUMOHHbIE
aBTOMaTU3MPOBaHHbIE CPEACTBa 3aLUUTLI. B 3TUX YCNOBUSX KpaliHe BaXXHO
BbICTPO 1 9PDEKTUBHO pearnpoBaTh Ha BCE UHLMAEHTDI

O630p COBPEMEHHbIX KN6EPYTPO3’

@ HauanbHble€ BEKTOPbI @TaK --------=--=========-====mmommomoooooooooo oo

31% 13% 39%

JNlernTmMHble KomnpomeTaums

yYeTHbIE yepes

3anuMcu [oBepuTeNbHble
OTHOLLEHNS

SkennyaTtaums
YSI3BYMOCTEN
B MyGANYHbBIX
MPUNOXEHUSIX

@ [Buranitecb Bnepen N AOCTUranTe LENEN --------------------------

310YMBILLAEHHVIKM YaCTO UCMONb3YIOT NErUTUMHbIE
VHCTPYMeHTbI (Takne kak Mimikatz, PsExec, SoftPerfect
Network Scanner) B nHbpacTpyKTypax, rae OTCyTCTBYET
Haonexalmii KOHTPOSb 38 KOHPUIypaLMelr CUCTEMBI.

@ YWLEPO -----mmmmmmmmmm oo oo

42% 17% M%

3aKpenneHne
B cucTeme Ong
ByLyLUmx aTaK

3aLUNdPOBaHHbIX yTeuka
dainos OaHHbIX

DaKTbl CBMAETENLCTBYHOT O TOM, YTO 3/0YMbILLIEHHVIKIA
UaCTO BO3BPALLAIOTCS MOCTE NMPOBEAEHWS YCTIELUHOMN aTaku.
JOANTENbHOCTb @TAKW ------=========mmmmmmmmm oo

[nntensHas 35%

253 gHs

Boctpas  45%

B npepenax
O[IHOrO AHSI

Cpearecpouras 20%

13 pHen

ﬁ: Makcum VBaHos,

boJupmroit
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HauanbHVK oTaena T, TenedoHHOM CBA3M U TeneBuagHus cny>ébl ceasm MTuTCh
«[OCYy0apCTBEHHOrO akagemMmyeckoro bonbloro teatpa Poccum»

/Bnaro,u,apq BHEAPEHUIO PEeLLEHNS Mbl CMOI/IN CHATb YaCcTb 3afa4 C HalWMX COTPYAHNKOB
1 nepepaTb Nx LeHTpy SOC «JlaGopaTopun Kacnepckoro», a aTo 3Ha4MTelbHasg 3KOHOMUS , ,
pecypcoB npun ynyylleHnn KayecTBa MOHUTOPWHIra CobbITUn 6e30NacHOCTL.

1 [noGanbHbln oTyeT Kaspersky Security Services AHatomus nangadTa knbepyrpos, 2026



https://lp.kaspersky.com/ru/cyberpulse/
https://content.kaspersky-labs.com/se/media/ru/business-security/case-studies/kaspersky-symphony-mdr-success-story-bolshoi-theater.pdf

BoamoxxHocTun Kaspersky MDR

HenpepbiBHag 3aLiMTa OT KOMMIEKCHbIX YIPO3 cpasy
nocne BHeppeHns

Kaspersky MDR akTvBUpPYETCS 3@ HECKOMBKO MUHYT U He TpebyeT
DOnNoNHUTENBHOM MHPPACTPYKTYpPbI. Brarogaps HalLvm cneumanicTam U3 LIeHTpa
MOHUTOPWHIa 1 pearnpoBaHis, a TakxKe aHanmUTVKE Yrpo3 obecrevrBaeTcs
MHOrOYpPOBHEBOE OBHapPY>XEHME Yrpo3 Mo BCel MHbpacTpyKType. bnarogaps
aHanm3y MHOXeCTBa CUrHanoB TENEMETPUN CEPBUC NMPOAKTUBHO OBHapY>X1BaeT
Yrpo3bl, BbISBNSET NEPBONPUUMHBI MHLIOEHTOB 1 O6eCnevBaeT OnepaTBHOE
pearvpoBaH/e Ha HIX, 3aLUpLLas OpraHn3aumio OT U3BECTHbLIX M HEN3BECTHbIX
Yrpo3 C NepBOro aHs paboTbl.

YnpaeneHne 6e30nacHOCTbIO Mo, PYKOBOACTBOM
3KCMEepPTOB C NCMOMb30BaHNEM AaHHbIX aHaNTUTUKIN

Mpw ncnonbsoBaHun cepnuca Kaspersky MDR 6e3onacHOCTb BaLLel
OopraHn3aumn NoSAePXNBAIOT MEXAYHapOOHble aKCrnepTbl C 60MbLUNM
NPakTUYECKMM OMbITOM PaboThl, UMEIOLLME MPECTVKHbIE OTpacneBble
cepTudukaThl. PaboTa 3KCNepTOoB AOMOMHAETCS NyULLMU Ha PbIHKE
TEXHONOMVNSMN aHaNMUTVKW YIPO3 U UICKYCCTBEHHOMO MHTENEeKTa —

OHW BCTPOEHbI B CEPBIC U MO3BONSIOT MOBLICUTb TOYHOCTb Y KOHTEKCTHOCTb
OIMOBELLIEHII, YCKOPUTb OBHapYXXEHNE Yrpo3 1 COKPaTUTb CpefHee Bpemst
pearvpoBaHus Ha MHUMAeHTbl (MTTR).

B3P PEKTNBHOCTL paboTbl U NPEeAcKa3yeMoCTb 3aTpaT

- Kaspersky MDR nossonseT n3texaTb CNOXHOCTEN 1 3aTpaT, CBA3aHHbIX
C CO3aaHneM COBCTBEHHONO LIEHTPa MOHUTOPWHIa 1 pearnpoBaHs C Hyns.
ST0 NoOMoraeT BbICTpee BHEAPATb HEOBXOAMMbIE YyULLEHMS B 06NacTu
6e30MacHOCTY 6e3 3HAUMTENBHOMO YBENYEHNS HAarpy 3K Ha BIOOXKET.

- Ecnny Bac ye ecTb CO6CTBEHHBIN LIEHTP MOHUTOPWUHIA U pearpoBaHus,
Hall cepBuC BO3bMET Ha cebs 3aaum Mo KpyrioCy TOYHOMY MOHUTOPVIHTY,
MPUOPUTM3ALIMM OMOBELLEHI 1 KNacCUPUKaLmni NHLMOEHTOB, UTOBbI
pasrpy3unTh BaLLMX aHANMTUKOB 1 MO3BOMTL M COCPEeOOTOUUTLCS Ha
KPUTUYECKN BaXKHbIX 3a4a4ax U pasBuTuv 6e30mMacHOCTM.

CueHapumn ncnonb3oBaHUs

/@ KpyrnocyTouHas 3alimTa «nog, Koy
b 0719 OPraH3aLIni, HE NMEIOLLINX

cnyx6bl b

@ CoBMecTHast Mogenb
ynpasnerus Vb, nossonstoLas

pPacLNPUTL BOBMOXHOCTH
COBCTBEHHbIX CNeuVianicToB
o Knbep6e30nacHOCTU

A PacwwipenHas 3awmTta
m1 MPOMBILLNEHHON MHDPACTPYKTYPbI

HenpepblBHaq cneuvanmsanpoBaHHasd
@ 3alnTa BCTpanBaeMblX CUCTEM

30 muHyT

cpenHee Bpems pearvpoBaHs Ha NHLOEHT 2

30%

BCEX MOMYYEHHbIX OMOBELLEHUI
obpabaTbiBatoTcs VN ABTOaHaNTHKOM !

Okono 5 MnHyT

pebyeTCcs Ha aKT1BaLWIO cepBica
Kaspersky MDR

No 2 net

TpebyeTcs Ha co3aaHne COBCTBEHHOM
cny>x6bl b ¢ Hyns

70%

crneuviancTos no VB ¢ TpyaoM CripaBnstoTcs
C TEM KONMMYECTBOM OTMOBELLIEHNIA, KOTOPOE
reHepUPYeTCs X CPELCTBaMM 3aLUMThl 3

O6Hapy>xeHne

/ MoHUTOPUHr
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/ MHoroypoBHeBoe o6Hapy>XeHvie yrpo3

HEE KoHeuHble |_T__| CeTb
yetponctea m TexHonorum @ O6oratueHne
0BHapy>keHIst [aHHBIMN
Ha KOHEYHbIX Kubeppasseaku
Pa6ouvie cTaHumn n O6naxo YCTpOnCTBaxX
ACY TN ] . )
IPOAKTVBHBIN MONCK
»
P> @ ABTOAHaNUTUK yrpos
= BcTpoeHHble <92 Crenmee e
5 &=| poBaHHble
v cuctemsl
YUETHbIE fiaHHbIE (o)
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onoBeLLeHnii obpabaTbiBaeT npaeuna o6Hapy>XeHus
COBMECTUMOCTb CO CTOPOHHIMU MPUNOXKEHUSIMM ANISt VN AsToaHanuTuK

Qu{mu KOHEUHbIX ycTpolicTs (EPP) / \ j

2 CornacHo HalLM exerofHbIM aHanUTYeckum otyetam MDR
3 TopTpeT coBpemMeHHOro creuyanicTa no MHPOpPMaLVOHHOM 6e3onacHoCT Ha 2024 rog,
4 [pwv HaNMMYUN COTMALLEHS O PEarvPOBaHM Ha UHLIMAEHTbI

K cueHapusam

k KpyrnocyTtouHas 3awmTta nog ynpasneHnem akcneptoB Kaspersky SOC

PearnpoBaHune

N
30 MUHYT

cpeaHee BpeMsi pearvpoBaHns’®

Bce pexvimMbl pearnpoBaHs

FRLED PexomeHaaLymn
opob6pexue

@ Opnobpetne 2.  KomnnekcHoe
Mo roToBbIM L] paccnefnosaHue

] pearwposany
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