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95%

NokasaTtesnb 06HapyXeHVs
1 MPefOTBPALLEHS CETEBBIX YTPO3
¢ nomoupto IDPS (Detection Rate)*

no 200 Ireur/c

MpownssognTensHocTb Kaspersky
NGFW B pexume L4 FW + Application
control**

6 000+

PacnosHaBaembix MpUnoXeHui
C NMomoLLbto cobeTBEHHOMO DPI

9 000+

MNopnepxmBaemMblx curHatyp IDPS

Ao 100 000

MNopaepxvnBaemMblx Npasun Firewall

@ ©)

Bbi6paHHas
annapaTHag
nnatopma
Stan
Adve

Heobxoonmbliia
BapuaHT peLLeHns:

BBepeHue

Kaspers — MEXCETEBOW 9KPaH HOBOIO MOKONEHWS Ha
OCHOBe rnobanbHOM aKCNePTU3bl 1 NEPEAOBbIX TEXHONOrWI. MNpoayKT
3alLMLLaeT KOPNopaTUBHYO CETb KOMMaHWUA OT LUMPOKOrO CrekTpa
KNBepyrpos, KOHTPONNPYET akTUBHOCTb NMPUIOXEHWIA N CEPBIUCOB,
no3BonseT adPeKTUBHO YNPaBisaTb TPaPUKOM 1 ONTUMNINPYET
NPOV3BOANTENBHOCTb MHDPACTPYKTYPbI.

MNop kanotom Kaspersky NGFW HaxogaTcs CO6CTBEHHbIE TEXHONOM N,
AokazsaBLuve 3bbEKTUBHOCTb B COTHSIX HE3aBUCHMbIX TECTOB

1 HENOCPEACTBEHHO B MHPPACTPYKTYpax 3aKkas34vmkos. [poaykT
npegaraeT WYPOKNA CNEKTP NHTErPaLVIOHHbIX CLIEHAPVEB,
NPO3PaYHYIO MOANTVKY ULEH3POBAHNS 1 BO3MOXHOCTb
KOM@POPTHOM MUrpaLn C PELLEHNIA APYT X BEHAOPOB.

Mopsapok nMueH3npoBaHs

OB6BbEKTOM NNLEH3VPOBaAHNS 9BNSETCS KaXKAbI MeXXCeTeBOMN
aKpaH HoBoro nokoneHud (Kaspersky NGFW) B Buge nporpamMmmHo-
annapaTHoro komnnekca (MAK) nnm BupTyanbHOro MCNosHEHUS.

[ns kaxxpon nnatdopmbl NprobpeTaeTcs COOTBETCTBYOLLAS e
NULIEH3VS Ha nporpammMHoe obecrniedeHue (MO) B BapmnaHTe Stan

nnn Adve C BKJIIOYEHHbIM YPOBHEM HEOBXOOVMMOIO TEXHNYECKOrO
obcnyxuBaHug, Prer mnm Premiu

N9 BOSMOXHOCTW LIEHTPannM30BaHHOIO c6opa, MPOCMOTpPa 1 aHanmsaa
cobbiTnin 6esonacHocTn Kaspersky NGFW B KOHCOMM ynpaBneHus
Open Single Management Platform (OSMP) pononHnTensHo
Heobxoaunma akTuBauma nuueHauin Kaspersky NGFW Log Analyzer.

Kaspersky NGFW
@ Log Analyzer (mogynb

aHanNUTUKN Ha 6ase
MoaxoasLmnii ypoBeHb OSMP c nogxoagLLmm

- *ok ok
TEXHNYECKOW NoAAePXKU: KonniecTsom EPS**¥)

Prer nnmn Ka 95%
Premit HWe ropa

[ns passepTbiBaHns Kaspersky NGFW B Buae knactepa HEOBXOAMMO NMPMOBPRECTU NNLEH3NIO A5 KaXK A0
annapaTHo NnaTdopMbl, BXOASLLEN B €ro cocTas. [1pnobpeTeHne annapaTHoOM nnatPopmbl 6€3 NnuLeH3nm
Ha NO ponyckaeTcs Tonbko ang dopmuposaHng 3.

Moopo6bHasa nHdopmaums o BapraHTax pelueHns Kaspersky NGFW, onncaHmne ypoBHEN TEXHNYECKOW
NoaAepP>KKN N rapaHTU Ha annapaTHble N1aTOOPMbl, @ TaKXXe NOSHbIA CMNCOK TNLEH3NIA
NpeAcTaBneHbl B COOTBETCTBYIOLLMX pa3fenax 4oKyMeHTa.

* NanHble IXIA BreakingPoint, Strike Level 3 1 5, 2521 nonbiTka aTak
** TectupoaHue nposoaunock ¢ 20 000 npasun Firewall n BKItOYEHHBIM 0T MPOBaHVEM

*** Events Per Second (CobbITus B CEKYHAY)



YpoBHu 1 BoamodxkHocTu Kaspersky NGFW

Pewwenne Kaspersky NGFW npepncraBneHo B AByX BapuaHTax:

Kaspersky
NGFW

MNpenocTaBnsaeT BCe HEOBXOAMMbIE
VHCTPYMEHTbI YNpaBneHns

1 MOHUTOPWIHIa, KOHTPOJIA CETEBbIX
COEANHEHNIN N 3aLLNTbI OT CETEBLIX YIPO3.

Bo3moxxHOCTH

YnpasneHue,
MOHUTOPWHI
W NHTEerpaumsg
B CETb

jﬁ;’ KoHTponb
CETEBbIX
COEeOVNHEHWI

20

2 3awuTa
OT CETEBbIX
yrpos

|_—O
KoHTponb

BEBG-pecypcoB

Standard (

Kaspersky
NGFW

[MpepnaraeT paclunpeHHbIe
BO3MOXHOCTW ANS KOHTPOS BED-
PECYPCOB 1 MOCTPOEHNSA KOMIMIEKCHOM
3aLLUNTbl KOPNOPaTUBHOW CETW.

LleHTpann3oBaHHOe ynpaBneHne 1 MOHUTOPWHT
MapLupyTusauns

VRF

MNoanep>kka BUPTYasnbHbIX KOHTEKCTOB (VSS)

MexceTeBol aKkpaH C OTCNEXNBaHNEM COCTOSHISA
ceccu (Stateful Firewall)

User-aware nonnTunkun

KoHTponb Tpadurka NpuaoXeHnn
¢ nomoLLbto Deep Packet Inspection (DPI)*

SSL/TLS-nHcnekuns

CucTtema 0bHapyXeHWs 1 NpenoTBpalLeHNs
BTOPXEHW (IDPS)*

AHTUBMPYC + MHTerpaumns c Kaspersky Security
Network*

MNpoBepka penyTauun URL-agpecos + nHTerpauusg
¢ Kaspersky Security Network*

Beb-dbunbtpaumns + nHterpaums
¢ Kaspersky Security Network*

Mposepka DNS-Tpaduka*

Stal

Adv

B pamkax ogHoM MHCTannauum aonyckaeTcs KoOM6UHupoBaHme niueH3un Standard n Advanced.

Mpumep

r JInuensnm Kaspersky NGFW
Star

v
.

Jnuensnm Kaspersky NGFW

Ka>kaplil BapuaHT peLLeHns BKIIoYaeT B CE6H TEXHNYECKYIO MOAOEPXKY B COOTBETCTBUN
@ C BblBpaHHbIM YPOBHEM 06CY>KMBaHUS: Premium vy Premium Plus. IHpopmMaLums 06 ypOoBHSAX
TEXHMYECKOW NoAAePXKKN NpeacTaBneHa B COOTBETCTBYIOLWEM pasaene AOKYMEHTA.

* OYHKLMW NPOJOIKaIOT paboTaTb MOCe OKOHYaHUS Cpoka AeVCTBUS TMLEH3MN, HO OBHOBNEHVE COBCTBEHHbBIX 6a3
v B3anmonencTaue ¢ Kaspersky Security Network HegocTynHo



AnnapaTHble n BUpTYyasnbHble niaTdopmbl

JlnHenka KX (Kasy — CEeMEeICTBO CETEBbIX annapaTHbIX NNaTdopM, pa3paboTaHHbIX
cneuuanbHo ong pewweHns Kaspersky NGFW. 9Tu ycTpolicTBa obecneumBatoT BbICOKYHO
NPON3BOANTENBHOCTb, HAOEXHYIO 3aLLMTY OT KNGEepyrpos 1 MaclUTabrpyeMoCTb A9 Pas3nnyHbIX CLIEHapMEB
MCMOMb30BaHMSI.

KX-10 KX-10 KX- KX-1 KX-3
[Mpon3BOANTENBHOCTb [Ho 10 Féut/c [Ho10 Féut/c [o 40 Ieut/c [o 100 lewt/c [o 200 réut/c
B pexume L4 FW +
Application Control*
[Mpon3BOANTENBHOCTb Lo 3 réut/c Lo 3Téut/c o 15T6euTt/c Lo 40T6eut/c Lo 140 TeuTt/c
B pexumme NGFW
(L4 FW + Application
Control + IDPS)*
VHTepdenchl - 6x10/100/1000 - 14 x10/100/1000 - 4x10/100/1000 - 4x10/100/1000 - 4x10/100/1000
Ethernet RJ45 Ethernet RJ45 Ethernet RJ45 Ethernet RJ45 Ethernet RJ45
o 25 SIFP4E . 2 xSFP+ - 8 x25G SFP28 - 8 x25G SFP28 - 8 x25G SFP28

- 4x100GQSFP28 - 4x100GQSFP28 - 4x100G QSFP28

B pamkax nuHenkun KX-Series [OCTYnNHbI Takxe BUPTYasnbHble ncnonHeHns — vKX. OHv npeaHasHaueHb!

ons paseepTbiBaHus Kaspersky NGFW Ha cobCTBEHHbIX pecypcax 3akasunka 6€3 HEObXOANMOCTH
1CMNOb30BaHNS annapaTHbix NnaTtdopM. B 4aHHbIN MOMEHT AOCTYMNHO BUPTYanbHOE ncnonHeHne Kaspersky
NGFW vKX-8.

VKX

Bonee nogpobHo n3yunTb NMMHeNKy KX-Series
MpoU3BOAUTENEHOCTL B PEXIIME Ho 5réut/c MOXHO B HalLleM KaTanore 060pyA0BaHIS
L4 FW + Application Control*

Mpon3BOANTENLHOCTb B PEXMME [o 4T6ut/c

NGFW (L4 FW + Application
Control + IDPS)*

[MnepBK30opbLI KVM n VMware ESXi

lapaHTVS Ha annapaTHble NaTdOopPMbl NprobpeTaeTcs OTAENbHO. Ha BUPTYanbHble NnaTdopMbl
@ rapaHTus He TpebyeTcs. VIHbopmauns 06 ypOBHE rapaHTUNHOIO O6CTYXMBaHWSA NPEACTaBNeEHa
B COOTBETCTBYIOLLEM pasaene JOKYMEHTa.

* TecTnpoBaHve nposoannocs ¢ 20 000 npaswn Firewall v BKAKOUEHHbIM NOrMpoOBaHUEM



Cnuncok nuueH3nm

OCHOBHbI€ NNLEeH3UN

Kaxxgon nnatdopme cooTBeTCTBYIOT cBoU NnueH3unm Kaspersky NGFW B BapraHTax Standard n Advanced.

[MnhaT

KX-100
KX-400
KX-1000
KX-3500

vKX-8

Kaxkgas nueH3uns BKIoYaeT B CeBsl TEXHNYECKYIO MoAaep>KKy Premium vnuv Premium Plus B 3aBUCMOCTH

Jlne

Kaspersky NGFW KX-100 Standard
Kaspersky NGFW KX-400 Standard
Kaspersky NGFW KX-1000 Standard
Kaspersky NGFW KX-3500 Standard

Kaspersky NGFW vKX-8 Standard

OT HEOBXOAMMOrO YPOBHS O6CNYXNBaAHUS.

LdononHnTenbHbIE NNLEH3NN

Jlnu

Kaspersky NGFW Log Analyzer

CmeHHble onTuyeckmne Monaynnm

CepTudunkaTtbl Ha pacluMpeHHyto rapaHTunio Hardware MSA gnsa annapaTHbIX

nnatdopm

Kaxxgow nnatdopme COOTBETCTBYET CBOW cepTudumkaT Hardware MSA.

MnaTt

KX-100-KA1
KX-100-KB1
KX-400
KX-1000

KX-3500

Onun

Kaspersky NGFW KX-100 Advanced
Kaspersky NGFW KX-400 Advanced
Kaspersky NGFW KX-1000 Advanced
Kaspersky NGFW KX-3500 Advanced

Kaspersky NGFW vKX-8 Advanced

Mogynb aHannTukn Ha 6a3e Open Single Management Platform B cooTBeTCTBUM

C HeobxoaVMbIM NapameTpoB EPS*

PasnuuHble ceTeBble HTepdenchl SFP, SFP+ SFP28, QSFP28

CeprT

Kaspersky Maintenance Service Agreement NGFW for HW KX-100-KA1

Kaspersky Maintenance Service Agreement NGFW for HW KX-100-KB1

Kaspersky Maintenance Service Agreement NGFW for HW KX-400-DA1

Kaspersky Maintenance Service Agreement NGFW for HW KX-1000-DAl1

Kaspersky Maintenance Service Agreement NGFW for HW KX-3500-DA1

* Events Per Second (CobbITus B CEKYHAY)



TexHn4yeckas noaaep>kKKa U rapaHTns Ha annapaTHble

nnatpopmbl

[nga Kaspersky NGFW gocTynHO ABa YPOBHS TEXHMYECKOWN Noaae

PXKKM:

Premium

BasoBble napameTpebl

- 3anpocbl 06pabaTbiBatOTCS aKCNeEPTaMum
«JlabopaTopum Kacnepckoro»

- [puopuTeTHas Tened@oHHas NMMHUS B pEXUME
24/7 oNs KPUTUYECKMX CUTYyaLIA

- YpoaneHHoe nogknoyeHne npn HEOBXOAMMOCTN

Mprem 3anpocoB No NHUUAEHTaM

YpPOBEHb KPUTUYHOCTU 1 B pexmnme 24x7,
ocTanbHble ¢ 10:00 no 18:30 (no Mockge)

Bpems peakumm Ha UHUMAEHTbI

YpOBeEHb KPUTUYHOCTU 1 — 2 yaca*

YpoBeHb KPUTUYHOCTW 2 — 6 pabourx YacoB
YpoBeHb KPUTUYHOCTI 3 — 8 pabounx YacoB
YpoBeHb KpUTUYHOCTW 4 — 10 pabourix YacoB

KoHTakTHblE Nnua

4 — BO3BMOXHOE KONMNYECTBO KOHTAKTHBIX JINLL,

Premi

~

BasoBble napameTpebl

- 3anpocbl 06pabaTbiBatOTCS aKCNeEpTamu
«JlaBopaTopuu Kacnepckoro»

- [puoputeTHasa Tene@oHHas NMMHUS B PEXUME
24/7 8BNS KPUTUYECKMX CUTYaLMIA

- YpaneHHoe nogknoyeHmne npwu HEeobxoaMOoCTH

Mprem 3anpocos No NHUMAEHTaM

YPOBHV KPUTUYHOCTW 1 11 2 B peXnME 24x7,
ocTanbHble ¢ 10:00 no 18:30 (mo Mockse)

Bpems peakumm Ha MHUMAEHTbI

YpoBeHb KpUTUYHOCTU 1 — 30 MUHY T*
YpOBEHb KPUTUYHOCTU 2 — 2 Yyaca*

YpoBeHb KPUTUYHOCTI 3 — 6 pabourx YacoB
YpoBEHb KPUTUYHOCTW 4 — 8 pabourx YacoB

KoHTakTHblE nnua

8 — BO3MOXXHOE KOIMYECTBO KOHTAKTHBIX /ALY

CO CTOPOHbI KJTneHTa

\

CO CTOPOHbI KJINeHTa

- [NepcoHanbHbI TEXHUYECKUI
MeHenxep

0 ﬂpeﬂ,OCTaBﬂeHl/le OTYETOB KJIMEHTY
MO OTKPbITbIM NHUMAOEHTAM

[N 0QHOM MHCTaNAAUMN MOXHO BbIOpaTh TONbKO €ANHBIA YPOBEHb TEXHNYECKON NOAOEPXKKN — NNOO
Premium nsa Bcex nprnobpeTeHHbix nuueHanii Kaspersky NGFW, nn6o Premium Plus. Kom6uHupoBaHme

YPOBHEIN HE O0MYCKaeTCs.

r JInuensnm Kaspersky 4 Jnuensum Kaspersky "
£. NGFW Standard O NGFW Advanced Bce 5 nuuersui
[ punMmep C TEXHNYECKON C TEXHUYECKOW ﬁ TeXHV':(eKC'TZO”
noanepkKoi NoaAEPXKKON P(r)élnﬁlﬁﬁn ©
Prer Pren

* B Hepabouee BpeMs He06XxoANMO AOMONHUTENBHOE OBpalleHue no TenedoHy



[lna annapaTHbIX NnaTdopM MogensHoro paaa KX-Series [ocTymnHa TOIbKO pacLUMpPEHHas rapaHTng

(Hardware MSA).

PacwwmnpeHHas ra

@ .ﬁl

Cpok Tuin o6cny>knBaHus
BO3MOXHOCTb eXXeroHoro NpoaieHns On-site (Ha MecTe akcnayaTauum
00 Tpex NeT Yepes «JlabopaTopuio obopynoBaHs)
Kacnepckoro»
(O 03
mp
Mopoepxka 3ameHa yCTpoOnCTB
- [NepBasg NMMHWSA NOALEPXKN - ABaHCoOBas 3aMeHa C OTrpy3Kom
B «JlTabopaTopum Kacnepckoro» Ha cnenyoLmi KaneHaapHbIi OeHb

v C cepBucHOro cknafa B Mockee
- MNocnenytoLLmnin MOHUTOPUHT

3aKPbITUS MHLMAEHTA Nocne - BO3MOXHOCTb CO3aaHNS
nepenayn o60pynoBaHNs NoAMEHHOro doHAa B permoHax
MPOV3BOANTENIO UMW €ro MapTHEPY LN o6ecneyeHns 6bICTPOM OTrPy3KN

npV YCNOBUN NPeLOCTaBNEHNS
«JlabopaTtopuu Kacnepckoro»
MHDOPMAaLM O MECTE YCTaHOBKM
ycTponcTea**

Kak npnobpecTtun Kaspersky NGFW

BbibpaTh 1 KYnnTb HEOBXOAMMOE
KONM4YeCTBO annapaTHbIX NnaThopm
KX-Series

BbibpaTb HEOBXOANMBI BApUaHT
TEXHNYECKOW MOAAEPKKN — Premium
vy Premium Plus

[N kaxxgow nnatdopmMbl MPUOBPECT
nueHsuio Kaspersky NGFW (Standard
vnn Advanced) ¢ BbIGpaHHbIM YPOBHEM
noaaep>XKn

[Mpr HEOBXOAMMOCTIN KYMUTb PACLUNPEHHYIO
rapaHTuIO Ha anmnapaTHbIe NaTPOPMbI
KX-Series

OnuuoHanbHO NPUOBPECTM CMEHHbIE
onTnyecKne Moayu

@@ @O

* 3a ncknoyeHmem ,D,eq)eKTOB, BO3HM/KLUWX MO BMHE KNTMEHTA

-

JlormcTtuka

3abop AedeKkTHOro 1 JocTaBka
OTPEMOHTUPOBAHHOrO UK
noOMeHHOro o60pynoBaHs 3a cHeT
npownssoguTens*

)

Mprem 3anpocos
1 Bpems peakuum

- [Npviem 3a4BoK B pexume 24/7
- Bpewmsa pearnpoBaHng 0o 24 4yacos

Mpumep

7 annapaTHbIX niathopm
Kaspersky NGFW KX-400

@ 7 nnueH3aun Kaspersky
— NGFW KX-400 Advanced
C noanep>xkon Premium

7 PacluvpeHHbIX rapaHTuin
Hardware MSA

03

15 onTryeckux mopynei
Kaspersky NGFW Pluggable
100Gbps QSFP28 SR 100m

** [yTeM akTuBaumm cepTudrikaTa paclUMpEHHON rapaHTUM C yKkasaHeM MEeCT YCTaHOBKY 060pYA0BaHS
yepe3 Company Account n/unu Yepes NPEAOCTaBAEHE COOTBETCTBYIOLLEN MHDOPMaLun MNapTHepPY



www.kaspersky.ru

© 2026, AO «JlaBopaTopus Kacnepckoroy.
3aperncTpupoBaHHbie TOBapHbIe 3HAKM 1 3HAKU
06CIYXKNBaHUS SBNSIIOTCS COBCTBEHHOCTHIO

1X NnpaBoo6nagaTtenen.

Kaspersky
NGFW

Y3HaTb 6oblue

#HakTumsl


https://www.kaspersky.ru
https://www.kaspersky.ru/enterprise-security/ngfw

