STATEMENT OF COMPATIBILITY

3AABJIEHUE O COBMECTUMOCTU

between

mexay

Kaspersky Industrial CyberSecurity for Networks
42

Kaspersky Industrial CyberSecurity for Networks
4.2

the product of

ABAAIOWUMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «/labopatopusa Kacnepckoroy,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccus, Mockaa,
NeHuHrpaackoe wocce, 4. 394, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B AanbHevwem nmeHyembimu KICS for Networks
u «JlabopaTtopus Kacnepckoro» cOOTBETCTBEHHO

and "

SP «Kotmi-14» MK «Kotmu-14»

product of NpOAYKTOM

“DECIMA” LLC 000 «AEUUMA»

Russia, 124498, Moscow, Zelenograd, proezd | Poccua, 124498, ropon  MockBa, ropog,

4922, building 4, building 1

3eneHorpag, npoespn 4922-i, gom 4, cTpoeHure 1

hereinafter referred to as Kotmi-14 and

“DECIMA” respectively

B JanbHelwem umeHyembimu Kotmu-14 u
«AELUMA» cOOTBETCTBEHHO

Kotmi-14 is a SCADA software and technology
platform with a configurable set of applications for
solving problems in electrical and thermal power
engineering.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

Kotmu-14 — 310 nporpammHO-TEXHONOrM4Yeckan
nnatpopma SCADA c  KOHOUIypUpyembim
Habopom MpUAOXKEHWA [NA peweHWa 3agad
3N1EeKTPO- U TENNOIHEPreTUKM.

KICS for Networks — cneuManusMpoBaHHbIN
npoAyKT NPOMBILLIEHHOTO KJflacca,
npefHa3Ha4YeHHbINI anda WHBEHTapU3aLuuu,
MOHMWTOPUHIa, BbIABNEHUS PWUCKOB W Yrpo3
NPOMbILAEHHbIX UHOPACTPYKTYP. ABAAACH HACTbIO
peweHna Kaspersky Industrial CyberSecurity,
NPOAYKT npegocTaBaseT BO3MOXHOCTb
BbIABNEHMA yrpos kubepbesonacHoctu
M aHOManui naccMBHbiM 0b6pa3om Ha OcHoBe
aHanusa KOMUK ceTeBOro TpadwKa,
u {onumoHansHo) OAaHHbIX  TenemeTpuu
C YCTPOWCTB, 3awmileHHbix npoayktom KICS for
Nodes. PeweHne npeaocTaBAAET WHCTPYMEHTbI
[ANA pacciiefOBaHWA M Py4HOro pearMpoBaHuWA Ha
Yrpo3bl Ha YpPOBHE 3alLMLLAEMbIX YCTPOMICTB
¥ ceTeBoM MHPPACTPYKTYpbI.

“DECIMA” and “Kaspersky" hereby agree on the
following statement regarding possibility to use
the listed products on a common system and their
compatibility and contribution to fulfillment of
cybersecurity requirements:

«OEUMMA» n «Jlabopatopua Kacnepckoro»
HacToALLMM noATsepKAatoT cneaytollee
3anABfieHue OTHOCUTEJNIBHO MCMo/b30BaHMA
yKasaHHbIX NPOAYKTOB B paMKax OHOW CUCTEMDb,
ux COBMECTUMOCTH " BKAaga
B BbiNnosiHeHWe TpeboBaHuli kmbepbesonacHocTh:

quMa

lkaspersky



“DECIMA” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

«Jlabopatopusa Kacnepckoro»
nposenu BCECTOPOHHME TecTbl
Ha COBMECTMMOCTb WX  NPOAYKTOB  npwu
oAHoBpemeHHOW paboTe B cocTaBe eauMHOM
cuctembl. B pesynbTaTe TecTMpoBaHua 6bino

«AELUAMA» un

YCTaHOBAEHO, YTC NpOAYKTbl, € YYETOM UX
WHOMBUAYANbHBIX  CUCTEMHBbIX  Tpebosanuii,
ABNAOTCA COBMECTUMbIMU " MoryT

MCcnonbL308aTbCA B COCTABE ep,MHOﬁ CUCTEMBbI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B cnyuae yCTaHOBKM M MCNOAb30BaHWUA YKa3aHHbIX
NPOrPamMHbIX MPOAYKTOB B pamKax eAWHOM

cucTembl 370 MOXKET cnocobcTBOBaTSL
BbINONHEHUIO OCHOBHbIX TpeboBaHuiA,
npesbaBAfEeMbIX K MHDOPMALUOHHOM

U KnbepbesonacHOCTU B aBTOMATUIUPOBaHHbIX
cucTemax ynpaseneHus MPOMbILL/IEHHbIX
06beKToB.
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Date: 21.11.2024
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