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3KICS for Nodes. Endpoint protection options

Windows Portable Scanner

Linux Audit Agent

Gateway

Historian 
server

SCADA 
server

Operation 
workstation

Engineering 
workstation

System management 
workstation

Embedded systems

• Compatibility* with Industrial Automation Vendors

• Legacy OS support starting from Windows XP SP2

• Non-blocking (statistic mode) availability

• No reboot on installation, update or upgrade

• Air-gapped database updates

• Components and settings specific for OT

• Modular architecture – component selection

• Tunable system resource consumption

*  Learn more: 

https://www.kaspersky.com/enterprise-security/industrial-cybersecurity/certification


4KICS for Nodes. Endpoint protection components

Operator 
workstation

Gateway

Historian
server

SCADA
server

Engineering 
workstation

System 
management 
workstation

Embedded
systems

• Anti-Malware

• Application Launch Control

• Device Control

• File Integrity Control

• PLC Integrity Control*

• Anti-Cryptor

• Exploit Prevention*

• Network Threat Prevention

• Firewall

• Windows Log inspector*

• Windows Registry Monitor*

• Portable Scanner

• Security Audit

• EDR Agent

* Windows version only



5KICS for Nodes. Industrial control systems support

Verified compatibility with ICS vendors

• Cooperation with industrial automation vendors

• Compatibility and interoperability verification

• Reference architectures

Recommended settings

Recommended trusted processes and exclusions 
available out of the box and available for application on 
installation phase

• Expertise based on compatibility verification results

• ICS vendor guides

• Technical support and issue resolution



6KICS for Nodes. PLC integrity control

Monitoring of actual PLC project, using 
direct communication with PLC over its 
native protocol

Step 1. PLC Project Investigation:
Upload a project from PLC to use as a 
benchmark

Step 2. PLC Project Integrity Check: 
Create a periodical task to check the 
integrity of downloaded project
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Windows and 
Linux support + 
legacy OS (incl. 
Windows 2000)

KICS Portable Scanner update: use cases

Get the host with
installed

Workstation

Server

Laptop

Deploy in 
required configuration onto:

• Any USB-drive or

• Secure USB-drive with hidden 
password-protected storage 
for inventory and report files

Scanning results:

• Reports (HTML, txt)

• Traffic samples

IT OT

Inspect hosts one by one, the 
results are saved on the drive:

• Host inventory

• Anti-Virus scan

• Vulnerability scan

• Traffic sample capture

Portable Scanner files

Define standalone 
hosts, not EPP-
equipped devices 
and guest laptops



8KICS for Nodes. All-in-one endpoint sensor

Endpoint sensor for enhanced asset 
inventory

• Host attributes (host name, vendor, 
model, OS and more)

• Network communications

• Hardware and software monitoring

• Security audit for discovering 
vulnerabilities and misconfigurations

Anti-malware

Activity 
control

System 
Inspection

PLC Integrity 
Checker

Network 
connections

Asset 
inventory

Security 
settings

Hardware & 
software 
inventory

EDR agent

• Network alert enrichment by accurate 
host information (processes, users)

• Kill-chain view for root-cause analysis

• Response options
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KICS for Networks

Network traffic analysis, detection and 
response solution

KICS for Networks as core of KICS Platform

Core of KICS Platform, a single place 
for data accumulation, management 
and incident investigation

Multifunctional platform for asset 
discovery, risk management, security audit, 
extended detection and response (XDR) 

Network monitoring and threat detection 
for industrial enterprises



10KICS for Networks. Asset discovery

Discovery methods

1. Passive Monitoring (SPAN session)

2. Endpoint agent data (SPAN-less)

3. Active polling

4. Import (manual or automated)

Active Polling
Modbus, S7comm
CIP, Profinet-DCP,
MMS

Active Polling
SNMP v1,2,3
SSH, WMI
WinRM (HTTP(S))
SMB, ARP

Port Mirroring

passive monitoring

Active Polling
SNMP v1,2,3
SSH, ARP

Endpoint Agent Data
continuous monitoring

Import
SCADA projects
CMDB
3

rd
-party databases

Workstation

Server

PLC

IED

Industrial Devices

Nodes

Network Devices

* KICS Portable Scanner reports



11Asset discovery results

Devices: the start of the 
journey

• Device-centric approach, 
data, events, network 
behavior statistics linked 
to devices

• Device categories, 
importance, risks are 
calculated automatically

• Device monitoring, all 
changes are registered



12KICS for Networks. Network Inventory & visualization

Network interactions map

• Logical network communication diagram
• Protocols and amount of traffic
• Grouping, search and filtering

Network topology diagram

• Physical network connection diagram
• Shows switch port a device is connected to
• Built automatically with network equipment polling



13Software, patches and user accounts inventory

Inventory lists 
of software, 
patches, 
users and 
executables

Data collected 
automatically 
after integration 
is configured

Quick focus 
change to 
devices and 
events

Basic change 
management, 
alerts on new 
and missing 
previously 
known  item



14Application/script launches and non-resident software

A catalog with 
detected recent 
launches, 
including scripts, 
not installed and 
temporary 
applications 

Key details to 
locate file on 
host, check file 
reputation using 
Kaspersky TIP or 
perform a 
response action
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Security Audit

It ensures the secure configuration 
of assets and monitors any changes 
for potential security risks and 
compliance issues

Active polling

Basic inventory and risk detection 
technology

Security Audit: options

Vulnerability and compliance monitoring

Vulnerability search and compliance checks 
against pre-defined policy

Configuration control

Change management and security 
settings monitoring

KICS Platform has an internal 
subsystem to extract more security 
state data and identify risks and 
misconfigurations



16Security Audit: what we poll

Linux devices
Cisco IOS devices
Siemens Scalance
Moxa PT-series

Security settings, users, ARP 
tables, executable processes, 
running config, start-up config, 
routing tables, and more

Siemens SIMATIC S7-300/400

Schneider Electric M340/580

Allen-Bradley ControlLogix*

Emerson DeltaV*

• Operation mode

• Detailed I/O subsystem info

• Extended downloaded project info 
(control blocks and hashes)

• CPU event log

Windows/Linux 
workstations and servers:

• Security settings and policies

• Applications and patches

• Users and groups

• Services

• Drivers

• Scheduled tasks

• Shared folders

• Startup objects

* — by the end of 2024



17Security Audit. PLC active polling

I/O subsystem information with 
extra details for each card

Rack & slots

Security settings

Available security parameters, 
memory status and CPU logs



18Security Audit. Vulnerability and compliance

Firmware and software 
vulnerabilities

List of vulnerabilities

Conditions, mitigations, 
reference links

Description

Conditions, mitigations, 
reference links

Compliance reports



19Configuration Control: what we see

Each configuration template has 
its own view – text listing, list or 
table, depending on content

The diff is shown as changes in 
lines, highlighting the new and 
missing lines



20Configuration Control: PLC configuration

is a 
combination of hardware 
and software attributes, 
security settings and 
current project
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Detection and 
response

Detection technologies

IDS, deep packet inspection, brute force 
and scan detectors, SIGMA, and more

Detection and response

Event correlation

Network and host security event enrichment 
and correlation to identify incidents

Investigation graph and responses

Graph with kill-chain view for root-
cause analysis, response options



22Support for Industrial devices and protocols

50+

ОТ protocols

5k+

Network 
Attacks

70+

ОТ devices

Regular updates

• Asset discovery rules

• Intrusion detection rules

• Vulnerability databases

• Compliance audit rules

• Event correlation rules

Deep packet inspection for OT and IT protocols

• Command control

• PLC project modification monitoring

• Automatic tags detection and process control 
rules



23Threat and anomaly detection

Host and network sourced events

Event correlation

Device manipulation commands 
and abnormal process values

Industrial DPI events

Data enrichment, possible causes, 
mitigation advice and MITRE mapping

Description



24Kill-chain and responses

Attack path from very beginning to 
first detection alert

Kill-chain view

Extended telemetry details

Detection info

React precisely to file or process

Response options
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is an open and platform-
independent standard for describing 
rules for detecting malicious or 
suspicious behavior in various logs.

“Sigma is for log files what Snort is for 

network traffic and YARA is for files.”

We position this technology as 
an 

to search anomalies 
on endpoints

SIGMA rules support

Rule collections:

• Detection of remote 
administration tools (RAT)

• ICS software behavior analysis

• Custom rules

Detection of suspicious activities, 
avoiding implementation of 
resource-intensive technologies 
of behavioral analysis



26Detection of suspicious activity in Emerson DeltaV logs

Kill-chain view for root-cause analysis 
(file drops, registry changes, network 
connections and more)

Explained in details mitigation measures 
including KICS for Nodes settings

MITRE matrix mapping and 
reference links



27Build your own ecosystem

Kaspersky
Security 
Center

Kaspersky SIEM SIEM E-mailSyslog 
server

Events
Assets, vulnerabilities & risks
Telemetry
Reports
Responses

Process values

Kaspersky
Machine Learning 

for Anomaly 
Detection

Text report

Configuration 
Database

Active Network 
Equipment

Unauthorized devices
Network access rules

Assets attributes
Vulnerabilities, risks
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