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WHdopmaLma o CTOPOHHEM Koae

YBegoMSieHMs1 O TOBapHbIX 3HaKax

Kaspersky Threat Intelligence Portal



Kaspersky Threat Intelligence
Portal

Kaspersky Threat Intelligence Portal no3sonseTt onepaTtMBHO nony4vyatb HaAEXHble aHanNUTMYeckme gaHHble
0 Knbepyrposax, o6bekTax, Ha KOTOpble OHU HanpaBfieHbl, UX B3aUMOCBA3SX U MHOUKATOpaXx yrpos.
Mcnonb3ysa aToT Be6-nopTarn, Balla KOMMaHUs UIn KNMEHTbl Y3HAKT O BO3HMKAIOLWLMX PUCKAX, BO3MOXHbIX
NOCMNeACTBUSIX U O TOM, Kak Ux nsbexaTb. bnarogapsa aTmm AaHHbIM Bbl CMOXeTe 3apeKTUBHEE
pearmpoBaTtb Ha yrposbl, 3aluLLas cCucTeMy OT aTak eLle 4O KX 3anycka.

Kaspersky Threat Intelligence Portal — aTo oHnanH-nnatdopma, koTopas npeaocTaBnsaeT yAo6HbIN 4OCTyn
KO BCEM HakomnneHHbIM «JlabopaTopuen Kacnepckoro» 3HaHusmM o6 yrposax u nx B3anmocBsiasix. Llens aton
nnatdopmMbl — obecneynTb, HaNpUMep, COTPYOHNKOB CyX6bl HPOPMAaLMOHHOM 6e30MacHOCTH Kak MOXHO
BonbLIMM KONUYECTBOM AaHHbIX 00 yrposax Ans npegoTBpalleHmns kubepaTak, KoTopble MOryT HaHeCTH
Bpea opraHusauum. Nnatdopma 06beanHaeT NoapobHbIe akTyanbHble cBeAeHns 06 yrpo3ax no
Bebagpecam, gomeHawm, |IP-agpecam, xewam ¢annos, CTaTUCTUKY U HOPMaLMo 06 aKTUBHOCTU, AaHHble
WHOIS/DNS n tak ganee. B pesynbTaTte Bbl Nony4vaeTe rnobanbHoe npeacTaBreHne 0 pasfinyHbIX yrposax,
4YTO MomoraeT BaMm obecneunTb 3aLLMTy Balleln opraHm3aummn 1 NoBbICUTb 3PdEKTUBHOCTb Mep
pearvpoBaH1s Ha MHUWAEHTbI.

Wudopmauusa o6 yrposax arpermpyetcs n3 60MbLUIOro KONM4ecTBa BbICOKOHaAEXHbIX MICTOYHUKOB. 3aTem B
pexvMe peanbHOro BpeMeHu BCe arpermpoBaHHble AaHHble TaTenbHO NPOBEPSITCA N YTOYHAIOTCS C
NCMNOMb30BaHMEM Pa3fMYHbIX METOAOB 1 TEXHONOMMI NpeaBapuTenbHon 06paboTkn, Takmx Kak
CTaTUCTMYECKMEe CUCTEMbI, UHCTPYMEHTbI BbISIBIIEHUSA MOXOXECTN 06bekToB, 06paboTka B M30NNPOBAHHOM
cpede, NnpodunnpoBaHne NoBeeHUs, NMPoOBepKa Ha OCHOBE CMUCKOB paspeLleHHbIX 0O beKTOB 1 aHanu3
3KCMEePTHbIX CUCTEM, BKITIOYasA PYy4YHOW aHanms.

OCHOBHbIe BO3MOXHOCTH

Hwxe nepeuncneHbl ocHoBHble Bo3MoxXHOCTU Kaspersky Threat Intelligence Portal.

* AHanutunyeckue ot4yeTbl 06 APT-yrposax (APT Intelligence Reporting) n 06 yrposax B
cdomHancoBomn nHayctpum (Financial Threat Intelligence Reporting)

HetanbHble otyeThbl «JlabopaTtopuun Kacnepckoro» 06 APT-yrpo3ax nomoryt Bam NoBbICUTb
0CBEOMIIEHHOCTb O MacLUTabHbIX KaMnaHusax knbepLunuoHaxa. OT4YeTbl MOXHO 3arpyxatb B
nobom goctynHom dopmare.

*  AHanutuyeckue oT4yeTbl 00 yrpo3ax npombiwneHHon knbepo6eszonacHocTu (ICS Threat
Intelligence Reporting)

JeTanbHble aHanNUTUYeCKUe AaHHble, NOBbILLAKLWME OCBEAOMIEHHOCTb O BPEAOHOCHbIX KaMnaHUsX,
HaleneHHbIX Ha MPOMbILUNIEHHbIE OpraHM3auuMn, a Tawkke WHdopmaums o6 ys3BMMOCTSX,
0oBHapyxunBaeMbix B Havmboree pacnpoCTPaHEHHbIX MNPOMbILUMIEHHBIX CUCTEMAx YMNpaBneHus |
COMYTCTBYHOLLNX TEXHOMOTNAX

*  AHanutTuyeckue otyeTbl 06 yrpo3ax Ans KOHKpeTHoun opraHu3auum (Digital Footprint
Intelligence)



MOHI/ITOpI/IHF pacnpegeneHHbiX LI,MCprBbIX pecypcoB n oTnpaBka yBeD,OMJ'IeHMﬁ O BbIABJIEHHbIX
yrpo3ax u atakax.

* ToTtokm gaHHbIX 06 yrpo3ax (Threat Data Feeds)

«JlabopaTopus Kacnepckoro» npegnaraeT MHCTPYMEHTbI AN aHanusa yrposa ¢ JOCTYMNoM K
nHpopMaLmK, NpeaoCTaBSEMON HALWMMIN aHaNUTUKaMK U UccriefoBaTensiMyM MUPOBOTO Kracca.
3T gaHHble NOMOrYT BaM NPOTMBOCTOSTL KMbepyrposam.

+ HapexHble aHanuTU4Yeckue AaHHbIe 06 yrpo3ax
KrtoueBbIM NPeMMyLLECTBOM aHaNUTUKK Yrpo3 SBMNSETCS HAAEXKHOCTb AaHHbIX, OMOMHSAEMbIX
NpPaKTUYEeCKUMM peKoMeHOALUUSMU.

+ LlUupokuit oxBaT B pearisHOM BpeMeHu
AHanuTUKa yrpo3 reHep1pyeTCcsi aBTOMaTUYECKU B PEXMME PearnbHOro BpeMeHN Ha OCHOBE
HabnoaeHuiA co BCero Mupa, 4to obecrneymBaeT LWMPOKNUIA OXBaT U BbICOKYHO TOYHOCTb.

+ PasHoo6pa3une AaHHbIX

AHanuTnyeckue gaHHble 06 yrposax, npegoctasnsemMble Beb-noptanom Kaspersky Threat
Intelligence Portal, BkntoyatoT pa3HoobpasHble TUMbl AaHHbIX, Takne kak xelu, Beb-agpeca,
IPagpeca, WHOIS, GeolP, pDNS, atpubyTbl hainos, cTaTUCTUKY U nHdopMaLmio 06 akTUBHOCTH,
LenoYKM 3arpy3oK, METKM BPEMEHU 1 Apyroe. BoopyXuBLunck aTon nHopMaLmeit, Bbl CMOXETE
NPOTUBOCTOATb pa3HOOOpa3HbLIM Yyrpo3am.

° MocTosiHHaA AOCTYNHOCTb

AHanuTnyeckue gaHHble 06 yrposax, npegoctasnsemble Kaspersky Threat Intelligence Portal,
reHepupyTCa U OTCNEXMBAKOTCHA MOLLHON OTKa30yCTONYMBOM MHPPACTPYKTYPOWN, KoTopast
obecneynBaeT NOCTOSIHHYIO AOCTYMHOCTb M 6ecnepeboriHyto paboTy Beb-nopTtana.

* [lNocTosiHHOE COTPYAHMUYECTBO C IKCNepTaMu No 6e3onacHoOCTH

B noarotoBke aHanMTUYECKUX AaHHbIX Y4acTBYIOT COTHWU 3KCMEPTOB, BKIOYAsA aHaNUTUKOB
©esonacHocTn co Bcero Mypa, cneumanuctoB LieHTpa rmobanbHbix nccnenoBaHuii u aHanuaa yrpos
(GReAT), a Takke Beaywime komaHabl R&D.

* TMpocToTa ncnonb3oBaHusA Yepe3 Be6-noptan unu API

Monyyarite gocTyn k 4aHHbIM Yeped Beb-noptan Kaspersky Threat Intelligence Portal nn6o ¢
nomoLubto npoctoro API-uHTepdperica (Kaspersky Threat Intelligence Portal API).

* MNporpammHoe o6ecneyvyeHue kak ycnyra (SaaS)

Mcnonb3ys nporpammHoe obecneveHune kak ycnyry (SaaS), He TpebyeTcsa MHTerpMpoBaTtb
[AOMNONMHUTENbBHbBIE CUCTEMBI UMK CRYXObl B MHPPACTPYKTYPY KOMNaHuW. HauHnTe ncnonb3oBatb
Kaspersky Threat Intelligence Portal npsamo cenyac.

KniouyeBble npeumyliecTBa
Kaspersky Threat Intelligence Portal o6ecneunBaeT cnegyowue npenmyLLecTsa.

* YnyJdlleHue 1 yCKOpeHue aHanunsa u pearmpoBaHus Ha nHumaeHTbl. Otgens B nnn SOC
nony4atoT LieHHY0 MHpopMauuio 06 yrposax, a Takke pesynbTaThl rnobanbHbIX nccrefoBaHNU



WMCTOYHMKOB LIENEBLIX aTtak. ATo no3sonseT 6onee Sd)d)eKTMBHO AnarHocTnpoBaTb 1 aHaNMM3NpoBaTb
WMHUMAEHTbI 6e30MacHOCTM Ha cepeepax n B CETU, a TakKKe NPpUopnTn3npoBaTb CUrHarbl BHYyTPEHHUX
CuUCTeM O pasnn4yHbIX BUOax yrpos, ceogd K MMHUMYMY BpeMa pearmpoBaHna Ha UHUMOEHTbI U

npenoTepallad KoMmnpometTauno KpUTU4EeCKn BaXXHbiX CUCTEM U OaHHbIX.

* BbisiBneHve nHavkaTopoB yrpo3 (IP-agpeca, BpedoHocHble BeG-aapeca, Xxewm aiinoB) Ha OCHOBe
KOHTEKCTHOW MHpopMaLIMK, MPOBEPEHHON 3KCNepTaMu. DTO NO3BONSET NPMOPUTU3MPOBATL aTaky,
onTUMarbHO pacnpeaenaTb nepcoHan v 3aTpathl Ha IT 1 pecypcbl U yCTpaHATL B NEpBYIO ovyepedb
Te yrposbl, KOTopble Haubonee onacHbl AN OpraHn3aUmnun.

* BbisiBneHue BPEeOOHOCHOIo CoOAEPXKMMOro B BallnX CeTAaxX U LeHTpax 06p660TKI/I AaHHbIX C MOMOLLbIO
aHalmMMTN4YeCKmnx gaHHbIX 006 yrposax.

* 3awmTa oT LueneBbIX aTak. TakTuyeckune n cTpaTternyeckme gaHHble 00 yrposax no3BosidroT

ycoBepLUeHCTBOBATb 3allUTHblE MEXaHNU3Mbl, afanTupya ctpaternto ©e3onacHocTu Ans

I'IpOTVIBO}J,eIZCTBI/IFI KOHKPETHbLIM Yyrpo3am, C KOTOpPpbIMA MOXET CTOJIKHYTbCA Balla opraHun3auus.

O 30Hax u ctatycax

Bce nccnengyemble 06bekTbl pacnpeaensoTcs no 30HaM. 30Ha ykasbliBaeT Ha YPOBeHb ONacHOCTU o6bekTa.
Bce 06bekTbl, CBA3aHHbIE C UccrefyeMbiM 06beKTOM, pacnpenensitoTcsl No COGCTBEHHbIM 30HaM. /X 30HbI
MOryT He coBnagaTb C 30HOW UccneayemMoro obbekTa.

Cnuncok 30H ABnsieTcst 06LWMM Ansi BCeX TUMNOB OOBbEKTOB, HO HE BCE 30HbI MOTYT NMPUMEHSTLCS K MoObIM

TUnam o6 bEKTOB.

Kaxxgbin Tn 061EKTOB MeeT COBCTBEHHbIN HAbOop CTaTycOB, HAanbonee TOYHO OMMChIBAOLLMIA YPOBEHb
onacHocTM 06bEeKTOB 3TOro TuMa.

B3anmocsA3b 30H 1 CTaTycoB O1d BCeX TUNnoB obbekToB npmueeaeHa B Tabnuue.

30HbI U cmamychbl

30Ha YpoBeHb Cratyc Cratyc Cratyc Cratyc
onacHocTu XeLia IPagpeca AOMeHa BebGagpeca
KpacHasa Bbicokuin BpenoHocHbIn | OnacHbliin OnacHblii OnacHbin
Opanxeasa | CpeaHuit H. n.* HepoBepeHHbin | HegoBepeHHbIn | HepgoBepeHHbIN
Kentas CpegHui Peknamnas Peknamnas PeknamHas PeknamHas
unu gpyras unu gpyras unu gpyras unu gpyras
nporpaMmma nporpamma nporpamma nporpaMmma
Cepasi WHpopmaumoHHbii | KaTeropusa He KaTteropus He KaTteropus He KaTeropus He
onpegerneHa onpegeneHa onpegeneHa onpegerneHa




3eneHas Hwakui BesonacHbii / | BesonacHbii BesonacHbin BesonacHbin
Yrpo3sbl He
OoBHapyXeHbl

*H.N.—He npuMeHNMo

NMopaepxmBaemblie cnocooObl padboTbl

Bbl moxeTe pabotaTb ¢ Kaspersky Threat Intelligence Portal ogHum 13 cnegyrowmx cnoco6os:

Be6-uHtepdpenc Kaspersky Threat Intelligence Portal

MoxHo pabotaTb ¢ Kaspersky Threat Intelligence Portal oHnaiiH ¢ nomouybto ntoboro n3 noaaepKnBaeMbix
Bpaysepos.

Mnarnn Kaspersky Threat Intelligence Portal

MNnarvH Kaspersky Threat Intelligence Portal npegHasHaveH ans nonb3oBaTenen KOpNnopaTMBHOIO YPOBHS,
noanucaHHbIX Ha Kommep4eckyto Bepcuto Kaspersky Threat Intelligence Portal. OH no3BonsieT BbINOMHATL
npoBepky BeG-aapecos, |IP-agpecos, xewen (MD5, SHA-1 n SHA-256) n LoMeHOB HEMOCPEACTBEHHO C
npocmaTpmBaeMbix BeO-cTpaHuL ¢ nomoLlbio pyHkUmMm Kaspersky Threat Intelligence Portal ons npoepku
yrpo3. OTOT nNnarvH Takke NpegocTaBnseT NognMcHnkamM OCTYN K OOLIMPHBIM KOHTEKCTHLIM AaHHbLIM 06
NHAMKaTopax KoMNpomeTaLmn, YToObl BBICTPO MPUHMMATL PELLUEHUS O NpUoOpUTM3auun aTtak. MNnaruH
cnocobeH HezaMenMTENbHO NPeaoCTaBnATb cneymanucTam no 6e3onacHoCTM MakcumarnbeHO NogpobHbIe
AaHHble 06 nHamkatopax komnpomeTtauun (IoC) anga nobon Be6-CTpaHuLbl, YTO NO3BOMSET YCKOPUTb
npouecchl paccneaoBaHvs NHUMAEHTOB. NHOMKaTopbl KOMNpoMeTaunmn NogCBeYNBaloTCA aBTOMaTUYECKN.

Bbl MoxxeTe gobasutb nnarvH Kaspersky Threat Intelligence Portal B 6payzep Chrome™ yepes
nHTepHeTMarasmH Chrome.

Kaspersky Threat Intelligence Portal API

C nomoubto Kaspersky Threat Intelligence Portal API Bbl MOXxeTe co3gaBaTth 3anpockl Arsi NPOBEPKU Yrpo3
1 nony4eHns oT4eTOB 06 yrposax, a Takke 3anyckatb 06bekTbl Ha BbinonHeHne B Kaspersky Cloud
Sandbox. Tawke goctynHel MeTodbl AP| Ang nonydeHns aHanuTUyYeckmx oT4eToB 06 yrpo3ax B (oMHAHCOBOW
nHaycTpum n 06 APT-yrposax, ans cnyxobl otcnexveadua APT C&C, ans nony4yeHnst aHanMTu4eckmnx
oT4eTOoB 00 yrpo3ax NpoMblILneHHo knbepbesonacHocTu (ICS) 1 oTyeToB 06 yrpo3ax AN KOHKPETHON
opranmsaumm (Digital Footprint Intelligence).

TpeboBaHMA K annapaTHOMY U NPOrpaMmMHOMY
obecneyeHUIo

MporpammHble 1 annapaTHble TpeboBaHusa ons paboTel ¢ Kaspersky Threat Intelligence Portal:

MuHmanbHble obLine TpeboBaHus:


https://chrome.google.com/webstore/detail/kaspersky-threat-intellig/nomaccibeeoijainlcjleafpelphbonp
https://chrome.google.com/webstore/detail/kaspersky-threat-intellig/nomaccibeeoijainlcjleafpelphbonp
https://chrome.google.com/webstore/detail/kaspersky-threat-intellig/nomaccibeeoijainlcjleafpelphbonp
https://chrome.google.com/webstore/detail/kaspersky-threat-intellig/nomaccibeeoijainlcjleafpelphbonp
https://chrome.google.com/webstore/detail/kaspersky-threat-intellig/nomaccibeeoijainlcjleafpelphbonp
https://chrome.google.com/webstore/detail/kaspersky-threat-intellig/nomaccibeeoijainlcjleafpelphbonp

* 2Tb cBOBGOAHOrO MecTa Ha XXeCTKOM [IUCKE;

*  coeanHeHue c MHTepHeToM Ans paboTel ¢ Kaspersky Threat Intelligence Portal B oHnanH-pexume;
e OTKpbITble NopTbl 443 (HTTPS) n 80 (HTTP);

*  MOHMTOP, NOAOEPXKMBAOLLMIA pa3peLLeHne akpaHa 1366x768.

MuHuUManbHble annapartHbie TpeGOBaHMﬂZ

* Intel® Pentium® 1 My (unu coBMecTMMbI aHanor) ans 32-pa3psiaHon onepaumoHHON CUCTEMBI;
* Intel Pentium 2 I'Ty (M1 coBMeCTUMBbIV aHanor) ans 64-paspsgHon onepaunuoHHon cuctemsl; O
1 I'b cBobGOOHOM onepaTUBHOM NaMATU.
Moppepxusaemble 6paysepsbl (nocnegHue Bepcun):
*  Microsoft® Internet Explorer®;
* Mozilla™ Firefox™;
* Google Chrome™;
*  Microsoft Edge®;
+ Safari®.

TpeboBaHus k nporpammHoMy obecneveHnto 4na pabotel ¢ Kaspersky Threat Intelligence Portal API:

*  Python® 3.5.3.

Hayano pabdotbl ¢ Kaspersky Threat
Intelligence Portal

NonyyeHune cepTudpmukaTa, UMeHU Nonb3oBaTens u
napons

Ons pabotbl ¢ Kaspersky Threat Intelligence Portal TpebyeTcsa cepTudmkat, MMa nonb3oBaTens u naporib.

Bam TpebyeTca nonyunts OT «Jlabopatopum Kacnepckoro» ceptudumkar, uMs nonb3oBaTtens n naponb. Ans
nonyyeHus ceptudukaTa obpaTuTech K BalleMy NepCcoHanbHOMY MEHeMKEPY N0 TEXHNYECKMM BoMpocam
«J1labopatopuu Kacnepckoro». CepTudmkaT n y4eTHble AaHHbIE NpeaocTaBnsaoTca 6e30nacHbIM Cnocobom.

Mocne nony4yenns cepTndukaTa TpedyeTcsa MMNOPTYPOBATL €ro Ha KOMMbIOTEP, NpeaHas3HavYeHHbINn Ans
paboTtbl ¢ Kaspersky Threat Intelligence Portal (npu ucnone3osanum 6paysepos Microsoft Internet Explorer,
Google Chrome nnu Microsoft Edge). B cnyvae ucnons3soBaHus 6paysepa Mozilla Firefox gononHutensHo
TpebyeTcs uMnopTupoBaTb cepTudmkaT B Opaysep.

CpOK DencTems CepTM(bI/IKaTa OorpaHun4eH. Ero oTcuyeT HauMHaeTcsa ¢ gathl BbiMNyCKa.

Korpa cpok aencteus ceptudukata uctedet, Kaspersky Threat Intelligence Portal ctaHeT HegocTyneH. [Anga
TOro 4Tobbl NpogosKNTL cnonb3oBaHne Kaspersky Threat Intelligence Portal, TpebyeTcsa 3anpocutb HOBbIN
cepTndukat. HoBbI cepTudmkaT 1 naponb cepTudmkaTa MOXHO MONYYNTb ¥ MEPCOHANbLHOr0 MeHeaXepa
no TexHMYeckuM Bornpocam «Jlabopatopum Kacnepckoroy. iMs nonb3oBaTtens 1 naponb ocTalTcs
NPEXHUMN N HE TPEDYIOT M3MEHEHUS.



Ecnu Bo Bpems cpoka fencteua ceptudukarta MeHeakep no TeXHUYECKMM BONpocamM U3MEHUT TUn AocTyna
k Kaspersky Threat Intelligence Portal (4epe3 Be6-noptan, APl unu oba cnocoba), ceptudumkart n y4eTHble
OaHHblE HE N3MEHSTCS.

CepTumkat MOXXHO yCTaHOBUTb HA HEOTPAHUYEHHOM KONMYECTBE KOMMbIOTEPOB.
Ona poctyna k Kaspersky Threat Intelligence Portal Takke moxHo ucnonssosatb ceptudukat WL-info.

UmnopT cepTudpunkara

UmnopT cepTuchukata Ha KOMNbLIOTEP

Ecnu Bbl ncnonbsyete 6paysepbl Microsoft Internet Explorer, Google Chrome nnu Microsoft Edge, Bbl
MOXeTe UMMNOPTUPOBaTL CepTUdUKAT Ha KOMMbIOTEP C MOMOLLLIO MacTepa MMNopTa cepTUdUKaToB.

» Umobkl umnopmuposames cepmugbukam Ha KOMrbromep, 8birosiHUme criedyroujue delicmeusi:

1. CoxpaHuTe BroxeHue ¢ cepTudmKaTom, Noly4eHHOE OT NEPCOHANBHOIO MeHekepa Mno
TexHu4ecknm Bonpocam «Jlabopatopumu Kacnepckoroy», Ha KomnbloTepe, KOTOpbIA OyaeT
ucnonb3oBaTbca Anga pabotel ¢ Kaspersky Threat Intelligence Portal.

2. OTtkpoiite cepTudukat, YTobbl 3anycTUTb MacTep MUMNoOpTa CepTU(UKATOB.

3. Ha cTtpaHunue Umnoptupyembin chann Bbibepute HyXHbIM cePTUdUKAT.

4. BseauTe naponb cepTudukaTa, NnpegocTaBneHHbIN NepCoHarnbHbIM MEHEXXEPOM MO TEXHNYECKUM
Bornpocam «JlabopaTtopun Kacnepckoro».

5. YcraHoBuTe hnaxok BknounTtb Bce pacluMpeHHble CBOMCTBA.
6. Ykaxute pacrnoroxeHue Ana ceptudukaTa Ha KOMMnbloTepe:

*  4TOGbI ONepaLMoHHas cuctema aBToMaTMYecku Belibpana xpaHunuile cepTudmkaTos, BbiGepute
ABTOMaTUYeCKM BbIOpaTh XpaHUMLLE Ha OCHOBE TUNa cepTuduKkara;

*  4TOGbI YKa3aTb pacnonoxeHue Ans ceptTudukata BpyyHyto, Bbibepute NMomecTuTth BCe
cepTuduKkaTbl B cneayloliee XpaHunuiue.

7. Haxwmute FoToBO, YTOOLI 3aBEPLUUTL NPOLIECC MMMOPTa cepTudukaTa.

Tenepb Baw cepTudumKaT MMNOPTMPOBAH, 1 Bbl MOXETE NPUCTYNUTL K paboTe ¢ Be6-nopTanom
Kaspersky Threat Intelligence Portal.

UmnopT ceptudmkara B 6paysep Mozilla Firefox

Ecnu Bbl ncnonb3yete Mozilla Firefox, TpebyeTcs Takke MnopTMpoBaTb cepTudukaT B 3TOT Opaysep.

» Umobkl umnopmuposams cepmucpukam e Mozilla Firefox, ebinosiHume criedyrowjue 0elicmeusi:

1. Ortkpowite 6paysep Mozilla Firefox.

2. Otkponte 3aknagky Ceptudpmkarbl OAHMM 13 CriegyoLmx cnocobos.



6.
7.

*  Haxmute Ha kHOoMKy HacTpoWKkuM B HKHEN YacTy HadanbHom ctpaHuubl Mozilla Firefox, a 3atem
Bblbepute [lononHutenbHblie — CepTUdUKaThl.

* HaxmuTte Ha kHonky MeHro, a 3aTeM BbibepuTe HacTpoikn — [lononHutenbHblie —
Ceptudmkarbl.

Haxmute Ha kHonky NMpocmoTp cepTucpmkaToB 1 Boibepute 3aknagky Bawm ceptucpumkarhbl.
Haxmute Ha kHonky UmnopTupoBaTth.

OTkpoeTcs okHo MMnopTupyembin chann cepTudmkara.

BbibepuTe HYXHbIN cepTudumkaT n HaxmuTe OTKPbITh.

BeeguTe naponb ceptudmkaTa B okHe BBog napons u HaxmuTe Ha kHonky OK.

OTobpasutcsa coobLieHne, noaTBepXaatoLLee yCneLlHbI UMNOPT.

Tenepb Baw cepTMdurKaT MMNOPTUPOBAH, U Bbl MOXETE NPUCTYNUTb K paboTe ¢ noptanom Kaspersky
Threat Intelligence Portal c nomousio Mozilla Firefox.

NMpocmoTp MNOPTUPOBaHHbIX cepTUdUKaToB

MpocMoTp cepTUdMKaTa Ha KOMNbIOTEpe

» Umobbi npocMompems UMIOPMUPO8aHHble cepmucbukamal Ha KOMIbomMepe, 8bIrnoaHUme
cnedyrowue Oelicmaus:

1.

HaxxmuTe Ha kHonky Myck, BBeanTe mmc B none Mouck n HaxmuTe knasuwy Enter, 4ToBbl OTKPbITH

KoHconb ynpasnexus (MMC).

Bbibepute ®ann — [lobaBUTbL UNu yaanuTb OCHACTKY U ABaxapbl wenkHute CepTtudukarthbl B
cnucke JOCTyNHble OCHACTKW.

OTtkpoeTcs okHo OcHacTka gucneryepa cepTucukaToB.
Bbibepute Moen yyeTHOM 3anMcu nonb3oBaTens 1 HaXXMUTe Ha KHonky FoToBo.
Haxmute Ha kHonky OK, 4Tobbl 3akpbiTb OkHO [Jlo6GaBneHne u yaaneHne OCHaCTOK.

B okHe KopeHb koHconu BbiGepuTe CepTudmkatbl — Tekywmin nonb3oBatens — JinuHoe —
Ceptudmkarbl.

YaoocToBepbTech, YTO Ball cepTudukat oT «Jlabopatopum Kacnepckoro» otobpaxaetcs B paboyen
obracTtun KoHcoNu.

MpocmoTp ceptucukarta B Mozilla Firefox

» Umobnki npocmompems cepmuchukam, umropmuposaHHbili 8 Mozilla Firefox, ebinonHume
cnedyrouwue delicmausi:
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1.
2.

OTtkponTte 6paysep Mozilla Firefox.

OTtkponTe 3aknagky CepTudumkaTtbl 0OHMM M3 CriegyloLmx cnocobos.

*  Haxmute Ha kHonky HacTpowku B HXHEN YacTu HavaneHoun cTpaHuubl Mozilla Firefox, a 3atem
BblibepuTe [lononHuTenbHble — CepTUduKaTbl.

*  HaxmuTte Ha kHonky MeHto, a 3aTem BblbepuTe HacTpoitku — [lononHuTenbHble —
CepTtudcukarsbl.



3. Haxmute Ha kHonky MpocMoTp cepTudmkaToB U BoibepuTe 3aknaaky Bawm ceptudmkarsbl.

4. YpocTtoBepbTech, UYTO Bal cepTudmkat oT «JlabopaTopun Kacnepckoro» otobpaxxaeTcs B OkHe
YnpaBneHue cepTudunkaTamm.

Ecnn ceptudmkat He MMNOPTUPOBAH, MOBTOPMTE MOMbITKY MMMNOPTa MK obpaTUTech K
agMUHUCTpaTopy.

Bxopa B yuyeTHyr 3anucb Kaspersky Threat Intelligence
Portal

B aTom pasgene onucaHo, Kak BONTW B y4eTHYI0 3anuck Kaspersky Threat Intelligence Portal. [Npy nepsom
BXoAe B yyeTHyto 3anunck Kaspersky Threat Intelligence Portal unv nocne npnobpeteHmsa HoBow ycnyrm
Kaspersky Threat Intelligence Portal TpebyeTtca npuHaTh YcnoBumsa ncnonb3oBadung u 3assreHmne o
npefocTaBneHny AaHHbiX. Takke TpebyeTca noareepxaatb NPUHSATUE YCIOBMIN UCMONb30BaHWS B Cryyae
nx nameHeHus «Jlabopatopuen Kacnepckoro.

[Mepen Bxogom B yyeTHyto 3anuck Kaspersky Threat Intelligence Portal ynoctoBepbTech, 4TO Ball
cepTudmkaT MMNOPTUPOBAH Ha KOMMbIOTEP 1 B Bpay3ep (B cnyvae ucnonb3oBaHusa Mozilla Firefox),
KOTOPbIV Bbl NNaHnpyeTe ncnonb3oBath Ans paboTel ¢ Kaspersky Threat Intelligence Portal B
NHTEpHeTe.

Mepen paboton ¢ Kaspersky Threat Intelligence Portal APl TpebyeTcs npuHaTh Ycnosus
ncnonb3oBaHus, nepenasa B Opaysepe no crieaytoLlen cebinke: https://tip.kaspersky.com.

» Umobki sotimu e yyemHyto 3anucb Kaspersky Threat Intelligence Portal, ebinonHume
cnedyrouwjue delicmeus:

1. Ortkpowite Kaspersky Threat Intelligence Portal B 6pay3epe no ccbinke hitps://tip.kaspersky.com.

2. BblbepuTe HyXHbI1 cepTuduKaT ans ayTeHTUdMKaumMm Ha BeG-nopTane u HaxMmuTe Ha kHorky OK.

B nogoepxuBaemblx Opaysepax oOToOpa)kalTcs TONbKO cepTudukatbl «JlabopaTtopum

Kacnepckoroy, KOTopble MOXHO UCMNOSb30BaTh AN ayTeHTudurkaumm Ha noptane Kaspersky
Threat Intelligence Portal.

3. BBepguTe nmsa nonb3oBaTens u napornb, NonyyeHHble oT «JlabopaTtopumn Kacnepckoroy» nocrne
3anpoca ceptudukaTa.

Mmsa nonb3oBatens u napoJib MOXHO NCNOJ1Ib30BaTb A4 ayTeHTVICbI/IKaU,I/II/I TOJIbKO HAa OHOM
KOMMNbOTEPE OOAHOBPEMEHHO.
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4. Ecnu Bam paspelueHo pabotatb ¢ Kaspersky Threat Intelligence Portal 6e3 ceptudukarta, ans
Bxoaa Tpebyetca npontu Tect reCAPTCHA.

YctaHosute dnaxok 51 He po6oT B BuaxeTe reCAPTCHA v cneayvte HCTPYKUUAM Ans
npoxoxageHus Tecta reCAPTCHA.

5. HaxmwuTte Sign In.

6. Ecnu xoTuTe y3HaTb Gorblue 0 BO3MOXHOCTSX NpoAyKkTa, nepeniaunTe no ceoinike Get more info
about Kaspersky Threat Intelligence Portal.

OTa ccbinka HegocTynHa Ansa nonb3osatenen Kaspersky Anti Targeted Attack n Kaspersky Endpoint
Detection and Response.

7. Ecnu tpebyeTtca cessaTtbea ¢ npeactasutenamu «Jlabopatopum Kacnepckoro», HaXXMuTE Ha KHOMKY
Request Access.

3anonHute (*)opmy Ha OTKprBLueVICﬂ CTpaHuue, n npeacrtaBuTesb «J'Ia60paTopvw| KacnepCKoro»
CBAXEeTCA C BaMU B Teé4eHNe O4HOro pa60qero AOHA.

Ecnun Ha komMnbloTep HE MMMNOPTUPOBaH AencTBUTENbHbIN cepTudukat, Kaspersky Threat Intelligence Portal
Bo3BpaLuaet owmnbky 403 (Jocmyn 3anpeweH).

C6on npu Bxoge B ydeTHyto 3anucb Kaspersky Threat Intelligence Portal MoxxeT nponsoiiTi no ogHom 3
CcnepyrLwmnx NpuYdmH:

*  HeBepHOe MMsi NoNnb3oBaTeNs UK Naposb;
*  cepTMduKaT HeLeNCTBUTENEH, MOBPEXAEH UMN NMPOCPOYEH;

*  yyeTHas 3anucb NONb30BATENSA UMK rpynna, kK KOTOPOW OHa NpUHaANexuT, 3abnoknposaHa.

KonnyectBo nonbIToK ayTeHTVICbVIKaLI.VIVI Ha Be6-r|opTane HEe orpaHn4eHo.

NMpuHaTHe YcnoBun ncnonb3oBaHusa U 3asiBrieHNsA O
npefocTaBNeHUU AaHHbIX

B atom pasgene onncaH NopAaAnoK NPpUHATUA YcnoBuir ncnonb3oBaHns 1 3asBreHns o npegoctaBliieHNn
OaHHbIX.

Mepen nepBbiM BXOAOM B y4eTHYH0 3anucb Kaspersky Threat Intelligence Portal unn ncnonssosaHnem
HOBOrO peLueHuns TpebyeTcsa NpUHATL YCNOBMS UCNONb30BaHUA 1 3asaBrieHne 0 NpeaoCTaBneHnm
OaHHbIX. Takke TpebyeTcs NPUHSTL YCNoBKS UCMOMb30BaHKS B Crlyvae X N3MEHEHMS.

Mepen paboton ¢ Kaspersky Threat Intelligence Portal APl TpebyeTcsa npuHATb YCNoBus UCNOSNb30BaHMS
B HTEpPHETe, nepengsa B Opaysepe no cebinke https://tip.kaspersky.com.

» Umobbl npuHsamMb Ycrnoeusi ucronb308aHuUsi U 3asienieHue o npedocmassieHuu OaHHbIX,
8binosiIHUMe criedyroujue delicmeus:
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1. B okHe, KOTOpOE OTKpbIBAETCHA NOCIe HaXxaTusi Ha KHOMKyY Sign In Ha cTpaHuue
https://tip.kaspersky.com B 6pay3epe, BHUMATENLHO NpoYMTanTe YCNoBUsi UCMOMb30BaHUA U
3asiBrneHue o npefoCcTaBneHnn AaHHbIX.
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Ecnu 370 Baw nepBbii BXoA B y4eTHyto 3anuck Kaspersky Threat Intelligence Portal, otobpaxatoTcs
YcnoBust UCNonb3oBaHnsa 1 3asiBneHre o NpegocTaBneHny aHHbIX AS BCEX NPUoBpeTeHHbIX
peLleHunn.

Ecnu Bbl OTKpbIBaeTe CTpaHULLy 4SS HOBOro NpMobpeTeHHOro peLleHusi, oTobpaxatoTca Ycnosus
1cnonb3oBaHus U 3asiBNeHne o NPeaoCTaBNEHUN AaHHbIX TONbKO A 3TOr0 PeLleHUs.

Ecnu Bbl cornacHbl ¢ YcnoBusaMu ncrnosib3oBaHns 1 3asiBlieHMemM o npegoctaBiieHnn AaHHbIX, B
6noke | confirm | have fully read, understood, and accept the following yctaHoBuTe cnegytowmne
riaxku:

* Terms and Conditions of <Ha3BaHue pelueHUA> (YCNOBUS UCNOJb30BaHUs)
+ Statement About Data Provision (3asBneHue o npegocraBneHMn gaHHbIX)

Ecnu Bbl He cornacHbl ¢ YCNoBMaAMM MCMONb30BaHUsA 1 3asBrneHMeM O NpefoCTaBNeHNN AaHHbIX,
HaxxMuTe Ha ccbinky Cancel, 4yTobbl OTMEHNUTE BXOS,.

Haxxmute Ha kHonky Confirm.

KHonka Confirm ctaHOBUTCHA AOCTYNHA TONbLKO MNOCHE NPOKPYTKU TEKCTa YCMOBUA MCNOMNb30BaHUS 1
YCTaHOBKMN 060MX OIaxKKOB.

Ecnun TpebyeTcs, B ntobor MOMEHT Bbl MOXeTe nepenTn no ccbinke Terms and Conditions B
HWKHen YacTu cTpaHuubl Kaspersky Threat Intelligence Portal, 4ToObl npounTaTh Ycnosus
ncnonb3oBaHusa 1 3asiBNneHne o NpegocTaBeHny AaHHbIX.

JIlnueHsnpoBaHue

00 YcnoBusax ncnonb3oBaHusAa

YcnoBusi UICNonb3oBaHNs — 3To obasaTenbHoe cornawenve mexay Bamu n AO «Jlabopatopusi
Kacnepckoro», B KOTOPOM U3MNOXEHbI YCIIOBUS, HA KOTOPLIX Bbl MOXeTe nosb3oBaTecs Kaspersky Threat
Intelligence Portal.

Mepen Havyanom ncnonb3oBaHusa Kaspersky Threat Intelligence Portal BHMMaTensHO npoynTtanTte
Ycnosusa ncnonb3oBaHUs.

Bbl npuHMMaeTe YCnoBusi MCNOnb30BaHWsA, NOATBEPXKAAs CBOE cornacue ¢ HUMU Npu BXOAe B YYETHYIO
3anucb Kaspersky Threat Intelligence Portal. Ecnu Bbl He npumeTe YCNoBmsi MICNOMb30BaHUSA, Bbl HE
CMoOXeTe BONTU B y4eTHYIo 3anunck Kaspersky Threat Intelligence Portal.

Ecnu TpebyeTcs, B Ntob6on MOMEHT Bbl MOXeTe nepenTtn no cebiike Terms and Conditions B HWKHeR Yactu
ctpaHuubl Kaspersky Threat Intelligence Portal, 4ToObl npountaTh YCnoBus NCnonb3oBaHus.
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O nuueH3un

JluyeH3usi — aTo npaBo Ha ucnonb3oBaHue Kaspersky Threat Intelligence Portal B TeueHne orpaHnyeHHoOro
BpeMeHW, NpeaocTaBnseMoe CorfiacHo KOHTpakTy ¢ «J1labopatopuen Kacnepckoroy.

JInueHsna npenocrtaBnAeT npasa Ha crneaytouwimne suabl yenyr:

* npaBo Ha ucnonb3oBaHue Kaspersky Threat Intelligence Portal;
*  MOAAEep)KKa NepcoHanbHOIroO MeHekepa No TEXHUYECKUM BOMPOCaM.

Ona ncnons3oBaHus peweHuit Kaspersky Threat Intelligence Portal TpebyeTca npnobpectn nuueHsuio.
YcnoBus UICNONb30BaHUS PELUEHNA 3aBUCAT OT TUNa JIMLEH3NN.

[ocTynHbl cnegytowime TMnNbl NMLEH3UNA.

Ona Kaspersky Cloud Sandbox

* [IpobHas. Tun NULEH3NN C OrpaHUYEHHbIM LOCTYNOM K (OyHKLMNOHANbHBIM BO3MOXHOCTSIM
Kaspersky Cloud Sandbox. MpobHas nuueH3ans nMeeT orpaHNYeHHbIA CPOK UCMOSb30BaHUS U
cnepywoLne orpaHNYeHns.

» KBOTa Ha KONMYeCTBO BbINOMHEHMIN dhannoB 1 aHanu3oB Beb-agpecos B Kaspersky Cloud
Sandbox npegocTtaBnsieTcsl Ha BECb CPOK AENCTBUSA NULEH3UN, BKINIOYAs CPOK AENCTBUS
KOMMEPYECKOM NULEH3UN.

* CoxpaHseTtca go 1000 nocnegHux pe3ynbTaToB BbIMOMHEHMI hannoB 1 aHanm3os BebGaapecos.
Mo LOCTUXKEHUN MAKCMMarbHOIO YMCHa COXPaHEHHbIX PE3YyNbTaTOB CaMbIM CTapbIM
pe3ynbTatam HasHadaeTcs ctatyc Discarded. [1na Takmx 3agay MOXHO TONbKO MPOCMOTPETh
KpaTKylo cBOAKY (Mnu yoanutb ee).

* [MpobHas nuueH3nsa oBbIYHO NMEeEeT KOPOTKUI CPpok AencTeus. [locne ncrtedeHus cpoka
OencTBNs NPOBHOM NULEH3NW Henb3sa ByaeT BbINONHATL haribl NN aHanM3npoBaTb
Bebagpeca B Kaspersky Cloud Sandbox. PesynbtaTbl npeabigyLmnx BeINOMHEHWI (hannos
OCTaloTCs AOCTYNHbIMW. YTOBLI MPOAOIMKNTL NCMOMNb30BaHMe (PyHKLNOHANBbHBLIX BO3MOXHOCTEN
Kaspersky Cloud Sandbox, TpebyeTcsi npnobpecT KOMMEPYECKYHO FNINLIEH3NIO.

*  Kommepueckas. IluueHsnsa, koTopas npegoctaBnserca npu npuobpeteHumn peweHnn Kaspersky
Threat Intelligence Portal. BolgenstoTtcs exegHeBHble kBOThI An1a Kaspersky Cloud Sandbox.
CoxpaHsetcsa go 1000 nocnegHux pe3ynbTaToB BbINONIHEHMI hainoB 1 aHanM3oB BeO-
agpecos. 1o AOCTUXEHUU MaKCUMAanbHOIO Yncna COXpaHeHHbIX pe3ynbTaToB CaMbiM CTapbiM
pe3ynbTatam HasHa4daeTcs ctatyc Discarded. [1na Takmx 3agay MOXHO TOMbKO MPOCMOTPETh
KpaTKylo CBOAKY (Unv yaanutb ee).

BbinonHeHWe 3anpoca Ha NPOBEpPKY Yrpo3 Mo Xelly He YMeHbLUaeT KBOTY Ha MPOBEPKY yrpo3
0N Tpynnbl B CIiyYae Hannyus 3aBepLUeHHON 3ag4ayvm Ha BbinoniHeHue ans atoro xewa B Cloud
Sandbox.

AHanuTn4yeckue otyeThbl 06 yrposax B comHaHcoBon uHayctpum (Financial Threat Intelligence
Reporting)
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*  [emoHcmpayuoHHas. Tvun nnuueHsnmn, npegHasHauvYeHHbINn onsa npobHOro Cnonb30BaHUs
AHanutnyeckux ot4yeToB 06 yrposax B PUHAHCOBOW MHAYCTPUN.

ﬂ,eMOHCTpaLI,I/IOHHaFI JNTNUEH3NA nMeeT OrpaHMHeHHbIVI CPOK UCnosmnb3oBaHuA un cneagywouine
orpaHn4yeHus.

+  [Ind 3arpy3kn JOCTYMNEH TOMbKO OFPaHUYEHHBIN CMINCOK aHanMTUYeCKNX oT4eToB 00 yrposax B
GoMHaAHCOBOW NHOYCTPUMN.

*  Ortyetbl Master YARA n Master IOC HegocTynHbl Ans 3arpysku.

*  [loNHOTEKCTOBBLIV MNOMCK AOCTYNEH TOMbKO AMNs OrPaHNYEHHOro YMcna aHanmMTU4YeCcKnx oT4eToB
06 yrposax B hyHaHCOBOMN MHAYCTPUM (TONbKO AN hannoB 0TYETOB, JOCTYM K KOTOPbIM
npenocTaBreH Nonb30BaTerio).

* YBeOOMITEHUS O HOBbIX M OOHOBIEHHbIX aHANUTUYECKMX OTYeTax 0b yrposax B q}MHaHCOBOVI
MHOYCTPUN HEOOCTYMHbI.

* B okHe Bbibopa Teros Actor 4OCTYNHbI TONBKO TE€rM, UCMONb3yeMble Afst OrPaHUYEHHOro Crnmcka
aHanuUTU4ecknx oT4yeToB 06 yrposax B (pMHaAHCOBOW MHAYCTPUN.

*  [IpobHas. Tvn NUUEH3UN C OrpaHNYEHHbIM JOCTYNOM K AHaNMTUYeCKMM oT4eTam o6 yrposax B
hrHaHcoBon nHAYCTpuK. MNpobHas NUUEeH3ns MMeeT orpaHUYeHHbIW CPOK UCMONb30BaHUSA 1
crnepywoLmne orpaHNYeHns.

*  [ocTynHbI TOMLKO aHanuTu4eckne oT4eTbl 06 yrposax B (OMHAHCOBOW MHOYCTPUM CTapLue cemu
JHen.

*  YBegoMmreHusi o0 AOCTYMHOCTU NS 3arpy3ku aHanuTU4eckoro otyeta o6 yrposax B (oMHaHCOBOW
WHOYCTPUM OTNPaBNAOTCA Yepes CEMb AHEW C MOMEHTA €ro NosiBMeHns UM OOHOBMNEHMS.

*  MoxHo 3arpy3auntb 40 AeCSATU aHanNUTUYECKMX OTHEeTOB 06 yrpo3ax B (PUHaHCOBOW MHOYCTPUN.
*  Otyetbl Master YARA n Master |OC HegocTynHbl A4S 3arpy3ku.

* [lonHOTEeKCTOBLIV NOUCK [OCTYNEH TOMBLKO MO HAMMEHOBAHUSAM U ONUCAHUAM aHaNUTUYECKUX
oTyeToB 06 yrpo3ax B (hMHAHCOBOW MHOYCTPUU, 3a UCKIIOYEHNEM AEMOHCTPALMOHHbBIX OTYETOB.
[ns AeMOHCTPaUMOHHBLIX OTYETOB AOCTYMNEH NOMHOTEKCTOBLIN MOUCK N0 HaMMEHOBaHNAM,
OonucaHuaAM 1 BCeM AOCTYMHbLIM dhannam oT4ETOoB.

* [MpobHas nuueH3nsa oBbIYHO NMEeEeT KOPOTKUIM CPoK AencTeus. [1o nctedeHun cpoka AencTeuns
NPOGHOW NULEH3MM JOCTYN MOXET NepeknioYnTbLCH B OFPaHUYEHHbIN AEeMOHCTPaLMOHHbIN
pexumM. YTobbl NPOAOIIKNTL UCMOMb30BaHWe AHaANNTUYECKMX OTYETOB 00 yrpo3sax B
hrHaHCOBON NHAYCTPUK, TpebyeTcs NpMobpecT KOMMEPYECKYHO NIULIEH3NIO.

*  Kommepueckas. IlnueHsus, koTopasi npegoctaBnsdeTca npu npnobpeteHun pewweHun Kaspersky
Threat Intelligence Portal. Kommepyeckas nuueH3nsa nmeeTt orpaHUYeHHbIN CPOK AENCTBUS.
KonuyecTtBo nonb3oBaTenen pelleHns n apyrine KBoTbl AN KOMNaHUN OnpeaenstoTcs KOHTPakToM C
«JlabopaTtopuei Kacnepckoro». Ecnv He npoanuTb CPoK AENCTBUS KOMMEPYECKOW NMULEH3MMW, JOCTYN MOXET
NepeKNYNTLCSA B OFPaHUYEHHbIN EMOHCTPALMOHHBIA pexuMm. AHanuTu4eckne otyeTbl 06 APT-yrpo3sax

*  JlemoHcmpayuoHHasi. Tun NMueH3un, NpeaHasHa4YeHHbIn 4ns NpodHOro NCnosib30BaHUSA
AHanutnyeckux otyetoB 06 APT-yrposax.

[leMoHCTpaUMOoHHas NIMLEH3NS UMeeT OrpaHUYEHHBIN CPOK UCNONb30BaHUS M criedytoLime
orpaHuYeHus.
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[ns 3arpysku AOCTYNEH TOMbKO OrPaHNYEHHbIN CIMCOK aHanuTnyeckmx otyetoB 06 APTyrposax.

OTt4eTbl Master YARA 1 Master IOC HegocTynHbl Ans 3arpysku.

[MoNHOTEKCTOBBINM NOUCK JOCTYMEH TOMNBKO ANs OFPaHNYEeHHOro Yncra aHanuMTUYeCKMxX OTYETOB
06 APT-yrposax (ans ¢annos oT4eTOB, AOCTYN K KOTOPLIM NpeoCTaBeH NoMnb30BaTento).

YBEeAOMMEHNS O HOBbIX Y OBHOBMEHHbIX aHanNUTU4eckux otyetax o6 APT-yrposax He4OCTYMHbI.

B okHe BbIGopa TeroB Actor AOCTYMHbI TONbLKO TEMU, UCNONb3yeMble ANA OrpaHUYEHHOro cnucka
aHanuTuyeckmx otyetoB 06 APT-yrposax.

ﬂpocpvmm OOCTYNHbI TOJIbKO AJ1d TeX rpynnnpoBOK, KOTOPble CBA3aHbl C OT4HeTaMun, BXOAALLNMNA
B OrpaHn4eHHoe 4Yncno aHaJimTUu4eCcKnx oT4eToB o0 APT-yrpoaax, AOCTYyNn K KOTOPbIM
npegocTtaerieH nonb3oBaTternio.

lMpobHas. Tvn NMUEH3UN C OrpaHUYEHHbIM AOCTYNOM K AHannTu4eckum otyetam obd APT-
yrposax. [lpobHas nuueH3nss UMeeT OrpaHNYEHHbIN CPOK MCNOMb30BaHNS U criegyroLme
OrpaHn4eHus.

[ocTynHbl TONBLKO aHanuTMyeckne otdyeTbl 06 APT-yrposax ctapLue cemu aHen.

YBegomMneHus o JOCTYNHOCTM AN 3arpy3ku aHanuTudeckoro otyeta o6 APT-yrposax
OTNpaBnsTCA Yepes ceMb AHEN C MOMEHTa ero NosBreHNs Unmn obHOBMNEHUS.

MoxxHO 3arpy3utb 4O AeCSATU aHanMTu4ecknx ot4yetos 06 APT-yrposax.
OtyeTtbl Master YARA n Master IOC HegocTynHbl Ans 3arpysku.

lMonHOTEeKCTOBLIN NOUCK L0OCTYyNneH TOJIbKO NOo HauMeHOBaHUAM U ONNCaHUAM aHaNMUTU4YEeCKUX
oT4yeTOB 00 APT-yrposax, 3a UCKnw4veHnem eMOoHCTPaLUMOHHbIX OTHETOB. Ons
O0EMOHCTPaUMOHHbIX OTYETOB A4OCTYNeH NOJSTHOTEKCTOBLIN NOUCK MO HAMMEHOBAHUSAM,
onnucaHnam mn ecem OOCTYNHbIM cbaﬁnaM OT4ETOB.

IMpodunun 4oCTynHbI TONLKO ANS TEX rPYNMNMPOBOK, KOTOPbIE CBA3aHbl C OTYeTaMU, BXOOALLNMMN
B OrpaHUYEeHHOE YMCNo aHanuTuyecknx otyetoB 06 APT-yrposax, 4OCTYN K KOTOPbIM
npegocTaBneH norb3oBaTento.

MpobHas nuueH3nsa oObIYHO MMEET KOPOTKUI CPOK AencTBus. o nctedeHun cpoka oencTeuns
NPOGHOW NULEH3MM JOCTYMN MOXET NEPEKMIOYNTLCHA B OFPAHNYEHHbIV AEMOHCTPALMOHHBIN
pexuM. YTobbl NpO4OMKUTE UCNoNb3oBaHne AHanuTu4ecknx otyetoB 06 APT-yrposax,
TpebyeTcs NpruobpecTn KOMMEPUECKYIO NMULIEH3NIO.

Kommepueckas. NlnueHsns, kotTopasi npegoctaBnaeTca npu npnobpeteHun pewweHun Kaspersky

Threat Intelligence Portal. Kommep4eckas nuueH3nsa nmeet orpaHUYeHHbIN CPOK AENCTBUS.
KonnyecTBo nomnb3oBaTenen peweHns n apyrne KBoTbl Ans KOMMNaHUM ONpeaenstoTcst KOHTPaKTOM C
«Jlabopartopuen Kacnepckoro». Ecrnv He Nnpoanute CpoK 4ENCTBUSE KOMMEPYECKOW NULIEH3NM,
[OCTYN MOXET NEePEKITIYNTLCS B OrpaHUYEHHbIA 4EMOHCTPALMOHHBIA PEXUM.

Ecnu Bbl He NprMobpenn NMUEH3NI0 Ha aHanuTuyeckme otyeTbl 06 APT-yrpo3ax nnv aHanuTu4eckne oT4eThl
00 yrposax B (hyHaHCOBOW MHOYCTPUK, yBeAOMMeHNs 6yayT HeAOCTYMHbI.

AHanuTn4yeckue otyeTbl 06 yrpo3sax I'IpOMbILI.IneHHOﬁ KMGepGesonacuocm
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HemoHcmpayuoHHas. Tvn NMueH3nn, NpegHasHavyeHHbIn 4ns NpobHOro NCNosib30BaHUA
AHanuTnyecknx ot4eToB 06 yrpo3ax NPOMbILLIIEHHON kKnbepbe3onacHOCTH.



[eMoHCTpaunoHHas NULEH3MS UMEET OrpaHUYEHHbIN CPOK UCMONMb30BaHMSA 1 creayowme
OorpaHNYeHus.

ﬂ,]‘lﬂ 3arpy3kun OoCTyneH TOJ1bKO OrpaHI/I‘-IeHHbII7I CMNUCOK aHanUTUYecKnx oT4eToB 00 yrposax
NpOMbILLIEHHOW KnbepbesonacHoCTH.

OTt4eTbl Master YARA 1 Master IOC HegocTynHbl Ans 3arpysku.

[NonHOTEeKCTOBbLIN NOUCK OOCTYyneH TONbKO AndA orpaHN4YeHHOro 4Ynmcna aHanntn4eckmx otT4eToB
06 yrpo3ax npomebiLuneHHon knbepbesonacHocTu (48 hannoB 0TYETOB, AOCTYN K KOTOPbIM
npeaocTaBreH Nornb30BaTento).

YBEAOMIEHNS 0 HOBbIX U OBHOBIEHHBIX aHANMUTUYECKUX OTYETax 06 yrpo3ax NpoMbILLNEHHON
knbepbe3onacHOCTN HEAOCTYNHbI.

B okHe BbIGOpa TeroB Actor 4OCTYNHbI TONBKO TE€rn, UCMONb3yeMble AMs OrPaHUYEHHOro Cnmncka
aHanuMTU4ecknx oTyeToB 06 yrposax NpPoMmbiLLneHHon kubepbesonacHocTu.

lpobHas. Tun NMUEH3NM C orpaHMYeHHbIM AOCTYNOM K aHanuMTUYecknm otyetam ob yrposax
npombIWneHHon knbepbesonacHocTun. MpobHas NUUEH3ns MeeT OrpaHUYEHHbIN CPOK
NCMNOMb30BaHWS 1 cneayoLme orpaHnyeHus.

,D,OCTyngI TONbKO aHanuUTU4ecKne oT4yeTbl 06 yrposax I'IpOMbILLIJ'IeHHOVI KVI6ep6630FIaCHOCTVI
cTapuwe cemun OHen.

YBegomneHus o AOOCTYNHOCTU AONA 3arpy3kn aHalimTUM4eckoro ot4yeTa 06 yrposax
I'IpOMbILUJ'IGHHOVI KM6ep6e3OHaCHOCTM oTnpaBlATCA Yepe3 CeMb OHEen ¢ MOMeHTa ero
NosiBNEHNs Ui 0OHOBINEHUS.

Mo>kHO 3arpy3nTb 0O AECATM aHANUTUYECKMX OTYETOB 00 yrpo3ax NpoMbILLNIEHHON
knbepbesonacHocTu.

OtyeTtbl Master YARA 1 Master IOC HegocTynHbl ANg 3arpysku.

[NonHOTEKCTOBbIN NOUCK OOCTYyneH TOJTIbKO MO HauMeHOBaHUAM 1 ONMCaHNAM aHaNNTUYECKNX
oT4yeTOB 00 yrposax I'IpOMbILUJ'IeHHOVI KI/I6ep6e3OI'IaCHOCTVI, 3a UCKINK4YeHNnem
O0EMOHCTPaLUMOHHbIX OTYETOB. Ona OEMOHCTPaLUMOHHbIX OTYETOB AOCTYNEeH NOSTHOTEKCTOBbLIN
MNOUCK MO HaMMeHOoBaHMAM, onMcaHnAamM n BcemM OOCTYMHbIM CbaVIJ'IaM OTYETOB.

MpobHas nuueH3nsa 0bbl4HO MMEEeT KOPOTKUIA CPOK AencTBums. 1o ucTedeHnn cpoka AencTBus
NPOBGHOW NMMUEH3UM JOCTYN MOXET NepeKnoYnUTbCA B OrpaHUYEHHbIA 4EMOHCTPaLMOHHbIV
pexumM. YToObl NPOAOIIKNTL MCMOMb30BaHWe AHANNTUYECKMX OTYETOB 00 yrpo3ax
npoMbILWeHHON kKnbepbesonacHocTn, TpebyeTca NpMobpecT KOMMEPYECKYIO NULEH3MIO.

Kommepueckasi. NlnueHsns, kotTopasi npegoctaBnsaeTca npu npnobpeteHun pewweHun Kaspersky
Threat Intelligence Portal. Kommepyeckasi nuLeH3nsa nmeeT orpaHUYeHHbIN CPOK AENCTBUS.
Konu4yecTtBo nonb3oBaTenen pelleHns n apyrue KBoTbl ANd KOMNaHUM onpeaensitoTcs
KOHTpakToM ¢ «JlabopaTtopuent Kacnepckoro». Ecnv He NpoannTb Cpok AeNCTBUS KOMMEPUECKOW
NLIEH3MM, OOCTYM MOXET NEPEKNIOYNTLCSA B OrPAaHUYEHHbBIA AEMOHCTPALMOHHBIN PEXUM.

Ecnu Bbl He Npuo6penu nuueHanto Ha AHanuTMYeckmne otyeTbl 06 Yrpo3ax NPOMbILLTIEHHOM
KndepbesonacHocTu, yegomneHus 6yayT HeAOCTYMHbI.

Mowuck yrpo3 (Threat Lookup) / NMouck no 6aze WHOIS / MoHuTopuHr no 6aze WHOIS
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lMpobHas. Keotbl ans MNoucka yrpos u Noucka no 6asze WHOIS npegoctaBnsaoTcst HA Cpok
aencteus nuueHsun. [na MonntopuHra no 6ase WHOIS npegocTtaBnsieTca oTaenbHas KBoTta.
lMocne ncteveHus cpoka AenCTBMA NPOOHONM NULIEH3MM CO34aHne 3anpoCoB Ha NMOWCK U NpaBusl
oTcnexvnBaHus 6ygeTt HegoCTYMHO.

Kommepuyeckas. NpegoctaBnsitoTcsa exegHeBHble KBOThI Ans Moucka yrpo3s u MNoucka no 6ase
WHOIS. na MonuTtopuHra no 6a3e WHOIS npepocraBnseTca otaensHas exegHeBHasi KBOTa.
lMocne ucteyeHns cpoka OencTBUSA KOMMEPYECKOW NMLEH3MN CO34aHne 3anpoCcoB Ha NMOUCK U
npasun oTcnexunesaHusa 6ygeTt HegoCTYMHO.

BbinonHeHne 3anpoca Ha NOUCK Yrpo3 Mo Xelly He YMEHbLUIAEeT KBOTY Ha NPOBEPKY Yrpo3 Ans
rpynnbl B Criydae Hanuyusi 3aBepLUEeHHON 3a4a4yn Ha BbinorHeHne anst atoro xewa B Cloud
Sandbox.

CBeaeHns 0 NIMUEH3NN MOXHO HaWTK Ha cTpaHuue Licensing.

PekomeHayeTcst npoaneBaTb CPOK OENCTBUSA NULEH3MM 0 ero ucteyeHus. Cnyxoba

otcnexusaHusa APT C&C

lMpobHas. Tvn NMUEH3UN C orpaHNYeHHbIM JOCTYNoM Kk cnyxbe otcnexueaHus APT C&C.
MpobHas NULUEH3Ns UMeeT OrpaHUYEHHbIA CPOK UCMONb30BaHUS U CreayoLne orpaHNYeHus.

MoTokM JaHHbIX AOCTYMHbI TOMBKO A4S CTPaHbl, ykasaHHOW coTpyaHukoM «JlabopaTopum
Kacnepckoro» npu 3aknioyYeHnm KOHTpakTa.

MpobHas nuueH3nsa 0BbIYHO NMEEeT KOPOTKUIM CPpok AencTBus. [locne ncrtedyeHus cpoka
OencTBUst NPOoBHOM NuLEeH3nn cnyxba cTaHOBMTCSA HEQOCTYNHOM AN nonb3oBartens. YTobbl
nNpoaomKuTh ncnonb3oBaHe Cnyxbbl otcnexnsanna APT C&C, TpebyeTcsa npuobpecTtu
KOMMEPYECKYI0 NULEH3UIO.

Kommepyeckas. INnueHans, koTopasi NpeaoCcTaBnseTcs npy npuobpeteHnn peweHnin Kaspersky

Threat Intelligence Portal. Kommepyeckas nuueH3nsa nmeeTt orpaHUYeHHbINn CPoK AENCTBUS.
KonunyecTtBo nonb3oBaTenen peweHns n gpyrue KBoTbl AN KOMMaHUN ONPeaensitoTCs KOHTPAaKTOM C
«JlabopaTtopuen Kacnepckoro». lNocne ncreyeHns cpoka 4ENCTBUA KOMMEPYECKON NULEH3NN
cnyx6a CTaHOBUTCHA HEAOCTYMHOW Ans Nonb3oBaTens.

AHanuTn4yeckue oTyeThbl 06 yrpo3ax ans KOHKpeTHown opraHusauum (Digital Footprint Intelligence)
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HemoHcmpayuoHHasi. Tun NMueH3nmn, npegHasHavYeHHbIn 4ns npobHOro NCNonb3oBaHUs
AHanMTUYecKnx oT4eToB 006 yrpo3ax Ansi KOHKPETHOM opraHu3aumu.

ﬂ,eMOHCTpaLI,I/IOHHaﬂ NMUEH3na nMeeT OrpaHMHeHHbIVI CpPOK ncnonb3oBaHuA U cneaywouine
orpaHmn4yeHun4a.

[na npocmoTpa 1 3arpysku OCTYMNEH TONbKO aHOHMMU3UPOBAHHbIA EMOHCTPALMOHHbIA OTYET.

[na npocmoTpa AOCTYMNEH TOMbKO OrPpaHUYEHHbIA CMMCOK aHOHUMU3MPOBAaHHBLIX YBE4OMIIEHWIA
06 yrposax.

Opyrve pyHKUUM AOCTYNHbI TONBKO AN AEMOHCTPALMOHHBIX AaHHbIX.

Kommepueckas. llnueHsns, koTopasi npegoctaBnsaeTca npu npnobpeteHumn pewenun Kaspersky

Threat Intelligence Portal. Kommepyeckasi nuLeH3nsa nmeeTt orpaHUYeHHbIN CPOK AENCTBUS.



KonunyecTtBo nonb3oBaTtenen peweHns n gpyrme KBoTbl 4S5 KOMNAHMW ONpeaensitoTCa KOHTPaKTOM C
«J1labopatopuen Kacnepckoro». Ecnun cpok AencTBmMs KOMMEPYECKOM NULIEH3UN He NPOASIEH,
COXpaHseTCcsa AOCTYN K AaHHbIM, MOJTyYEHHbIM B TeYEHVE nepuoga AenNcTBNsS NuueHsun. Hosble
AaHHble He OyayT NpefocTaBnATbCA 40 TeX Nop, Noka He OyaeT NPOANEH CPOK OENCTBUS NNLIEH3NN.

NMpnobpeTeHune nNMUeH3uUn

[nsa npuobpeTeHns nuueH3nMm ncnonb3yeTcs crneaytoLlas npowueaypa.

» Umobnki npuobpecmu nuUueH3uro, 8birnonHume credyrwue delicmeus:

1. B okHe cBegeHuWi O nosnb3oBaTerne nepenguTe no ceoifike Licensing.

2. HactpaHuue Licenses HaxmuTe Ha KHoMKy Purchase license psgom ¢ peweHnem Kaspersky
Threat Intelligence Portal, ansa kotoporo Tpebyetca npMobpecTn nuueH3unto.
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OTkpoeTcs okHo Request form.
3. YOoctoBepbTeCh, YTO B 3aMpoce yKaszaHo HYXHOE peLleHne, U HaXkMUTe Ha KHomKy Send.

4. JInbo HaxxmuTe Ha KHomnky Purchase license Ha cTpaHuue HyxHoro pelleHust Kaspersky Threat
Intelligence Portal.

Takke Bbl MOXETe 3anpoCcUTb JEMOHCTPAaLMO HYXXHOIo pelueHus.

[MpeaoctaBneHne gaHHbIX

Mpun ncnonbsosarumn Kaspersky Threat Intelligence Portal nomnumo gaHHbIX, NnpegocTaBnsieMbIX B
COOTBETCTBUM C YCNOBUSAMUN NCNOSMb30BaHNSA, CneayoLume TUMbl AaHHbIX aBTOMaTUYeCckn nepeaarTcs 1
0obpabaTbiBalOTCA ANS ONUCAHHBIX HYKE Lienew.

«Jlabopartopus Kacnepckoro» sawmiiaet nobyro NonyyYyeHHyo MHHOpMaLnio B COOTBETCTBUN C
TpeboBaHMAMUN 3aKOHOA4ATENBLCTBA M NPUMEHUMbIMI NpaBunammn «Jlabopatopun Kacnepckoro». [ns
nepenayn AaHHbIX UCMOSb3YeTCs 3allULLEHHbIA KaHan.

Bce nonyyeHHble faHHble XpaHATCH B TedeHue nepuoga AencTens nuueH3un. o ncredeHun cpoka
XpaHeHus AaHHble yaanaTcd u3 6a3 gaHHbIX onepaTnBHon obpaboTtku TpaHsakuun (OLTP).

Bbl moxeTe B ntoboe Bpems 0TO3BaTh cornacme Ha npeaocTaBneHne AaHHbIX, ONMUCaHHbIX HKe. YToObI
0TO3BaThb cornacue, obpaTntTecb K NepCoHanbHOMY MeHeXKepy No TEXHUYECKUM Bonpocam
«Jlabopatopumn Kacnepckoro» no agpecy ktlsupport@kaspersky.com.

ObpabaTbiBaeMble AaHHble

OO0Lwume gencTBUA Nonb3oBaTtenemn

B uenax ontummnsaumm obHapyxeHus yrpo3 u gns obpaboTkm 3anpocoB Nonb3oBaTeNen K peLleHnsm
Kaspersky Threat Intelligence Portal dr19 kaxxdozo delicmeus rnonb308amerisi BO BpeMsi paboTbl ¢ Kaspersky
Threat Intelligence Portal, B cooTBeTCTBMM C TpEOOBaHMAMN NULEH3NM U Y CNOBUAMN UCMOSNb30BaHUS,
nopTan nonyyaeT criefyloLne faHHbIE:

° aata n BpeM4d BbINMOoJNTHEHUA DEencTBus;

* |P-agpec (Takke ucnonb3yeTcs s 6rIOKMPOBKKN YYETHBIX 3anncein, KOTOpbIe CIIMLLKOM YacTo
neiTatotca BonTtn B cuctemy Kaspersky Threat Intelligence Portal);

* cTpoka User-Agent;

*  MMs nonb3oBaTens (MMs y4eTHOM 3anucm).

MoarBepxxaeHue YcCnoBuim NCNonb3oBaHUs
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[ns obpaboTku 3anpocos nonb3oBatenewn k pewwerHuam Kaspersky Threat Intelligence Portal, B
COOTBETCTBMU C TPEBOBaHUAMN NULEH3NW, NopTan nonyyaeT cneaywmne AaHHble:

* nogTBepxaeHue (yctaHoBka cnaxka | confirm | have fully read, understood, and accept the
following: Terms and Conditions of <cnMcok AOCTYNHbIX peLeHnin>).

HOATBep)KAeHMe 3asBneHus o npegocTtaBrieHUMN AAaHHbIX

[nsa obpaboTku 3anpocoB nonb3oBaTenen k peweHnsm Kaspersky Threat Intelligence Portal, B
COOTBETCTBMU C TPeOOBaHUAMN NULEH3WMW, MOpTan nonyyaeT creayllne JaHHble:

* nogTBepxaeHue (yctaHoBka cdonaxka | confirm | have fully read, understood, and accept the
following: Statement About Data Provision).

Bxopn B yuyeTHyto 3anuck Kaspersky Threat Intelligence Portal

[ns ayTeHTndukauum nonb3oBaTenen n Nnposepkn cobnogeHnsa TpeboBaHun TekyLen NMUeH3nmn npu exode
8 ydyemHyto 3ariucb Kaspersky Threat Intelligence Portal, B COOTBETCTBUMN C YCIOBUSIMA WCMONb30BaHWS,
nopTan nony4aet cnegyloLwme aHHbIE:

*  cepTudumkar;
* naponb (comnb u xeL);
*  UM4 nonb3oBaTtens (UMA y4eTHON 3anucu);

*  MaeHTUUKaTOP CECCUU, KOTOPLIN TaKkke COXpaHsieTCs B NTIOKanbHOM XpaHunuile 6paysepa
nosib3oBaTtens.

AHanuTtn4yeckue otyeTbl 06 APT-yrposax, AHanuTu4yeckue otyeTbl 06 yrposax B hoyHaHCOBOM
MHAYCTPUM M AHanUTUYecKne oT4yeTbl 06 yrpo3ax NpombILluieHHOM KubepbesonacHocTu

Ona reHepauumn noackasok npu BBoge AaHHbIX Nofib3oBaTeNnaAMM 1 NOUCKa 3anpalinBaemMoro Tekcta
(FIOJ'IHOTeKCTOBbIVI I'IOMCK) 3aripocel K cny>K6e omyemaos NpMHNMarTCA, COXPaHAKTCA U O6pa6aTbIBalOTCﬂ B
COOTBETCTBUN C YCNOBUSMU UCMOSIb30BaHMS.

Mowuck yrpo3 (Threat Lookup)

[nsa noucka 3anpalumBaembix 06 bEKTOB, OTOOpaxeHns nocrneaHMX 3anpocoB Nornb3oBaTenen 1 NPoBepKU
cobnoaeHnst TpeboBaHWI TEKYLLEN NULEH3WUMN MIPU UCMOMb308aHUU peweHUs o noucky yepo3 (Threat
Lookup) noptan Kaspersky Threat Intelligence Portal nonyyaeT cneayowme gaHHble:

° 3anpoc;

*  MPOCMOTP NOCNEAHMX 3anpocoB (TONbKO AeCTBME, 6€3 Nony4YeHns gaHHbIX);

° pes3ynbTaTtbl 3anpoca.

MoHuTopuHr no 6asze WHOIS

Onsa paccnegoBaHusa npobnem, npoBepkn cobnoaeHns TpeboBaHWi TeKyLLEN NMLEH3NN U yBeAOMMEeHNs
nonb3oBaTtenen npu ucnons3osaHuu MoHumopuHaa o 6aze WHOIS noptan Kaspersky Threat Intelligence
Portal, B cooTBETCTBMM C YCMNOBMAMM UCMONBb30BaHWS, NOMyyYaeT cneayowme aaHHble:
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NOoJyTHOE NMA NOJIb30BaTESIA;

*  1Ms NoNb3oBaTens (MMsi y4eTHOW 3anuch).

Mownck no 6aze WHOIS

Ons paccnegoBaHusa npobnem, oTobpakeHUsi NocnegHMX 3anpocoB MONb30BaTENEN U NPOBEPKU
cobntoaeHnst TpeboBaHW TEKyLLEN NULEH3UW rpu ucrionb3oeaHuu NMoucka no 6aze WHOIS noptan
Kaspersky Threat Intelligence Portal nony4aeTt cnegyowime gaHHble:

* 3anpoc;
* NPOCMOTP nocliegHux 3anpocos (TOJ'IbKO aencreue, 6es nony4yeHna D,aHHbIX);

+  pesynbTaThl 3anpoca.

Cloud Sandbox: BbinonHeHWe 3arpyaembIX UM CKauMBaeMbIX ¢pannos

[ns paccnepgoBaHusi npobnem, oTobpaxeHUst NocneaHMNX 3anpocoB NONb30oBaTenen 1 NPOBEpPKM
cobntogeHns TpeboBaHU TekyLLen NULEH3UN fpu ebinoiHeHuUU ¢hadlna e Cloud Sandbox noptan Kaspersky
Threat Intelligence Portal nonyyaeT crneayolwime gaHHbIE:

e  3anpoc (ucnomnHseMblin pann);

* napameTpbl 3arpy3ku ¢parnina (Beb6-agpec, HTTP-3anpockl, HTTPS-3anpochl) — Tonbko ansi
CKa4ymBaeMbIx pansos;

* MNapameTpbl BbINOMHEHWs dhanna (Cpeaa BbiNOMHEHWSs, BpEMS BbIMOMHEHNWS, YKadaHHOe paclumpeHune
charina, TMn BbINOMHEHUs, pacwmdposka Tpaduka HTTPS);

*  pesynbTaTtbl BbIMOMHEHMS haina (MMeHa OeTEKTMPYEMbIX B M30NIMPOBAHHON cpefe 0OBHEKTOB,
cpaboTaBLuMe ceTeBble NpaBwuma, kapTa BbINOMHEHUS, NO4O3PUTENbHbIE AENCTBUS, CHUMKU KpaHa,
3arpyXeHHble obpasbl PE, onepauum ¢ hbannamm, onepaumm ¢ peectpom, ornepawumm ¢ npoLeccamu,
onepaunm CUHXPOHU3aLUmMm1, ckavyaHHble dannbl, BHeapeHHble dhannbl, HT TP-3anpochl,
HTTPS3anpockl, DNS-3anpocsbl);

*  MPOCMOTP MOCMEeLHUX 3anpOoCoB (XeLU BbINOMHAEMOro ganna, Aata u Bpems BbIMONTHEHMS U aHanusa
channa, pasmep canna, Tun canna, xew MD5).

Cloud Sandbox: puHamunyeckui aHanu3s Be6-agpecoB

Onsa paccnegoBaHnsa npobnem, oTobpaxeHns NocneaHMx 3anpocoB NoMb3oBaTenen n NPoBepPKn
cobntoaeHnst TpeboBaHWI TEKYLLLEN NULIEH3UW rpu aHanu3e eeb-adpeca e Cloud Sandbox noptan
Kaspersky Threat Intelligence Portal nonydaet cneaytouwme aaHHble:

« 3anpoc (se6-agpec);
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* napameTpbl aHanu3a Be6-agpeca (cpena 6paysepa, Bpemsi npocMoTpa Beb-CTpaHuLbl,
pacwundpoBka Tpaduka HTTPS);

* pesynbTaTbl aHanu3a Beb-agpeca (MMeHa OeTEKTMPYEMbIX B U30NIMPOBaHHON cpefe OOBHEKTOB,
cpaboTaBLumMe ceTeBble NpaBuna, No403pUTeNbHbIE AENCTBUSA, XOCTbl, AaHHble WHOIS, cHUMKK
akpaHa, HTTP-3anpocsl, HTTPS-3anpocbkl, DNS-3anpoch!);

*  MpPOCMOTp MOCINEAHMX 3anpocoB (aHanu3npyemeblin BeG-agpec, AaTa U Bpems aHanu3a Beb-agpeca).

Yn paBrieHne y4eTHbIMU 3annucamm

[N npoBepku cobntogeHnst TpeboBaHWI TEKyLLER NMULEH3UW Tpu co30aHuu HO8oU yYemHoU 3arnucu nopTarn

Kaspersky Threat Intelligence Portal, B cooTBeTCTBMM C YCNOBMAMM MCMOMb30BaHUA, NOMy4aeT cneayoLime
JaHHble:

*  ponb (aAMWHUCTPATOP UMK NONb30OBaTENb);

*  Tun (gocTtyn c nomoLlpbto Be6-nHTepderica, RESTful APl unn oba BapnaHTa goctyna);
*  MOfHOe MMs Nonb3oBaTens;

*  UM4 nonb3oBaTtens (UMA y4eTHON 3anucu);

* MM4A NoJib3oBaTend (I/IMFl yquHon 3anmcm) — aBTopa N3MEHEHNNA.

AHanuTn4yeckmne oTyeTbl 06 yrpo3sax Ans KOHKpeTHon opraHusauum (Digital Footprint Intelligence)

[nsa obHapyxeHnst HenocpeaCTBEHHbIX Yrpo3 OpraHu3auum 1 NpegoCcTaBrneHns CBeAEHUA O HUX
nonb30BaTernto, BbINOSIHEHWS TEKCTOBOMO MOMCKa NO 3anpocy nonb3oBaTtens u GunbTpaumm NonyyYeHHbIX
pe3ynbtatoB noptan Kaspersky Threat Intelligence Portal npu ncnonesosaHum AHanMTU4YeCcKnx otT4eToB 00
yrposax ans koHkpeTHon opraHu3auum (Digital Footprint Intelligence) nonyyaeT cnegytowine gaHHble:

* cBefeHus ob opraHusauuy;

* cBeAeHus 06 oBGHapyXeHHbIX YSI3BMMOCTSIX AN 3TOM OpraHu3aumu;

* NMONCKOBbI€ 3arnpochkl Norfb3oBaTenA.

AHanuTnyeckme otyeTbl 06
APTyrpo3sax

AHanuTnyeckme otyetbl 06 APT-yrpo3ax npegocTaBnstoT KNMEHTaM 3KCKIMO3UBHbIV NPOAKTUBHBINA JOCTYN K
ONMCaHWAM U3BECTHBLIX KaMMaHUA KMOepLLNUOHaXa, BKIOYas CBA3aHHbIE MHOAMKATOPbI KOMNPOMETaLUnn
(IoC). OT4eTnl gocTynHel B dhopmaTtax CSV u npasun YARA. Tenepb aHanutuyeckme otyeTbl 06
APTyrposax v cBa3aHHble MHOWKATOPbl KOMNPOMeTaLMM MOXHO 3anpalumsaTth ¢ nomowbio RESTful API.
Takke peann3oBaH KOMMNIEKCHbIV NONTHOTEKCTOBLINA MOWCK M MOUCK MO Teram.

Kaspersky Threat Intelligence Portal nozsonseTt npocmatpusaTb Npounu rpynnmpoBOK, X TaKTUKN,
mMeToabl 1 npouenypbl (TTP), conoctaBneHHble ¢ AaHHbIMKM MITRE ATT&CK, a Takke nonHble TeEXHUYeckune
XapaKTepUCTUKKN Kaxkgon obHapyxeHHon APT-yrposbl B pa3nuyHbix oopmartax, BKI4Yas yrposbl,
MHbopMaLmst 0 KOTOPbIX HMKOrA4a He nonagana B oowmi goctyn. MHgopmauusa B 3TMX oT4eTax nomoraeT
ObICTPO pearMpoBaTh Ha pasnMyHble Yrpo3bl U YA3BUMOCTU: 6NOKMPOBaTh aTakm N3BECTHBIMU crocobamu,
yMeHbLIaTh yuwepb OT KOMMIEKCHbIX aTak 1 ONTUMM3NPoBaTh ObLLYt0 cTpaTernto 6e30nacHoCTHU.
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0
Kaspersky Threat Intelligence Portal nozsonsaeT BbINONHATL cnegyoLlimMe AeACTBUS C aHaNUTUYECKUMMI
otyeTtamn 06 APT-yrposax.

HaxoauTb 1 npocMaTpuBaTh OTHYETbI, KOTOPbIE AOCTYMHbI MOMb30BATEN B COOTBETCTBUU C
NMLEH3MeN rpynnbl U paspeLleHUsiMu.

+ Haxogutb n npocmaTpuBaTh Npodunu rpynnmpoBoK, KOTOPbIE JOCTYMHbI NOMb30BaTENo B
COOTBETCTBUU C NMULEH3NEN IPYNMbl U pa3peLLEHNIMU.

+ 3arpyxatb mactep-tannsl 4na npodwunen rpynnuposok. MacTtep-gannsl npegcrasnsioT cobon
ZIPapxwuBbl, cogepxawyme sce davnel YARA/IOC n3 Bcex 0T4ETOB, KOTOPbIE CBA3aHbI C BbIGpaHHbIM
npodmnem knbepnpecTynHmKa 1 OCTYMHbI COrMacHoO paspeLLeHnsM nonb3oBaTens.

*  Wcnonb3oeathk Teru Industry, Geo n Actor Ansi yTOYHEHUS] pe3ynbTaToB NoUcka OTYETOB.

Cnyx6a otcnexuBaHusa APT C&C

Cnyxb6a otcnexuaHus APT C&C npepnoctaBnseT IP-agpeca nHppacTpyKkTypbl, CBA3aHHOM C
NPOABUHYTbLIMK yrpo3amu. 3To nomoraeT Vb-aHanuTrkam, paboTarloLmMM B rpynnax aKCTPEHHOro
pearnpoBaHus Ha knbepuHumaeHTsl (CERT), rocyqapCTBEHHbIX LLEHTPaX MOHUTOPUHIA U pearnpoBaHus
(SOC) n opraHax rocygapcteseHHOM 6e30nacHOCTW, OTCAEXUBaTb pacnpocTpaHeHne HOBOro BpeAOHOCHOTO
MO, 4To6LI NPUHMMaTL HeobxoanMble Mepbl 4518 NPOTUBOAENCTBUSA TeKyLM 1 Byaywmm atakam. [laHHble
cnyx06bl exxegHeBHO OBHOBNAIOTCSA C Y4ETOM nocrneaHmx HabnogeHun akenepTos rnobanbHOro ueHTpa
nccrnegoBaHus 1 aHanm3aa yrpo3 «Jlabopatopum Kacnepckoro» (GReAT), KOTOpbIN N3BeCTEH yCneLlHbIMU
paccneposaHuamn APT-kamnaHuii no scemy mupy. [ina kaxgoro |IP-agpeca ykasbiBaeTcs Ha3BaHue
cBsA3aHHOM ¢ HUM APT-rpynnel, onepaunu unu BpegoHocHoro N0, a Takke MHTepHeT-nposangep,
aBTOHOMHas cuctema, Habop cBA3aHHbIX IP-agpecoB, Ha KOTOPbIX pa3melleHa nHdopmaums, 1 gatbl
nepBoro u nocneaHero HabnogeHuni. Cnucok IP-agpecoB MOXHO CkaumBaTb B MallMHounTaemMoMm dopmare,
4YTO MO3BONSET KNMEHTaM BbIrPY>KaTb VX B CyLLECTBYOLLME pelleHnst 6e30nNacHOCTM 4151 aBTOMaTUYeCKoro
0BHapyxeHus yrpos.

Kaspersky Threat Intelligence Portal no3BonseT BbINONHATL criegytowime gencTeus co Cnyxoon
otcnexmBaHua APT C&C.

* [pocmoTp IP-agpecos, cBA3aHHbIX C KOMaHAHbIMK LeHTpamu APT-yrpo3 (APT C&C).
*  OkcnopT nHdopmauum 06 IP-agpecax, ceazaHHbix ¢ APT C&C.

* [MpocmoTp aktmBHocTU ans IP-agpecos, cBasaHHbIX ¢ APT C&C.
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AHanunTnyeckue ot4yeTbl 00 yrpo3sax
B (pouHAaHCOBOU UHAOYCTPUMN

AHanutunyeckune otyeTbl 06 yrpo3ax B PUHAHCOBON UHOYCTPUM NO3BOMSET (PUHAHCOBBLIM YUYPEXAEHUAM
peanu3oBbIBaTb CTpaTernm 3awwmTbl bnarogapsi CBOEBPEMEHHOMY MOMyYeHNo cBeAeHMn 06 aTakax,
HanpaBreHHbIX Ha 6aHKW, NNaTeXHble CUCTEMbI, CTPAXOBblE€ KOMMAHWUN U T. 4.

AHanuTMyeckne ot4eTbl 06 yrpo3ax B hMHaHCOBOWM MHAYCTPUM NPeaoCTaBNSIOT KNMMEHTaM 3KCKITHO3MBHYIO
MHcbopMaLMio NO CreayroLWUM Bonpocam:

e aTaku Ha MHQPaCTPYKTypbl GaHKOB;

*  aTaku Ha B6aHkomaTbl;
* aTakum Ha POS-TepmuHansi;
*  MOBUINbHbLIE GAHKOBCKME TPOSIHLbI;

. HOBbl€e MeTObl aTakK, NCnosb3yeMble KI/IﬁepI'IpeCTyI'IHVIKaMVI angd 06xo,qa COBpPEMEHHbIX 3aLlUNTHbIX
peLueHun;

*  rMbpuaHble aTaku C MOHUTOPUHIOM aKTUBHOCTU KMBGEepnpecTynHMKOB Ha paHHeM aTane
(perncTpmpyemble JOMEHbI U T. A.).

[ns kaxgoro otyeTa AOCTYNHbI KpaTKME CBEAEHUS, TEXHUYECKWUIA aHanM3 ataku u MHAUKaTopbl
komnpomeTtaumm (I0C) B hopmartax CSV n npasun YARA. Takke nopgaepxmaetcs RESTful APl n
KOMMMEKCHBIN NONHOTEKCTOBbIV MOUCK.

Kaspersky Threat Intelligence Portal no3sonseT BbINOMHATL criegyowme 4eNCTBUS C aHaNUTUYECKUMN
oTyeTamm 06 yrposax Anst hMHAHCOBbLIX OPraHn3aLui.

* HaxoauTb 1 npocMaTpuBaTh OTHETHI, KOTOPbIE AOCTYMHbI NONBL30BaTENO B COOTBETCTBUN C
NUUEH3NEN TPYNMbl U pa3peLlEHNsIMU.

*  Barpyxatb Mmactep-avnel. Mactep-tarnnel npeacrasnsaoT cobon ZIP-apxuBkl, cogepxalime Bce
darnbl YARA/IOC 13 oT4eTOB, KOTOPble AOCTYMHbI COrMAacHO pa3peLleHnsM Nonb3oBaTens.

*  Wcnonb3oeatb Teru Industry, Geo n Actor onst yToMHEHUS pe3ynbTaToB MoMcka OTYETOB.

AHanuTnyeckune otyeTbl 00 yrposax
NPOMbILLUEHHOW
KnbepbesonacHoCTHU

AHanuTnyeckme otyeThbl 06 yrpo3ax NpoMbILLIIEHHON Knbepbe3onacHOCTM NPefOCTaBNAT AeTalbHble
aHanuTU4eckne JaHHble U NOBbILIAT OCBEAOMMNEHHOCTb O BPEAOHOCHbLIX KaMNaHWUSX, HaleneHHbIX Ha
NPOMBILLIIEHHbIE OpraHM3auun, a Takke nHgdopmaumio o6 ysa3BnMocTax, obHapyxmBaeMbix B Hambonee
pacnpocCTpaHeHHbIX NPOMbILIIIEHHbLIX CUCTEMaAX yrnpaBllieHNA U CONYTCTBYOLLNX TEXHOIOIMNAX.
MpepocraBnsoTCa oTYETHI 0 Npobnemax 6e3onacHocTH, cBsidaHHbIX ¢ ACY T, a Takke npaBuna YARA.
OT1y4eThl cogepxart er‘IyGJ'IeHHbIVI TEXHUYECKMA aHann3 aTak, HanpaBJiIeHHbIX Ha NPOMbILLUITEHHbIE KOMMaHUN,
NHTEpPHeT Beu.l.e|7|, I'IpOMbILIJJ'IeHHbIVI NHTEepHeT BeLLLeI7I n aBTOMO6VIJ'IbHyIO NPOMBbILWLNEHHOCTb, a Takxe
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O
pe3ynbTaTbl UCCNEAOBaHWI YI3BMMOCTEN, ONmncaHme nccregyemoro npoaykta, MeTOAMKY UccrefoBaHni,
aTanbl, BbiSIBIEHHbIE YA3BUMOCTU 1 BbIBOAbI.

Kaspersky Threat Intelligence Portal nozasonseT BbINOMHATL crnefyolime 4eNcTBUSA C aHannTUuYeCckumm
oT4yeTamu 06 yrpo3ax NpoMbiLLNEeHHOW kubepbesonacHOCTH.

*  HaxoauTtb 1 npocMaTpuBaTh OTYETbI, KOTOPbIE AOCTYMHbI NOSIL30BaTES0 B COOTBETCTBUN C
NMLEH3NEN rpyNMbl U pa3peLleHnsiMU.

3arpyxaTtb macTep-thannsl Ans npodunen rpynnmposok. MacTtep-dannsl npegctaBnaoT cobon
ZIPapxuBbl, cogepxawue Bce pannsl YARA/IOC n3 Bcex oT4eTOB, KOTOpblE CBA3aHbI C BbIBPaHHbIM
npodomnem rpynnmMpoBKN 1 AOCTYMNHbI COMNAcHO paspeLleHnsaM Nonb3oBaTens.

*  Wcnonb3oeath Teru Industry, Geo n Actor Ansi yTOYHEHUS] pe3ynbTaToB NoUcka OTYETOB.

[Tlouck yrpos

[nsa novcka MHOMKaToOpOB KOMMPOMETaLMM MOXHO Mcnonb3oBaTth Beb-nHTepdenic nnmn Kaspersky Threat
Intelligence Portal API. Kaspersky Threat Intelligence Portal no3sonsiet 3anpawmBaTb aHanMTu4yeckue
AaHHble 06 yrpo3ax Ang cnegyrowmx o6 beKToB:

+ xewwu MD5, SHA-1 1 SHA-256;
* |P-agpeca;

*  [OME€HbI;

+ Beb-agpeca.

Kaspersky Threat Intelligence Portal nokassiBaeT, oTHOCUTCHA N 06BEKT K KaTeropuam besonacHsll,
Heb6esonacHbil nnn Kamezopusi He onpederneHa, a Takke npegoctasnseT 6oraTbii HAGOP KOHTEKCTHbIX
AaHHbIX Ansi OTBETa Ha BOMPOCHI KKTO?», «4TO?», «rae?» 1 «korga?», Kotopble nomoratoT 6onee
adheKTUBHO pearmpoBaTh Ha Yrpo3bl N paccneaoBaTh UX.

Kaspersky Threat Intelligence Portal nossonsaeTt akcnopTupoBaTth pe3ynbTaTbl UCCNeaoBaHWUM ANs
3anpalumBaeMbix 0ObEKTOB C LieNbo AOMONHUTENBLHOrO aHanm3a. MoXHO akcnopTMpoBaTh cnegyoLne
OaHHblE;

s pesynbTaTbl UCCneaoBaHuiA M3 Bcex Tabnuu, AOCTYNHbIX Ans 3anpalliMBaeMoro o6bekTa;

° oTAelbHbIe pe3ynbTaThl nccrnegosaHnin n3 Bbl6paHHOl7I Tabnuubl.
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NMouck no 6aze WHOIS

C nomoubto Kaspersky Threat Intelligence Portal moxHo nckats B 6aze WHOIS nHdopmauuio o gomeHax u
IP-agpecax.

MoHuTopuHr no6asze WHOIS

C nomoubto Kaspersky Threat Intelligence Portal moxHoO co3gaBaTtb npaBuna gns oTcrnexvBaHus no 6ase
WHOIS nHdopmauumn o gomeHax u IP-agpecax.

MoxHo ncnonb3oBaTb onpeaeneHHblie nons AaHHbix WHOIS ansa perynsipHoro n aBToMaTU4ecKoro nouncka
3anuncen, COOTBETCTBYIOLWNX KpuTepusaMm. Monyyatensam aBToMaTM4ecku OTNPaBnsoTCS yBeAOMIEHUS MO
SMEKTPOHHOM MoYTe O HOBbIX 3anucsix B 6a3e gaHHbix WHOIS, KoTopble COOTBETCTBYIOT KpUTEPUSIM MOUCKA.
Hanpvmep, MOXHO nonyyaTb yBEAOMIIEHNS O HOBbIX JOMEHaX, 3aperMcTpupoBaHHbIX NMLOM C
onpeaeneHHbIMU KOHTaKTHbIMW AaHHBbIMU (UMS, aapec SNEeKTPOHHON MOYTbl U T. A.).

Kaspersky Cloud Sandbox

Kaspersky Cloud Sandbox — ycoBepLueHCTBOBaHHas aBTOMaTU3MpPOBaHHasa cMctemMa aHanumsa
BpegoHocHoro N0, koTopas 6bina pa3paboTaHa Ha OCHOBE TEXHOMOMMN NecovHuupbl «JlabopaTopum
Kacnepckoro» u paHee ncnonb3oBanacbh TONMbKO BO BHYTPEHHEN UHdpacTpykType «Jlabopatopum
Kacnepckoro». 3ta TexHonorns passusanach B TedeHre 6onee 20 neT, NOCBSALLEHHBIX MOCTOSSHHOMY
nccrnegoBaHMIo Yrpo3 U BbiMyCKY CaMbIX COBEPLUEHHbIX pelueHnii 6esonacHocTu. B aTom pelueHnm
ncnonb3yeTtcs rMMbpuaHbIM nogxod, coyeTarowmii B cebe nccnegosaHme yrpo3 Ha OCHOBe netabantos
cTaTUCTMYeCKNX aaHHbIx (bnarogaps Kaspersky Security Network), noBegeH4Yeckuin aHanms u HagexHble
TEXHOMOrMn NPOTUBOCTOSHMSA 06X0AY 3aLUWTbI U MOAENUPOBaHNSA NOBEAEHMS YenoBeka, Takne Kak
aBTOKIMUKEP, MPOKPYTKa JOKYMEHTOB M (DUKTMBHbBIE NPOLECCHI.

B pesynbtaTte Cloud Sandbox o6ecneumBaeT BbicOYanLLMI YPOBEHb OBHAPYXKEHUSA — eXeQHEBHO
BbISIBNSIIOTCS ThICSAYMN HOBbLIX BPEAOHOCHbBIX (haiinoB. 3TO NPEMMYLLECTBO NO3BOMSET KIMEHTaM
obHapyXu1BaTh KOMMIEKCHbIE TapreTUpoBaHHbIe yrpo3bl (Gnarogaps akcneptam «Jlabopartopun
Kacnepckoro» no 3awmte ot APT-yrpo3s), a Takke LieneBble U CoXHbIE Yrpo3bl, KOTOPble 06X0AAT
TPagLMOHHbIE @aHTUBUPYCHBIE PELLEHUS.

Mecoynnuya Cloud Sandbox npegHasHaveHa Ansa nosbleHUss 3EKTUBHOCTU pearmpoBaHus Ha
WHUMAEHTBI U paccrnefoBaHus Yrpo3, a Takke MOXET UCMOoMNb30BaTbCA kak obnavyHasa cuctema ans
aBTOMaTU4eckon obpaboTkm danos. Takke JOCTYMHbI Takne BO3MOXHOCTH, Kak rpadouki Ans
BU3yanusaumu gaHHbIX, 3kenopT B popmaThbl JSON/STIX™/CSV u nogaoepxka REST API ans
aBTOMAaTUYECKON MHTErpaummn B paboune npoLecchl KIMeHTa.

YoOHbIN nHTEpPdENC NO3BONSET NErko NOHUMATb AEUCTBUS U NOBEAEHNE BhINOSHAEMbIX halinos, Takme
Kak:

*  3arpyska u 3anyck ombnmortek DLL;

*  CcO3[aHue B3aMMHbIX UCKMIOYEHUN (MBbIOTEKCHI);

*  M3MEHEeHWe N co3gaHue pasaenoB peecTpa;

*  BHELLHee coefMHEeHne C JOMEHHbIMU nMmeHamu u IP-agpecamu;

*  HTTP- n DNS-3anpocb;
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CcO3JaHue NPoLEeCCOB C MOMOLLbIO BbIMOMHAEMOro danna;
co3faHue, usMeHeHve 1 yaaneHne ¢annos;

I'IOJJ,pOGHaFI VIH(*)OpMaLI,I/IFI 00 yrpo3ax € KOHTEKCTHbIMM pekoOMeHaaunamMn and KaKaoro BbldABJ1IEHHOIO
MHOWKaTopa KoMnpomeTauuum;

CHUMKM CETEBOW aKTUBHOCTW: channbl gamna, 3axeat naketoB (PCAP);

WHTYWTUBHO MOHATHbIE OTYETHI (Onepaumm ¢ obbekTaMmu, NoAo3puUTErbHas akTMBHOCTD);
yenosekovnTaembl xxypHan Cloud Sandbox (ans npoasuHyTbIX nonb3oBaTenen);
cTaTucTMyeckas nHdopMaLms;

CHUMKM 9KpaHa; O M MHOroe gpyroe.



Kaspersky Threat Intelligence Portal nozsonseT BbINnONHATL cnegyoLlime 4encTBUSA C UCNONb30BaHNEM
Cloud Sandbox.

* Barpyska u BbinonHeHue ¢arina B Cloud Sandbox.

+ CkauuBaHue ganna c seb-agpeca c nocnegytowimm BoeinonHeHnem B Cloud Sandbox.
* TlpocmoTp Beb-agpeca B Cloud Sandbox.

*  BbinonHeHue nssneyerHHoro danna ns oryeta Cloud Sandbox.

*  OKcnopTt pe3ynbTaToB aHanuaa.

*  ABTOMaTMyeckoe onpegeneHue TMnos annos.

* YHpaBneHme yCTapeBlwnmMmn 3agav4yamMmn Ha BbiNOJIHEHNE.

AHanuTu4yeckue oT4yeTbl 00 yrposax
ANA KOHKPeTHOU opraHusauumu

PeweHune AHanuTtuyeckme otyeTbl 06 yrpo3ax ansa koHkpeTHoun opraHmnsaumm (Digital Footprint Intelligence)
OCYLLECTBMSIET MOHUTOPUHI pacnpeaeneHHbIX LMdpPOBLIX PECYPCOB U OTNPaBNAeT yBeAOMIEHUS O
BbISIBNEHHbIX Yrpo3ax 1 atakax. Ato nomoraeTt Vb-aHanutnkam oueHMBaTh KOPNOpaTUBHYIO cpeay 1
yA3BMMblE LNGPOBbIE aKTUBbI C TOYKM 3PEHUS 3I0YMBbILLIIEHHUKOB, CBOEBPEMEHHO ODHapYXMBaTb
noTeHumMarnbHble BEKTOPbI aTak U COOTBETCTBYIOLLMM 06pa3omM aganTMpoBaTh 3awmTy. Hawm akcnepThbl
COCTaBAT NOAPOOHYI0 KapTWHY Yrpo3, akTyarnbHbIX 4118 BalLen opraHn3auum, BbISBAT YSA3BMMOCTY B Ballemn
cucTeme 3alnUThl U HANQYT NPU3HAKU 3aBEPLUEHHbIX, TEKYLLMX U NNaHMpyeMbIX aTak. [JocTynHbl
YeroBEKOUMTAEMbIE OTHETHI, @ TAKKE YBEAOMIIEHMS MPAKTUHECKN B PEXUME peanbHoro Bpemenu. Mpu
Heob6xoOMMOCTHM Nonb3oBaTENN MOTYT BbIOMpaTh LMPOBbIE aKTUBLI 4111 MOHUTOPUHIa, a Takke COCTaBNATb
CMUCOK UTHOPUPYEMBIX aKTUBOB, KOTOPbIE CrieayeT UCKIYNTD.

YBegomrneHusa o6 yrposax

Kaspersky Threat Intelligence Portal npegoctaBnsieT yBegoMneHUs 0 BbISIBNEHHbIX YSI3BUMOCTSX, KOTOPbIEe
MOTYT YMEHbLUNTb YPOBEHb 3aLLMTbI OpraHM3aunm.

Yeedomrnerusi 06 y2po3ax MOryT BKNoYaTh MHPOPMALIMIO O CKOMMPOMETUPOBAHHBIX YYETHbIX AAHHbIX,
yTeykax MHGOopMaLnM, He3allULLEHHbIX CepBrCcax B CETEBOM NepuMMETpe, Yrpo3ax Co CTOPOHbI NepcoHana u
T.A.

YBepnomrieHnss o6 yrposax otobpaxatoTcsa Ha 3aknagke Threats ctpanuubl Digital Footprint. Kpyroeas
Avarpamma Threat risks npeagctaBnseT o6Liee YMCno BbISABNEHHbIX YA3BUMOCTEN U X YPOBEHb ONAaCHOCTYH
(Critical, High, Medium, Low, Info).
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AHanunTnyeckue ot4yeTbl 00 yrposax Anst KOHKPeTHOMN
opraHunsauum

Kaspersky Threat Intelligence Portal npegocraesnseT aHanutnyeckue otyeTsl 06 yrposax, cneumguyHbix
Ons Bawen opraHn3aumm.

Ananumudeckue omyemsi 06 y2po3ax 0 KOHKpemHoU op2aHu3ayuu co30atoTCsi C UCNOMNb30BaHNEM
aHanmsa oTkpbITbix UCTo4HMKOB (OSINT), a Takke MOLLHbIX 3KCNEPTHbIX CUCTEM U 6a3 AaHHbIX
«Jlabopatopuu Kacnepckoro».

AHanutTnyeckune otyeTbl 00 yrposax and KOHerTHOVI OopraHusauunmn BKIKOYaKT cnenyuine ceegeHns.

« OnpepeneHne BEKTOPOB yrpos3

BbisiBNeHne 1 aHann3 coCTOSIHMS KPUTUYECKMX KOMMOHEHTOB Ballel CeTH, OCTYMHbIX U3BHE, —
BKItovas 6aHKkomaTbl, CUCTEMbI BUAEOHAOM0AEHUS, TENEeKOMMYHUKaLMOHHOe obopyaoBaHme u
Apyrve BUAbl CUCTEM, a Takke Npoduiv COTPYOHUKOB B COLMAnbHBLIX CETAX U MUYHbIE yYeTHbIe
3anncuy 3rNeKTPOHHOM NoyThl. J1l06ol 13 3TUX KOMMOHEHTOB MOXET CTaTb LeNblo AN aTaku.

* AHanus oTcrnexuBaHUA BPeOOHOCHbLIX NporpamMm 1 Kubeparak

BbisiBNEeHWE, MOHUTOPUWHE U aHanM3 NtobbiX akTUBHBIX M HEAKTUBHbLIX 06pa3LoB BPeAOHOCHbIX
nporpamm, HaLeneHHbIX Ha Bally opraHu3auuto, TekyLlen 1 3adMKCMpOBaHHOW paHee akTUBHOCTU
©oTHeTOB, a Takke nNboW Apyron NOAO3PUTENBHON CETEBON aKTUBHOCTH.

* ATtakm Ha TPeTbU CTOPOHDbI

BbisiBneHue NMPU3HaKoOB Yrpo3 n akTMBHOCTU OOTHETOB, HanpaBJieHHbIX Ha BalluX KITMEHTOB,
napTHeEpOB U aboHeHTOB. Mx 3apaxeHHble CUCTeMbl MOTyT CTaTb NICTOYHUKOM nocne,u,yrou.l,eﬁ aTaku
Ha Bally opraHun3auuio.

*  YTeuka uHcopmayumn

Bepns ckpbiToe HabnogeHve 3a NognonbHbIMW NHTEPHET-hopyMmamm 1 coobLiectBamu, aKCnepThbl
«J1labopaTopun Kacnepckoro» Moryt 06HapyXuTb MraHbl aTakn Ha Bally KOMMaHuio, ecrim
3rI0YMbILLIIEHHMKN OBCYXOaloT UX, a TakKe BblIBUTb HEYUCTOMMOTHLIX COTPYAHUKOB, TOPryOLLNX
LieHHOW nHdopmaLmen.

* TeKkywas noaBepXeHHOCTb aTakam

APT-yrpo3bl MOTYT OCTaBaTbCA HE3aMe4YeHHbIMU B Te4eHne MHOMMX NneT. Ecnun Mbl oBHapyXum, 4to
Bally UHPPACTPYKTYPY YXKe aTakytoT, akcnepTsl «JlaGopaTtopun Kacnepckoro» npegoctaBat
pekomeHaauun no acpdeKTMBHOMY pearpoBaHuio Ha aTaky.

YBegomrieHus o6 yrpo3ax Anst KOHKPeTHOM
opraHu3sauum

Kaspersky Threat Intelligence Portal ypegomnsaeT 0 HOBbIX YS3BUMOCTSAX M OTYETaXx 3KCNepToB
«JTabopatopuu Kacnepckoro» nocpeactBoM Beb-uHTepderica n 3NeKTPOHHOM MOYThI.

YBepomneHus B Be6-uHTepence
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Mpn nosiBneHun HoBowW ya3BMMOCTU Unu otdeTa Kaspersky Threat Intelligence Portal oto6paxaeT meTky ¢
yKkasaHuem obLero konmdectsa 06HOBNEHNU psigoM ¢ nyHkToM Digital Footprint B rmaBHOM MeHK. Ha
ctpaHuue Digital Footprint konn4ecTBo HOBBIX YSI3BMMOCTEN 1 OTHETOB OTODOpaXkaeTcsl OTAEeNbHO Ha
COOTBETCTBYHLUMNX 3aknagkax. YBegomrneHne otobpaxaerca Anst ya3BMMOCTEN UM OTYETOB, KOTOpbIE
NosIBUNUCbL C MOMEHTa NocneaHero nocelleHns ctpaHuupl Digital Footprint.

YBeaomneHns no 35IeKTPOHHOM nouyTe

Kaspersky Threat Intelligence Portal nozasonset HacTponTb yBeAOMIEHUS MO ANEKTPOHHOW MoYTe.
Kaspersky Threat Intelligence Portal no3BonsieT BbINOMAHATL criegyowme 4eNCTBUS:

*  MoucCK onpeaeneHHoro yseaoMneHus o6 yrposax;
e 3KCMOpT yBEAOMIIEHWI 06 yrposax;

*  MPOCMOTP U U3MEHEHME CBeAeHMI 00 opraHmn3aLmm, KOTopble UCNONb3YTCHA aKCnepTamm
«Jlabopartopumn Kacnepckoroy» ana nccnegoBaHuin.

[TOTOKM AaHHBLIX O KUbepyrpo3ax

O noTokax gaHHbIX O Kubepyrposax

Pasgen Threat Data Feeds ctpaHuubl Data Feeds coaepXuT CAMCOK CCbIFNIOK M UCTOYHUKOB AaHHbIX,
KOTOpble MOXHO UCMNOMb30BaTh AN 3arpy3ky NOTOKOB AaHHbIX 06 yrpo3ax (MOAHOM Nnv 4eMOHCTPaLMOHHON
BEPCUKN, B COOTBETCTBUM C NNLIEH3NEN).

* Malicious URL Feed — Habop Macok BeO-aapecoB C KOHTEKCTHbIMU JaHHbIMW, OXBATbIBAKOLLUIA
BpeOoHOCHbIe Be6-canTbl M BED-CTpaHULb.

* Phishing URL Feed — Habop macok Be6-aapecoB C KOHTEKCTHBIMWU AaHHLIMW, OXBaTbIBaOLLWIA
uLLIMHroBble Be6-canTbl U BEG-CTpaHULbI.

* Botnet C&C URL Feed — Habop Macok Be6-agpecoB C KOHTEKCTHbIMU JaHHbIMU, OXBaTbIBAOLLMA
KOMaHOHble cepBepbl GOTHETOB ANl HACTOMbHbLIX KOMMbLIOTEPOB U CBA3aHHbIE C HUMW BPEAOHOCHbIE
00OBEKTHI.

* Malicious Hash Feed — Habop annoBbIX Xewen ¢ KOHTEKCTHbIMU JAaHHbIMW, OXBaTbIBaOLWIA
Hanbonee onacHble U pacnpoCTpaHEHHbIE, a TaKKe CaMble HOBblE BPEAOHOCHbIE NporpaMmbl. O
Mobile Malicious Hash Feed — Habop dannoBbix XxeLwen ¢ KOHTEKCTHbIMU AaHHBIMW ANS
oBHapyXeHus Bpe4OHOCHbIX OOBEKTOB, 3apaxatoLmx MobunbHble nnatdopmbel Android™ un
iPhone®.

*+ P-SMS Trojan Feed — Habop xeLuer TPOSHHLUEB C KOHTEKCTHON MHGOpMaumen ang obHapyxeHus
SMS-TposiHLEB, KOTOPbIE 3BOHAT C MOOUIBbHBIX TeNedOoHOB Ha MnaTHble HoMepa, a Takke
MO3BONSIOT 3M0YMbILLMEHHMKY NepexBaTbiBaTb SMS-coobLueHns, oTBevaTb Ha HUX M yaAanaTb KX.

* Mobile Botnet Feed — HabGop BeG-agpeCcoB C KOHTEKCTHbIMU LAHHBIMU, OXBATbLIBAIOLLMIA KOMAHOHbIE
cepBepbl 6GOTHETOB ANt MOBUIBbHBLIX YCTPOUCTB.
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IP Reputation Feed — Habop IP-agpecoB ¢ KOHTEKCTHOM UH(pOpMaLME, OXBaTbIBAOLLUN
BPeAOHOCHbIE Y3rbl.

Ransomware URL Feed — Habop Beb6-agpecoB, LOMEHOB U y3M0B, OXBaTbIBAOLUIA CChISTKU 1
BebcanTbl NnporpaMmm-BbiMOraTenen.

APT URL Feed — Habop JOMEHOB, KOTOpble BXOAAT B MHAPACTPYKTYPY, UCMONb3yeEMYI0 BO
BpeAoHOCHbIX APT-kamnaHusax. OTOT NOTOK AaHHbIX OcCHOBaH Ha MacTtep-dannax IOC/YARA,
KOTOpble AOCTYNHbI B aHanuTu4eckmx otyetax ob APT-yrposax. Mactep-caiinesl IOC/YARA o6bl4HO
obHOBNATCA OANH UK ABa pa3a B AeHb. [10TOKM AaHHbIX OBHOBMAOTCA Kaxabli Yac Ha crny4van
NnosiBNEeHNs HOBbIX AaHHbIX B MacTep-dannax IOC/YARA.

APT IP Feed — Habop IP-agpecoB, kKOTOpble BXOAAT B UHPACTPYKTYPY, UCNOSb3YyEMYIO BO
BpeOoHOCHbIX APT-kaMnaHusax. TOT NOTOK AaHHbLIX OCHOBaH Ha macTep-dannax IOC/YARA,
KOTOpble AOCTYMHbI B aHanuTuyecknx otyetax o6 APT-yrposax. Mactep-dawnesl IOC/YARA 06b14HO
0BHOBMAOTCS OAUH UMK ABa pasa B AeHb. [0TOKM AaHHbLIX OBHOBASOTCA KaXabI Yac Ha criyyan
nosiBNeHns HOBbIX AaHHbIX B MacTep-dannax IOC/YARA.

APT Hash Feed — Habop xewlen, oxBaTblBaloLLMIA BPeAOHOCHbIE apTedakTbl, UCNONb3yeMble
APTkubepnpectynHukamu ansi npoeeaerHnst APT-kamnaHun. TOT NOTOK AaHHbIX OCHOBaH Ha
macTtepdannax IOC/YARA, KoTopble AOCTYMNHbI B aHANUTU4eckux otyetax 06 APT-yrposax.
MacTtepdaiinbl IOC/YARA 06bl4HO OOHOBRSOTCS OAMH UK ABa pa3a B AeHb. [TOTOKM AaHHbIX
OOHOBNSAOTCH KaXXAbIA Yac Ha criyyqan NosiBNeHns HOBbIX AaHHbIX B MacTep-dannax IOC/YARA. O
APT YARA Feed — Habop npaBun YARA ans obHapyXeHusi 1 noncka cemencTe BpegoHocHoro M0,
ncnonb3yembix APT-knbepnpectynHnukamu. TOT NOTOK JAaHHbLIX OCHOBaH Ha MacTep-dannax
IOC/YARA, koTOpble AOCTYMHbI B aHanUTM4ecknx otyetax o6 APT-yrposax. Mactep-cannbi
IOC/YARA 00bI4HO 06HOBNAOTCSA 0ANH UK ABa pasa B AeHb. [10ToKM AaHHbIX OOHOBNSAOTCS
Kaxkdbl/ Yac Ha criydyan nosiBfieHus HOBbIX JaHHbIX B MacTep-dannax IOC/YARA.

Malicious URL Exact Feed — aTOT NOTOK AaHHbIX UMEET Takyto e cTpykTypy JSON, kak 1 noTok
AaHHbIX Malicious URL Feed, Ho Takke BknovaeT 40 TpPex OONONHUTENbHLIX Nonen Ansa ykasaHus
TOYHbIX BE6-aApecoB M NOMHbLIX JOMEHHbIX MMEH, OXBaTblBAEMbIX COOTBETCTBYIOLLMMU MacKamu.
OTOT NOTOK AaHHbIX NpeAHa3HayeH Ans UHTerpaummn B CpeacTea ynpasneHns 3almTon (Takue Kak
SIEM-cucTemsbl, ceTeBble 3KpaHbl, UHTEPHET-LWM3bl SWG) nnm nnatopmbl aHanMTUKK yrpos,
koraa ncnonb3oBaHue MoTokoB AaHHbIX 06 yrposax «JlabopaTopum Kacnepckoro» HeaonycTumo
NN HEBO3MOXHO.

Phishing URL Exact Feed — aTOT NOTOK AaHHbIX UMeeT Takyto xe cTpykTypy JSON, Kak u noTtok
AanHbix Phishing URL Feed, Ho Takke BKkntoyaeT A0 Tpex AOMOMHUTENbHBLIX Nonen Ans ykasaHus
TOYHbIX B€6-aapecoB M NOMHbIX JOMEHHbIX UMEH, OXBATbIBAEMbIX COOTBETCTBYIOLLMMUN MacKaMu.
OTOT NOTOK AaHHbIX NPpeAHa3HayeH Ans UHTerpaummn B CpeacTea ynpaBneHns 3almTon (Takue Kak
SIEM-cucTemsl, ceTeBble 3KpaHbl, UHTEPHET-LWIM3bl SWG) nnm nnatopmbl aHanMTuKK yrpos,
Koraa ucnonb3oBaHWe NOTOKOB AaHHbIX 06 yrpo3ax «JlabopaTtopumn Kacnepckoro» HegonycTMmo unim
HEBO3MOXHO.

Botnet C&C URL Exact Feed — aTOT NOTOK AaHHbIX UMeeT Takyto e cTpykTypy JSON, kak n notok
naHHbix Botnet C&C URL Feed, Ho Takke BKMOYaeT 4O TPEX JOMONHUTENBHbBIX NONen Ans ykasaHusi
TOYHbIX Be6-a4pecoB 1 MOMHbIX JOMEHHbIX UMeH, OXBaTblBaeMblX COOTBETCTBYHOLLMMUN MackamMm.
OTOT NOTOK AaHHbIX NPpeAHa3HayYeH ANs UHTerpauuv B CpeacTsa ynpaBreHusi 3awmTon (Takme Kak
SIEM-cncTeMbl, ceTeBble 3KpaHbl, MHTepHeT-WNo3bl SWG) nnu nnatdopmMbl aHaNUTUKKN Yrpos,



Koraa ucnosb3oBaHMe NOTOKOB AaHHbIX 00 yrposax «J'Ia6opaTopV|V| KacnepCKoro» HeOonycTtumMmo nnm
HEBO3MOXHO.

* |oT URL Data Feed — Habop BeG-aapecoB C KOHTEKCTHBIMU AaHHbIMMW, OXBaTbIBaKOLLNA BEG-CalThI,
KOTOpble NCMNONb30BanNUChL ANg pasmeLleHuns BpegoHocHoro MO, 3apaxatoLero ycTporicTaa
nHTepHeTa Beweln (IoT). Takke npegocTaBnATCA AaHHbIE O Xewax BpegoHocHoro M0. O
Vulnerability Data Feed — nepeyeHb ysi3BUMOCTEN C COMYTCTBYHOLLMMN aHaNMTUYECKMMIN JaHHLIMU
0 knbepyrposax (Takmmu Kak XeLun ya3BMMbIX MPUMOXKEHUN/IKCNITONTOB, METKMU BPEMEHN,
yassumocTn CVE, ucnpasnexus).

* pDNS Data Feed — Habop 3anucert ¢ NPakTUHECKMMUN KOHTEKCTHBIMWU peKOMeHAaUNsIMM,
cogepxawmn pesynbtaTthl paspewleHnn nmeH DNS onst gjomeHoB B cooTBeTcTBYOWME IP-agpeca.
OTOT NOTOK AaHHbIX CO34aeTCH KaXabI Yac 1 BKIOYAET TONbKO 3anncu, obHapy>KeHHble B OTBETaX
DNS 3a a1oT yac.

* ICS Hashes Feed — Habop dannoBbix Xelwen ¢ KOHTEKCTHbIMU JAHHBLIMW, OXBaTbIBAOLLMNA
Hanbonee onacHble U pacnpoCTpaHEHHbIEe, a TaKKe CaMble HOBble BPE4OHOCHbIE NPOrpamMmel,
KOTOpble yrpoXxatoT ycTponcTeam, ucnonb3dyemoiv B ACY TIT.

ConyTtcTtByOWMe MaTepmanbl

Pasgen Related materials ctpaHuubl Data Feeds cogepXut CMCOK AONONHUTENbHbLIX JOKYMEHTOB,
CBA3aHHbIX C NOTOKaMW OaHHbIX.

+ Evaluation Kit — Habop AaHHbIX, KOTOPbIN NO3BOMSET NPOBEPUTL KOPPEKTHOCTL MHTErpaLmMu
MOTOKOB AaHHbIX 06 yrposax B peweHue. [Maponb Ans pacnakoBku apxmea — infected.

+ Implementation Guide — nogpo6Hoe onuncaHWe NOTOKOB AaHHbIX 06 Yrpo3ax 1 CXem WX JOCTaBKM.

* Threat Data Feeds Leaflet — nogpobHoe onucaHne NOTOKOB AaHHbIX 06 yrpo3ax U cxem mx
[OCTaBKMU.

* Threat Data Feeds Presentation — npe3eHTauus, on1cbiBaroLLasa NOTOKN AaHHbIX 00 yrpo3ax 1
CXeMbl X OOCTaBKWU.

MHCprMeHTbI Aansa pearmpoeaHnAa Ha MHUUWAOEHTDLI

Pasgen Incident Response Tools ctpaHuubl TOOIS cogepXuT CNMCOK MHCTPYMEHTOB, pa3paboTaHHbIX
«Jlabopartopuen Kacnepckoro» n gpyrmmm KOMnaHusiMu, KOTOPbIE MOTYT MOMOYb 3aLLUUTUTb KOMMbIOTEPDI.

* Incident Response Guide (OOCTYNHO Ha aHrMMNCKOM U PYCCKOM S3blkax) — pykoBOACTBO Incident
Response Guide «JlabopaTopum Kacrnepckoro» cogep>XuT OCHOBHbIE MOSICHEHMS U pEKOMeHAaUnmn
Mo pearMpoBaHMIO Ha MHUMAEHTbI MHPOPMALMOHHON 6e30NacHOCTY.
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+ Kaspersky Virus Removal Tool — UHCTpYMEHT, KOTOpPbIN MOMOraeT O4YMCTUTL 3apaXKEHHbIN
KOMMbioTEP.

+ Kaspersky Rescue Disk — MHCTPYMEHT, KOTOPbI MOMOraeT OYNCTUTb 3apaKeHHbI KOMMbIOTEP B
crny4yae HEBO3MOXHOCTM 3arpy3ku onepauyoHHON CUCTEMBI.

Other free tools — GecnnaTtHble yTUNUTLI ONS1 YHUUTOXEHUS pa3fMYHbIX TUMOB BpegoHocHoro 0.

JononHutenbHbIE MHCTPYMEHTDbI

B pasgene Supplementary Tools cTpaHuupbl Tools npeacTaBneH CNUCOK YTUNNUT Ans paboTbl ¢
3arpykaeMbIMU NMOTOKaMM AaHHbIX 00 yrposax.

» Kaspersky Feed Utility — MHOroyHKLMOHaNbHOE BbICOKONPON3BOANTENBHOE CPEACTBO, KOTOPOE
no3sonsieT NPon3BoANTbL 3arpysky, npeobpasoBaHve n punbTpaumio NOTOKOB AaHHbIX 06 yrposax,
npepocTaBnsiemblx «JlabopaTtopuent Kacnepckoro», B COOTBETCTBMM C 3a4aHHbIM HabopoMm npasus.
Hanpvmep, 3TOT MHCTPYMEHT No3sonsdeT NpeobpasoBbiBaTb MOTOKM AaHHbIX 06 yrpo3dax B dopmMaThl
STIX, OpenlOC, CSV, npocTtoro Tekcta, PCRE, pa3buBaTtb Mx Ha HECKONbKO dainnoB, co3aaBaTb
hannbl pasnuymin 1 BbIMNOSTHATL MHOXECTBO APYruX OeNCTBUN.

+ Kaspersky Data Feed Downloader — ckpunT Python ons ynpolieHus 3arpy3ku NOTOKOB AaHHbIX 06
yrposax Ha ocHoBe HTTPS.

+ Kaspersky CyberTrace for Log Scanner — no3sonsieT MOMeHTanbHoO NpoBepsATb Be6-agpeca,
IPagpeca v xewmn annos ¢ MCNOMb30BaHNEM NOTOKOB AaHHbLIX 06 yrpo3ax Anis BbIiBNEHWs
nHAMKaTopoB BpeaoHocHOro MO 1 nony4yeHnsi KOHTEKCTHOW MHAOPMaLMN. STOT MHCTPYMEHT Takke
Nno3BOMseT CKaHNPOBATb XypHaribl NMoObIX POPMaToB, KOTOPbLIE BKIIHOYAKOT TEKCTOBbIE CTPOKM C
Bebagpecamu, IP-agpecamu u (1nun) xewamu.

+ Kaspersky Transforms for Maltego — anemeHT KoHLeHTpaTopa TpaHcdopmos Maltego.
MpepocTaenseT nons3oBaTtensMm Maltego Habop TpaHchopmoB, KoTopble obecnednBatoT 4OCTYN K
noTokam gaHHbix 06 yrposax «Jlabopatopumn Kacnepckoro». Kaspersky Transforms for Maltego
no3BonsieT cBepsiTb Beb-agpeca, xewn n IP-agpeca ¢ noTokamu gaHHbIX 00 yrposax,
npegocTasnsembiMu «JlabopaTtopuen Kacnepckoro». Takke C NOMOLLbIO 3TOr0 MHCTPYMEHTa MOXHO
BM3yanu3npoBaTh B3aMMOCBA3W MeXay nHamkatopamu yrpos. TpaHcgopmbl noMoratoT onpeaennts
KaTeropuio obbekTa 1 NpegoCcTaBNAlT COOTBETCTBYIOLLUME NPAKTUYECKNE KOHTEKCTHbIE
pekoMmeHaaunu.

SIEM-KOHHeKTOopbI

B pasgene SIEM Connectors cTtpaHuubl Tools npeactaBneH CNMCOK KOHHEKTOPOB A5l MOAKMIOYEHNS K
SIEM-cuctemam, koTopble NpeAHasHayveHbl Ans paboTbl ¢ 3arpyKaeMbiMU NOTOKaMu AaHHbLIX 06 yrpo3ax.
CBsA3aHHYI0 JOKYMEHTALMIO MOXHO HAaNTW B COOTBETCTBYIOLLIEM apxuBe gucTpudytmea. [ns cpeacrea
Connector for IBM® QRadar® goctynHa BCTpOeHHasi cripaBka.
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CyberTrace for ArcSight — Habop npunoxeHuin, KOTOpbIV NO3BONSET NPOBEPATL Beb-aapeca,
xelum hannos u IP-agpeca, kKoTopble cogepxaTcs B cobbiTuaX, noctynawowmx B SIEM-cuctemsl.
Beb-agpeca, xewwm gannos u IP-agpeca cBepsitoTCs C NOTOKaMM AaHHbIX, NPeAoCTaBNsiEMbIMU
«Jlabopatopuen Kacnepckoro». Kateropumn aTux o0bEKTOB ONpeaensaoTcs B npouecce
COMOCTaBIEHUS.

Kaspersky Threat Feed App for ArcSight ESM (6e3 CyberTrace) — npunoxeHue, KoTopoe
Nno3BonseT CONOCTaBnATb pesynbTaTbl U3 cobbITUI, Nonyyaembix ArcSight ESM, ¢ notokamu
OaHHbIX 00 yrpo3ax «JlabopaTtopum Kacnepckoro», ¢ MCNorb3oBaHNEM BCTPOEHHbLIX BO3MOXHOCTEW
SIEM (6e3 CyberTrace).

CyberTrace for Splunk — npunoxeHne Splunk® u conyTcTByowme cnyxebHble mogynu. OHO
conocTaBnsieT Beb-agpeca, IP-agpeca n xewm dannos 13 codbiTuin Splunk ¢ noTokamu gaHHbIX,
npepoctasnsembiMu «JlabopaTtopuen Kacnepckoroy.

Threat Feed App for Splunk (6e3 CyberTrace) — obecneumBaeT KNMEHTY NMPEUMYLLIECTBO B
kmbepnpocTpaHcTBe bnarogaps ycuneHuno akdemnnspa Splunk ¢ TOMOLLbIO MOCTOAHHO
06HOBNAAEMbIX UHAMKATOPOB KOMNPOMETaLMN U MPaKTUYECKNX KOHTEKCTHBIX PEKOMeHAALIMNA,
MO3BOMSAIOLLMX MyyLle NOHMMaTb HAMEPEHUS, BO3MOXHOCTU U LIeNN 3M0YMbILLSIEHHUKOB.

CyberTrace for QRadar — Habop NpunoXKeHni, KOTOPbIN NO3BONSET NPOBEPSATL Beb-aapeca, xewwm
dannos u IP-agpeca, KoTopble cogepxaTcs B cobbiTusix, noctynatowmx B SIEM-cuctemsl.
Bebagpeca, xewwm cannos u IP-agpeca cBepstoTCst ¢ NOTOKaMu AaHHbIX, NPeA0CTaBNSEMbIMA
«Jlabopatopuen Kacnepckoro». Kateropumn atux 06beKTOB onpeaensitoTcst B npoLecce
COMOCTaBneHNs.

Connector for IBM QRadar (6e3 noTokoB AaHHbIX) — NpUIIoXeHne, koTopoe gobasnseT B Habopsbl
cnpasoyvHukoB QRadar nHgukatopsl (IP-agpeca) n3 Hawero notoka IP Reputation Data Feed.

CyberTrace for RSA NetWitness — Habop NpunoxxeHni, KOTOPbIN NO3BOMSET NPOBEPATh
Bebapgpeca, xewwm gannos n IP-agpeca, koTopble cogepxaTtcsi B cobObITUsIX, noctynatowmx B RSA
NetWitness. Be6-agpeca, xeww cavinos u IP-agpeca cBepstoTca ¢ NOTOKamMu AaHHbIX 06 yrpo3sax,
npepoctaesnsieMbiMu «JlabopaTtopuen Kacnepckoro». Kateropmm atnx o6bekToB onpeaenstoTcs B
npouecce cornocTaBneHus.

Threat Feed App for RSA NetWitness (6e3 CyberTrace) — npunoxeHue, kotopoe nNo3sonseT
COMoCTaBnNATb pe3ynbTaTthl M3 cobbITUA, Nonydyaembix RSA NetWitness, ¢ notokamu gaHHbIX 06
yrposax «JlabopaTtopun Kacnepckoroy», ¢ MCMonb30BaHMEM BCTPOEHHbIX BO3MOXxHocTen SIEM (6e3
CyberTrace).

CyberTrace for LogRhythm — HaGop npunoxeHuii, KOTOpbI NO3BONSET NPOBEpPATL Be6-aapeca,
xewm cannos u IP-agpeca, KoTopble cogepXartcsa B coObITuAX, noctynatowmx B LogRhythm.
Bebappeca, xewn carinos u IP-agpeca cBepsitoTCs ¢ NOTOKaMy AaHHbIX 06 yrposax,
npegoctaensieMbiMu «JlabopaTtopuen Kacnepckoro». Kateropum aTux o6bEKTOB ONpeaensitoTcs B
npouecce ConocTaBrneHusl.

Connector for McAfee ESM — 3arpyxaeT, hunbTpyeT 1 Npeobpa3oBbiBAET NOTOKM AAHHBLIX 00
yrposax «JlabopaTtopun Kacnepckoro» B popmat STIX, KoTopbIn MoXeT ucnonb3oBatbcst McAfee®
ESM.



Connector for McAfee TIE — npunoxeHune Ha Python, koTopoe 3arpyxaeT NOTOKM OaHHbIX
«Jlabopatopuu Kacnepckoro» n gobaesnsieT cogepxalimecs B HMx 3anucu B McAfee Threat
Intelligence Exchange.

Connector for ELK — Habop npunoxeHui, KOTOpbI NO3BONSET CBEPSATb NHANKATOPSI,
copepxawmecs B cobbiTusAx, noctynawwmx B Logstash, ¢ notokamu gaHHbIx 06 yrposax
«Jlabopartopuu Kacnepckoro».

Connect for MISP — ytunuTa, umnopTupytoLLasi NOTOKM AaHHbIX 06 yrpo3ax «Jlabopatopum
Kacnepckoro» B ak3emnnsip Malware Information Sharing Platform (MISP).

CyberTrace for AlienVault USM/OSSIM — pekomeHgauumn no MHTerpaumm noTokoB AaHHbIX 00
yrposax «JlabopaTtopun Kacnepckoro» ¢ AlienVault USM, a Ttarke ¢ AlienVault OSSIM yepe3s
CyberTrace.

Kaspersky CyberTrace for FortiSIEM — pekomeHgaumm no MHTerpauumn noTokoB AaHHbIX 06
yrposax «JlabopaTtopun Kacnepckoro» ¢ FortiSIEM uepes CyberTrace.

Data Feeds for Cisco Firepower — npunoxeHue npegHasHa4yeHo Ans 3arpy3ky NOTOKOB AaHHbLIX 06
yrposax «JlabopaTtopun Kacnepckoro» n ux nmnopta B Cisco®/ ™ Firepower Management Center ¢
ncnonb3oBaHnem moayns Cisco Threat Intelligence Director. C nomoLbto 3T0ro0 Moayns
nonb3oBatenu Cisco Firepower Management Center MoryT ncnonb3oBaTtb MHAVKATOPbI,
cofepXalimecs B NOoToKax AaHHbIx 06 yrposax «JlabopaTtopum Kacnepckoro», Kak 3anpeLLeHHble
cnuckn B noctaBnsemblx Cisco peweHusax Next-Generation Firewall n Next-Generation Intrusion
Prevention System.

JSON to Suricata Feeds Converter — MUHCTPYMEHT, KOTOPbI MO3BONSET Npeobpa3oBLIBaTbL NOTOKU
OaHHbIX 00 yrposax «Jlabopatopun Kacnepckoro» B npasuna Suricata (IDS). 3TOT MHCTpYMeEHT
npeactasnseT cobon ytunuty Ha Python, koTopas 3arpykaeT NnoTOKM AaHHbIX 00 yrpo3ax
«JlabopaTtopun Kacnepckoro» n npeobpasoBbiBaeT 1x B npasuna Suricata (IDS).

Threat Intelligence Portal for IBM Resilient — npunoxeHune, koTopoe obecneynBaeT caMbiit
ObICTPLIN 1 NPOCTOM CNOcob NONy4YeHUs aHaNUTUYECKMX AaHHbIX 06 yrpo3ax u3 Kaspersky Threat
Intelligence Portal ons apTedaktoB B MHUuAEHTax, coxpaHeHHbix B IBM Resilient.

Threat Intelligence Portal for Splunk Phantom — npunoxeHue, koTopoe no3sonseT
nonb3oBaTtensam Phantom SOAR nonyyatb OCTYN K aHanMTUYeCcKnM AaHHbIM 06 yrposax B
Kaspersky Threat Intelligence Portal u k oTyetam 06 APT-yrpo3ax 13 nonb30BaTenbCKOro
nHTepdenca Phantom unu B Buge waros B Phantom Playbooks.

YnpaBneHue y4yeTHbIMU 3aNUCAMMU

AOMUHUCTPATOPbI MOTYT YNpPaBraTh YYETHBIMU 3arMMCMN COTPYOHUKOB U MpoCMaTpmuBaTh HaCTPOMKU
yYeTHbIX 3anncen nonb3oBaTenen.

MopnepxuBaeTcs ABa TMNa y4eTHbIX 3anucen: AdmuHucmpamop v [Nonb308ameris.

C nomouwbto Kaspersky Threat Intelligence Portal agmyHucTpaTopbl MOryT BbINOMHATE Criegytowime
aencreuns:



* MpocMaTpmBaTb CMUCOK BCEX YYETHbIX 3an1cen;

* npocMaTpmBaTb CBEAEHWNSA O KOHKPETHOM YYETHOW 3anncu;
* pobaBnsTb HOBbIE YYETHbIE 3AMUCH;

*  M3MEHSATb HAaCTPOMKM Y4ETHbIX 3anucen;

. npocMmatpuBaTb UCTOPUIO yquHoﬁ 3anucu; O yoanaTtb y4eTHble 3anncu.

Crtpanuua Accounts goctynHa Tonbko ans nonb3osatenen Kaspersky Threat Intelligence Portal ¢
npasamu agMuHuUCTpaTopa rpynmebl.

38



Opyrme BO3MOXHOCTU

Kaspersky Threat Intelligence Portal nozsonseT BbINONHATL cnegyoLlime 4encTBuUs:

HactpauBaTtb yBegomneHus, otnpaesnsemble Kaspersky Threat Intelligence Portal no anekrpoHHom
noyTe Npv BO3HUKHOBEHMU OnpeaeneHHbix cobbiTnin. CNcok cobbITui AN yBeAOMMNEHUA 3aBUCUT
OT NpUoBpeTEHHbIX OpraHu3aLmen NMLEeH3Nn 1 Tuna y4eTHOW 3anucu.

UamenaTb napone ana Kaspersky Threat Intelligence Portal.

OtnpaBnatb komaHge Kaspersky Threat Intelligence Portal kommeHTapun n npeanoxeHns o
npenocTaBnsiemMblX BO3MOXHOCTAX 1 paboTte Beb-canTa.

3anpawmBaTb NOAAEPXKKY, ECNN HYXXHA JOMONHUTENbHAs HdopmMaums o Bo3MoxHocTax Kaspersky
Threat Intelligence Portal, TpebGyeTcsa npMobpecTn NUUEH3N0 Ha peLleHnst Uy nogaTh 3asiBKY Ha
JononHuTenbHble opmaThbl aHanMTUYeCKnx oT4eToB 06 APT-yrposax unm aHanuTnyeckmx oT4eToB
06 yrpo3ax B (oMHAHCOBOW MHOYCTPUW, AOCTYNHbIX AN 3arpy3ku.

3anpawwmsaTb gemMoHCcTpauuio Bo3amoxHocTen Kaspersky Threat Intelligence Portal.

Pabota ¢ Kaspersky Threat

Intelligence Portal API

Kaspersky Threat Intelligence Portal npegoctasnset APl gnsa cnegyowmx peLleHui:
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AHanuTnyeckue otyetbl 06 APT-yrposax.

Mpodounu rpynnupoBokK.

AHanuTuuyeckme ot4eTbl 06 yrpo3ax B OUHaHCOBOW UHAYCTPUN.

Cnyxb6a otcnexuBaHus APT C&C.

AHanuTuuyeckme oT4eTbl 06 yrpo3ax NPOMbILLIEHHON KMbepbe3onacHOCTY.

Mownck yrpos (Threat Lookup).
Cloud Sandbox.

AHanuTnyeckune otyeTbl 00 yrpo3ax Ansa KoHKpeTHon opraHmsaumm (Digital Footprint Intelligence)



OrpaHun4yeHns n npeaynpexapeHus

B Kaspersky Threat Intelligence Portal nmeeTtcst HECKONbKO OrpaHnYeHui.

OrpaHuyeHue npu ucnonb3oBaHuu NpocmoTpa B pexnme coBmectumocTn B Microsoft Internet
Explorer

Mpun paboTte ¢ Kaspersky Threat Intelligence Portal Henb3a ucnonb3osaTts [pocMoTp B pexunme
coBmecTumocTu B Microsoft Internet Explorer.

HekoppekTHasa nevyatb PDF B Microsoft Internet Explorer 11

Cnpagka B popmaTe PDF moxeT nevaTaTtbcsi HeKOppekTHo, ecnu B Microsoft Internet Explorer 11 BbiGpaH
napametp Me4yaTaTb Bce.

OOpalweHune B CnyX0y TeXxHN4eCKoun
noanepXKu

Ecnu Bam He yaanock HanTu pelueHme npobnembl B CNpaBKe, PEKOMEHAYEM CBA3ATLCA C BaLLUM
nepcoHanbHbIM MeHegkepoM «JlabopaTopum Kacnepckoro» no TeXHUYECKMM BOMPOCaM, NO3BOHMB MO
TenegoHy +7-495-780-3367 ¢ 8:00 go 17:00 UTC+03:00 unu Hanucas no agpecy
ktlsupport@kaspersky.com.

UHpopmauua o CTOPpOHHEM Kofae

UHdopmaLma o CTOPOHHEM Kofe coaepuTes B dpavine legal_notices.txt.

YBegomMneHusi 0 TOBapHbIX 3HaKax

3aperncTpmpoBaHHble TOBApHbIE 3HAKM U 3HAKN 0BCINYXNBaHUSA ABMSAKTCSA COOCTBEHHOCTBIO MX
npaesoobragartenen.

iPhone, Safari — ToBapHble 3Haku Apple Inc., 3apeructpupoBaHHblie B CLUA n apyrux ctpaHax.

Cisco — 3aperncTpmMpoBaHHbIN TOBaPHbIV 3HAK U TOBapHbIN 3Hak komnaHum Cisco Systems, Inc. u (unun) ee
AoyepHux komnaHui B CLUA n HeKOTOpbIX ApYrux cTpaHax.

Google, Android, Chrome — ToBapHble 3Haku Google, Inc.

Intel, Pentium — ToBapHble 3Haku Intel Corporation, 3apeructpupoBaHHble B CLUA u (nnn) gpyrux ctpaHax.
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IBM, QRadar — ToBapHble 3Haku koprnopaumm International Business Machines, 3aperncrpupoBaHHbie BO
MHOMMX CTpaHax mupa.

McAfee — TOBapHbIV 3HaK U 3aperMcTpMpoBaHHbIN ToBapHbIN 3Hak McAfee, Inc. B CLLUA n gpyrux ctpaHax.

Microsoft, Internet Explorer — 3apernctpupoBaHHble ToBapHble 3Haku koprnopauuu Microsoft B CLLUA n
OpYrux ctpaHax.

Mozilla, Firefox — ToBapHble 3Hakn Mozilla Foundation.
Python — ToBapHbI 3HaK UNKn 3aperucTpMpoBaHHbLIN ToBapHbI 3Hak Python Software Foundation.
RSA NetWitness — cobctBeHHOCTb RSA Security LLC 1 gpyrmx cTopoH.

Splunk — ToBapHbIN 3HaK 1 3aperncTpupoBaHHbIN ToBapHbIv 3Hak Splunk Inc. B CLUA n gpyrux ctpaHax.
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