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naBHbIe BbI3OBbI
Anga 6esonacHocTU
BCTpanBaeMbIX CNCTEM

Ycrap y no
Yem gonblue sKkennyaTrpyeTcs
0B0opyLoBaHMe, TEM BbILLIE PUCK TOTO, YTO
npekpaTUTCs NoALepKKa OnepaLyioHHOM
CUCTEMbI N MPUNOXEHWIA, KOTOPbIE

OHO 1CMONb3YyeT. HencnpaBneHHbIM
YSI3BMMOCTSIMW MOT'Y T BOCMO/b30BaTbCS
3710y MBILLMEHHVIKI.

HeperynapHas yctaHoBKa o6HoBneHuii
6esonacHocT

[axe ecnu nocTasLwuk noanepxvsaeT MO,
1ICNpaBieHns He Bceraa ycTaHaBIMBaloTCs
CBOEBPEMEHHO. OTO MOXET BbiTb

CBSI3aHO CO CIOXHOCTbIO OBHOBNEHMS

MO Ha reorpaduyeckn pacnpeneneHHbIx
YCTPOWCTBaXx NN C HEOBXOAMMOCTbIO
OTKJ/IIOYEHNS YCTPOWCTB OT CeTH ANS
YCTaHOBKV OBHOBMNEHWIA.

Pa3melueHmne B 061eCTBEHHBIX MecTax
MHorve BCcTpaviBaemble yCTPONCTBA
pacnonoXeHbl B O6LWECTBEHHbIX MECTax,
YTO CyLLECTBEHHO NOBbILLIAET PUCK aTaKU.
CeTeBag 3al1Ta HeaddekTMBHA B Clyyae
dV3NYECKOrO 3apakeHns yCTporicTBa.

MpuenekarenbHocTb

AN 3N10YMbILNEHHNKOB

BcTpanBaemMble crcTemMbl YacTo
1CNONb3YIOTCS AN BLINONHEHNS
$UHAHCOBbIX OnepaLuii n 06paboTkn
KoHbUaeHUManbHoM HopmaLmn, No3ToMy
KaXxyTCs KnbepnpecTynHnKam 0CO6EeHHO
npuBneKkaTenbHbIMU.

CTporue Hopmar Tpeb

MockonbKy BCTpanBaemMble CUCTEMbI
MCNONb3yOTCH AN 06paboTkn GUHAHCOBOW
NHOOPMaLNY 1 MEPCOHaNbHbBIX AaHHbIX, Ha
MHOT V€ N3 HUX PACNPOCTPaHAIOTCS CTPOr e
TpeboBaHVs kK o6ecneveHnio 6e30nacHOCTY.

BHyTpeHHue yrposbi

CornacHo faHHbIM «JlabopaTopun
Kacnepckoro», 6onee 50% ycneluHbix atak Ha
BCTpanBaeMble CUCTEMbI MPOXOAAT

Npw y4acTun MHCanaepoB — COTPYAHUKOB
KOMMaHWN N CTOPOHHWX MOCTaBLUMKOB YCIYT.

PacnpocTpaHeHue BCTpansaembix
cucTtem Ha 6ase Linux

BcTpavBaemble cucTemsl Ha 6ase Linux
BbICTPO HabVPaIOT NOMYNSIPHOCTb, B TOM
yncne cpeaun KnbepnpecTynHUKoB. Mpu 3Tom
Bb\60p crneunann3npoBaHHbIX 3alNTHBIX
pelweHnin ang Linux kyna 6onee orpaHnyeH,
yem ans Windows.

KomMmnnekcHas 3awmnta gng
BCTpanBaeMbIX CUCTEM

BcTparBaemMble CUCTEMbI MPOYHO BOLLN B HaLLY MOBCEOHEBHYIO
XWM3Hb. OHM NOBCIOAY: OT MNNIATEXHbIX TEPMUNHANO0B 1 6aHKOMAaTOB A0
MeONLMHCKNX YCTPOWCTB 1 aBTOMaTU3npoBaHHbix A3C. [No mepe
TOrO Kak PacTeT PbIHOK BCTPanBaeMblX CUCTEM, KNBEPNPECTYMHUKIN
npucnocabnmBatoT CBOW TEXHVIKI, TAKTUKW 1 NpoLenypbl 419 aTak Ha
nogo6bHble YCTPOMCTBA.

JTaHpwadT yrpos

Mo pasHbIM NpUYHaM MUVOHBI BCTParBaeMblX CUCTEM U KOMMbIOTEPOB BCE
elle paboTaloT NoA4 ynpaBaeHnem yctapesLumx ya3sumbix OC. HecmoTps Ha
npekpaLLleHme NoanepP>XXKn MHormx sepcuii Windows, OHM MCMonb3yoTCs A0
CUX NOp: 6OSBLLUMHCTBO BCTPaNBaAEMbIX YCTPOWCTB paboTaeT Nog ynpasieHnem
Windows XP. 119 3n0yMbILLNIEHHKOB 3TO NpUrnaLleHne K 4eNCTBUIO.

Tem BpemMeHeM NosiBRsSieTCs BCe 60sbLue BCTPanBaeMbIX CUCTEM Ha 6ase
Linux, 1 KN6epnpeCcTyMNHVKW HE TONBbKO aaanTUPYIOT K 3TUM CUCTEMAaM CBOU
MEeTOoAbI, HO N U306peTaloT HOBLIE MHCTPYMEHTHI 419 aTakn. Cuctema Linux
CYMTaETCY 3aLLMLLEHHOM NO YMOYaHMIO, OOHAKO NoaraTbCy Ha 3Ty MHUMYHO
3aLMLLIEHHOCTb KpaliHe onacHO. HECMOTPS Ha TO UTO 3/10YMbILLTEHHUKN

[0 CUX Mop He NposBAsin K aToli OC 6oMnbLLOro MHTEPECa, OHM akTUBHO
HaBEPCTLIBAIOT YNyLLEHHOE. [Py 3TOM BbIGOP 3aLUUTHBIX PELLEHWNA s
BCTpanBaeMbIx CUCTEM Ha 6a3e Linux Kyaa 6onee orpaHnyeH, Yem as
ycTporicTts ¢ Windows.

— 3TO KOMIMIEKCHOE PELLEHVE,
pa3paboTaHHOoe crieumanbHo s 3alnThl BCTpanBaeMblx cuctem. OHO
NpPefoCTaBNgeT 3alLMTy OT BPeAOHOCHOrO MO 1 aKCNIoNTOoB, U rbKme
BO3MOXHOCTW KOHTPOSIA 1 YNpaBieHns, obecrneunBas MakCUManbHO
BO3MOXHbI YPOBEHb 6€30MacCHOCT 4S9 BCTPaVBaeMblX YCTPOWCTB Ha H6ase
onepauroHHbIx cuctem Windows un Linux.



KnioueBble npenmyLliecTBa

OnTuumanbHas 3auunTa BCTpamnBaeMbiX CUCTEM

Kaspersky Embedded Systems Security npeanaraet HECKONbKO YPOBHEN 3aLL/Thl 419 YCTPOWCTB PasHON MOLLHOCTM
VI MpenycMaTpurBaEeT pasHble CLIEHapU pa3BepThIBaHS. PeLleHne COBMECTUMO C ONnepPaLMoOHHbIMIN CUCTEMaMI
Windows u Linux.

3awmnTa yctapeBLUNX U COBPEMEHHbIX CUCTEM

PelueHne onTMM3NPOBaHO A5 PaboThl Ha pasHblX onepaLyoHHbIX cucTemax — oT Windows XP no

Windows 11. Mbl nnaHnpyem npogonxats nogaepxky Windows XP B 0603pumMom ByayLiem, YTobbl KIMEHTbI MOMM
06HOBUTb O6OPYOOBaHME B yoo6HOM A1 Hux Temne. Kaspersky Embedded Systems Security Takxxe nogaep>XxmnBaet
HoBewnwune apxnTtekTypbl Windows v Linux.

Bbicokasi cTeneHb 3awnTbl gaxke A9 MaNoOMOLLHbIX CUCTEM
Kaspersky Embedded Systems Security adpdekTMBHO paboTaeT Aaxe Ha HN3KOMPON3BOANTENIbHOM 060PYLOBaHUN.

OCHOBHbIE BO3MOXXHOCTHU

YkpenneHue cuctemsl (KOHTposb 6ezonacHocTi). CpeacTBa yNpaBneHns NPUNoXeHNaMU, YCTPONCTBAMMN 1 OBHOBNEHUSIMMN LOMYCKatoT
MCMOSIb30BaHNE TOMBKO LLOBEPEHHbIX MPUMOXEHWIA, NeprdepPUHBIX YCTPOWCTB 1 UCTOUHVKOB OBHOBNEHWIA, UTO eLle 60rblue yKpennseT
3alWmMTY Bawel cnctembl. OHM BNOKMPYIOT HECAHKLMIOHMPOBAaHHYIO 3arpy3ky 1 3amnyck nporpaMm, B TOM Ymcne BpedoHocHoro Mo

N MPUSTOXEHNIA, KOTOPBLIMM MOTY T BOCTONb30BATbCS 3M10YMbILLIEHHUKN.

[ononHutenebHas sawmTa ot BpefoHocHoro MNO. Ha LONONHUTENBHOM YPOBHE 3aLLMThI, KOTOPbIA MOXHO Pa3BepHyY Tb B IOKaNIbHOM K
0BnauHol CpeLie, UCMoMb3yeTCs Kak TOUHas TOrKa Anst OBHAPY KEHVIS M3BECTHbIX YTPO3 Ha OCHOBE JIOKaIbHbIX 11 OBIauHbIX aHAUTUYECKNX
[aHHbIX 06 Yrpo3ax, Tak 1 METOLbl 9BPUCTNYECKOrO aHan3a 1 MoAeN MaluMHHOIO 0By YeHNs A5t OBHaPY XEHUS paHee HEN3BECTHBIX

N MPOLBUHY ThIX Yrpo3. CreLnanvaypoBaHHas TEXHOMOT S 3aLLMThl OT LbPOBaHMS 06eCNeUrBaET BaLLMM YCTPOVCTBAM HAAEXHYIO 3aLUUTY
OT NPOrpaMM-BbIMOraTene.

3awuTa oT aKcrnonToB . PelleHre 3alumiaeT OT akCnnyaTaumm ya3sumocTelt B komnoHeHTax OC Windows 1 CTOPOHHX MPUAOXKEHNSX,
YTO NO3BONSET MNPOTUBOCTOATL GoNee NPOABUHY TEIM aTakam, B TOM Yncne 6ecdainoBbiM 1 TeM, KOTOPbIE 0BXOOAT CPEACTBA KOHTPONS
nporpamm, paboTaloLLme B pexmme «3anpeT No yMOnYaHuo».

3alwmTa oT ceTeBbixX yrpos. PelleHne npecekaeT Nobble NOMbITKM BTOPXEHNS B ONEPaLIOHHYIO CUCTEMY, 3aLLMLLAs OT CKaHMPOBaHUS
MOPTOB, aTaK NMyTem noabopa Naposis 1 SKCrIyaTaummn ysa3BUMOCTEN CETU.
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KoHTponb LLenocTHoCcTU 1 cobniofeHne HOPMaTUBHBIX TPEB6OBaHNIA. VIHCTPYMEHT KOHTPONS LLeNOCTHOCTW dalinoB 1 4oCTyna

K peecTpy OTCNexuBaeT AeNCTBIS C OTAENbHBIMU pasaenamun peecTpa, darinamu v nankamm v MoXeT 6/10KMpOoBaTh HexenaTenbHble
n3meHeHus. C ero MoOMOLLbIO MOXHO OBHapY>X1Tb HE TOBKO aTaku BPELOHOCHbIX MPOrpamMM, HO 1 MOMBITKW MPSIMOro AOCTYNa K KPUTUYECKHN
Ba>XHbIM peCypcam U X M3MEHEHWS B TOKaNbHOM pPexMe.

MNoppepika ManoMoLLHbIX 1 ycTapeBLUMX cucTem. PelueHre addekTNBHO paboTaeT Aaxe Ha HU3KOMPOM3BOAMTENbHBIX YCTPOMCTBaXx
1 NoaAepXxmnBaeT obopynosaHue ¢ yctapeslwmmm OC, BrnnoTs 4o Windows XP SP2. Bbl MoXeTe Nonb30BaTbCs CTapbIMy MOLENSMM
YCTPOWCTB A0 TeX MOP, MOKa X O6HOBNEHWE He CTaHET LienecoobpasHbiM.

AHannz xypHanos’. KOHTPOsb LIENOCTHOCTY 3alLMLLIAEMON CPe/bl OCYLLECTBNAETCS Ha OCHOBE aHann3a sanucei
B XYypHane cobbiTuin Windows. MpunoxeHe yseaoMnaeT aaMUHNCTPATOPa, eCin 0O6HapyXBaeT aHoMaslbHOe NMoBeaeHe, KOTopoe
MOXET CBUOETENbCTBOBATL O MOMbITKE KNGEpaTakul.

[mbkoe ynpaeneHune — nokanbHo uUin B obnake. B 3aBMCUMOCTI OT NOTPEBHOCTEW Ballero 61aHeca ynpasieHne 3almTomn
KOpropaTuBHbIX BCTPaANBAEMbIX CUCTEM, @ TakXe APYrVMU peLleHrsMu «JlabopaTopun KacnepcKoro» MOXeT OCYLLECTBSATbCS Yepes
nokasnbHbIi cepBep ynpaBneHns nnm obnavHyto SaaS-koHconb Kaspersky Security Center. JlokanbHoe ynpaBneHve nogonaeT ans

TEX KOMMaHUI, KOTOPbIM BaXXHO O6ECTEUNTb BbICOKMIN YPOBEHb KOHPUAEHLMANBHOCTY AaHHBIX, @ 0BnayHas SaaS-KOHCOMb MO3BONSET
COKpaTUTb KanuTasbHble 1 ONepauMoHHble 3aTpaThbl, BbICTPO MOBLICUTL 6€30MAaCHOCTb PaboUMX MPOLECCOB 1 CHN3UTL Harpyaky Ha I T-
aoMVHNCTPaTOPOB.

YnpasneHune ceTeBbiM akpaHom. MOXHO HaCTPOUTb BCTPOeHHbI B OC ceTeBo akpaH HenocpeacTeeHHo 13 Kaspersky Security Center
1 B fasnbHenwemM ¢ yoo6CTBOM yNpaBisdTb M U3 €AMHOM KOHCON. OTa GyHKLIMS OCOBEHHO None3Ha,

€Cnn BCTparBaemMble CUCTEeMbl HAXOOATCH He B LOMEHE 1 NapameTpbl CeTeBOro akpaHa Windows/Linux Henb3s HaCTPOUTb
LIeHTPanM30BaHHO.

OddekTrBHadA 3aWMTa Aaxke Npu HecTabuabHOM NoAKAlYeHUM K ceTu. [pobnema HECTabUNIbHOCTM CETEBOIO NOAKIOUYEHS
XapakTepHa A1 MHOM X BCTpanBaeMblX CUCTEM, PACMONOXEHHBIX B YAANEHHbIX 30HaX C HU3KUM KaYeCTBOM COTOBOW CBSA3U, BEN3M
VICTOYHWKOB paamnocurHanos 1 Tak fdanee. PeweHne Kaspersky Embedded Systems Security addekTBHO faxe npu cnabom curHane
11 MOSTHOM OTCYTCTBUN CETEBOrO MOOKIIIOHUEHNS.

Nuterpaumsa c MDR. Pewenne nHterpupyetcs ¢ SOC «JlabopaTopun Kacnepckoro» Ans Kpyrinocy TOYHOrO MOHUTOPUHIa
NOAO3PUTENBHOW akTUBHOCTM 11 ONMEepaTMBHOMO pearnpoBaHng. 9TO MO3BOSSET BbISBNASTb U BIOKMPOBATh LIENEBLIE aTaky Ha BCTPOEHHbIE
CUCTEeMbl Ha paHHel cTaaun, NPeaoTBPaLlas CepbesaHbli GHAHCOBbLIN YLIEP6 ans 6rusHeca.
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* Tonbko onsg OC Windows



NMpodeccunoHanbHble cepBUCHI U pacLUNpeHHas
TeXHU4Yeckas nogaepixka

Hapnexalee o6cnyxunBaHve 3aLmTHBIX PELLEHWNA Ha MPOTSXKEHUM UX XXMSHEHHOTO LIMKNa — NPOLLECC TPYAOEMKINI, a obecneyeHne
6e30MacHOCTM BCTParBaEMbIX CUCTEM, KOTOPbIE CYLLLECTBEHHO OT/INYAOTCS OT OBbIUYHbBIX PaBoUMX CTaHLWIA, — eLe 6onee cnoxHas
3apadva. Ho y Hac ecTb yoo6Hoe pelleHne — MNpodeccroHanbHble cepBuckl «JlabopaTopuin Kacnepckorox». Mbl Bo3bMeM Ha cebs
BCe 3a4,a41 MO O6CNYXXNBaHWIO 3aLLNTHOrO PELLEHNS Ha KaXKAOM 3Tarne ero XM3HEHHOrO LK/Ia — OT Pa3BepTbiBaHs, OGHOBIEHNS,
HaCTPOWKIN 11 ONTUMU3ALMN MPOU3BOANTENBHOCTY [0 MUrpaLmin Ha HOBOe 060pYyLoBaHue. B pamkax PaclumpeHHOM TEXHNYECKON
noaaepXku BaMm 6yileT moMoraTb NePCoHanbHbIi MEHELXEP MO TEXHNYECKUM BOMPOCAaM, a HaLL OMbITHbIE SKCMNEPTbl By Ay T
0bpabaTbiBaTb UHLIMAEHTI B BalLe MHGPAaCTPYKTYPE B MPUOPUTETHOM NMOPSAKE..

CBsa3aHHble NPOAYKTbI M CEepPBUCHI

spersky Threat Intelligence. LLvpokuii
Habop CEPBUCOB, KOTOPbI O6bEAVHAET
aHanMTNYeCKe AaHHble 06 yrpo3ax 13
Pa3HbIX ICTOUHVKOB, MOTOKM AaHHbIX 06
yrposax v pesynstaTsl COBCTBEHHBIX
1CCNEepoBaHNiA 1 MO3BOMIET BAM
NoNy4YnTb NONHOE NpeacTasneHe 06
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aJIN3 3alUMLLLEHHOCTU NNaTeXXHbIX

cTem. BCecTopoHHWi aHann3
3alUMLLEHHOCTY 6aHKOMAaTOB U
NNaTeXHbIX TEPMUHANOB, GOPMUPYIOLLMIA
UeTKoe NpeAcTaBneHie O TeKyLLEM
YPOBHE 3aLLMLLEHHOCTY BaLLNX CUCTEM,
Ha OCHOBE KOTOPOrO Bbl MOXETE MPVHATL

N

o

spersky Security pns 6usHeca.
MepenoBble TEXHOMNOI N, KOTOPbIE
MCMOb3YIOTCS BO BCEM MMPE ANS 3aLLUUTbI
pPabounx MECT, CEPBEPOB, PaboUMX
CTaHUMI 1 MOBUMBbHbBIX YCTPOWCTB.
MpocToe ynpasneHne C MOMOLLbIO
eVHOW KOHCONN.

[OMNONMHUTENbHBIE Mepbl 6e30MacHOCTH,
ONTVMU3MPOBAaTL 3aLLUTHOE peLLeHe
N YCTPaHNUTb YSI3BUMOCTM B CUCTEME
6e30MacHOCTW.

OMacHOCTSIX, KOTOPbIE MOTy T YrpoXaTb
BalLel opraHmsaLmm.

foe aKTyaJlJibHa 3alunnTa BCTpanBaeMbIX CUCTEM

YCTpouncTBa
@ DUHAHCOBbIN CEKTOP BaHkomaThbl

TpaHCnopT 1 Typu3M (Mpoaaxa buneTos) @ BuneTHble aBTOMaTHI

g PosHmuHas Toproens Bﬁ BeHzokonoHkun

1l PecTopaHHbIl 11 FOCTUHNYHBI BU3HEC M= Kacchbl
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[Eh 3npaBooxpaHeHyie B G MnaTexHble TepMHabl

MeauuvHcKkoe o60pynoBaHe

[oCynapCTBEHHbIN 1 HEKOMMEPYECKIIA CEKTOP

é PasBneueHus YCTapeBLU/IE KOMMbIOTEPDI

/IrpoBble aBTOMaThI

MoppobHee o NpoaykTe

www.kaspersky.ru
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