STATEMENT OF COMPATIBILITY

3AABNIEHWUE O COBMECTUMOCTHU

between

MeKay

Kaspersky Industrial CyberSecurity for Networks
4.3

Kaspersky Industrial CyberSecurity for Networks
4.3

the product of

ABNAOLMMCA NPOLYKTOM

AO KASPERSKY LAB,

AO «JlabopaTtopua Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccua, Mockea,
JleHnHrpagckoe wocce, 4. 39A, cTp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B AanbHenwem umeHyembimn KICS for Networks
u «JlabopaTtopus Kacnepckoro» cOOTBETCTBEHHO

and

M

Hardware and software complex “KVANT-

CHEAZ” 2.4

MporpammHo-TexHu4eckuin komnnexkc «KBAHT-
Y2A3» 2.4

the product of

ABNAIOWMMCA NPOAYKTOM

“CHEAZ"” ISC

AO «Y3A3»

5 pr. I.Yakovleva, Cheboksary, 428020

428020, r. Yebokcapsl, np. U.AxkoBneea, 4.5

hereinafter referred to as KVANT-CHEAZ and
CHEAZ respectively

B [JanbHeiwem wumeHyembimn TTK «KBAHT-
Y3A3» 1 Y9A3 COOTBETCTBEHHO

KVANT-CHEAZ is a software and hardware
package designed for use in automated process
control systems, data collection and transmission
systems, and telemetry systems of substations
and distribution substations. It is also used to
collect, store, and visualize information received
from relay protection and automation devices and
related devices (controllers, sensors, converters,
etc.) installed at customer sites, generate reports
and events, and view current and archived data.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

NTK «KBAHT-Y3A3» — NnporpaMmMHO-TEXHUYECKUIA
KOMMNEKC, NpefHa3HaYeHHbIW o158 NPUMEHEHUA B
aBTOMaTM3MPOBAHHbLIX CUCTEMAxX YmnpaBaeHus
TEXHONIOTMYECKUMM NpoLieccamu, cuctem cbopa u
nepeaayv HPOPMaLUMKU U CUCTEM TeNleMEXaHMKK
NoACTaHU MM

W pacnpefenuTenbHbiX MOACTaHUMA, a Tak e
ncnonb3yeTca ans cbopa, XpaHeHus
M Bu3yanusauumm uHGopmauuMuM, nocTynatoLen
C ycTpoWcTB P3A UM CMEMHbIX YCTPOMCTB
(koHTpoNnepoB, p[aTtyukos, npeobpasosateneit
W T.4.), YCTAHOB/IEHHbLIX Ha O6GBEKTaX 33aKa3uuKa,
reHepalMuM OT4eTOB, COBbLITUH M NpocMoTpa
TEKYLLMX U apPXMBHbIX AaHHbIX.

KICS for Networks — cneunanuMaupoBaHHbIN
NMPOAYKT NPOMBbILLAEHHOTO Knacca,
npesHasHa4yeHHbIM ans WHBEHTapU3aLmK,
MOHWTOPWHIA, BbIABNEHUA PUCKOB W Yrpo3
MPOMBILINEHHbBIX MHDPACTPYKTYP. ABNAACL YACTbIO
pewenua Kaspersky Industrial CyberSecurity,

NPOAYKT npegocTasaseT BO3MOMHOCTb
BbiABAEHUA  yrpo3  KubepbesonacHocT
aHomManuii naccMBHbiM 06pazom Ha OCHOBe
aHanMsa  KonuM  ceTeBoro  TpadwmKka, u
(onumoHanbHO) OaHHbIX TENEMETPUM
C  YCTPOICTB, 3aLUMLLEHHbIX NpoAyKTOM
KICS for Nodes. PeweHue npegocTaBnaer
WHCTPYMEHTbl O/1A pPacc/lefoBaHUMA M PY4YHOro
pearMpoBaHuMs  Ha  Yrposbl  Ha  YypoBHe
3alMLLEEMbIX YCTPOWCTB u CETEBOW

MHOPACTPYKTYPbI.

UD/A\S

lkaspersky




CHEAZ and “Kaspersky” hereby agree on the
following statement regarding possibility to use
the listed products on a common system and their
compatibility and contribution to fulfillment of
cybersecurity requirements:

Y3A3 " «Jlabopatopusa Kacnepckoro»
HACTOALLMM NnoaTBEPKAAOT cnepytoulee
3aABNeHUe OTHOCUTESIbHO MCMNONb30BaHUA

YKa3aHHbIX NPOAYKTOB B paMKax OAHON CMCTeMbI,
UX COBMECTMMOCTM U BKNaAa B BbIMOJIHEHME
TpeboBaHMit KnbepbesonacHocTH:

CHEAZ and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

Y3A3 u «/labopaTtopusa Kacnepckoro» nposenu
BCECTOPOHHME TecTbl Ha COBMECTUMOCTb WX
NPOAYKTOB  MNpW  OAHOBpeMeHHOW  paboTe
B COCTaBe eguMHOW cucTembl. B pesynbraTte
TECTUPOBaHMA BbINO YCTAHOBAEHO, YTO MPOAYKThI,
C YYETOM MX WHOMBMAYANbHbIX CUCTEMHbIX
TpeboBaHWiA, ABNAIOTCA COBMECTUMbBIMKW WU MOTYT
MCNONb30BaTLCA B COCTABE eANHOM CUCTEMBI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

Compatibility is confirmed between the
product versions listed in this statement.
KICS for Networks 4.3 support will end

on 31.03.2030. To ensure compatibility and
support, it is strongly recommended to update the
products to the latest versions with confirmed

B cayyae ycTaHOBKM M UCNONb30BAHMA YKa3aHHbIX
nporpammHbIX MNPOAYKTOB B pPaMKax e,EI,I/EHOﬁ

CUCTEMDbI 3T0 MOXeT cnocobcTBOBaThH
BbINONHEHMWIO OCHOBHbIX TpeboBaHWi,
npeabaBAaeMbIX K MHOOPMALMOHHOMN

W KubepbesonacHOCTM B aBTOMAaTM3WPOBAHHDIX
cucTemax yrnpaBaeHus NPOMBILLNEHHbIX
06BEKTOB.

COBMECTMMOCTb TMOATBEPMAEHA ANA BEpPCUM
MPOAYKTOB, YKa3aHHbIX B SAHHOM 3aK/HYEHWM.
MNopaepxkka npogykta KICS for Networks 4.3
uctekaet  31.03.2030. [Ana  obecneyeHus
COBMECTUMOCTH W MNOALEPHKM HACTOATE/IbHO
pekomMeHAyeTcs A0 YKa3aHHOW JdaTbl 0BHOBWTL

compatibility before the specified date. NPOAYKTbI 0o nocaenHux BEPCUIA
C NOATBEPHKOEHHOW COBMECTUMOCTLIO.
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