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Overview of Operational Technology in the Context of Thailand

Operational Technology
does matter

We work with OT every day, but we never
realize that it has started to change.
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OT Is indispensable to the
functioning of critical
Infrastructure systems that
support the daily operations of
iIndustries vital to the economy
and society




Cybersecurity Policies and Laws

Three key in Thailand
aspects

Impact of Policies and Laws on

of Operational Technology Operational Technology

in Thailand

Recommendations for Thai
Government Agencies operating
in Operational Technology
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Cybersecurity Policies and Laws in Thailand

Thailand has seen an increased
reliance on OT In critical sectors
to enhance operational efficiency

Improve safety, and ensure the continuity
of services. However, this also brings
challenges, particularly in terms of
cybersecurity e
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Cybersecurity Policies and Laws in Thailand

(Unofficial Translation)

No. 136 Chapter 69 Kor vernment Gazette 27 May 2019

[Official Emblem of Royal Command]

Cybersecurity Act,
B.E. 2562 (2019)

King Phra Poramenthra Ramathibo

Given on the 24" Day of May B.E. 2562;
Being the 4* Year of the Present Reign. ./

His Majesty King Phra Poramenthra Ramathibodi Sisin Maha Vajiralongkorn Phra Vajira
Klao Chao Yu Hua y pleased to proclaim that:
Whereas it is expedient to have an enabling act on the law concerning cybersecurity.
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Impact of Policies and Laws on Operational Technology

N[}g::_‘ Cyber Security Policy and Action Plan 2022 - 2027 yber Security Policy and Ac

Cybersecurity Management Policy for Government Agency and Critical the information technology risk regulatony st

Infermaticen Infrastructure Organization. X the = usiness group or related compal

Commi

reres 3) Risk management for information technolosy security and Cyber

Threats according to the organizational risks and submit to the committee as regular

agenda.

1. Good Governance in Cybersecurity

technology security and Cyber Threats to organizational personnel

g related guidelines d by v ing Crganization
and Organization of

Critical Infon n Infrastructure.
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Impact of Policies and Laws on Operational Technology

213 Vulnembility Assessment and Penetration Testing

21.3.1 Vulnerability assessment for Critical Services of Government Agencies and

Organizatiof

risk manag

213 Vulnerability Assessment and Penetration Testing
21.3.1 Vulnerability assessment for Critical Services of Government Agencies and
Organizations of Critical Information Infrastructure shall be undertaken in accordance with their

risk management principles. The assessment aims to identify vulnerabilities in cybersecurity

and cont

Informatior

and control of all Critical Services of Government Agencies and Organizations of Critical
=] INnformation Infrastructure which includes:

(a) Information Technology (IT) system;

S (b) Industrial Control System (ICS).

wulnerabilite——— = o e s

Critical Services, or before implementine any chanees of systems that are vital to the Critical
Services. The changes include the addition of new application modules, system updates, and

technological medifications.
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Impact of Policies and Laws on Operational Technology 10

NISI- search CSRC @ =CSRC MENU
Information Technology Laboratery ler coupuTER SECURITY
- leUasuie COMPUTER SECURITY RESOURCE CENTER E

FIPS 199

Standards for Security Categorization of Federal Information and
Information Systems

f ¥ in &
Date Published: February 2004 DOCUMENTATION

Planning Note (03/17/2023): " Send inquiries about this publication to sec-cer S
& (0317} )i Sending ? P on < Publication:

Author(s) [l
National Institute of Standards and Technology
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Impact of Policies and Laws on Operational Technology 11

N Isr RC Q = CSRC MENU

Information Technology Laboratory N 'sr COMPUTER SECURITY
T2NIARENS _ 3 COMPUTER SECURITY RESOURCE CENTER b

FIPS 200

Minimum Security Requirements for Federal Information and Information
Systems

f ¥ in &
Date Published: March 2006 DOCUMENTATION

+ SP 800-26 (11/01/2
Supersedes: SP 800-26 (11/01/2001) Publication:

Planning Note (03/17/2023):  Send inquiries about this publication to sec-cer .gOV. (Z https://doi.org/10.6028/NIST.FIPS.200
& Download URL
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FIPS PUB 200

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION

Minimum Security Requirements for Federal
Information and Information Systems

Computer Security Division

Information Technology Laboratory

Narional Institute of Standards and Technology
Gaithersburg, MD  20899-8930

March 2006
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U.S. DEPARTMENT OF COMMERCE
Carlos M. Gutierrez, Secretary

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
William Jeffrey, Directar
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Impact of Policies and Laws on Operational Technology

4 SECURITY CONTROL SELECTION

Organizations must meet the minimum security requirements in this standard by selecting the
appropriate security controls and assurance requirements as described in NIST Special Publication
800-53, Recommended Security Controls for Federal Information S}{s‘fcms."-’ The process of selecting
the appropriate security controls and assurance requirements for organizational information systems to
achieve adeguate security” is a multifaceted, risk-based activity involving management and
operational personnel within the organization. Security categorization of federal information and
information systems, as required by FIPS Publication 199, is the first step in the risk management
process.” Subsequent to the security categorization process, organizations must select an appropriate
set of security controls for their information systems that satisfy the minimum security requirements
set forth in this standard. The selected set of security controls must include one of three, appropriately
tailored® security control baselines from NIST Special Publication 800-53 that are associated with the
designated impact levels of the organizational information systems as determined during the security
categorization process.

- For low-impact information systems, organizations must, as a minimum, employ
appropriately tailored security controls from the low baseline of security controls defined in
NIST Special Publication 800-53 and must ensure that the minimum assurance requirements
associated with the low baseline are satisfied.

For moderate-impact information systems, organizations must, as a minimum, employ
appropriately tailored security controls from the moderate baseline of security controls
defined in NIST Special Publication 800-53 and must ensure that the minimum assurance
requirements associated with the moderate baseline are satisfied.

For high-impact information systems, organizations must, as a minimum, employ
appropriately tailored security controls from the high baseline of security controls defined in
NIST Special Publication 800-53 and must ensure that the minimum assurance requirements
associated with the high baseline are satisfied.

Organizations must employ all security controls in the respective security control baselines unless
specific exceptions are allowed based on the tailoring guidance provided in NIST Special Publication
800-53.
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Recommendations for Thai Government Agencies Operating in OT 14

» Adopting a risk-based approach
o ldentifying critical assets and vulnerabilities within OT environments
o Prioritize protection where it matters most
o Conducting regular risk assessments, threat modeling, and penetration testing

* Implementing Defense in Depth
o Deploying multiple protective measures across different levels

o Segmentation of networks to prevent lateral movement, hardenlng devices

with minimal services running

« Continuous Monitoring and Threat Intelligence

o Building real-time monitoring systems |
o Integrating threat intelligence feeds helps OT operators |
= " @

ng that personnel understand the specifics of OT'securltyi(
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Recommendations for Thai Government Agencies Operating in OT 15

« Organizations must embed security requirements directly into their OT
operational processes. Aligning daily tasks with legal and regulatory mandates

« Automated tools can be used to track access logs, system configurations,
and the enforcement of security controls, helping ensure compliance without
the need for frequent audits.

» Organizations should conduct periodic audits to assess their current status
against regulatory frameworks, using the findings to refine their strategies
and close gaps

« Talk to professional Kaspersky
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As OT becomes more

Interconnected, the vulnerabilities
multiply.

Protecting our critical infrastructure
| __requires a collective effort to

LS address the unique challe
i securing OT enviro nts.

Jen Easterly, Director of the Cybersecurity and Infrastructure Security
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