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Operational Technology 

does matter

We work with OT every day, but we never 

realize that it has started to change.

Overview of Operational Technology in the Context of Thailand
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OT is indispensable to the 

functioning of critical 

infrastructure systems that 

support the daily operations of 

industries vital to the economy 

and society
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Three key 

aspects

of Operational Technology 

in Thailand

Recommendations for Thai 

Government Agencies operating 

in Operational Technology

Impact of Policies and Laws on 

Operational Technology

Cybersecurity Policies and Laws 

in Thailand
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improve safety, and ensure the continuity 

of services. However, this also brings 

challenges, particularly in terms of 

cybersecurity

Thailand has seen an increased 

reliance on OT in critical sectors 

to enhance operational efficiency 

Cybersecurity Policies and Laws in Thailand
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8Impact of Policies and Laws on Operational Technology
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14Recommendations for Thai Government Agencies Operating in OT

• Adopting a risk-based approach

o Identifying critical assets and vulnerabilities within OT environments

o Prioritize protection where it matters most

o Conducting regular risk assessments, threat modeling, and penetration testing

• Implementing Defense in Depth

o Deploying multiple protective measures across different levels

o Segmentation of networks to prevent lateral movement, hardening devices 

with minimal services running

• Continuous Monitoring and Threat Intelligence

o Building real-time monitoring systems

o Integrating threat intelligence feeds helps OT operators

• Ensuring that personnel understand the specifics of OT security



15Recommendations for Thai Government Agencies Operating in OT

• Organizations must embed security requirements directly into their OT 

operational processes. Aligning daily tasks with legal and regulatory mandates

• Automated tools can be used to track access logs, system configurations, 

and the enforcement of security controls, helping ensure compliance without 

the need for frequent audits.

• Organizations should conduct periodic audits to assess their current status 

against regulatory frameworks, using the findings to refine their strategies 

and close gaps

• Talk to professional Kaspersky
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As OT becomes more 
interconnected, the vulnerabilities 
multiply. 

Protecting our critical infrastructure 
requires a collective effort to 
address the unique challenges of 
securing OT environments.

Jen Easterly, Director of the Cybersecurity and Infrastructure Security 

Agency (CISA)
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