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About Kaspersky SIEM and its architecture

Kaspersky Unified Monitoring and Analysis Platform is an integrated next-generation SIEM solution for
managing security data and events. It excels in receiving, processing and storing security information events,
and analyzing and correlating incoming data. The platform also has a search feature, generates alerts when
potential threats are detected, and supports automated responses to generated alerts and threat hunting.
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High-performance
modular architecture
allows to process
hundreds of
thousands of events
per second (EPS)

on each instance and
reduce total cost

of ownership (TCO)
by optimizing system
requirements.
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By incorporating third-party and Kaspersky products into a centralized
information security system, Kaspersky SIEM is an essential part

of a comprehensive defense strategy capable of securing corporate
and industrial environments, as well as detecting cyberattacks that
startin IT and transition to OT systems.

Thanks to the solution’'s microservice architecture, administrators can
create and configure the microservices they need to use Kaspersky
SIEM as a full-fledged SIEM system or a log management system.

The solution receives security events from various sources, including
Kaspersky products, operating systems, third-party applications,
security tools, and various databases, and correlates events with each
other and enriches them with data from threat intelligence feeds

to identify suspicious activity in corporate network infrastructures
and provide timely notification of security incidents.

By collecting logs from all security controls and correlating the data
in real time, Kaspersky SIEM aggregates and provides all the
information needed for incident investigation and response.

Furthermore, Kaspersky SIEM enables threat hunters to discover
previously unknown threats by allowing operators to analyze

and correlate historical data, as well as establish statistical baselines
to identify anomalies.




Why choose us?

Save up to 50% on hardware or
virtualization installation requirements with
a Kaspersky solution that consistently
outperforms legacy SIEM vendors in terms
of cost efficiency.
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Benefit from a wide range of third party
integrations with a solution that offers a
variety of both Kaspersky and 200+ third
party integrations with built-in response
options for increased security efficiency.

Improve data relevancy, speed up detection
and triage thanks to enrichment with
tactical, operational and strategic Threat
Intelligence provided via Kaspersky Threat
Intelligence Portal by our world-leading
team of researchers and analysts.
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Reduce total cost of ownership with a high-
performance modular architecture that can
handle hundreds of thousands of events
per second (EPS) on each instance. On top
of that we also track average flow of EPS
per day after aggregation and filtering

to limit overruns and do not restrict access
to Kaspersky SIEM in case they happen.
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Store data locally in a low-cost,
uncompromised fashion without going over
budget for an extended period with hot and
cold storage options using ClickHouse and
the Hadoop Distributed File System (HDFS)
or local disks, while being able to search
quickly across both areas simultaneously.
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Leverage built-in multitenancy with an
MSSP and large enterprise ready solution
that offers native multitenancy support
where a single SIEM installation in the main
infrastructure of organizations enables the
creation of isolated SIEM for tenants that
receive and process their own events.



Kaspersky Unified Monitoring and Analysis Platform includes the

mponents
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A Core with a centralized
graphical user interface for
controlling and monitoring
system component settings.
The platform can be accessed
from third-party solutions using
the API.
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Storage is used to store
normalized events so they

can be quickly and continually
accessed from SIEM to extract
analytical data.

Correlation rules are used

to detect specific sequences

of processed events and take
certain actions after recognition,
such as creating correlation
events/alerts or interacting with
an active list. The Correlator
uses active lists to carry out
required actions after analyzing
normalized events received from
the collectors and generates
alerts based on correlation
criteria.

Agents forward raw events
from workstations and servers
to SIEM collectors.

API Responses
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One or more Collectors
receive events from external
sources and pre-process

them: normalize (change

to a single format), filter,
aggregate and enrich them

with data from external sources
using dictionaries, calls

to the DNS service, and other
tools.
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Event routers reduce the load
on links and number of ports
opened on firewalls by receiving
events steadily without delays
when collectors are installed

in remote offices with low-
bandwidth or data links that

are already busy.

Enrichment sources
=
39 party Kaspersky Kaspersky DNS /
solutions Cyber Threat LDAP
via script Trace Lookup
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Built-in and custom connectors

to hundreds of sources from Kaspersky
and third-party vendors with regular
updates and improvements.
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Integration of external event sources
with free creation of additional
connectors by the Kaspersky
Professional Services team.

Fast search queries and ready reports
on security events.
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Local secure storage of logs
for regulatory compliance and incident
investigation.

Kaspersky SIEM supports event
searches across multiple storages
to help operators find relevant events

in distributed storage clusters faster
and easier.

Kaspersky SIEM functionality

, process and store information about
curity events

Kaspersky Unified Monitoring and Analysis Platform receives events
from logs and normalizes data from different event sources to make
it consistent. These information security events may include login
attempts, database interactions, or sensor information broadcasts
and are collected from across the company’s entire protected IT
infrastructure. While an individual event might not appear significant,
taken as a whole, multiple single events paint a larger picture

of malicious activity that can be used to spot security issues.

Data lake, our centralized local repository, provides a platform

for collecting, indexing and analyzing logs from various sources,
including security solutions (EPP, FW, IAM, etc.), operating systems,
business applications (HR systems, office tools), physical security
systems (automated access control systems), and other devices.

Events are transmitted to the correlator for analysis and storage

for retention once they have been filtered and aggregated. To identify
alerts, the collector receives events from sources, processes them

and routes them to storage, correlator and/or third-party services. Raw
events are forwarded from workstations and servers to SIEM collectors
(in certain cases by agents) and can be sent to other systems

for additional analysis.

Correlation events are produced by the solution upon recognition

of a particular event or series of related events and are also analyzed
and retained. If an event or sequence of events indicates a potential
security threat, Kaspersky SIEM generates an alert with information
about the threat and any other relevant information that security
specialists need to consider.

Reliable transport protocols, with optional encryption, are used
to transfer events between components. A data diode can be used
by the system to collect data from isolated segments.

Kaspersky SIEM enables
inventory of servers, workstations and network devices. The platform can
collect data about asset vulnerabilities from sources such as vulnerability
scanners and correlate it with asset category data to identify threats.
This provides security teams with visibility into the full asset landscape.
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To support analysts, coverage of

the MITRE ATT&CK matrix by rules is
displayed to better assess the level of
security.

500+ preconfigured correlation

rules for detecting attack scenarios
regularly updated by Kaspersky servers
with MITRE mapping and response
recommendations.
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Improved data relevancy through
enrichment with analytical data
gathered from the Kaspersky Threat
Intelligence Portal (using Kaspersky
Threat Lookup and Kaspersky
CyberTrace).

Data about assets and infrastructure
is collected from Kaspersky Security
Center and third-party sources.

nd historical correlation of security
vents

Kaspersky SIEM carries out near real-time cross-correlation using
custom rules for identifying attacks and threats and hundreds of pre-
defined rules developed by Kaspersky SOC, one of the most successful
and experienced active threat hunting teams in the industry. Kaspersky
SOC experts hold numerous certificates confirming their high level

of expertise and knowledge.

Events are correlated in real time. The correlator analyzes normalized
events, creates alerts in accordance with the correlation rules, and
handles all active list operations.

The operating principle of the correlator is based on event signature
analysis, meaning each event is handled in accordance with the user-
specified correlation rules. The software generates a correlation event
and sends it to storage when it finds a series of events that meet the
requirements of the correlation rule. The user can tailor the correlation
rules to be triggered by the outcomes of a prior analysis by sending the
correlation event to the correlator for additional analysis. Correlation
rule outcomes can be utilized by other correlation rules. For example,
several minor alerts can generate a larger alert (several brute force
attempts may be analyzed to uncover a mass brute force incident).

The platform uses historical data to spot trends, find threats that were
previously unidentified, and pinpoint attacks that were overlooked

by certain security elements, all of which improves overall threat
detection.

Third-party solutions or integrated products like Kaspersky Endpoint
Detection and Response carry out sensor-side detection. By adjusting
product settings, users can control this process and obtain events and
telemetry that these products have already processed through their
own detection logic.

The solution’s correlation engine incorporates platform-side detection.
Thanks to the platform's powerful correlation engine, users can create
adaptable correlation rules. Ready-made rules and normalizer packages
are also available to support commercially accessible third-party
products that are constantly being expanded and updated.

The operating principle of the correlator is based on event signature analysis,
meaning each event is handled in accordance with the user-specified correlation
rules. The software generates a correlation event and sends it to storage when
it finds a series of events that meet the requirements of the correlation rule.
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Threat hunting to discover previously
unknown threats by allowing operators
to analyze and correlate historical data
using a powerful column-oriented
database.
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The platform can store data

for an extended period without

going over budget for pricey storage
hardware thanks to hot and cold
storage options using ClickHouse

and the Hadoop Distributed File System
(HDFS) or local discs.
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| Kaspersky Next
€ | XDRExpert

A wider scope

of response
capabilities via
playbooks is available
with Kaspersky Next
XDR Expert.

Learn more
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Kaspersky SIEM's storage component is used to store normalized
events in order to access analytical data quickly and continuously from
Kaspersky Unified Monitoring and Analysis Platform.

ClickHouse guarantees continuity and speed of access. Storage
is connected to a Kaspersky SIEM storage service via a ClickHouse
cluster. Cold storage disks can also be added to ClickHouse clusters.

Users can add space in repositories to group stored events based
on a specific attribute. This allows administrators to set different
storage times for events based on their specific characteristics.

Kaspersky Unified Monitoring and Analysis Platform also handles

data compression to dramatically reduce disk space usage without
compromising data retrieval. Two areas are supported by the Kaspersky
solution: one for fast data retrieval and the other for storing a large
amount of data.

The platform has two distinct sections: one for cold storage that can
be realized on the Hadoop Distributed File System or local discs,

and the other for operational storage using ClickHouse. This separation
is transparent for users.

Without having to flip between archives, operators can create search
queries in a single interface and concentrate their full effort

on the investigation. This lowers the system's cost of ownership
while maintaining excellent user experience. The platform supports
event searches across multiple storages to help operators find relevant
events in distributed storage clusters faster and easier.

Organizations can stay compliant with regulatory requirements for data
retention, auditing and incident investigation by securely collecting

and storing logs from a variety of sources. Additionally, centralized

and structured storage makes it easy for companies to retrieve and
analyze logs as needed.

ited response capabilities

Built-in response functionality using Kaspersky products increases
security efficiency. For example, to extend endpoint response
capabilities, Kaspersky SIEM can be coupled with Kaspersky Endpoint
Detection and Response to manage network isolation of assets and
prevention rules or execute applications and scripts. These response
actions can be carried out manually or automatically on assets with
the Kaspersky Endpoint Security agent.

Automated inventory information collection (installed software,
vulnerabilities, equipment, asset owners and so on) can help
contextualize information security events and aid in incident
investigations.

Kaspersky SIEM leverages Kaspersky CyberTrace, a full-featured
threat intelligence platform that supports dozens of out-of-the-box
threat data feeds (commercial and public) to stream event enrichment
automatically in real-time with contextual information about indicators
of compromise.


https://www.kaspersky.com/enterprise-security/xdr 

Outstanding visualization with dashboards and reports presents data
in the most usable formats to identify trends, patterns and anomalous

events.

With customizable widgets for
the easy visualization and display
of indicators, analysts can
prioritize incidents, determine
root causes and respond

to threats more efficiently, while
organizations can track the
effectiveness of their security
operations, identify trends and
assess the overall health of their
security system.

This solution helps users
make their own widgets with
adjustable settings, as well
as layouts with various
widget groups:

Multitenancy
architecture

Kaspersky SIEM provides full
multi-tenancy support, meaning
users in one tenant can’t see the
data (events, alerts, incidents,
etc.) of another tenant. In
multitenancy mode, a single
instance of the Kaspersky SIEM
application deployed in the
main organization enables the
isolation of branches so they
receive and process their own
events.

The system is administered
centrally via the main

interface, and tenants operate
independently with access only
to their own resources, services
and settings. Tenant-related
events are stored separately.
Users can access numerous
tenants simultaneously.

The general administrator can
also specify which tenant data
will be displayed in different
parts of the web interface.

(Q)

Key alert metrics

(severity, priority, and status)

- Affected assets
- Recent notifications

- Top data sources with the most
alerts

- Alerts allocated to specific
operators

- Affected users and/or devices

- Alerts by policy
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Key incident indicators

(by severity and assignment)

- Affected devices

- Topinternal and external IPs based
on NetFlow traffic volume (ByteslIn)

- Top nodes for remote management
(ports 3389, 22)

- Total NetFlow bytes for internal
ports

- Top sources based on number
of events, categories, assets,
and users

Event sources
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Wide range of out-of-the-box integrations

Kaspersky Unified Monitoring and Analysis Platform is thoroughly integrated with Kaspersky solutions

and technologies for the coordinated use of products with enhanced efficiency:
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Kaspersky
Anti-Targeted
Attack Platform

Kaspersky
Secure Mail
Gateway
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Kaspersky
Industrial
CyberSecurity
for Networks
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Kaspersky

Endpoint Detection
and Response

Kaspersky
Web Traffic
Security

Kaspersky
Industrial
CyberSecurity
for Nodes
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Kaspersky
Security
Center

Kaspersky
Threat
Lookup

Kaspersky
Automated Security
Awareness Platform

and more

Integration with the rich portfolio of Kaspersky Threat Intelligence services helps

identify and prioritize threats and get quick access to contextual information about new

attacks, indicators of compromise and attacker tactics and techniques.



Kaspersky SIEM excels in receiving data (logs) from other systems and devices. To facilitate quick
implementation without the added expense of setting up source parsing rules, the platform comes with a wide
range of out-of-the box integrations for Kaspersky products and third-party products:

& security domain € By datatype
- Endpoint Protection - Cloud workload (CASB, - XML o ClEF
- (EPP & EDR solutions) S - Syslog - NetFlow v5
. Emailandwebtraffic ~  |veatnteligence (CT) e - NetFlow v9
protection (email - |dentity Security (IAM, g
protection, NDR, FW/ PAM) + ol Gl
NGFW, UTM, IDS) . OT /IoT Security s SOIL - RegExp
- Security Awareness - IPFIX
E'-@ /tranSpOFt {:} y Vendor
Ype
- TCP - Kaspersky - Eltex - Nexthink
- UDP - Absolute - ESET - NIKSUN
- NetFlow - AhnLab - F5 BIG-IP - Oracle
- sFlow - Aruba - FireEye - PagerDuty
- NATS JetStream - Avigilon - Forcepoint - Palo Alto Networks
- Kafka - Ayehu - Fortinet - Penta
- HTTP - Barracuda - Gigamon Sectiy
. SOL (SOLite, MSSQL., Networks e - Proofpoint
. MySQL, PostgreSQL, - BeyondTrust . IBM - Radware
. Cockroach, Oracle, Firebird) e . Ideco ) ,Eﬁ;?rfed
= - BMC lumi
Lal : ! © - ReversinglLabs
. - Bricata
. Diode * Imperva . SailPoint
. FTP “Biinge . Orion soft . Sonmoie.
- Broadcom :
- NFS - Intralinks . SonicWall
- Check Point .
- WMI « Juniper . Sophos
WEC - Cisco Networks
' — : - ThreatConnect
SNMP - Citrix - Kemp Technologies
: : - ThreatQuotient
SNMP T - Claroty - Kerio
. s - CloudPassage - Lieberman + Trenclilo
VMware AP i Sofuam Trustwave
Cribl - MariaDB + VIV
0l : - Vormetric
- CrowdStrike + MicrosSe
Additional integrations can be - MikroTik + Watch e
- CyberArk indchil
developed by the Kaspersky M » Windchi
: ; ; Minerva Labs FRACAS
Professional Services team or - Deep Instinct S
partners, including using the - Delinea gL - Zettaset
APIs of connectable products. TEronls - NETSCOUT . Zacale
View the full list of supported . Netskope
. Edge B - etc.
event sources. : b
Technologies « Netwrix

Full list


https://support.kaspersky.com/help/KUMA/3.2/en-US/255782.htm

Why Kaspersky?

We are a global private cybersecurity company For more than 27 years we have been building
with thousands of customers and partners around tools and providing services to keep you safe with
the world and committed to transparency and our most tested, most awarded technologies.
independence.

Learn more
Learn more
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