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Kaspersky Symphony

KI/I66p6e3OI'IaCHOCTb CnOXHOCTb N UHTEHCUBHOCTb YrpO3 Ans b3Heca HEM3MEHHO
pacTyT. YTobbl OTpaXkaTb akTyasbHble Yrpo3bl 1 YCNEeLWwHO

B BUPTYO3HOM NPOTMBOAENCTBOBATb C/TOXHbBIM KnbepaTtakam, HEO6XoaNM

ncnonHeHmw. KOMMIEKCHBIN, CUCTEMHBbIV MOAX04 K MOCTPOEHWIO 3aLUUThl BU3HECA.

Kaspersky Symphony — 970 nmHelka peLleHnin, KoTopas LaeT
. OopraHn3aunsamM Bce HEOBXOAMMOE A1 MOCTENEHHOW U OAHOYaCTHOM
oo SR B R L o peanusaumy SToro Nogxona v MoCTPOEHNS HaOEeXXHOM 1 aaanTUBHOM
Kak cna>xeHHbI OpKecCTp ~
cucTembl kKnbepbesonacHOCTU. Bce aneMeHTbl 9ToM 9KOCUCTEMbI
LOMONHSIOT U YCUNNBAIOT APYT ApYra.
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Bce WNHCTPYMEHTbI naeanbHO
HaCTpPOEHbI

Y Bac ecTb BCe, UTO6bl yBEPEHHO
1 MPOCTO QUPWXXMPOBaTb CUCTEMON
6e3onacHoCcTun

Bceobbemniowmin nogxon K 3awmre busHeca
OJ19 KOMMaHWIA, KOTOPble CTPEMSATCS BbITb
nepBbIMA N AenatoT Lwar B 6e3onacHoe

GyayLuee.

[NoBbiweHue
YPOBHS 3alUThI

KnbepbesonacHOCTb B BUPTYO3HOM
VNCMOSHEHW CTAHOBUTCS BO3MOXHOW
Bnarogaps:

@ o)

[TpooBepeHHbIM [ocToBepHbIM

1 YOOBHbIM 1 pENEBAHTHBIM
VHCTPYMEHTaMm OaHHbIM

0119 BaLWX 0 Knbepyrposax

VIB-akcnepToB

{}

MNepenoBbIM TEXHONOTVISIM, KOTOPbIE
ONMPAIOTCS Ha MHOTONETHUIA OMbIT
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BazoBad
3awunTa

DyHLAMEHTOM JIHEVKN 9BASIETCS
MOLLIHag 3aLuTa paboumx MECT —

KaK GU3NYECKMX N MOBUIBHBIX, TaK

1 BUpTYanbHbIX. Ha ypoBHe Kaspersky
Symphony Security koMnaHusm
OOCTYMHbI MOLLHbBIE CPEACTBA
NPEBEHTUBHOW 3aLLNTbI, UHCTPYMEHTbI
KOHTPONY, yNpaBnieHue ysa3BUMOCTIMM
1 LeHTpanM3oBaHHas ycTaHoBKa

NCNPaBEeHNI, a Takxe MHOroe Apyroe.

Mbkunin BoiIGOP

MNMonbepuTe ypoBEHb 3aLLNThI,
KOTOPbIV MOAXOOUT IMEHHO
BalLlemMy BrsHecy

1. Security (EPP)

CocTtaB Kaspersky Symphony

Kaspersky Symphony cocTonT ns Yetblpex ypoBHE, NOSTOMY
Kaxk[aas opraHnsaLns MoXeT noaobpatb cebe noaxonsiiee
PELLEHVE B 3aBUCMMOCTIN OT NOTPEBHOCTEW B 3aLUUTE N MEIOLLENCS
aKCnepTn3bl B 06nacTyi UHPOPMaLMOHHOW 6e30MacHOCTH.

ONO

MpoasuHyTasa
3awmTa

1 Kaspersky Symphony EDR,

n Kaspersky Symphony MDR
OTKpPbIBaOT ANd AernapTameHTa b
pacLUMPEHHbIE BOBMOXHOCTU

B 06nacTu NPOTUBOAENCTBIUSA Bonee
CINOXHbIM Kbepyrpo3am, CoCcobHbIM
0bxoanTb 6a30Bble CpeacTBa 3allThI,
O[HaKO NMpeaCcTaBnsatoT cobor ABa
pasHbIX MoaXo4a K obecneyeHno
6€30MacHOCTU: Ha OCHOBE
COB6CTBEHHOW aKcnepTu3bl (Symphony
EDR) nnvn ¢ NOMOLLbIO BHELLIHUX
akcnepToB (Symphony MDR).

O

BcecTopoHHSS
3awuTa

KomnaHusm, paboTatoLLm

B OTpacnsx, KoTopble Hanbonee
nomBepP>XXeHbl HanaAeHWIo OMacHbIX
KNbeprpynnmMpoBOK 1 obnagatoT
COBCTBEHHOW aKCnepTu3on, ByaeT
Hanbonee NHTEPEeCEH BEPXHWIA
ypoBeHb — Kaspersky Symphony

XDR, KOTOpPBbI MO3BONASET BHEAPUTH
koHLenumo XDR B MOHOBEHOOPHOM
dopmaTe. [MbpuaHbii dopmaT

Tak>ke BO3MOXeH, bnarogaps
LEeHTPanbHOMY 3MIEMEHTY pPeLLeHs
(XDR Core), kKOTOPbI NO3BONSET
KOMMaHusIM BelICTpanBaTh VIb-cuctemy
nocTteneHHo. XDR cerooHs aBngeTcs
Hanbonee NepcnekTUBHEIM PELLEHNEM
C TOYKM 3PEHNS MPOTUBOAENCTBISA
CIOXHbIM Knbepyrposam

1 LieneHanpaBieHHbIM aTakam,

B TOM uncne knacca APT.
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YpOBeHb 3aLUUThI

ABTOMaTMYecKas 3aLimTa GrU3ndYeckmx
Y BUPTYasIbHbIX KOHEYHbIX TOYEK
OT MacCoBbIX Yrpo3

MNepenoBoe 06HapPYXeHNE CIOXHbBIX
YrpO3 Ha YPOBHE KOHEUHbIX TOUEK
1 pearnpoBaHme Ha HX

[leTekTVpoBaH/e C MOMOLLBIO MECOYHULLBI
VI pearvpoBaHie Ha OBHapy KeHVs

MOHUTOPVHT 1 Koppenaums cobbitui b
(+monynb [ocCOlKA)

LleHTpann3oBaHHOE yrpaBneHne
VHUMOEHTaMU C eAVHbIM rpad oM
paccnenoBaHus

YnpaBneHue aHannTuYeckKUMm OaHHbIMM
0 KMBEepyrposax 1 BCTPOEHHbIE MOTOKN
JaHHbIX

3alumTa 91eKTPOHHOW MOYThI
1 Be6-Tpaduka

[MyBoKuin aHanma ceTeBoro Tpadurika
1 pearnpoBaHve Ha YPOBHE L30B8

lNoBbILLEHVIE KNBEPTPAMOTHOCTH

DyHKUNOHaNbHOEe CpaBHEHUE
ypoBHen Kaspersky Symphony

Kaspersky Symphony — aTo rn6kas nuHenka peLleHnii Aas KoMnaHnim
C pasHbIMM NOTPEBHOCTAMU B 061acT MHGOPMALMOHHOW
6e3onacHOCTW. Bbl MOXeTe BbibpaTh TO pPeLLEHME, KOTOPOE NyuLle
BCEro oTBeYaeT BallMM 3afa4am, a 3aTeM MacLuTabupoBaTh 3aLunTy,
nepenns Ha Opyron ypoBeHb.

Security MDR EDR XDR

bazosag [MNepenoBad MNepepoBad PaclumpeHHas
cobCcTBEHHAd ynpasngemas cobcTBEHHAS cobCcTBEHHAN
3awmTa 3awmTa 3awmTa 3awmTa

anm
° ° ° [

XDR Core
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Kaspersky
Symphony Security

O6Lenpu3HaHHas
yHOaMeHTanbHag 3almTa
knacca EPP (Endpoint
Protection Platform)

OT MaCCOBBbIX KN6epyrpos
Pa3HOW CTEMEHU CIOXHOCTY,
nonaepXu1BatoLLas Bce TuMbl
KOHEYHbIX TOYEK: MOBWIIbHbIE,
dusnyeckre N BUPTYyasnbHbIE.
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Kaspersky
Symphony MDR

Ynpasnsgemas aKcrnepTHas
3aLmMTa MMPOBOrO YPOBHS

C BKJIIOUYEHHOW 3aLLUUTON
knacca EPP. MOHUTOPWHIOM
3aHVMaKOTCH 9KCMNEPThI
«JlaBopaTtopun Kacnepckoro,
a BHY TpeHHsd komaHga /b

MOXET AepXKaTb PyKY Ha My/bce

MPOVICXOASILLEFO U, K MPUMEPY,

CKaHUPOBaTb MHGPACTPYKTYRY

Ha UHAMKaTOoP.I
KOMMpOMETaLW, MPOBOANTD
aHanms NepBonNpPUYMH

1 pearnpoBaTh Ha yrposbl.

©

Kaspersky
Symphony EDR

MoLLHOE peLleHre Kiacca

EDR (Endpoint Detection

and Response), paspaboTaHHoe
L7191 9KCMepToB B 06/1acTu

V1B, KOTOpPOE B CUHEPT M

C BKJTIOYEHHOW 6a30BOM
3aLUMTON KOHEYHbIX ToYek (EPP)
NMO3BONFET aBTOMATUYECKN

1 MPOaKTUBHO NCKaTb Yrpo3bl,
MPOBOAVTb paccneaoBaHns
VHLMAEHTOB 1 YCTPaHATb
CNOXHble aTaku, HanpaBneHHbIE
Ha MHPPACTPYKTYPY KOHEUHbIX
ycTpoiicTs. KomnnekcHas
3allMTa KOHEeYHbIX ToYek

Ha 6a3e eHOro areHTa
NMO3BONIET SKOHOMUTb

Ha oBCcny>X1BaHUN 1 MOAOEPXKKE
YCTaHOBJIEHHbIX MPOAYKTOB

1 MUHVMasbHO BANSET

Ha NPON3BOANTENBHOCTb.
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PacwunpeHune
cobCTBEHHO 3aLlUThl

Pa3Huua nogxonos K 3aluTe
B pamkax Kaspersky Symphony

Kaspersky
Symphony XDR

KomnnekcHoe pelleHne
knacca XDR (Extended
Detection and Response)

07151 MOHUTOPWHIa cobbiTuin B,
NPOaKTMBHOMO MOWCKa Yrpos

1 pearvpoBaHNg Ha CIOXHbIe
WHLUMOEHTBI B pamMKax BCel
nHdpacTpykTypsbl. Kaspersky
Symphony XDR, B TOM uncne
OTAEBHO NNLEH3NPYEMOE
A0po peLleHns Kaspersky
Symphony XDR Core,
MO3BONSOT LIEHTPaNn30BaHHO
ynpaBnsTb Bcel Ib-cuctemon
1 3aLMLLATL MHOTOYNCIEHHbIE
TOUYKM BXOAA MOTEHLMAaNLHOM
yrpossbl. bnarogapg nnatdopme
ynpasneHus Kaspersky

Single Management Platform,
pelleHVe obecneymBaeT
YHUOULIMPOBaHHbBIN NHTEPdENC
npencTasneHus nHGopmaLmm,
eOVHbIN rpad paccnenoBaHns,
OpKeCcTpaLuio, yrnpaBneHne
WNHUMOEHTaMU U erkoCTb
WHTEerpaunn ¢ CyLLEeCTBYOLWMMN
VB-pewweHngmun. Takxe

STOT YPOBEHb MOMOraeT
KOMMaH1sIM COOTBETCTBOBATb
TPEeBOBaHVISIM PErYATOPOB,
BkJtovas moaynb [ocCOTMKA.
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Bbi6op yrnpasnsgemon
3alnThbI



Kaspersky Symphony

NMO3BOJIFAET.

Co3paTb aganTuBHYIO CUCTEMY
6e3onacHocTU, 3pPeKTUBHYIO
npoTuMB Knbepartak no6on
CNOXHOCTN

HapexxHo 3awmTuThb rnaBHble
BEKTOPbI BO3MOXHOIO NPOBEeAEHUS
Knéepartak

MpepoTBpaTUThb YLep6 oT Lenesbix
Knbepartak UM yMeHbLUNTb
€ro nocneacTemns

YMEHbLNTb HarpysKky

Ha cneuvanucTtos Wb 3a cueTt
YBO6HbIX UHCTPYMEHTOB

1 NpoayMaHHO aBToMaTu3aumm

CHMN3UTb POJib YENTOBEYECKOTO
dakTopa 6narogapsa MHCTPYMEHTaM
KOHTpons 1 nnatdopme Ans
NOBbILLEHNS KN6EprpamMmoTHOCTU

O6ecneunTb COOTBETCTBME
TpeboBaHUSM 3aKOHOAATENbCTBA
1 perynmpyroLmnx opraHos

MexxayHapogHoe npusHaHue

B kaxxgpln ypoBeHb Kaspersky Symphony BXogaT NpoayKThl,
3acny>KMBLUNE MPU3HaHNe aHaNNTUKOB, HE3aBUCUMbIX labopaTopuii
1 KIINEHTOB Mo BceMy Mupy. OHM NoBbILWaoT 9PPEKTUBHOCTb BaLLE
KomMaHAbl Vb 1 nomoratoT BaleMy 61U3HeCy YCTOMUYNBO N FaPMOHNYHO
pasBMBaTbCS.

MITRE | ATT&CK

Av I Es I comparatives WADVANGED
/ \ THREAT DEFENSE

KauecTBO 0BHapy>xeHus Knbepyrpos peLleHmsamm «Jlabopatopui
Kacnepckoro» nogreepxxaeHo oueHkamu MITRE ATT&CK,

SE Labs, AV-Test, AV-Comparatives 1 opyrmmv He3aB1CMbIMA
TECTOBbIMU NTabopaTopUs M

Gartner
Peer Insights
Customers’
Choice 2022

FORRESTER =IDC

A TECHNOLOGY MARKET RESEARCH FIRM

@%THE RaAbpIcATI GROUP, INC.

OPDEKTMBHOCTb TEXHOMNOMIA 1 KAYECTBO IKCMEPTHBIX 3HAHWI
«JlabopaTtopui Kacnepckoro» NoaTBep X AeHbl BEAyLLMM
aHanUTUYeCKMM areHTCTBaMu



Bonee 25 net
BMecCTe

MeuTbl OBUratoT Hac 3a rpaHnLbl

BO3MOXHOro. EBreHuin

KacnepCKmM Cco3aa/i KoMnaHuto,

O KOTOpPOW MeyTan. M BoT
yxe 26 net «JlabopaTtopus
Kacnepckoro» obeperaet
MEeUTbl CBOVIX MapTHEPOB

1 Norb3oBaTenen, 3allyiiag
X peanbHOCTb.

www.kaspersky.ru

© 2024 AO «JlabopaTopus Kacnepckoros.
3aperncTpripoBaHHble TOBapHbIE 3HAKM 1 3HaKW
0BCNYXVBaHNS SBASIOTCS COBCTBEHHOCTbIO

VX NnpaBoobnagateneii.

CuncTtemHbI Noaxoa K 3aluuTe
Oun3Heca

Kaspersky Symphony — aTo npogymaHHasa akocucTema NpoayKToB,
CEPBUCOB U TeXHOOrWA. OHW OEeNCTBYIOT COOBLLA, AOMONHAOT

OPYr Apyra v NoBbILIAT NPOAYKTUBHOCTb Ciy>6bl B 3a cueT
B3aVIMOCBS3aHHbIX 1 YOOBHbIX B MOBCEAHEBHOW paboTe MHCTPYMEHTOB.

Kaspersky Symphony aganTupyeTtcs nog Baliv 3agaqv 1 noTpebHOCTY,
nomoras nosyuYnTb MakCUMarbHYO OTAady OT MHBECTULIIN.

Buont MOJIHYO KapTUHY MNPONCXOOdLLEro, CHXaeT

@ EOuHbIV NapTHEP No Knbep6e30onacHOCTU.
N30EPXKN 1 AaeT YBEPEHHOCTb B 3aBTPaLLHEM AHE.

Kaspersky
Symphony

MoppobHee

#kaspersky
#akTneBupymnbyayliee


https://www.kaspersky.ru
https://www.kaspersky.ru/enterprise-security/symphony
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