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The Threat Landscape section helps 
us build up-to-date threat coverage.

In the section that opens, fill in the Industry and Country 
fields as appropriate  and click 

Use Case #1

Workflow

# Step Description

1 Initial data A Chinese company in the financial sector

2 Challenge The SOC receives hundreds of SIEM alerts every day, but around  80% of them are 
bot scans and indicators that are not relevant to the financial sector. L1 analysts are 
overloaded, while L3 analysts lack a clear strategic picture. Correlation rules have been 
created without a consistent framework, so significant effort is spent detecting and 
investigating irrelevant activity.

3 Objective Build an up-to-date threat matrix for the organization

4 Operational value 1.	 To identify the MITRE ATT&CK techniques most actively used by threat actors 
targeting  the financial sector in China.

2.	 To prioritize the techniques from most least widely used, enabling the organization to 
allocate internal research resources more effectively.

1 2

3

Apply

Once the data has loaded, click the eye icon 
to hide techniques excluded by the filter. 

Building a threat landscape for an 
organization
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You can also view statistics  on the most widely used techniques.

The organization’s current threat landscape has now been built.

4
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Use Case #2

# Step Description

1 Initial data A Chinese company in the financial sector

2 Challenge The company lacks up-to-date information on the  threat groups targeting financial 
organizations in China. Its analysts currently rely on  outdated information from reports 
published by other vendors.

3 Objective Compile a list of threat groups are relevant to the financial sector in China.

4 Operational value 1.	 To understand which adversaries post a threat to the organization

2.	 To establish a process for tracking and analyzing only the  relevant threat groups 
actually targeting the industry.

Identifying a list of relevant threat 
groups. Answering the question: 
“Who is attacking us?”

Once again, the Threat Landscape 
section will help us answer the 
question: “Who is attacking us?”

Workflow

1

The last block on the page, Related actors, provides 
information about relevant threat groups targeting your 
industry

2

3

In the section that opens, fill in the Industry and Country 
fields as appropriate  and click Apply
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All threat actors are clickable. Select an actor to open its profile and view detailed information 
about the threat group.

A threat group profile contains:

•	 Alternative names – aliases – used in the 
cybersecurity industry

•	 A list of industries the threat group has 
attacked

•	 A list of countries where the group’s attacks 
have been recorded

•	 A general description of the group.

•	 A list of malicious software families and 
detection verdicts from Kaspersky Next 
technologies

•	 A list of malware used by the group

4

There is also an AI assistant, KIRA, that can summarize all information about the threat actor and a map 
showing the threat group's geographic activity.

The TTPs details section explains  how the threat group uses specific 
techniques to achieve its tactical objectives. This  is populated both 
manually and automatically by Kaspersky experts:

Manually: And automatically:
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You can find many relevant samples that were attributed to a threat actor

A list of threat groups relevant to the financial sector in China has now been compiled, together with  up-to-
date contextual information on each group. 

To keep the list of techniques current, threat actor profiles are updated automatically each day 
without requiring significant analyst effort. Internal robots analyze a daily stream of malicious 
samples. The samples are then examined in Kaspersky Research Sandbox and attributed using 
Kaspersky Threat Attribution Engine. The resulting data is used to enrich threat actor profiles 
dynamically. This means each profile reflects the latest observed activity and is updated as the 
threat group adopts or uses different malware and techniques.

Important
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Use Case #3

# Step Description
1 Initial data A Chinese company in the financial sector

2 Challenge The company lacks detailed information on how threat groups attack financial 
organizations in China. Analysts do not have current data on the tactics, techniques 
and procedures needed to develop effective detection logic and must rely on outdated 
reports published by other vendors.

3 Objective Collect the full context of data on threat groups relevant to the financial industry in China.

4 Operational value 1.	 To understand the adversaries targeting your organization

2.	 To analyze the TTPs used by specific threat groups against companies with a similar 
profile.

3.	 To establish a process for writing detection rules for SIEM or IPS/NGFW.

We already know which threat groups are  interested in us. Now, let's use the full-text search in the Threat 
Intelligence Portal.

The results appear across several sections. To find indicators of compromise and information on the group’s 
TTPs, use the Actors tab to open the relevant threat group profile and the Reporting tab to access the latest 
research.

Workflow

1

2

Identifying threat group behavior. 
Answering the question: "How are we 
being attacked?"
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Let's go to the Actors tab first.

Some of the listed techniques include a general description compiled manually by Kaspersky Next analysts, 
while others provide detailed  technical descriptions that can be used to write detection rules for SIEM.

Scroll down to the TTP details section.

3 4

To keep the list of techniques current, threat actor profiles are updated automatically each 
day without requiring significant analyst effort. it is automatically moderated every day without 
requiring analysts to spend significant time on it. Internal systems analyze a continuous stream 
of malicious samples. The samples are then examined in Kaspersky Research Sandbox and 
attributed using Kaspersky Threat Attribution Engine. The resulting data dynamically enriches 
threat actor profiles, ensuring that they reflect the latest observed activity and changes in the 
malware used by each

Important
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Scroll further down the profile to  the Reports section, which contains research  prepared by Kaspersky 
experts. In this example, the report matches our initial criteria: the Silver Fox group distributed the custom 
ABCDoor backdoor to financial organizations.

The report provides the relevant  indicators of compromise, which can be 
exported as an IoC file.

5
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To examine the TTPs used by the group during this campaign, open the corresponding section.

Click any technique to see more 
context. This information can then be 
used to analyze SIEM rule coverage.

Using the Actor and Reporting sections in the TIP portal, 
we:

•	 Obtained a list of indicators of compromise associated 
with a specific malicious campaign by a relevant threat 
group;

•	 Identified this group’s TTPs.

6
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Use Case #4

# Step Description
1 Initial data The user identified a priority technique based on the results of Threat Landscape analysis. 

For example: T1547.001: Boot or Logon Autostart Execution: Registry Run Keys / Startup 
Folder

2 Challenge The SIEM already has the correlation logic for this technique, but it is unclear whether the 
existing rules cover all the ways threat actors may use it.

3 Objective Identify gaps in the current SIEM detection logic and develop correlation rules to cover 
the missing ones.

4 Operational value 1.	 To improve the detection rate of SIEM correlation rules.

2.	 To enable timely detection of threats during the persistence stage of an attack.

Coverage of priority MITRE ATT&CK 
techniques in SIEM solutions

Review the most widely used techniques in the threat landscape.

Workflow

1
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Select a technique to open its description. Here we see a list of specific registry paths and 
keys used to implement the technique. By comparing these with the rules already available 
in SIEM, we can understand which branches are not currently monitored.

2

Scroll down to the Rules section until you see a set of Sigma rules available for download. The rule 
names also help  us understand which techniques are not being monitored.  

3

Go to the EDR tab, which lists the rules that work in Kaspersky Next EDR. There is also information 
about which groups use a particular implementation method for the technique "T1547.001: Boot 
or Logon Autostart Execution: Registry Run Keys / Startup Folder".

4
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You can click on any rule to go to its page in the Hunt Hub section, which provides a detailed 
description of the logic in a Sigma-like format.

5

By combining detailed technical descriptions with an extensive set of rules mapped to  MITRE 
ATT&CK techniques, the TI portal helps analysts identify blind spots in SIEM correlation logic. 
These rules can then be adapted into SIEM correlation rules to improve detection coverage.



15

Use Case #5

# Step Description
1 Initial data A network connection was recorded from a DNS server located in the DMZ to the 

external address 32.198.74.146 on port 443. Data from the NGFW installed on the 
perimeter was sent to the SIEM.

2 Challenge The SOC analyst flagged the use of port 443, as legitimate traffic would normally use 
ports  53/5353. Because traffic from the DMZ bypasses the proxy server, it’s not possible 
to determine which domain is associated with the IP address.

3 Objective Determine whether a response is needed and collect a list of related IoCs for further 
search across the infrastructure.

4 Operational value To identify at an early stage and clock the attacker’s vector at the DMZ access point. 

Investigation of an incident with 
a suspicious network connection

Let's use the Threat Lookup service from the main search bar. The portal provides WHOIS information, 
which lets us determine the geolocation of the address we are looking for (in this example, it’s the USA).

The section also identifies the address owner as Amazon. The address range is associated with 
Amazon EC2 (Elastic Compute Cloud), indicating  that this is a rented virtual server (VPS).

Workflow

1

2
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We can also see that the IP address resolves to a single domain and, more importantly, two malicious 
files with the following hashes connected to it:  

43A53EEED21E66B6960A4D53D9C49553 and BB00F154F8F453305B11B7F22E11492E.

Click on one of them to go to an  indicator analysis in Kaspersky Threat Lookup, which tells us that this 
file is an .hta script.

Scroll down to see the verdicts assigned to the file by various Kaspersky detection engines:

3

4
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In addition to a list of triggered suspicious activities in Cloud Sandbox:

Based on the triggered activity, we can see that the source file creates the PowerShell 
script PaladinInvoke-Beacon.ps1 in the $user\\$temp (%TEMP%) directory, and 
executes it using the following parameters: 

As a result of our investigation in the Threat Intelligence Portal, we can see that a malicious .hta script was likely 
executed on the DMZ server, and became the first link in a chain for downloading and executing a malicious .ps1 
script. 

Found indicators:

IP

FileName \AppData\Local\Temp\PaladinInvoke-Beacon.ps1

32.198.74[.]146:443

MD5	 43A53EEED21E66B6960A4D53D9C49553

SHA1	 BA6C61A60E90CB4A858BAA1AB28EF87BEBF5702C

SHA256 D017D2B4301670F5840DEDAC63449ED303F87643208847C33445542E8355D93A

The script then connects to 32.198.74[.]146:443, similar to the one we observed in the 
original incident. 

powershell.exe -NoProfile -ExecutionPolicy Bypass -WindowStyle 
Hidden -File "$user\$temp\PaladinInvoke-Beacon.ps1"

5

Hashes
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Use Case #6

# Step Description
1 Initial data The user contacted the SOC to report a suspicious email containing an attached archive.

2 Challenge A hash search in Threat Lookup returned no results, and the archive itself is encrypted 
with a password provided in the email body.

3 Objective 1.	 Determine whether the attachment is legitimate or malicious

2.	 If it’s malicious, collect the relevant IOCs for further investigation  and response

4 Operational value 1.	 To identify and record  a potential attack

2.	 To disrupt the attacker's chain of activity  at the initial access stage

Suspicious File Analysis 
and Attribution

To analyze the malicious attachment, go to the Threat Analysis section.

Workflow

1
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If necessary, click the Advanced Options button to configure the file analysis parameters manually: OS, 
analysis time, Internet access options, etc. Kaspersky Sandbox automatically identifies the types of uploaded 
files and sets the appropriate analysis parameters. However, we need to specify the password for unpacking 
the archive so that the sandbox can unpack the original archive from the attachment.

2

3

Drag the archive from the incoming email to the drag-and-drop area, or click the   
button and select it in the window that opens.

+ Select file
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After the analysis is complete, we can see the verdicts issued by various Kaspersky Threat Analysis engines: 
Sandbox, Attribution, and Similarity.

We can see that the sandbox automatically unpacked the file from the archive and that the file was executable.

At the same time, content analysis triggered various signatures. 

4

5
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We can also access a dynamic analysis graph for the file, with a list of triggered detection logic rules.

Let's move on to the analysis results from the Attribution engine.

The Attribution Engine determined that the file under investigation belongs to the DarkComet RAT family.

6

7
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Now let’s move on to the analysis results from the Similarity engine.

We can see that for the embedded file, the engine found multiple similar files and their last-seen dates. 
Because  malicious email campaigns distributing the same malware often remain active for one to two 
months, this information helps us compile a focused set of IOCs (including the hash of the original sample) for  
retrospective analysis across the infrastructure.

In this way, we confirmed that the file was malicious, classified it, and obtained indicators of compromise for 
further investigation.

8
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Use Case #7

# Step Description
1 Initial data A SOC analyst needs to find an up-to-date,  relevant report to search for context on a 

malicious campaign.

2 Challenge Articles are often published on the internet without complete or  detailed context on 
attacks, omitting specific indicators of compromise, or describing outdated campaigns.

3 Objective Obtain detailed, up-to-date information about a relevant malicious campaign.

4 Operational value 1.	 To understand your adversary

2.	 To determine whether the infrastructure has been affected by the attack described 

3.	 If necessary, to adjust the correlation rules in the SIEM based on the TTPs identified in 
the report.

Selecting the relevant reports

To do this, we’ll use the Reporting section.

Workflow

1

In the section that opens, fill in the Country and Date fields to obtain up-to-date information.  
The filter is applied automatically.

2
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We see a list of reports prepared by Kaspersky specialists. Each report contains detailed 
information about a malicious campaign. 

3

After the SOC analyst clicks on the report they’re interested in, a new page with five tabs opens:

General —  
a summary 
of the report

Report	 — 
the report 
itself

TTPs — tactics, 
techniques and 
procedures 
identified in the 
report

IOCs — a list 
of indicators 
of compromise

Rules — rules 
containing 
detection logic 
(YARA, Suricata)

4
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The next step is to study the report, write your own detection logic, and add indicators 
of compromise to blocking.

The full text of the report is available on the Report tab:

5

The TTPs tab lists all tactics, techniques and procedures described in the report.
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The IoC tab contains all IoCs related to the described malicious campaign.

The Rules tab contains YARA or Suricata rules associated with the described malicious campaign.

Thus, using the TIP portal, we obtained a relevant list of current IOCs 
directly applicable to our threat landscape, retrieved a set of ready-to-use 
YARA rules for import into our infrastructure, and compiled a list of up-to-
date TTPs to assess their coverage by our existing SIEM rules.
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