Komnanna EBPOCEPBUC
3awmiaeT MHPPaCcTPYKTYpy

c nomoublo Kaspersky EDR pns
6usHeca OnTumanbHbin n Kaspersky
Security ans nouToBbIX cepBepoB

AO «Drpma EBPOCEPBWC» ncnonbsyeT cBA3KY peLleHmia
«JlaBopaTopum Kacnepckoro» ans 3alUmnTbl OT akTyasnbHbIX Yrpo3
1 NoAAep>XaHUs HeMPEePbIBHOCTUN B13HEC-TMPOLIECCOB.

kaspersky



[MpepbicTOpus

O1.

AO «®Pupma EBPOCEPBNC» —
CreLmnannanpoBaHHbI ANCTPUBBIOTOP
Ha dbapMaLEeBTNYECKOM PbIHKE.
KomnaHus paboTaeT ¢ 1996 ropa

1 C Tex Nop cTana OfHVM 13 TNaepoB
B 061acTu PO3HMYHbIX Npoaax. LLiTaT
KOMMaHuK HacunTbiBaeT 6onee 700

YenoBek, a KONMYeCTBO PeroHasbHbIX
odurcoB — 42. [oMMMO 3TOro KoMMaHns
ynpaBnseT ceTbto 13 19 anTexk.

[ns 3awmTbl paBoumnx CTaHUuli B KOMMNaHumM yxxe 6onee Tpéx

net npumensieTcs Kaspersky EDR ons 6uaHeca OnTrimanbHbiii.
PelueHvie nomoraeT BbISIBNSTb CNOXHbIE YrPO3bl Y YS3BUMbIE
MalLLIVHbI, KOMMJIEKCHO HAacTpanBaThb U MPUMEHSITb MOMUTUKA
BesonacHocT. B aTom rogy koMnaHus CToNKHynack ¢ Npo6nemoii
cnama B KopropaTuBHOW NnoyTe. Micnonb3oBaBLLeecs Ha TOT MOMEHT
peLeHne ¢ GyHKLMOHANbHOCTbIO 3aLLUThI MOYTbl HE CNPaBSAIOCh

C MOTOKOM PeKSTaMHbIX PacchinioK. [oaToMy BbiNo MPUHATO peLLeHne
3aKynuTb CNeLnanm3npoBaHHoOE peLLeHre A1 3alLyTbl OT crnama

1 OPYrvIX NOYTOBbIX Yrpos3. [NpoaHananposas NpeanoXeHrs Ha
pblHKe, KOMMaHWs ocTaHoBunack Ha Kaspersky Security

[N NOYTOBbIX CEPBEPOB.




PewieHus

Kaspersky EDR
ansa 6nsHeca OnTmanbHbINA

I
| Kaspersky EDR ons 6usHeca Kaspersky EDR ons 6usHeca OntumanbHbili o6beanHaeT

ONTUManbHbI — 5TO KOMAAEKS NepenoBble TEXHONOTN OBHAPYXKEHUS YrPO3 C 9NIeMEHTaMM
EDR, uTo DaéT pacLuMpeHHbIii KOHTPOSb HaL COBLITUAMMN
NePEeAOBbIX MHCTPYMEHTOB A4 B KOPropaT1BHOW UHPACTPYKType v NMO3BONSET NpeaoTBpallaTh
3aLLUNTblI BCEX KOHEYHbIX TOYEK B CETW: CIIOXHbIE aTaky N CBOEBPEMEHHO pearnpoBaTh Ha MHLMAEHTHI.
KOMIMbIOTEPOB, CEPBEPOB, MOBUNbHbBIX ALOMVHVCTPATOPbI MOryT BBICTPO NPUMEHSTL 6e3oMacHble
yYCTPOICTE. MONUTVIKA Ha OTAGMbHBIX MaLLVHAX W rpyrnax yCTpoiicTe,
3aAaBaTb NpaBswsia 3anycka NPUIoXKeH 1 1x Npas,
pernaMeHT!poBaTb UCMOMb30BaHVE YCTPOWCTB
1 Be6-pecypcoB — 1 BCE 3TO U3 eAMHOI KOHCOMN YNPaBneHus.

MpenmywectBa Kaspersky

EDR nns 6nsHeca Vil
ONTUManbHbIA: W/

_J___m AL J-_ ;
- PacwumpeHHas sawmta cuctem n aHHbIx ¥ . ,.r}'{"’

oT BpefoHocHoro MO Ha pasHbiX KOHEYHbIX
TouKax }

- MpepocTaBneHne aetanbHol MHGopMaLmm .
06 06Hapy>eHHoI yrpose -

- ABTOMAaTM3aums U rubkoe ynpaeneHve \
WHCTPpYMeHTaMun pearmposaHus

- EQnHas KoHcornb ynpasneHus 3alumUToi
KOHEYHBIX YCTPOICTB 1 MpoLeccamm
0oBHapy>eHUs 1 pearnpoBaHus

+ EQnHas kapToyka MHUMAeHTa co cLieHapusmu

U UHCTPYKUMSMU NO pearnpoBaHuio




PewieHus

Kaspersky Security
AJIS NOUYTOBbIX CEPBEpPOB

I
PelueHne obecneunBaeT PeLueHvie COBMECTVIMO CO BCEMM MOMYMSPHBIMY MOUTOBBIMU
[} KOMMMEKCHYIO 3aLLMTY SNEKTPOHHOM nnatdopmamu 1 paboTaeT Kak € NoKanbHbIMU LLII03aMU,

6 Tak n cepsepamu Microsoft Exchange. BpenoHocHoe
Mo4TbLl, 0beCneUmBas HENPEePLIBHOCTL MO 1 cnam punbTPYIOTCS Ha OCHOBE AaHHbIX 06 Yrpo3ax

6usHec-npoLeccos. [lepenosble CO BCEro MVIPa, @ anropuTMbl 1 6a3bl AaHHbIX MOCTOSAHHO
anropuTMbl B €ro cocTaBe OBHOBASIOTCS, UTOBbI 3ALLMILLATD OT CaMbIX aKTYasbHbIX

MNO3BONSIOT BbISIBASTb U 6J'IOKI/|pOBaTb crnocoboB aTak. PelueHue BktovaeT NpPOoABUHYTbI€ HAaCTPOWKN
ana d)l/IﬂpraLlVII/I cofep>xaHuga nucem, YTOBLI N3BEXaTb yTeukn
Yrpo3bl 4O TOro, Kak OHM nonagyT

KOHdJVIJJ,eHLLI/IaJ'lebIX AOKYMEHTOB.
B KOPMOPaTUBHYIO CUCTEMY.

MpenmywectBa Kaspersky
Security png no4ToBbIX
cepBepoB:

SawmaeT oT BpeAOHOCHOrO

MO, wndppoBanbLMKOB

Bnokupyet cnam

BbisBnsieT puLIMHroBble aTaku
PacnosHaéT noTeHumanbHo onacHbie

BNOXeHuns
SawmwaeT ot KoMnpomeTauun
MOYTbI N YTEYKWN AaHHbIX




PesynbraTthl

L |
BHep,peHme Kaspersky Security COprijKm IT oTMeTVNM NPOCTOTY Pa3BEPTLIBAHNS 1 HACTPONKIN
EDR anst 6usHeca OnTuManbHbii PEeLLEHI NPU BHEAPEHUM B CYLLECTBYIOLLLYIO MHPPaCTPYKTYPY.
Bbi6op B nonb3y nponykToB «JlabopaTtopun Kacnepckoro» 6bin
u Aano KoMnaHun AoNonHUTeNNbHbIe Takke 0BYCOBNEH UX LIMPOKOM ByHKLIVIOHANEHOCTbIO. Cpeau nx
MHCTPYMEHTbI gng 06HaPY)KeH|/|9| BO3MOXHOCTEN KOMMaHsl BblAensieT GuabTpaLmio GULLIMHIOBbIX
Yrpos n pearupoBaHuns Ha HIX, Be6-afpecos, NPefoCTaBNeHNe CreumanicTam BO3MOXHOCTM

onepaTrBHO OMpeaenTb MacluTab yrposbl U €€ NCTOUHUK, COop

a Kaspersky Security pns noutoBbix
JaHHbIX ANs NOCNeayoLWero paccnefoBaHNs MHUMAEHTA.

cepeepos ns6asuno EBPOCEPBUC

oT npOGneMbI crnamM-paccbisioK. «BneKTpPoHHasi NoYTa — OCHOBHOI KaHas, o KOTOpoMYy
B KOpropaTUBHbIe CUCTEMbI MPOHUKaeT BPeAOHOCHOe
MO, yrpoxaiowee IT-6ezonacHoctu 6usHeca. Kaspersky
Security ans nouToebix cepeepoB 06ecneyunT BCECTOPOHHIO
3awmTy KopnopaTMBHoOIi no4Tbl. B cBolo ouepepb, Kaspersky
Security ans 6usHeca OnTumanbHblii 0o6ecneunsaeT
$yHpameHTaNbHYIO 3alUMTY KOHEYHbIX TOYEK OT MacCoBbIX
Yrpos3 v npefocTaBnsieT aBToMaTU3NpoBaHHbie BOSMOXXHOCTH
A9 pearupoBaHus Ha C/IoXKHble aTaku. Mbl LleHm, yTo
KNNEHTbI BbIGMPAIoT N peKOMEHAYIOT HalLW peLueHns —
3TO Nyullas Harpapa 3a Halln YCUNNS, HanpaeieHHble
Ha NoBbILLEHNe yCcTouMBoCcTN 6nsHeca k knbepyrposam», —
kommeHTUpyeT Anekceii Kucenés, pykosogurennb otaena

‘ ‘ npoAaXx peLueHnii Ana manoro U cpepHero 6usHeca

- . «Jla6opaTopuun Kacnepckoro».
«PeanusoBaHHbI coBMecTHo ¢ «JlaBopaTopueii

Kacnepckoro» npoekT no noBbILLEHNIO
YPOBHS MH$OpMaLMOHHOW 6e3onacHoCT

obecneunn KOMNaHUM cTabunbHOCTb Kaspersky EDR ans 6usHeca OntumanbHbiii

B Mep1o/, NOBbILLEHHOrO KONIMYeCTBa
Kn6epyrpos. BHegpéEHHbIe pelueHns nokasanu
BbICOKWI1 YpoBeHb 3¢ HEKTUBHOCTU 3aLLUUTLI
MH$OPMaLMOHHOWN NHPPACTPYKTYpPbI
komnaHun. Ham yaanock 3HaumTesnbHO

CHU3UTb YSI3BUMOCTM U CBSI3aHHbIE C HUMI
pUCKU, NOBLICUTb YPOBEHb HAAEXXHOCTMN
ncnosb3yemMbiX MEXaHU3MOB MHPOPMAaLMOHHO
6e3onacHOCTU», — KOMMEHTUpPYeT BukTop
BukToposuy Yyeaes, CIO EBPOCEPBIC.



https://www.kaspersky.ru/small-to-medium-business-security/endpoint-optimum
https://www.kaspersky.ru/small-to-medium-business-security/mail-server

