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Cyber Range 
Is a specialized software and hardware 
complex designed for conducting 
cybersecurity training and exercises

Purpose and mission
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in risk assessment:

• Likelihood of cybersecurity thread

• Probability of success of various 

cyber attack scenarios

• Estimation of downtime and 

possible damage

How Cyber Range can help

and cyber resilience:

• Assessment of Disaster recovery plans 

Practicing actions in the event of an 

incident and post-Incident analysis

• Identification of weaknesses and 

understanding vulnerabilities that can 

be exploited by an attacker 



5Development and Creation

Development of additional
cyber training scenarios 
and research activities

The first cyber training

Сreating a concept
Design and Development

2024-2030

2023-2024

2023
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7Planned state

System security research

DRP testing

Automation of cyber 
training process 
management and 
personalized assessment 
of results

Automated scripts for 
attack scenarios

Attack scenarios on our 
infrastructure

Corporate information 
security systems 
connected to SIEM-system

Modeling Attacker Behavior 
with AI
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• Research of new threats
• Cyber exercises (including 

for external parties)
• Malware research

Scenarios of 
complex attacks on 

the infrastructure of 
an industrial 

enterprise

• Prototypes of real 
segments

• Testing of corporate 
information security 
systems

• Cyber training for 
employees

• Digital twins

Cyber training of  
blue teams
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Complexity of production processes 
and their specificity

Lack of standard objects and 
processes in the company

A large number of possible cyber 
attack scenarios

Import substitution in terms of IT 
systems and security tools

Need to develop a scoring model to 
assess the success of test results, 
participant ratings, etc.

Problems we faced

Lack of operational technology (OT) 
systems, including SCADA systems 
and Industrial Control Systems (ICS) 
to perform Cyber Range tasks

Uniqueness of the architectural 
landscape of the technological and IT 
infrastructure
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Special architectural solutions have 
been developed for the placement 
of resources and connections to 
the Cyber Range

Lean Agile Mindset was used to 
deploy Cyber Range functionality

Creating your own digital twins lab

Strict prioritization and consistent 
implementation of new functionality

Virtual PLCs used

How did we do it?
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Define goals and objectives

Determine the volume

Decide on the resources

Choose a platform

Don't try to cover everything at once

Develop attack scenarios

Weigh the pros and cons

Tips for those who want to walk this path on their own:
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Use modern technology

Test and improve 

Ensure safety

Grant access

Create a community

Implement a monitoring and analysis system

If you decide to create your own Cyber Range



Enhancing Business Continuity by 
Integrating and Automating Business 
and IT Processes 



Maxim
Annenkov
Expert, Security Vision
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15Problem



16Rich capabilities for storing, enriching, inventorying, and managing enterprise assets.



17Business Impact Analysis and Risk Assessment

- Assessment object
- Responsible
- Experts

- Relations 
- Dependencies
- Severity of assets
- Impact range
- Likelihood of events

- Compile a single report
- Conduct GAP analysis
- Identify potential damage
- Model the effect of 
implementing security 
measures

Define
Assessment 
scope

Gather
information

Assessment 
& Analysis

01 02 03
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Continuity group

Creating disaster recovery plans based on a Resource-Service Model

Recovery Team 
Leader

Recovery Team

Initiation and 
organization of 
necessary procedures

Coordination of work 
of departments in a 
crisis situation

Methodological 
support for 
participants in recovery 
processes

Making decisions on 
how to restore 
operations

Timely and effective 
communication with 
recovery team 
members

Managing the return of 
processes to normal 
operation

Timely communication 
with your recovery 
team leader

Completing tasks 
according to plan

Carrying out the orders 
of the Recovery Team 
Leader

Reaction
to an event

Ensuring 
Continuity

Recovery



19Recursive plan testing and risk monitoring

Planning

Model update

Acceptance of 
treatment results

Creating treatment tasks

Testing

Treatment



Thank you!

Andrey Abashev

Head of cybersecurity 
methodology and innovations

Maxim Annenkov

Product manager 
Security Vision


