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The talk is 
about

Data Quality Problems

Data Quantity Problems

ICS Vulnerability Databases

Agenda
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Information 
sources

CVE Project (MITRE) / NVD

CISA (ICS/US-CERT)

Vendor advisories

Main Sources of Information on ICS Vulnerabilities



6Vendor Advisories



7Vendor advisories: Human-Readable Data

https://web-material3.yokogawa.com/1/36044/files/YSAR-24-0002-E.pdf

https://web-material3.yokogawa.com/1/36044/files/YSAR-24-0002-E.pdf
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"vulnerabilities": [
{
"cve": "CVE-2024-43647",
"cwe": {
"id": "CWE-400",
"name": "Uncontrolled Resource Consumption"

},
...
"product_status": {
"known_affected": [
...

]
},
...

}
]

Siemens CSAF: Machine-Readable Data

https://cert-portal.siemens.com/productcert/csaf/ssa-969738.json

https://cert-portal.siemens.com/productcert/csaf/ssa-969738.json
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Problems

Human-readable data

(for most vendors)

Vulnerabilities of only one vendor

Vendor Advisories



10CISA (ICS/US-CERT)
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23% ICS vulns
are missing 
from CISA

CISA: Missing ICS Vulnerabilities
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An authorization bypass 
vulnerability exists in Schneider 
Electric's Modicon M340, 
Modicon Premium, Modicon 
Quantum PLC, BMXNOR0200.

CVSSv3: 9.8

The Example of Missing Vulnerability: CVE-2018-7760

https://nvd.nist.gov/vuln/detail/CVE-2018-7760

https://nvd.nist.gov/vuln/detail/CVE-2018-7760


13CISA Advisory Publication Process

Researcher 
discovers 

vulnerability

Researcher 
reports to 

vendor

Vendor 
publishes 
advisory

Vendor 
reports to 

CISA

CISA 
publishes 
advisory



14CISA Advisory Publication Process

Researcher 
discovers 

vulnerability

Researcher 
reports to 

vendor

Vendor 
publishes 
advisory

Vendor 
reports to 

CISA

CISA 
publishes 
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The following versions of Advantech 
WebAccess HMI Designer, a Human Machine 
Interface (HMI) runtime development software, 
are affected:
• Advantech WebAccess HMI Designer Version 

2.1.9.23 and prior

Old CISA Problem: Human-Readable Data

https://www.us-cert.gov/ics/advisories/icsa-19-213-01

https://www.us-cert.gov/ics/advisories/icsa-19-213-01
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"vulnerabilities": [
{
"cve": "CVE-2019-10961",
"cwe": {
"id": "CWE-787",
"name": "Out-of-bounds Write"

},
...
"product_status": {
"known_affected": [
"CSAFPID-0001"

]
},
...

}
]

CISA CSAF: Machine-Readable Data

https://github.com/cisagov/CSAF/blob/develop/csaf_files/OT/white/2019/icsa-19-213-01.json

https://github.com/cisagov/CSAF/blob/develop/csaf_files/OT/white/2019/icsa-19-213-01.json


17CISA: Missing updates

• https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2023-010-
06&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-010-
06_Modicon_Controllers_Security_Notification.pdf

• https://www.cisa.gov/news-events/ics-advisories/icsa-23-227-01

https://download.schneider-electric.com/files?p_Doc_Ref=SEVD-2023-010-06&p_enDocType=Security+and+Safety+Notice&p_File_Name=SEVD-2023-010-06_Modicon_Controllers_Security_Notification.pdf
https://www.cisa.gov/news-events/ics-advisories/icsa-23-227-01


18CISA stopped tracking updates for Siemens advisories
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Problems

Human-readable data 
(for old vulnerabilities)

Amount of data

CISA

Missing updates



20CVE Project (ex-MITRE)
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4%
of all 
vulnerabilities

CVE Project: ICS Vulnerabilities

29046

1224

Total ICS



22CVE Project: Missing Information

• https://www.rockwellautomation.com/en-ch/trust-center/security-
advisories/advisory.SD1701.html

• https://www.cve.org/CVERecord?id=CVE-2024-7847

https://www.rockwellautomation.com/en-ch/trust-center/security-advisories/advisory.SD1701.html
https://www.cve.org/CVERecord?id=CVE-2024-7847


23CVE Publication Process

Request 
CVE ID

Publish 
advisory

Publish 
CVE



24CVE Publication Process

Request 
CVE ID

Publish 
advisory

Publish 
CVE



25CVE Project: Delay
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28CVE Project: CISA Advisory Publication Process

Vendor 
published SSA-

547990 

CISA published 
ICSA-16-140-02

CVE-2016-4785 
was published

Vendor 
published SSA-

323211

CISA published 
ICSA-17-187-03

Vendor 
published SSA-

452237

CISA published 
ICSA-17-187-02

Vendor 
published SSA-

350846

CISA published 
ICSA-17-334-01
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Problems

Missing updates

Delay

CVE Project

Need to filter ICS vulnerabilities

Missing vulnerabilities



30NVD (National Vulnerability Database)



31NVD: Information Enrichment

https://nvd.nist.gov/vuln/detail/CVE-2022-45789

https://nvd.nist.gov/vuln/detail/CVE-2022-45789
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cpe:2.3:a:siemens:simatic_pcs_7:8.0:*:*:*:*:*:*:*
cpe:2.3:a:siemens:simatic_pcs_7:8.1:*:*:*:*:*:*:*
cpe:2.3:a:siemens:simatic_pcs_7:8.2:*:*:*:*:*:*:*
cpe:2.3:a:siemens:simatic_pcs_7:9.0:*:*:*:*:*:*:*

NVD: Machine-Readable Data

https://nvd.nist.gov/vuln/detail/CVE-2019-10935

https://nvd.nist.gov/vuln/detail/CVE-2019-10935


33

Problems

Missing updates

Need to filter ICS vulnerabilities

NVD

Delay

Missing vulnerabilities
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Problems

Missing updates and enrichment 
errors

Need to filter ICS vulnerabilities

NVD

Delay

Missing vulnerabilities



35Errors
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A CWE-248 Uncaught Exception 
vulnerability exists which could cause a 
denial of service when sending invalid 
debug parameters to the controller over 
Modbus.

Errors: SEVD-2019-134-11 (CVE-2018-7854)

https://www.se.com/ww/en/download/document/SEVD-2019-134-11/

https://www.se.com/ww/en/download/document/SEVD-2019-134-11/
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CVSSv3 Base Score: 7.5 (High)

AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Errors: SEVD-2019-134-11 (CVE-2018-7854)

https://www.se.com/ww/en/download/document/SEVD-2019-134-11/

https://www.se.com/ww/en/download/document/SEVD-2019-134-11/


38Errors: SEVD-2019-134-11 (CVE-2018-7854)

https://www.se.com/ww/en/download/document/SEVD-2019-134-11/

https://www.se.com/ww/en/download/document/SEVD-2019-134-11/
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This can be completed by first obtaining 
a PLC reservation, and then sending a 
data payload …

Errors: TALOS-2019-0765

https://talosintelligence.com/vulnerability_reports/TALOS-2019-0765

https://talosintelligence.com/vulnerability_reports/TALOS-2019-0765
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Privileges Required: None -> High

Errors: SEVD-2019-134-11 (CVE-2018-7854)
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Privileges Required: None -> High
Availability: High -> None

CVSSv3 Base Score: 0.0 (None)

Errors: SEVD-2019-134-11 (CVE-2018-7854)



42Errors: SEVD-2019-134-11 (CVE-2018-7854)



43

78% ICS vulns 
with errors

Data Quality
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Recommendations

Staff trainings

Perform a vulnerability analysis

Summary

Monitor all information sources



Thank you!
https://ics-cert.kaspersky.com

Artem Zinenko

Head of ICS CERT Vulnerability 
Research and Assessment

Artem.Zinenko@kaspersky.com

https://ics-cert.kaspersky.com/

