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BbicokoadpPpekTuBHanA 3aumTa aNs HOBEMNLLNX
ceTeBbiX CUCTEM XpaHEeHUS faHHbIX

B coBpemeHHbIx IT-nH$pacTpykTypax BpeaoHocHoe MO MoxeT pacnpocTpaHsATbCS C OFPOMHOI CKOPOCTbIO.
B ycnoBusix NOCTOSIHHO pacTyLLUEero Yncna yrpo3 oauH-eAUHCTBEHHbI 3apaXkeHHbIl ¢palin, nonasLwnia

B XpaHunuwe, noaBepraeT pUCKy KaXkabliA y3en KoprnopaTBHOWN CeTU.

Kaspersky Security ans cuctem xpaHeHns paHHbIx obecneunBaeT HaAEXHYI0, BbICOKO3)PEKTUBHYIO

1 MacwTabmpyemyio 3amTy LIeHHO 1 KOH$UAEHLMaNnbHO KoprnopaTNBHOWN NHpopMaLMn, XpaHsLLencs

B cuctemax EMC™ (Isilon™, Celerra™ u VNX™), NetApp, Dell™, Hitachi HNAS, IBM System Storage N n Oracle®

ZFS Storage Appliance.

Mpeumywecrsa pewenus OCHOBHble BO3BMOXXHOCTMU

3alyTa cMCTEM XpaHEeHUs BaHHbIX

EMC, NetApp. Dell, Hitachi, Oracle n

IBM oT BpegoHocHoro N0 B pexxmme
pearnbHOro BpemMeHm

YcuneHue 3aLumTbl C MOMOLLbIO 061ayHon
penyTaunoHHol 6asbl yrpo3s Kaspersky
Security Network (KSN)

Monnepskka aHTVBMPYCHOrO areHTa
Celerra (CAVA), a Takxe npoTokonos RPC
n|CAP

3apaun NnpoBepKn KpUTUYEeCKknx obnacTei
[Mbkas HacTpoiika NMapameTPOoB NPOBEPKNU
MacwTabupyemocTb

1 OTKa30yCTONYMBOCTb

OnNTUMM3aLms NCNob30BaHUS
CUCTEMHbIX PECYPCOB

3alyTa TepMyHasbHbIX CEPBEPOB
Monnepxka knactepos

CepTudukat comectumocTtu ¢ VMware
TexHonorum iSwift niChecker nna
ONTUMMW3aLVN aHTUBMPYCHOIA NPOBEPKU
YnpasneHue c nomotupto Kaspersky
Security Center

OTyeTbl 0 paboTe pelueHns

Mopaepxka npotokonos SNMP/MOM

" BceCTOpOHHﬂﬂ 3alunTa B pexknmve peasibHOro spemeHun

MNMocTosiHHas NpoakTNBHag 3allMTa CEeTeBbIX YCTPONCTB XxpaHeHns AaHHbIx (NAS).
MoLwHoe aHTBUpPYCHOE 98P0, paspaboTaHHoe «JlabopaTopueli Kacnepckoroy,
npoBepsieT kaxabli dalin npu ero 3anycke Nav USMEHeHNN Ha Hann4ne BCcex BUAOB
BpeaoHocHoro MO, B TomM uncne BUpycoB, Yepseli 1 TposiHUEB. PaclunmpeHHbIii
3BPUCTUYECKUNI aHaNN3 NO3BONSET YCMNELIHO BbISIBSTb AaXe HOBble U1
Hen3BEeCTHbIE yrpO3bl.

- OnTnmMmusaumns nponssoanTesibHOCTU

BricokoaddekTrBHas NpoBepka ¢ MCNoNb30BaHNEM ONTUMU3NPOBAHHON TEXHONOM M
CKaHNPOBaHS N BO3MOXHOCTbIO FMBKOW HACTPONKM UCKIOYEHWIA N3 NPOBepKr
obecrneynBaeT MakCUMasbHbI ypoBeHb 6830MacHOCTM MPY MUHUMAIbHOM BAVSIHAN
Ha paBoTy cucTemsbl.

- BecnepeboiiHas paboTa

WNckniounTenbHas 0TKa30yCcTOMUMBOCTb AOCTUraeTca 6narofaps TECHOW MHTerpauum
1 cnaXxeHHo paboTe BCex KOMMOHEHTOB. DTo cTabunbHO paboTaroLLee peLleHune,
KOTOpOE B Clyyae NPUHYAUTENBHOIO 3aBepLUEHNs paboTbl aBTOMaTUYECKN
nepesanyckaeTcs, obecrneunBas HaOeXHYIO N HENMPEPbIBHYIO 3aLLUTY.

- lMpocToe ynpaBneHune

YcTaHoBKa 1 HaCTpOiika 3almThl CepBEPOB NPOU3BOAATCS YAAIEHHO,

6e3 HeobXxoAMOCTU Nepesarpyxatb cucTemy. YnpaeneHve npunoxeHunem Kaspersky
Security ons cucTem xpaHeHWs faHHbIX, @ Tak>Ke ApyruMmn peweHunsamu «Jlabopatopun
Kacnepckoro» ocyluecTanseTcs ¢ nomMoLpto efnHoli koHconu Kaspersky Security
Center c NpoCTbIM, UHTYUTUBHO MOHSTHBIM UHTEPHENCOM.

- nbko HacTpanBaemMoe CKaHnposaHue

[MBKo HacTpanBaeMoe CKaHNPOBaHKE NMOMOXET BaM 3aLlUUTHTb KOPHOPaTUBHYIO
ceTb M ONTUMM3MPOBAaTb Harpy3Kky Ha cepsepbl. Bam 4OCTYNHO MHOXEeCTBO HacTpoekK
CKaHMpPOBaHWs, B TOM uncie rybuHa 3alwmTbl oT BpenoHocHoro MO v Tunbl daiinos,
KOTOpble HEOBXOAMMO CKaHMPOBaTb UK, HANPOTUB, CKAHNPOBATb HE HYXXHO.



Kniouesble pyHKkUUN

* HenpepbiBHasi npoakTuBHas 3awuTa
MepenoBoe aHTMBMpPYCHOE 9apo «JlabopaTopumn Kacnepckoro», cosgaHHoe
BeOyLLMMU MUPOBbLIMY akcnepTamu. B obnacTtu IT-6esonacHocTu, obecneumsaeT
9P PEKTNBHYIO NPOAKTUBHYIO 3aLLMTY OT HOBbBIX M MOTEHLUMANbHbBIX YFPO3 C MOMOLLbIO
MOLLIHBIX MHTENNIEKTYarNbHbIX TEXHOIOT I OBHaPY XEHNUS.

+ ABToMaTu4yeckue obHoBNEHUS
AHTVBMpPYCHblE 6a3bl OBHOBNAOTCS aBTOMATUYECKN 63 HEOBXOAMMOCTU NPEepPbIBaTh
NpPoBepPKY, YTO NO3BONSET OBECNeUnTb HEMPEPbIBHYIO 3aLLUTY Y CHUSUTb Harpysky
Ha agMUHMCTpaTopa.

* WcknioueHune npoLeccoB U3 NnpoBepkn N AOBEPEHHbIE 30HbI
[MBkas HacTpoiika CKaHNPOBaHUS MO3BONSET CO3MaBaTh Tak Ha3blBaeMble
«[I0BEPEHHbIE 30HbI», KOTOPbIE MOTYT BbITb UCKJIIOYEHbI U3 MPOBEPKM, HApPsay
c onpepeneHHbiMy popmaTamu paiinios 1 NpoLeccamu, TakUMM Kak pe3epBHoe
KonupoBsaHue.

- O6navHag 3awuTa OT Yrpos
O6nayHas penyTaLmoHHas 6a3a aaHHbix Kaspersky Security Network (KSN)
nomMoraeT 3HaunTENbHO BbICTPEE BbISBNSTL BPEAOHOCHOE MO Y NO3BONSET
06e30MacuTb CUCTEMbI XPaHEHVIS AaHHbIX OT YrpO3 HY/1€BOrO AHS.

AaMuHUCTpunpoBsaHue

- LleHTpanusoBaHHas ycTaHOBKa 1 ynpaBfieHue
YpaneHHas ycTaHOBKa, HAaCTPOWiKa N agMUHUCTPUPOBaHNE, B TOM YnCe OTnpaBka
yBELOMIEHUIA, yCTaHOBKa OBHOBIEHWI 1 GOPMUPOBaHME AeTabHbIX OTYETOB,
OCYLLECTBASIOTCS Yepes eauHyto KoHconb ynpasneHus Kaspersky Security Center
C UHTYUTVBHO MOHSATHBIM MHTEpdeiicom. Kpome Toro, BOSMOXHO ynpasneHune
C NMOMOLLbIO KOMaHAHOW CTPOKM.

- PaspeneHune npaB agMMHMUCTpPaTOpPOB
AOMUHVCTpaTOpaM MOXHO NpUCBamnBaTh PasnnyHble NpaBa Ha OCHOBE posen
B COOTBETCTBUM C TPebOBaHVSIMU KopriopaTuBHOU nonutky IT-6esonacHocTu.

+ [nbkaa npoBepka 1 ONTUMU3aLNA NPON3BOANTENbHOCTU
LLInpokre BO3MOXHOCTIN MPOBEPKM NMO3BONSIOT COKPATUTb BPEMS MPOBEPKM
N HaCTPOIKK, YTO CMOCOBCTBYET CHaNaHCMPOBAHHOMY PacnpPeaeneHNIo HarpPy3Ku
N ONTMMU3aLMN paboTbl cepBepoB. AOMUHICTPATOP MOXET HacTpanBaTb rybuHy,
obbem 1 BpeMs CKaHUpOBaHWS, 3agaBast TUnbl Galinos 1 obnacTu, KOTopbie
Hy>kOatoTcs B nposepke. [NpoBepky no TpeboBaHMIo Takxke MOXHO 3aniaHnpoBaTthb
3apaHee, Ha3HauVB ee Ha NepPUO HN3KOW aKTUBHOCTM cepBepa.

* MNopnepikka BCEX OCHOBHbIX MPOTOKO/IOB
Kaspersky Security ons cuctem xpaHeH1s AaHHbIX NOAAEP>XKMBAET OCHOBHbIE
MPOTOKOJIbI, UCMOMb3YeMble Pa3INYHBIMU CUCTEMaMM XpaHeHs AaHHbIX — RPC
n ICAP, a Tak>xe aHTUBMpPYCHbIN areHT Celerra (CAVA-areHT).

+ Tnbkag cucrtema oTyeToB
PaboTy nprnoxeHs MOXHO KOHTPONMPOBAaTb, UCMONb3Ys HarNsAHbIE OTHETHI,
a Takxe npocmMaTpuBas XypHan cobblituin Microsoft Windows® nnmn Kaspersky
Security Center. IHCTpyMeHTbI Movcka 1 cucTema GunbTPOB No3BONAOT BbICTPO
nonyyaTb AOCTYM K HY>XHbIM A@HHbIM B XXYpHasnax 605blloro o6bema.
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