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OT Cybersecurity with eyes wide open 3

EE | keep my eyes wide open.
Because trouble I1s out
there....
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ICS Threat statistics: prerequisite

We have

e 160 countries

* 10 major industries
e 4 threat sources

* 10 threat types
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Not that we needed all that for the

, but once you get
into a serious statistics, the tendency is to
push it as far
as you can




ICS Threat statistics 5
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ICS Threat statistics

ICS Threat
statistics
shows
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WORLD
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ICS Threat statistics

Eastern Asia DOWNTREND
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ICS Threat statistics

RUSSia NEITHER UP OR DOWN
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ICS Threat statistics

Western EU
Northern EU
USA &
Canada
Australia &
New Zealand

MORE UPTREND

—_

9%

_

10%

"M
VAR

3% ——N\I—




It's time to make your eyes wide open 10

andertoons.com

We don't use

inour OT
network...

“I understand what you're trying to do here, Tom,
but I'd appreciate it more if you'd actually do it.”




It's time to make your eyes wide open 1

Threats kill chain (World)

Denylisted internet resources | | | | 6,6%
Malicious scripts and phishing pages (JS... 8,69%
Spy Trojans, backdoors and keyloggers 4,08%
Malicious documents (MSOffice + PDF) 1,96%
Miners in the form of executable files for... 0,89%
Web miners running in browsers 0,50%
aZaTuA Malware for AutoCAD 0.42%
“I understand what iere "fom, ©' g
but I'd appreciate i 0% 1% 2% 3% 4% 5% 6% 7%
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It's time to make your eyes wide open 12

Threats kill chain (World)
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A Practical Approach to the Industrial Threat Landscape
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Local virus owrbreak ~ weehives and inages
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Normal distribution

Internet

Email clients
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030 Removable media

-6 -4
Network folders
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Normal distribution
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Denylisted internet..

Malicious scripts

Malicious documents
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Null hypothesis 16

and

threat sources
shows almost
Zero correlation

Email clients
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Let’s correlate it! 17
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Let’s correlate it!

And

(for sure) are ..
delivered

Vvia

—6 -

Kaspersky Industrial
Cybersecurity
Conference 2024

=7

-6 -5 -4
Removable media

18



Let’s correlate it!

As well as

are delivered
via
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Let’s correlate it!

How
about
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Let’s correlate it!

How
about
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Let’s correlate it!

How
about
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Let’s correlate it!

How
about
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Let’s correlate it!

How

about s

Ransomware
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So what it all means?

Initial Access

9 technigues

Replication
Through
Removable
Media

Drive-by
Compromise

Valid
Accounts ,

Exploit Publie-
Facing
Application

External Remote
Serv

Hardware
Additions

Phishing (; 4,

Relationship
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Execution

10 technigues
Native API
Windows
Management
Instrumentation
Command and
Scripting
Interpreter

loitation for
Client Execution

Shared Modules

Scheduled
Task/Job

Software
Deployment Tools

Inter-Process
Communication

System
Service

r Execution

Persistence
18 techniques

BITS Jobs

Hijack Execution
Flow .,
Traffic

Signaling

Valid
Accounts

Account

Manipulation A

tensions

Boot or Logon
Autostart
Execution g,

Compromise
Client Software
Binary

External Remote
Services

Scheduled
Task/Job
Boot or Logon
Initialization
Script

Create

Implant
Conta Image

Privilege
Escalation
12 techniques

Process
Injection o ..,
Access Token
Manipulation

Exploitation for
ivilege
alation

Hijack Execution

Valid
Accounts

Boot or Logon
Autostart
Execution |

Group Policy
Modification

Scheduled
Task/Job 4
Abuse Elevation
Control
Mechanism ;.
Boot or Logon
Initialization
Scripts

Create or Mo
System
Process ,,,

Event Triggered
Execution |

Defense Evasion
37 techniques
Obfuscated Files or
Information (/5
Deobfuscate/Decode
Files or Information

Modify Registry

Process Injection g .\, n

Rootkit

Indicator Remaoval on

BITS Jobs

cution

Masquerading (5/8)
Traffic Signaling
Valid Account:

Indirect Command
Execution

Group Policy
Meodification

Rogue Domain
Controller

XSL Seript Processing

Control
Mechanism

Credential
Access

14 techniques

Credentials
from Password
Stores

Network
Sniffing

0S Credential
Dumping |,

Brute
Force .,

Steal Web
Se: Coakie

Two-Factor
Authentication
Interception

Authentication

Input
Captu

Man-in-th
Middle |

Modify
Authentication
Pro

Steal or Forge
Kerberos
Tickets

Lateral
Movement

9 technigues

Discovery
25 techniques

System Information
Discovery

Replication
Through
Removable
File and Directory Media
Discovery

Lateral Tool
Process Discovery Transfer
System Network Exploitation of
Configuration Remote
Discovery Servic:

Taint Shared
Centent

System Qwner/User
Discovery

Query Registry
System Network

Connections
Discovery

Software

Deployment

Tools

System Time

Discovery Internal
Spearpt

System Service

Discovery

Peripheral Device
Discovery

Remote System

Use Alternate
Discovery i

Authentication

Application Window
Discovery

Network Service
Secanning

Network Share
Disc: y

Software
Discovery

Network Sniffing

Collection
17 techniques

Screen Capture

Data from Local
System

Audio Capture
Archive
Collected

Data
Clipboard Data
Video Capture

Automated
Collection

Data from
Removable
Media

Man in the
Browser

Data from

Data from
Configuration
Repository

Data from
Informati
Repositories |
Data Staged |

Email
Collection

Input
Capture
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So what it all means?

Email
clients

2 Inernet
N ? Malicious
? . documents
? Malicious
scripts
Denylisted j
internet )
resources ! N
' EEREIEIE
Spyware
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That's all

Thank you for your attention

Subscribe to our reports: ics-cert@kaspersky.com

Vladimir Dashchenko
Principal Security Researcher
Kaspersky ICS CERT
Vladimir.D.Dashchenko@Kaspersky.com
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