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BeepeHue

Ob6yuatowasa OHnanH-nnaTdopma no kmbepbeszonacHocTn ang IT-cneynanuctos (CITO) - aTo
obyyatowasi nnatcopma ans UT-cneumannctoB No ocHoBaM MHOPMaLUMoHHO B6esonacHocTn. 3To

PYKOBOACTBO npeariaraet KpaTkoe onucaHue nonb30oBaTeNbCKOro UHTepdenca n BO3MOXHOCTEN
nnatcopmel.

TepMmuHbl N 0603HaUEHUS

LleHTpanbHbIV cepBep — CepBep, HA KOTOPOM XPaHATCS KOHUIrypaunoHHble n obydatowme mogynm
onsa cepsepa CITO.

CITO cepBep — CITO server — cepBep, Ha KOTOPOM pa3BEePTbIBAKOTCHA KOMMOHEHTbI NNaTdopMbl.
Monb3oBaTtenu paboTatoT ToNbKO € cepBepom CITO.

AOMUHUCTPaATOP — NOMb30BaTENb C MOMHBIM HAGoOPOM NMpaB. AOMUHUCTPATOPbLI OTBEYAIOT 3a
ynpaBneHne CTyaeHTamu n nx obydyeHmem.

O6yuatrowmmnca — nonb3oBaTenb, UMELWUIA AOCTYM TONBbKO K Y4eBOHbIM MOAYNSM 1 COBCTBEHHOM
cTaTuUCTuKe.

Y4eOHbIN Moaynb — 4acTb TpeHunHra CITO. Moaynu cocToaT u3 TeopeTu4eckoro Matepuana m
NPaKTU4ECKUX YNPaXHEHUI C KOMMNBIOTEPHBLIM CUMYTIATOPOM.

1. BBepeHue

OTa KnMeHT-cepBepHasa cuctema coctouT u3 cepsepa CITO u ueHTpanbHoro cepeepa. MameHeHns
aBTOMaTUYECKM PacnpPOCTPaHSIOTCA C LeHTpanbHoro cepeepa Ha cepsep CITO. AamuHuctpartop CITO
MOXET NPUHYAUTENBHO OOHOBNATL JAHHbIE C MOMOLLbIO KHOMKN « OOGHOBUTL KomnaHuto», 4OCTYNHOM B
npodune Kkaxxgon KomMmnaHmu. OToT AOKYMEHT onuckiBaeT Tonbko cepep CITO; agmuHnctpatopsl CITO
He UMeIT JOCTyna K LLleHTparbHOMY cepBepy.

2. NepBnyHaga perncrpaums B cucteme

JocTyn K (byHKUMAM CUCTEMBI UMEIOT TOMbKO 3aperncTpupoBaHHble nornb3oBaTenu. AMUHUCTpaTop
cO34aeT KoMMnaHuo 1 4obaBnseT B Hee CTyAeHTOB Ha nnatdgopme CITO. AgMUHUCTpATOp Takke

npvcBavBaeT KOMMNaHUW Kog akTUBaLUK, KOTOPbIA AaeT CTyAeHTaM KOMMAaHUM 4OCTyn K y4ebHbIM
MoaynsM.

[lna nepBoHavanbHOW perncrpawmm oTKponTe canT https://cito-training.com, KOTOpPbIA JAeT HEKOTOPYIO
6a3oByto nHdopmaumto o CITO. BeibeprTte cBOE MECTOMONOXEHWE U NEPERANTE Ha CTPAHULY
perncrTpaumm KoMmnaHumn.
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Cybersecurity for IT Online

Malicious software PuPs and exploits

Pwuc. 1. CraprtoBas ctpaHuua CITO

PeructpaunoHHas chopma cocTouT us AByx pasaenos. [epBbii - 06 agmuHucTpatope. Cuctema
NPOBEPUT, UCMONb3YETCS NN yKa3aHHbIV agpec 3MeKTPOHHON NoYThl ke B Apyrom npodune. KomnaHus
He npuBsi3aHa K 9NEeKTPOHHOW noYTe agMuMHucTpaTopa.

Bo BTOpOM pasgene cuctema npoBepsieT NPaBUNbHOCTL KOAa akTMBaUMmK 1 npegocTasnsaeTt 4OCTyn K
nnatcdopme. Kog aktuBauum - 3To nocnegoBatensHOCTb M3 20 6ykBEHHO-LMPOBLIX CUMBOSOB,
OoTnpaBneHHas BaMm Mo d3MeKTpoHHOM noyTe nocne nokynku CITO. lNocre Toro kKak agMuHUcTpaTop
3anonHseT Bce nons n npuHumaeT CornaweHue o KoHUAEHUManbLHOCTU, CMCTEMA PErMcTpupyeT
KOMNaHWIoO U ee agMUHUCTPaTopa M OTNPaBMSeT Mo ANEKTPOHHOW NOYTE CChINKY AN NPOBEPKM YYETHOM
3anuncu Ha ykasaHHbIn agpec.

I'Iepeﬁp,ﬂ Nno CCblJ1Ke B NMNCbMe, Bbl 6yp,eTe nepeHanpasneHbl Ha cbopmy noaoreepXgeHumA yquHon
3anunucun, rge CMoXxete yCTaHOBUTb NMaporsib Afid cBoOero CUCTeMHOro I'IpOCbI/IJ'IFl. MNocne atoro OTKpoOeTCA
naHesrlb MOHUTOPUHIa BaLUlen KoMNaHuu.

Signing up
Administrator

Company

Pycekuit

J, Company logo

Alllegally protected data will be processed
according to the laws of the selected region

Europe ¥

| agree to the terms and conditions of

personal data p Sin,

| understand that the processing of my

personal information will be subject to
the Privacy Statement

Your company has enrolled already? Logon -

Puc. 2. PernctpaunoHHas dhopma agmMuHUCTpaTopa v KomnaHum
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3. Bxop B cuctemy. NaHenb ynpaBneHus
agMMHMCTpaTopa

HocTtyn npegoctaBnseTca agMMHUCTpaTopam M CTyaeHTam Yyepes eAuHbI MeXaHn3M aBTopusaumu.
UTo6bl BOMTK B CUCTEMY, OTKpOWTE CTpaHuuy https://cito-training.com B Bawwem Bpaysepe 1 HaxmuTe
kHOMKy BonTn, 3aTem BBEauTe CBOE MMS NoMb3oBaTens u naponb.

—
Cito Signup | Logon I

Log on

Forgot your password?

Your company has not enrolled yet? Signup -

Puc. 3. CtpaHuua Bxoga nonb3oBartens

lMocne Bxoga B cUCTEMY afMUHUCTPATOPbI BUAAT pabodee NpocTpaHCTBO, cocTodawee u3 MeHtio (cneea)
1 NaHenun MOHUTOpPKMHra (cnpasa) ¢ uHdopmaumen o Nonb3oBaTensx, JIMLeH3nax n cTaTucTuke
yyaLmxcs.

Clto Test company

Users -~ Licenses - 4. Report
Dashboard - _—

Administrators 1 Type Expiration date Slots

Students 4 Base Premium 140820200000 2/6
Modules

Invited Waiting Learning Completed o S
Users 3 o 2 o
Licen=es A imporrstudents

Student statistics A, User session report

Module Received the certificate Average score

Malicious Software 0/2

Potentially Unwanted Programs and
Files

Phishing and OSINT

Investigation basics 2 118 /M9 points O 00:54

Puc. 4. Pabo4yee npocTpaHCTBO aAMUHUCTPATOpa KOMMNaHum
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HasBaHue koMnaHum oTobpaxkaeTcsi B BEpXHEN YacTn paboyero NpoCcTpaHCTBa; B MPAaBOM BEPXHEM YrIy
TakKke eCTb MEHIO C HAacTporkamMu KomnaHum 1 npoduns. B neBom MeHo oToOpaXxatoTcsi Bce HaCTPOWKMY,
cBsi3aHHblEe C 00y4YeHnem. (NaBHasa cTpaHuua KOMNaHum npeacTaBnseT cobor MHAOPMAaLMOHHYO
naHenb, oTobpaxkaroLLyto KpaTKyto CBOAKY BCEX pas3enoB, a Takke YacTo UCMOoNb3yeMble B HUX
JencTBus.

Users -

Administrators 1
Students 4
Invited Waiting Learning Completed

3 0 2 0

= Import students

Puc. 5. BupxeT nonb3oBatenen Ha naHeNn MOHUTOPUHIa

BupxeT NMonb3oBatenu otobpaxaeT BCex NOMb3oBaTenen KoMnaHum, CrpynnmMpoBaHHbIX MO POSSM U
Tekylemy cratycy. [1ns 6onee getanbHOrO N3y4eHUs KaXK4oro nonb3oBatens nepengute B pasgen
NMonb3oBaTtenu.

B BuokeTe Bbl MOXETe 400aBNATb HOBLIX Nofb3oBaTenen. Bol Takke MmoxeTe 400aBUTb HOBbIX
nonb3oBaternen B pasgene NMonb3oBatenun. [ins nony4eHuns 6onee nogpobHon nHgopmalmm
obpaTtuTechb K COOTBETCTBYIOLLEMY pa3feny AaHHOro pykKoBOACTBA.

Licenses - &, Report

Type Expiration date Slots

Base Premium 140820200000 2/6

Puc. 6. BugxeTt nuueHsni Ha naHenn MOHUTOPUHIa

BuaxeT JlnueHsnm nokasbiBaeT BCe aKTUBHbIE KOAbI KOMMaHUN. HO)KaﬂyVICTa, 06paTMTer K
COOTBETCTBYHOLLEMY pa3aeny AaHHOro pykoBoacTea Al1Aa nony4YeHusa I'IOﬂ,pO6HOI7I I/IH(bOpMaLWIVI 06
akTnBauum nMueH3nm n otTyeTe o JNIMUeH3naAx.
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Student statistics 4, User session report

Module Received the certificate Average score

Malicious Software

Potentially Unwanted Programs and ~
Files B

Phishing and OSINT

Investigation basics ] 118 / 119 points ® 0054

Puc. 7. Cratuctuka CTyAEeHTOB Ha NaHesin MOHUTOPUHra

MocnegHun BugxeTt, CTaTMCTMKa 00yYaloWMNXCA, NOKa3biBaeT CIUCOK MOAYeun, AOCTYMNHbIX CTYAeHTaMm
B TEKyLLien KOMMnaHu1, co cpeaHMmu Bannamum nonb3oBaTenen KoMnaHun.

4. Monb3oBaTenu

The system has two user roles: student and administrator. Administrators, as well as students, can learn
on the platform. After a company and its profile are registered, administrators can create any number of

users with any role within the company. Any company administrator can add students and administrators.
All active administrators have equal rights in the system.

There are two ways to invite new users in order to add them to a company.
— In the Add user window, you can invite one or more users at a time:

Q, Name¢

- Adduser

rt students

User

Mark

admin@ufa pet

+ Adduser

Cancel

Figure 8. User invitation window

— Upload a CSV file containing user information:

kaspersky 7
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Q, Name or e-mail » Import students

Import students
User on =

Your list must contain 2 columns: email and Username. All imported users will be added as students
Mark v
sdmin@ufapet

Cancel

Figure 9. Student import window
The order of fields in the CSYV file is important: the first column must contain the users’ email addresses,
and the second, their names. You can invite only students (not administrators) with an uploaded file. If the
file has errors, the system will notify you.
After you invite users (by either method), they receive a one-time link without an expiration date by email
to verify their account.

Account verification

| accept the End User License
Agreement
Figure 10. Account verification window

After entering the password, the user is given the ‘Waiting’ status and is redirected to the Profile page.
The system has four statuses for users:
— Invited
An administrator added the user and the system sent an invitation email, but the user hasn't
confirmed the invitation yet;
— Waiting
The student confirmed the invitation, but hasn't been assigned a training module yet;
— Learning
The student has been assigned a training module;

kaspersky 8
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— Completed
An administrator stopped the student's training. The student doesn't have access to any training
modules.

You can see the statuses in the Users table:

), Name or e-mail X 2% Import students
User Role Certificates = License expiration =
Tom Student Invited 0 - v
Alex Student Waiting 0 = v
Mark Administrator Learning (o] 14.08.2020 00:00 v
Figure 11. Users table

If a user has issues while confirming the invitation, you can email it again with a new link by clicking
Reinvite in the user menu:

. Name or e-ma X &% Import students

User Role Status Certificates = License expiration =

Tom Student Invited (o] A
Profile

Alex Student Waiting [o]
Re-invite

Mark Administrator Learning o] 14.08.2020 00:00 v

Figure 12. Reinviting a user

The menu for users who already verified their emails is a little different:

kaspersky 9
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Na X 2% Import students
User Role Status Certificates = License expiration =
Tom Student Invited 0 - v
Alex Student Waiting (¢} - v
Mark Administrator Learning 0 14.08.2020 00:00 A
Profile
Suspend training
Stop training
Figure 13. User menu

Administrators can assign training to users who have the Waiting status. This process is described in the

Licenses section.

User profiles provide detailed information about them.

Alex

« Users

Role: St

Language:

Delete user

Training progress

Module

Malicious Software

Potentially Unwanted Programs and Files

Phishing and OSINT

Investigation basics

Status

Not started

Not started

Not started

Not started

Training

D> Start training

Result

kaspersky

Figure 14.

— Manage training
— Change the user's name
— Delete the user

In the profile of a verified user, administrators can:

User profile

10
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In the lower part of the page, Training progress displays the progress of current training modules and the
result of each module's first completion (repeated attempts are not recorded).

5. Licenses. Training start

The license determines how many training modules users can access and for how long. The Licenses
section lists the active licenses of the company. Administrators receive license activation codes outside
the system. To activate an additional license, click the respective button.

Licenses

Status
Active

Active

Type
Base Premium

Base Premium

S I I

Activation date  Expiration date Slots
= 14.08.2020 00:00 -/6
= 14.08.2020 00:00 176

Figure 15.

List of activated licenses and the new license activation button

If you have any issues when activating a key, please contact Technical Support.

Let's take a look at one of the licenses from Figure 15. Each license ensures training for up to six users
(available slots). Each user who has the Learning status takes up a slot. In this status, the user can
access training modules. To assign this status, an administrator has to select a user with the Waiting
status on the list of users and click Start training, then in the window that pops up select the license
under which the user will learn.

Users

Q Name
User

Tom

tom@ufapet

Alex

alex@ufapet

Mark
admin@ufa pg

Start training

Please select a license for Alex

Type

Base Premium

o Base Premium

t students

Activated Expiration date Slots
14.08.2020 00:00 -/6 7
14.08.2020 00:00 1/6

“

Figure 16.

Student license selection window

If all six slots are occupied in a license, it won't be displayed in the window with available licenses when
assigning training for a user. Licenses with less than a day until their expiration also won't be displayed.

kaspersky
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6. Licenses. Training completion and suspension

When a license expires, all students who are learning with it switch to the Waiting status. If a license
expires during a user's session, this won't affect their ability to complete the session and earn a
certificate.

Administrators can manually complete or suspend training for a user. After that, the user is unassigned
from the license and the number of available slots in the license increases by one. When a user
completes training, he or she can see the earned certificates and training results, but can no longer
access training modules.

You can also get detailed .xIsx reports on active and used licenses by downloading a report in the
Licenses section.

Llcenses | Download report |

Status Type Activation date Expiration date Slots =

Active Base Premium = 14082020 00:00 -/6

Active Base Premium = 14.08.2020 00:00 1/6
Figure 17. How to download the Licenses report

/. Reports

You can download two types of report from the Dashboard:

— Report about licenses

kaspersky 12
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— Report about user sessions

Users - Licenses - L, Report
Administrators 1 Type Expiration date Slots
Students 2 Base Premium 140820200000 0/6
Base Premium 140820200000 1/6
Invited Waiting Learning Completed

1 1 1 0
&% Import students

Student statistics I L. User session report

Module Received the certificate Average score

Malicious Software

Potentially Unwanted Programs and
Files

Phishing and OSINT

Investigation basics

Figure 18. Reports on the dashboard

The Licenses report contains the following fields:
— License key
— License type
— Used slots
How many users learn with this license key
— Slot count
Maximum number of users who can learn under this license
— Expiration date License
expiration date
— Activation date License
activation date
— License status
The User Sessions report contains the following fields:
— User ID
User’s ID in the system
— Username
Name of the user
— Email
The user’s email address
— Language
The language that the user has selected for his or her profile
— User role
Administrator or Student
— Learner status
User's status, can be one of the following: Waiting, Learning, Training completed
— Number of certificates

kaspersky 13
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How many certificates the user has
— Number of appointments
How many times the administrator assigned training to the student
— Module name
Name of the module that the student started
— Session start date
When the student started the module
— Module status
Learning status: Started or Completed
— Session duration
How much time the student has spent on the module’s tasks
— Score
Student’s score
— License key
The license key with which the student learns

8. Modules. Student interface

This section shows the company's modules. All company modules are available for all its students and
administrators.

Modules
Please contact your company administrator to start your training
Malicious Software Potentially Unwanted Programs and Files
Phishing and OSINT Investigation basics

Figure 19. User module section

When training starts, the user receives access to all modules at once. When an administrator stops or
suspends a student’s training, all modules become inaccessible.

When an administrator opens this section, the interface is the same as it is for students, i.e.
administrators don't have any other kind of access to modules. Administrators learn with the same rights
as students and start their training in the appropriate section.

kaspersky 14
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Phishing and OSINT

Modules
Dashboard
Please contact your company administrator to start your training.
Modules
Users
. Malicious Software
Licenses

Potentially Unwanted Programs and Files

Investigation basics

Figure 20.

The training process is described in more detail in the User Guide.

9. Profile settings

Hints in the module widget

You can find the profile settings in the user menu on the home page.

ccessfully.

Potentially Unwanted Pi

u
mM
Profile settings

Mark

admin@ufa pet

Company settings

Online help

Support contacts

Terms & Polices

Figure 21.

In the profile settings, you can change:
— Email
— User name
— Language of the user interface
— Password

kaspersky

How to find user profile settings
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10. Company settings

You can find the company settings in the user menu on the home page.
u

Profile settings

ccessfully.
Company settings

Online help

Support contacts

Potentially Unwanted Pi

Terms & Polices

Figure 22. How to find company settings
In the company settings, the administrator can change:

1. Company name
2. Company language

Defines the default user language and email notification language
3. Company logo

The logo is displayed on the certificates

Company settings
Data

Test company
English

4, Company logo

Server update

Perform manual update only when asked by
Kaspersky technical support

Figure 23. Company settings

Manual server update is also available in the company settings. Kaspersky technical support may ask you
to manually update the server instead of waiting for a regular synchronization with the central server. A
server update can include:

kaspersky 16
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— Up-to-date information about the company’s licenses
— New modules
— Patches

1. Issue report template

Please fill in the following table when reporting an issue:

Profile information Name
Email

Company

Environment parameters: ) ) ]
Device’s OS name and version/browser name and version
In the case of display problems: screen resolution;
additionally, if possible, take a screenshot and attach it to
the email

In the event of interface freezing or rendering issues:
measure internet speed, report the location of the user
experiencing the issue (country, city)

Date and time when the issue was DD/MM/YY HH:MM

encountered

Describe the issue (what happened Examples:

and which actions led to it
) “The administrator assigned me training today”

“I clicked Start to begin the ‘CITO Malicious Software’
module”

“A new tab opened, but with Error 404"

Additional information

www.securelist.com

kaspersky 17
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