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MedxceTeBol aKpaH HOBOIrO MOKONEHNS

Ha OCHOBE rn1o6anbHON 3KCNEPTU3bI

1 NepepoBbIX TEXHONOrUA. MpoayKT
3aLUMLLEET KOPMOPATUBHYO CETb KOMMaHWIA
OT LUMPOKOro CnekTpa Kubepyrpos,
KOHTPONMPYET aKTUBHOCTb MPUMNOXEHWI

1 CepBUCOB, N03BONSeT 3 EKTUBHO
YNpPaBnsaTb TPabUKoM ¥ ONTUMU3NPYET
NPOV3BOANTENBHOCTb MHGPACTPYKTYPbI.

95%

MNokasaTens 06Hapy>XeHus
1 NMpefoTBPaLLEHNs CETEBbIX YrpO3
c nomoupto IDPS (Detection Rate)*

5 000+

Pacno3HaBaembix MpUIoOXeHNin
C nomoLlpbto cobeTeHHoro DPI

7 000+

MNMopnepxuBaeMblx curHaTyp IDPS

20 000+

MopnepxveaeMblx Npasun Firewall

Al-powered aHTUBMpPYC

Ha 6a3e onTuMnsnpoBaHHbIX
TexHonoruni Kaspersky Endpoint
Security

KnacTtep active-passive

Ha 6a3e cobcTBEHHOMO MpoTOKOa
Kaspersky High-availability Cluster
Protocol

Threat Intelligence

ABTOMaTWUYECKOE OBOoraLleHne
PELLEHVS YHUKAbHBIMU AaHHbIMY
06 yrposax co BCero mvipa

KomnnekcHag sawimta

WHTerpauums c pelueHnsamum

knacca XDR, Sandbox 1 SIEM
«JlabopaTopun Kacnepckoroy,

a Takxe SIEM-cuctemamm CTOPOHHNX
npovssoauTenei

Nokasatenb TOlM-3

HagexHble 1 NPU3HaHHbIe TEXHONOr

MoppobHee

JInHenka annapaTHbIX NnaTdopm
KX-Series

JluHenka KX (Kaspersky Extension) — cemMencTBo ceTeBbIxX
annapaTHbIx NnaTdopMm, paspaboTaHHbIX creunanbHO ANS PeLleHs
Kaspersky NGFW. 9T ycTpoincTBa o6ecneyrBatoT BbICOKYIO
NPON3BOANTENBHOCTb, HAAEXHYIO 3aLUNTY OT KNBEPYrpos

N MacLUTabnpyemMoCTb 415 Pas/INYHbIX CLEeHapUeB NCMONb30BaHMS.

AnnapaTHble nnatdopmbl KX-Series npegHasHaveHbl
A1 MaKCUManbHOro packpbiTyg NoTeHurana pewweHns Kaspersky
NGFW n nogxonosaT ons paboTbl Aaxe B CNOXHbIX CETEBbIX

MHOpPaCTPYKTYpPax.

OcobeHHocTn KX-Series

180 I'6:

|—]pOI/I3BO,D,I/ITeJ'IbHOCTb B pexnve
L4 FW + Application Control**

1 Rack U

Y,u,o6Hoe NCNoJIHEHNE 1 SKOHOMUA
MeCTa B CEPBEPHON CTOMKe

SFP+ u

BbICOKOCKOPOCTHbIE MOPThI AJ14
obecneyeHns CBA3HOCTM 1 YNPOLLEHWS
[3aliHa BbICOKOHarpy>XeHHOM ceTu

ApxuTer

Bbicokasi MpoV3BOAUTENBHOCTb
63 NCMOIb30BaHNS BHELLHNX
yckoputenen

BHelWwHw B1O Mogenmu

KX-100

BHeLuHW B1A Mmogenen

KX-400
KX-1000
KX-3500

* TecTupoBaHue nposoannock ¢ nomoLpsto IXIA BreakingPoint, Strike Level 3 n 5, 2521
nonblTKa aTak

** TecTnpoBaHue nposoannocs ¢ 20 000 npasun Firewall 1 BKAIOYEHHBIM
NOrNpoBaHEM
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[TapameTpbl annapaTHbIX N1aTPopM

MNpon3BoaNTENBHOCTL B pEXNME
L4 FW + Application Control*

MNpon3BOANTENBHOCTb B PEXMME
NGFW (L4 FW + Application
Control + IDPS)*

[Mpon3BoaNTENBHOCTL B
pexume Threat Prevention (L4
FW + Application Control + IDPS
+ AV + WC + DNS Sec)*

MNpon3BoaUTENLHOCTL B
pexunme Threat Prevention +
SSL Inspection*

CKOpPOCTb YCTaHOB/EHWS HOBbIX
ceccuin B cekyHay (CPS) B
pexunme L4 FW + Application
Control*

MakcrmanbHOe KOIMYECTBO
OOHOBPEMEHHO YCTaHOBIEHHbIX
ceccuin (CC) B pexume L4 FW +
Application Control*

[Mpoueccop

VHTepdelichl

[MnTaHne
OHeprornoTpebneHne
Pasmepsl (W x r x B)
Bec

OxnaxaeHune

HanpaBneHme BO34YLLUHOIro
NMOTOKa

KpenneHne

KX-

10 Feut/c

3 reunt/c

1.2Tréut/c

11réunt/c

64 000

3000000

Intel Atom

- 6x10/100/1000 Ethernet RJ45
- 2 x SFP+

[Ba 6roka nutaHnsa 2208
<350 BT

285 x 240 x 48 Mm

5kr

[TaccuBHOE

HacTonbHOe pasmelleHne

KX-

40 reut/c

10 Feut/c

7Teunt/c

6 reunt/c

370 000

25000 000

Intel Xeon Gen4

- 4 x10/100/1000 Ethernet RJ45

- 8 x25G SFP28

- 4x100G QSFP28

[pa 6noka nutaHug 2208 (hot-swap)
<700 BT

439 x 630 x 43 MM

10 kr

AKTMBHOE, 5 BEHTUNATOPOB (hot-swap)

OT nepenHen NnaHenu Kk 3agHen
(Front to back)

PaamelleHne B cepBepHoi
cTorike 19"

Y3HaTb no,u,poGHee O MeToaAnkKe TeCtTnpoBaHNA

npon3sogunTe/IbHOCTU

MoppobHee

* TecTupoBaHue nposoamnock ¢ 20 000 npasun Firewall n BKIIOYEHHBIM OTMPOBaHNEM


https://kas.pr/ngfw_perf_test

KX-1¢ KX-.

Mpon3BoaNTENBHOCTb B PEXNME 100 réwuT/c 180 I'éut/c

L4 FW + Application Control*

[Mpon3BOaNTENBHOCTL B PpEXMME 20Teut/c 50 réeut/c
NGFW (L4 FW + Application
Control + IDPS)*

[Mpon3BOaNTENBHOCTL B PpEXMME 15 réwnT/C 35 reut/c
Threat Prevention (L4 FW +

Application Control + IDPS + AV

+ WC + DNS Sec)*

[Mpon3BOOUTENBHOCTbL 10 Ieut/c 25 6uT/c
B pexxume Threat Prevention +
SSL Inspection*

CKOPOCTb YCTaHOBEHWS HOBbIX 449 000 1500 000
ceccum B cekyHay (CPS) B

pexunme L4 FW + Application

Control*

48 000 000 100 000 000

MakcrmanbHOe KOINYeCTBO
OOHOBPEMEHHO YCTaHOBEHHbIX
ceccui (CC) B pexxume L4 FW +
Application Control*

[Mpoueccop Intel Xeon Genb Intel Xeon Genb
NHTepdencsl - 4 x10/100/1000 Ethernet RJ45 - 4 x10/100/1000 Ethernet RJ45
- 8 x25G SFP28 - 8 x25G SFP28
- 4x100G QSFP28 - 4x100G QSFP28
MNutanne [1Ba 6noka nutaHns 220B (hot-swap) [1Ba 6noka nutanus 220B (hot-swap)
OHepronoTpebneHve <700Bt <700 BT
Paamepsbl (W x F x B) 439 x 630 x 43 Mm 439 x 630 x 43 MM
Bec 10 KT 10 kr
OxnaxpeHue AKTVBHOE, 5 BEHTUNSATOPOB (hot-swap) AKTVBHOE, 5 BEHTUNATOPOB (hot-swap)

HanpaBneHne Bo3gyLLHOro
noToka

KpenneHne

* TecTnpoBaHue nposoannock ¢ 20 000 npasun Firewall n BKIOYEHHBIM OrMPOBaHNEM

OT nepenHel naHenu K 3agHemn
(Front to back)

PaswmelleHvie B CepBEpHON
cTorke 19"

OT nepenHen NnaHen k 3agHemn
(Front to back)

Pa3wmelleHve B cepBepHO
cTorke 19"

** Mogenb 6yaeT nocTynHa oceHbto 2025 roga ¢ Bepcum Kaspersky NGFW 1.1, nokasateny npovsBOANTENbHOCTN OPUEHTVPOBOYHbIE



BupTyanbHble nnatdopmbl

B pamkax nuHenkn KX-Series [oCTynHbl Tak>ke BUPTYyasbHble ncnonHeHns — vKX. OHm npegHa3HaueHbl
Ans passepTbiBaHng Kaspersky NGFW Ha cob6CTBEHHbIX pecypcax 3akasurka 6e3 HeobxoaNMOCTH
1CroNb30BaHNS annapaTHbIX N1aTtdopM. B 4aHHbI MOMEHT AOCTYMNHO BUPTYasbHOE UcrnonHeHmne Kaspersky

NGFW vKX-8.

VK

[MapameTpbl 3HaueHus
MNpownssoguTensHocTb B pexume L4 FW + Application Control* 5Tewnt/c
MNpownssogutensHocTb B pexume NGFW (L4 FW + Application 2.5T6eut/c
Control + IDPS)*

[MponsBoguTenbHOCTL B pexxnme Threat Prevention (L4 FW + 1.6 Tent/c
Application Control + IDPS + AV + WC + DNS Sec)*

[MponsBoanTENbHOCTL B pexxmme Threat Prevention + SSL 1.6 Fént/c
Inspection*

CKOpOCTb YCTaHOBNEHWS HOBBIX CECCUI B cekyHAy (CPS) B 11000
pexume L4 FW + Application Control*

MakcrmanbHOe KONMYeCcTBO OQHOBPEMEHHO YCTAHOBEHHbIX 64 000
ceccuin (CC) B pexume L4 FW + Application Control*

[MnepBrn3opbl KVM nnn VMware ESXi
KonnuyecTtBo saep 8
NHTepdericl 10 wr.
OnepaTtvBHag NnamaTb 16 Tb
XpaHunuiie 128TH

TpeboBaHus K NpoLeccopy

Broadwell nnu BbiLe

TpebosaHus k OC Ubuntu 22.04 nnun Bbilwe
dopmaT NocTaBku - QCOW2 + XML dainn
- OVA
Y3HaTb NnogpobHee 0 METOANKE TECTUPOBAHUS ey

npon3soounUTe/IbHOCTU

* TecTnpoBaHyve nposoamnocs ¢ 20 000 npaBwi Firewall v BKItOYEeHHbIM IOrMpOBaHUEM


https://kas.pr/ngfw_perf_test

BoO3MOXHOCTM NnpoayKTa

~ DYHKUMN yNpaBieHns 1 MOHUTOPWHTa

LleHTpanusoBaHHoe ynpasneHune Kaspersky NGFW 1 MOHUTOPUHI COCTOSHNS PELLEHNS
yepes LieHTpann3oBaHHYo KOHCOsb YnpasneHnsd Open Single Management Platform
(OSMP)

OTnpaBka CUCTEMHBIX COBBITUIA 1 COBLITUIN 6Ee30MacHOCTU, CHOPMUPOBaHHBIX Kaspersky
NGFW, B koHCconb OSMP 1 cTopoHHue SIEM-cucTemsl

AHanuTnyeckme naHen MOHUTOPMHIra U OTYETHI MO Pe3ynbTaTam PaboThl PeLLeHns
B OSMP

NMNopT 1 akcnopT NonuTuk 6e3onacHocTu pelleHns 8 OSMP

MNepepaboTaHHbIn MHTEPdENC LeHTpanm3oBaHHoro ynpasneHnd NGFW B OSMP

LleHTpannsoBaHHOe ynpaBneHne ceTeBO KOHOUIypaLumen npy MOMOLLM LWabioHOB

CospaHuve 1 HacTpolika 30H B OSMP

MNMopnepykka obHoBneHNs MO NGFW

BO3MO>XXHOCTb HAaCTPOWKW NEproa 1 UICTOYHMKA OBHOBNEHNS NokanbHbIx 6a3 NGFW

Zabbix-11abnoH ona MmoHuTopuHra NGFW




3 CeTeBble GYHKLMM

MNopnep>kka HaCTPOMKK cTaTudeckom mapLupyTusaumm IPv4 yepes CLI Kaspersky NGFW

MNopnepkka 0TKa30yCTOMUYMBOrO KlacTepa active-passive Ha 6a3e COGCTBEHHOIO
npotokona KHCP (Kaspersky High-availability Cluster Protocol)

MNMopnepykka arpernpoBaHHbIX HTEPDENCOB

Moppepkka L2-nHtepdeincos

MNopaepxkka VLAN v cab-nHTepdeincon

MNopoepxka VRF

MNoppep>xka DNS-knveHTa

MNMoppoep>xka DHCP-knneHTa

Mopoepxka NTP-knueHTa

MNMopnepxka SNMP

Mopnep>kka BUPTYyanbHOro ncnonHeHns Kaspersky NGFW Ha 6ase runepsmsopos KVM
n VMware ESXi

BGP

OSPF

MOHNTOPVHI NHTEepdencoB B kNacTepe

DHCP Relay

BO3MOXXHOCTb HACTPOWKM TailMay TOB CECCUIN




/) ®yHKLUMM Be30nacHOCTU

BosmoxxHOCTb co3gaHud rPEYNnoBbIX NONTUNK 6e30MnacHoOCTH

ABTOMaTMYECKOE OBHOBIEHWE NTOKasbHbIX 6a3 ABMXKOB 6e3onacHocTu Kaspersky NGFW:
aHTVBUpPYCa, BE6- KOHTPONS, 3awmTbl DNS-Tpadumka n IDPS

MexxceTeBOW aKpaH C OTCEXMBaHNEM COCTOAHNA ceccuin (Stateful Firewall)

CucTtema obHapy>XeHus 1 NpenoTBpaLleHns BTopykeHn (IDPS) ¢ nopaep>xkon 6onee
7 000 curHaTyp

Mmy6okas npoBepka nakeToB (DPI) ¢ noaaepXkor KOHTpong Tpaduka
6onee 5 000 npunoXxeHnin

NHcnekTupoBaHmne SSL/TLS-Tpaduka c nogaepxkon TLS 1.1,1.21n 1.3

Bo3MOXXHOCTb CO30,aHNSA UCKITIOUEHNA MO BEG-KATErOPUSM U KOHKPETHBIM JOMEHaM
B oBukke SSL/TLS-nHcnekuumn

MNOTOKOBbIN aHTUBMPYC

MNposepka penyTauun URL-agpecos (malware, phishing, c&c, adware v T.n.)
KaTeropusauus n KOHTposb BE6-Tpaduka

BO3MOXXHOCTb CO30,aHNS MONb30BaTENbCKMX BEG-KATErOPUIA

MexaHn3m fob6aBneHns NCKIOYEHWI B NpaBia NpoBepkin Beb-Tpadrka

MeHep>kep ang NpocMoTpa ycTaHoBNeHHbIX Yepes Kaspersky NGFW ceccuin
C BO3MOXXHOCTbIO UX cBpoca

MNMopnep>kka npoBepkn DNS-Tpaduka (DNS Security) no penyTaunoHHbIM 6asam

MonyyeHne akTyanbHbIX TaKTUYECKMX JaHHbIX 06 yrposax (Threat Intelligence)
Ans nposepkn penyTauun URL-agpecos 1 oboralueHns 6a3 aHTBMpYyca 1 Be6-
KaTeropmusaTtopa

HaTunBHas nHterpauns c Kaspersky Symphony XDR nocpencTtsom nnenbykos
MNopaep>kka NoNNTUK C UCNOSIb30BaHNEM 30H

Mopaoep>xkka NAT

Mopaep>kka paboTbl NpaBna GUIbTPaLMKM MO pacncaHnio

WHTerpaumng no APl c Kaspersky Anti Targeted Attack ans nposepku dainnos
C nomoLpto Sandbox

Al-powered aHTuBMpYC
User-aware nonnTumnkm

BoamoxxHocTb ncnonb3oBaHug FQDN B kauecTBe destination B npaBunax MexceTeBoro
aKpaHa

MNMopnepykka nencteusa Reset-both B npaBmnnax mexxceTeBoro akpaHa
AHTVBMPYCHas NpoBEpKa MO NOYTOBbLIM NPOTOKONAM

icnonb3oBaHuve 30H B KauecTBe kBanndunkaTtopos B npasunax SSL/TLS-nHcnexkumn




[Moyemy Kaspersky NGFW

=R

[MONHOCTBIO POCCUINCKIIA
NPOOYKT, COOTBETCTBYOLLAI
cTpaTernm ABuxeHus

K IMMOPTOHE3aBNCUMOCTU

&)

)

CobcTBEHHasa apxMTeKTypa
1N MexaH3Mbl 6e30MacHOCTN,
OCHOBaHHbIE Ha NNOEPCKMX
TEXHONMOrNsIX

&
)
[MonAHbIN KOHTPOSb
1 3ddeKTUBHOE yrpaBneHue

ceTeBbIM TpadriKoM
1 aKTUBHOCTbIO MPUIOXEHNIA

[

Mpo3payHoe NMLEH3NpPOoBaHNe
6€e3 OoNONHUTEbHbBIX MOAYNEN
1 pacLUNPEHIA

AN

OKOCUCTEMHbIV MOAXOL,

K 3aLLMTE KOPNopaTUBHOM
VHOPaCTPYKTYpPbI

W LLEHTpan1M3oBaHHoOEe
ynpaBneHve

©

MmoBanbHasa akcnepTn3a
B 6opbbe C KNbepyrposamu,
pa3paboTke NpPoayKTOB
N NOOAEPXKKE KTMEHTOB

YHUKaNbHbIA OMNbIT 3KCMEPTOB B OCHOBE PELLUEHUS

4 | X
aREAT Fno6anbHbi LEHTP o LleHTp nccnenosaHns
L) vccnenoBaHWin n aHannsa yrpos e yrpos

WcenenoBaHve CNoXHbIX Yrpo3 1 paccnefoBaHie
}VIHaHCOBO MOTVBUPOBAHHbIX KNBEPMPECTYMNEHNI

Al
Technolog
Rasean:hgy

NHTEenneKTa

OBHapy>KeHe yrpos ¢ nomoLLbio VA / YCUIEHME

peLueHniA anroputMmamm

® ViccnepoBaHue yrpos

LleHTp nccneposaHus
TEXHOJTOMNIA NCKYCCTBEHHOIO

o
WccnepoBaHue yrpos, cosfaHne geTekTpyoLLel
JIOTUKW, KOHTEHTHasa GUNbTPaLng, 6e3onacHas
paspaboTka
o0

@® PaccneposaHVe NMHUVOEHTOB

* B pamkax pa3paboTkim peLleHNs aas NpOMbILLINEHHbIX MHPPACTPYKTYP, ¢ 2026 roaa

LleHTp nccneposaHus
6e30MacHOCTY NPOMBILLIEHHbIX
cucrtem*

AHanns yrpos B UHLYCTpUanbHbIX MHGPACTPYKTYpax
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