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KnbepbeszonacHocTb
B BUPTYO3HOM
NCMONHEHWNN:

Bce 3aluTHbIe pelleHns geiicTeyioT,

KaK Crna><eHHbI OopKecTp

Bce MHCTpyMeHTbI naeanbHo
HacTPOEHbI

Y Bac ecTb BCE, UTOGbI YyBEPEHHO
M MPOCTO ANPUXKMPOBATb CUCTEMOIA
6e3onacHocTU

Kaspersky Symphony

Cno>XHOCTb U UHTEHCUBHOCTb Yrpo3 Ang 6M3Heca HEeM3MEHHO
pacTyT. UYTo6bl oTpaXkaTb aKkTyasbHble Yrpo3bl U YCMELHO
NpPOTMBOAENCTBOBATbL CNOXHbIM KubepaTakam, Heo6xoaum
KOMMAEKCHBII, CUCTEMHBI MOAXOA K MOCTPOEHMIO 3alnThl BusHeca.

[ GG S 11 113} — aTO NnHelKka peLueHuid, KoTopas
[aéT opraHn3aumngam Bcé Heobxoanmoe Ans NoCcTENEHHO nnn

OopHOYaCcTHOI peanusaumm 3Toro Noaxoaa U NOCTPOEHUS HafEeXHOW
W apanTuBHOM cuctembl kubepbesonacHocTu. Bce anemeHTbl aTol
9KOCUCTEMbI AOMOJHSIOT U YCUNMBAIOT APYT Apyra.

Bceo6bemniowumii nogxop K 3awmrte 6usHeca
ANS KOMMNaHWiA, KOTopble CTPeMATCS 6bITb
nepebiMU 1 AenatoT war B 6e3onacHoe byayuuee.

MoBbieHne
YPOBHS 3aWUThbI

KnbepbesonacHocTb B BUPTYO3HOM
UCMOJSIHEHU CTAHOBUTCS BO3MOXHOIA
Gnaropaps:

* MPOBEPEHHBLIM 1 YAOOHBIM
WHCTPYMEHTaM ANs BaLlnX
NB-akcnepToBs

* NepenoBbiM TEXHONOIMMAM, KOTOPbIe
onmnparTcd Ha MHOrONEeTHWI OMbIT

* LOCTOBEPHbLIM U PENIEBAHTHBIM
OaHHbIM O Kubepyrpo3aax




BasoBag 3awuTa

q)yHD,aMeHTOM ﬂMHeMKI/I AaBNdeTCqd
MOLLHas 3almnTa paboumx MecT —

Kak GU3nYecKnx n MOBUIbHbIX, TaK

1 BUpTYyanbHbIx. Ha ypoBHe Kaspersky
Symphony Security komnaHusm
LOCTYTHbI MOLLHbIE CPEACTBa
I'IpeBeHTI/IBHOIZ 3allnThl, I/IHCprMeHTbI
KOHTPO4, YNpas/eHVe YA3BUMOCTAMM
N LEeHTpanmn3oBaHHas ycTaHOBKa

NCMpaBneHniA, a TakxXe MHOroe Apyroe.

1 Security (EPP)

CoctaB Kaspersky Symphony

Kaspersky Symphony TS Al ER TSR A nos omy

Ka)kaaa opraHu3aums MoXeT nogobpaTtb cebe noaxopsduiee
pelueHne B 3aBUCMOCTIY OT NOTPeBHOCTEl B 3awMTe U UMeloLLelics
aKcnepTU3bl B o6nacTn nuHpopmaLMoHHON 6e3onacHOCTH:

MpopBuHyTaqa 3awuTa

W Kaspersky Symphony EDR,

n Kaspersky Symphony MDR
OTKPbIBAIOT 419 AenapTaMeHTa

VB paclumpeHHble BO3MOXHOCTM

B o6nacTn NpoT1BoaecTBUS 6onee
CIIOXHbIM KMbepyrposam, CoCoBHbIM
0b6xoanTb 6a3oBble CPeACTBa 3aLLUTHI,
OfHaKo MPeAcTaBnaloT coboii ABa
pasHbIx Noaxona k obecrneyeHuio
©6e30oMnacHOCTU: Ha OCHOBE
co6CcTBEHHO akcnepTusbl (Symphony
EDR) nnu c nomMmoLLblo BHELLHUX
akcnepTos (Symphony MDR).

BcecTtopoHHss 3awumTa

KomnaHusim, paboTatoLumm

B OTpacsx, KoTopble Hanbonee
noABepP>KeHbl HanaaeHNIo OnacHbIX
K1b6eprpynnmpoBoK 1 obnagatoT
COBCTBEHHOI 9KCMEPTU30M, byaeT
Hanbornee NHTEPECEH BEPXHNIA
ypoBeHb — Kaspersky Symphony XDR.
OH nosBonseT BHEAPUTb KOHLEMLNIO
XDR, koTopag cerogHa aBnseTcs
Hanbornee NepcnekTUBHOWN C TOYKM
3pEHVS NPOTUBOAENCTBUS CIOXHbBIM
Knbepyrposam 1 LiefieHanpaBieHHbIM
aTakam, B TOM uncne knacca APT.

M6kunii BbIGOP

MopnbepunTe ypoBEHb 3aLLThI, KOTOPbIN
NMOAXOANT MEHHO BalleMy BU3Hecy.



PDyHKUMOHaNbHOE CpaBHEHMNE
ypoBHeln Kaspersky Symphony

Kaspersky Symphony — X1 eR R TEY eI s

KOMMaHwuii ¢ pasHbiMu NoTpebHocTaMu B 06nacTu HGopMaLUMOHHOI
6e3onacHocTn. Bbl MmoxeTe BbiIGpaTh TO pellueHre, KOTopoe nyylle
BCEro oTBevyaeT BallMM 3agavam, a 3aTeM MacTabuposaTb 3alunTy,
nepenps Ha APyron ypoBeHb.

Kaspersky Symphony Security EDR MDR XDR

YpoBeHb 3aluThl BasoBagd [lepenoBas [TepenoBas PaclwmpeHHasa
cobcTBEHHAs cobcTBEHHA ynpasnsgemas cobcTBEHHA
3awmTa 3awmTa 3awmTa 3awuTa

ABTOMaTUYECKas 3aLLMTa KOHEYHbBIX
Touek (Ppursnyeckmx, MoOBUNbHbIX
1 BUPTYarsbHbIX) OT MacCOBbIX Yrpo3

MNepenoBoe o6HaApPYKEHME CIOXHbIX
Yrpo3 Ha YPOBHE KOHEYHbIX TOYEK
N pearnpoBaHue Ha HUX

3awuTa 3J'IeKTpOHHOI7| MoYTbl M aHanns3

ceTeBoro Tpaduka

KomnneKkcHbI MOHUTOPUHE
1 koppenauunsa cobbituin b
(+ mopynb [ocCOIKA)

YnpaBneHve aHanuTnyeckumm
LaHHbIMU O KNbepyrposax

[NoBbiweHne KnbeprpamoTHOCTH



2 1

nyTb nyTb

Kaspersky
Symphony Security

ObLwenpraHaHHas
dyHOamMeHTanbHas 3almTa
knacca EPP (Endpoint
Protection Platform)

OT MaccoBbIX Knbepyrpo3
pasHoli CTeneHn CNoXHOCTW,
noaAep>XK1BaioLLas BCe TUMbl
KOHEYHbIX TOYEK: MOBWIIbHbIE,
dburanyeckre 1 BUpTyanbHble.

Kaspersky
Symphony MDR

YnpaBnsemas akcrnepTHas
3alLMTa MUPOBOrO YPOBHS

C BK/IIOYEHHO 3aLLMTON
knacca EPP n 6asoBbivu
BO3MOXHOCTAMU EDR
(Endpoint Detection and
Response). MoHuTOpUHrom
3aHMMAalOTCH 3KCMepThl
«JlabopaTtopuu Kacnepckoroy,
a BHYTpeHHsas komaHaa Vb
MOXET AepxXaTb PyKy Ha nynbce
NMPOVCXOASLLErO U1, K MPUMEPY,
CcKaHVpoBaTb NHGPACTPYKTYpPY
Ha VHAMKaTOopPbI
KoMMnpoMeTaLun, NPOBOANTb
aHanuMs NepBonpPUYnH

1 pearnpoBaTb Ha Yrpos3bl.

Kaspersky
Symphony EDR

MoLHoe pelleHne Knacca

EDR (Endpoint Detection and
Response), paspaboTaHHoe
LNs 9KCNepToB B obacTu

NB. koTopoe B cuHeprum

C BKJIIOUEHHOU 6a30BoiA
3aLUMTON KOHeYHbIX Touek (EPP)
NMo3BONSET aBTOMaTUYECKN

1 NPOaKTUBHO NCKaTb Yrpos3bl,
NPOBOAUTL paccnenoBaHns
WNHLOEHTOB 1 YCTPaHATb
CINOXHble aTaKy, HanpaBeHHbIe
Ha MHPPACTPYKTYPY KOHEYHbIX
ycTpoiicTs. KomnnekcHas
3allMTa KOHEYHbIX TOYeK

Ha Ba3e egMHOro areHTa
NMO3BONIET 93KOHOMUTb

Ha 06CNy>KMBaHNN Y NOALEPXKKE
YCTaHOBJMIEHHbIX MPOAYKTOB

N MUHUManbHO BANSET

Ha NPOV3BOANTENBHOCTb.

PasHuua noaxonos K 3awmre
B pamkax Kaspersky Symphony

Kaspersky
Symphony XDR

KomnnekcHas nnatdopma
knacca XDR (Extended
Detection and Response) ong
MOHUTOpPVHra cobbiTuii VB,
NpPoaKkTUBHOIO NOnCcKa yrpos

N pearnpoBaHns Ha CoXHbIe
WHLMAEHTbI B pamMKkax Bcei
nHPpacTpykTypbl. Kaspersky
Symphony XDR sawuuiaet
MHOFOYNCEHHbIE TOYKM

BXOAa NOTEHLManbHOM yrposbl
(KOHEYHble TOUKIN, CETb, MoYTa),
noBbILLaeT KN6eprpaMoTHOCTb
PSLOBbBIX COTPYAHMKOB

1 Nerko BCTpamnsaeTcs

B CYLLECTBYIOLLYIO CUCTEMY
6e3onacHocTu. Takxe

9TOT YpOBEHb NOMOraeT
COOTBETCTBOBaTb TPEOOBaHMSIM
perynaTopos, B TOM Yncne
6naropaps moaynto locCOTMKA.

1
RAEN cOBCcTBEHHOMEEIM 3 {5

nyTb

PacwwupeHue

M mpaensemoi

3aLlnTbI



Kaspersky Symphony
No3BONSET:

CospaTb ananTUBHYIO CMCTEMY
6e3onacHocTu, 3 beKTUBHYIO
npoTuB Knbeparak no6oi
CNoXHOCTU

Hape>Ho 3awmTuTb rnaeHbie
BEKTOPbl BO3MOXHOro MpoBeAeHNS
Knbeparak

MpepoTBpaTUTH yLep6 oT LieneBbix
KnbepaTtak Uim yMeHbLINTb
ero nocneacTeus

YMeHbLWUTb Harpy3ky

Ha cneuunanucToB UB 3a cueTt
YAOBHbIX UHCTPYMEHTOB

1 NpoAyMaHHo aBToMaTu3auum

CHW3UTb posib YenoBeYeckoro
dakTopa 6naropaps UHCTPyMeHTam
KOHTpons n nnatdopme Ana
NoBbILEHUS KNGEeprpaMoTHOCTMN

O6ecneunTb COOTBETCTBUE
Tpe6oBaHMSAM 3aKOHOAaTENbCTBA
1 perynupyoLmnx opraHos

Me>xpyHapoaHoe npusHaHue

B kaxxablin ypoBeHb Kaspersky Symphony BxoastT npoaykThi,

R EEIM P ERELTEl aHanuTMKoB, HesaBucuMbIx nabopaTopuii
W KNIMEHTOB no Bcemy mupy. OHu noBbiwatoT 3¢ PeKTUBHOCTb

Baweii komaHabl VIB n nomoratoT Bawemy 6nsHecy passmBaTbca —
YCTOWUYNBO M rapMOHMUYHO.

Gartner
peerinsights

customers’
choice

2021

Gartner
peerinsights

customers’
choice

2020

Mo6epuTensb Gartner Peer Insights Customers’ Choice B kaTeropuu
«EDR-peweHusa» B 2020 r., <kEPP-pewweHua» u «natdopmbl
noBbieHNs kubeprpamoTHocTu» B 2021T.

=IDC

KnioueBoii urpok B obnactn
3alUUTbl KOHEYHbIX YCTPOWNCTB
Ans 6usHeca no Bepcun IDC
MarketScape B 2021r.

FORRESTER

Jlupep B obnacTtun

CEepBUCOB onepaTUBHOro
nHopMMpPOBaHUNS

0 Kubepyrposax no AaHHbIM
Forrester Wave: External
Threat Intelligence Services
B2021r.

é@THE RabpIicaTI GROUP, INC.

ATECHNOLOGY MARKET RESEARCH FIRM

Bepywwinin urpok B o6nacTtu 3awmtbl or APT-yrpos no gaHHbIM
nccnepoBaTtenbckon komnaHum Radicati Group B 2021r.

MITRE | ATT&CK

KauecTBo 06Hapy>keHuns knbepyrpos peweHnamm «JlabopaTtopumn
Kacnepckoro» noareepxxaeHo oueHkamu MITRE ATT&CK, SE Labs,
AV test u gpyrumun He3aBUCUMbIMU TECTOBbIMU NabopaTopusimm



25 neT BMecTe

MeuTbl ABUralOT HaC 3a rpaHunLpl
BO3MOXHOro. EBreHui
Kacnepckuii cosgan KoMmmnaHuio,
0 KOTopoW meyTan. Ml BoT

y>xe 25 net «JlabopaTopus
Kacnepckoro» obeperaet
MeUTbl CBOVIX MapPTHEPOB

1 Nofib3oBaTenen, 3alluniLlas

NX peanbHOCTb.

www.kaspersky.ru

© 2023 AO «JlabopaTopusi Kacnepckoro.
3BaperncTpupoBaHHble TOBapHbIE 3HAKW 1 3HAK
06CJ‘Iy)KVIEaHVI9I ABNAOTCSH COBCTBEHHOCTHIO

nx NnpaBoo6nagaTeneii.

CucTtemHbIi noaxopn,
K 3auTe busHeca

Kaspersky Symphony — aTo npoaymaHHas akocucTema
NpPoAyKTOB, CEpBMCOB 1 TexHonoruii. OHn aelicTByloT coobLua,
AOMONHSAIOT APYT APYra 1 NOBbIWAT NPOAYKTUBHOCTL Ny 66l B
3a cuyeT B3aMMOCBSA3aHHbIX U YA06HbIX B MOBCeAHEBHOI paboTe
WHCTPYMEHTOB.

Kaspersky Symphony apantupyetcs noa Bawm 3agauu
1 noTpe6HOCTU, MoMoras No/lyYnTb MaKCUMasbHYO oTaauy
OT NHBECTULNIA.

EpunHbIil napTHep no kmbepbe3sonacHocTu.
BuauT nonHylo kapTuUHy npoucxopsLiero,
CHUXaeT N3pepXXKKn n faét yBepeHHOCTb
B 3aBTpaLLHEM OHe.

Kaspersky
Symphony

Moapo6bHee


https://www.kaspersky.ru/enterprise-security/symphony

