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3AABNIEHUE O COBMECTUMOCTHU

between

Mexay

Kaspersky Industrial CyberSecurity for Networks
4.2

Kaspersky Industrial CyberSecurity for Networks
4.2

the product of

ABAAIOLLMMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «JlabopaTtopua Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccua, Mocksa,
JNlenuHrpaackoe wocce, a. 39A, c1p. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHewem nmeHyembimm KICS for Networks
u «/labopaTtopua Kacnepckoro» COOTBETCTBEHHO

and

n

Software complex information and control
SCADA-system "Kaskad"

Komnnekc nporpammHbiii  MHGPOPMaLUOHHO-
ynpasnawowmit SCADA-cucrema «Kackap»

the product of

ABAAOWNMCA NPOAYKTOM

“Kaskad-ASU” LLC

000 «Kackap-ACY»

“Kaskad” and “Kaskad-ASU” respectively

Russia, 428000, Chuvashskaya Respublica- | Poccus, 428000, Yysawckaa Pecnybnuka-
Chuvashia, Cheboksary, proezd | Yysawws, r. Yebokcapsl, npoesg,
Mashinostroiteley, 1 KG MawuHocTpoutenew, a.1 KI

hereinafter referred to as SCADA-system | B ganbHeiiwem umenyembimn SCADA-cuctema

«Kackap» n «Kackag-ACY» COOTBETCTBEHHO

SCADA-system “Kaskad” is a SCADA system that
allows you to create software and hardware APCS.
KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

SCADA-cuctema «Kackag» — macwrabupyeman
SCADA-cucTema, npeaHasHayeHHasn ana
MOCTPOEHMA  aBTOMATU3UPOBAHHbLIX  CUCTEM
yrnpaBAeHUA TEXHONIOrMYECKMMM NPOoLLeCCamMu.

KICS for Networks -— cneuvanusnMpoBaHHbIN

NpoAayKT NPOMBILWNEHHOTO Kfacca,
npeaHasHayYeHHbIN ans WMHBEHTapM3auum,
MOHWTOPUHIA, BbIABAEHWA PUCKOB U Yrpo3

MPOMBbILLAEHHBIX MHPPACTPYKTYP. ABAAACH HaCTbIO
peweHuna Kaspersky Industrial CyberSecurity,
NPOAYKT npezocTasnseT BO3MOXHOCTb
BbiABAEHNA  yrpo3  KubepbesonacHocTn
aHomanui naccusHbiMm 06pasom Ha OCHoBe
aHanM3a  Konuu  ceTteBoro  Tpaduka, U
(oNUUOHANbHO) AAHHBIX TENEMETPUU C YCTPOUCTB,
sawmileHHblx  npoayktom  KICS for Nodes.
PeweHne npegocraBAAeT WHCTPYMEHTbl AnA
paccnegoBaHWA M PYYHOTO pearnpoBaHnA Ha
yrpo3bl Ha YPOBHE 3alMilaeMblX YCTPOUCTB W
CeTeBOi MHGPACTPYKTYPbI.

“Kaskad-ASU” and “Kaspersky" hereby agree on
the following statement regarding possibility to
use the listed products on a common system and
their compatibility and contribution to fulfillment
of cybersecurity requirements:

«Kackag-ACY» u «Jlabopatopua Kacnepckoro»
HaCTOALLUM noaTBepXAAI0T cnepywoulee
3aABNeHNE  OTHOCUTENbHO NCNoJb30BaHNUA
yKa3aHHbIX NPOAYKTOB B pamMKax OHOM CMCTeMbl,
ux COBMECTUMOCTM " BK/Maga
B BbINo/IHeHWe TpeboBaHmit knbepbesonacHocTk:

=""ACY

kaspersky



“Kaskad-ASU” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

«Kackap-ACY» n «Jlabopatopua Kacnepckoro»
nposenu BCECTOPOHHUE TecTbl
Ha COBMECTUMOCTb WX  TMPOAYKTOB  npH
0oAHOBpeMeHHOU paboTe B cocTaBe eguHOMN
cuctembl. B pesynbtate TectuposaHma 6biio
YCTaHOB/IEHO, YTO MPOAYKTbl, € YY4ETOM KX
MHAMBUAYANbHLIX  CUCTEMHBIX  TpebosaHuii,
ABNAIOTCA COBMECTUMbBIMMU ] MOTyT
MCNONb30BaTLCA B COCTABE €AMHON CUCTEMDI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements of the FSTEC in industrial
automation process control systems

B cnyyae yCTaHOBKM M MCNO/Ib30BAHWA YKA3aHHbIX
MporpammHbIX NPOAYKTOB B pamKax eanHOW

cuctembl  3TOo  obecnedmBaeT  BbINOJIHEHUE
OCHOBHbIX  Tpebosanuit  ®CTIK Poccum,
npeabABAAEMbIX K MHOOPMALMOHHOM

n Knbepbes3onacHOCTM B aBTOMAaTU3UPOBAHHbIX
cucTemax ynpaBneHus NPOMbILLAEHHbIX
06beKToB.

AO KASPERSKY LAB
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