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Kaspersky
NGFW

95%

NokasaTenb 06Hapy>XeHus
1 MPefoTBPAaLLEHNS CETEBBIX YrpO3
¢ nomoupto IDPS (Detection Rate)*

180 I'éut/c

MpownssoauTensHocTs Kaspersky
NGFW B pexunme L4 FW + Application
control**

5000+

Pacno3HaBaembix MpUnoXeHnin
C MOMOLLbto cobcTBEHHOrO DPI

7 000+

MNopaepxneaemMblix curHaTyp IDPS

20 000+

MopnepxvneaeMblx Npasun Firewall

@ ©)

BbibpaHHas
annapaTHas
nnatdopma
Stan
Adve

Heobxoonmblii
BapuaHT peLLeHns:

BBepneHue

Kaspers — MEXCETEBOW 9KPaH HOBOIrO MOKONEHNS Ha
OCHOBe rnobanbHOM 3KCNepPTU3bl 1 NepenoBbIX TEXHONOTrMIA. [poayKT
3aLLMLLLEaET KOPrNopaTMBHYIO CETb KOMMAHWI OT LUMPOKOro CrnekTpa
KNBepyrpos, KOHTPONMPYET aKTUBHOCTb MPUIOXEHWNN 1 CEPBUCOB,
No3BonseT 9PPEKTUBHO YyNpaBndTb TPAGUKOM 1 ONTUMUSUPYET
NPOV3BOANTENBHOCTb MHPPACTPYKTYPbI.

Mop kanotom Kaspersky NGFW HaxoasTcs COBCTBEHHbIE TEXHONOMN,
JokasaBLume aPPEKTUBHOCTb B COTHAX HE3ABUCKMbIX TECTOB U
HenocpenCcTBEHHO B MHPPACTPYKTypax 3aKkas3umnkos. [poaykT
npegnaraeT WMPOKWI CMEKTP MHTErPaLMOHHbIX CLEeHapueB,
NPO3pPaYHYIo NOANTUKY JINLEH3NPOBAHWS I BOSMOXHOCTb
KOMPOPTHOM MUrpaLLn C peLLEeHNN APYTrX BEHOOPOB.

Mopsapok nuueH3npoBaHS

OB6bEKTOM NNLEH3NPOBAHMS IBNFETCS KaX bl MEXCETEBOM
aKpaH HoBoro nokoneHud (Kaspersky NGFW) B Buae nporpaMmHo-
annapaTtHoro komriniekca (MAK) nnv BupTyanbHOro UCMONHEHNS.

[nsa kaxxaow nnatdopMbl MPUoBpeTaeTCs COOTBETCTBYIOLLLASA el
NULIEH3MS Ha NporpamMmvHoe obecnedeHune ([10) B BapmaHTe Stan

nnn Adve C BKJIKOYEHHbBIM YPOBHEM HEOBXOAMMOrO TEXHNYECKOrO
obcnyxvBaHus, Prer mnu Premiu

N9 BO3MOXHOCTM LLEHTPanM3oBaHHOro cbopa, NpocMoTpa 1 aHanmsa
cobbiTuin 6esonacHocTu Kaspersky NGFW B koHconm ynpaBneHus
Open Single Management Platform (OSMP) oononHuTensHo
Heobxoanma akTnBaung niueHsnin Kaspersky NGFW Log Analyzer.

Kaspersky NGFW
@ Log Analyzer (mogynb

aHanUTUKN Ha base
MNMoaxoasimin ypoBeHb OSMP ¢ noaxoagimm

o *kk
TEXHNYECKOW MOAAEPXKKU: Konmyectsom EPS***)

Prer nnn HO [0 KOHLa
Premit 5ropa

Ins passepTbiBaHns Kaspersky NGFW B Buae knactepa Heo6xoanmMo NpruodbpecT NNLEHIMIO A9 KaXK 40
annapaTHo NnaTdopMbl, BXoAdLLeN B ero cocTaB. [prnobpeTeHne annapaTHon nnatopmMbl 6e3 nrueH3nm Ha
MO ponyckaeTcd ToNbko s dopmMmmposanus 3UAM.

MoopobHasa nHpopmMaums o BapuaHTax pelleHns Kaspersky NGFW, onvcaHve ypoBHEN TEXHNYECKO
NOAAEPXKKN U rapaHTUN Ha annapaTHble NNaTPOPMbI, @ Tak>Ke NOAHbBIV CMINCOK NULLEH3NIA
npeacTaBneHbl B COOTBETCTBYIOLLMX pasfenax 4OKYMeEHTa.

* NanHble IXIA BreakingPoint, Strike Level 3 1 5, 2521 nonbiTka aTtak
** TectupoaHne nposoauiock ¢ 20 000 npasun Firewall v BKIOUEHHbIM TOrMpoBaHNEM

*** Events Per Second (CObbITUS B CEKYHAY)



YpoBHU 1 BO3MOXXHOCTU Kaspersky NGFW

PewweHue Kaspersky NGFW npeactaBneHo B ABYX BapmnaHTax:

Standard ( nced

Kaspersky Kaspersky

NGFW NGFW
MNpenocTaBnseT BCe HEOBXxoaMMble [MpepnaraeT paclpeHHbIe
NHCTPYMEHTHI YrpaBnieHnsa 1 BO3MOYXHOCTU O/191 KOHTPOA BE6-
MOHUTOPUHIra, KOHTPONSA CETEBbIX PECYPCOB VI MOCTPOEHNS KOMIMIEKCHOM
COEANHEHNIA U 3aLUUTbl OT CETEBLIX YTPO03. 3aLLUNTbl KOPNOPaTMBHOWM CETW.

Bo3amoXXHOCTH Stai Adv:
praBneHme, LleHTpannsoBaHHOE ynpasneHne 1 MOHUTOPWVHT ] .
MOHUTOPWHIE
MapLupyTrsauns ° °
N NHTEerpaung
B CETb VRF . °
KoHTposnb MexceTeBoW aKpaH C OTCNeXmBaHNEM COCTOSHNS ° °
ceTeBbIX ceccui (Stateful Firewall)
CoeanHEeHN User-aware nonnTukm ° °
KoHTponb Tpadrika MpunoxXeHun ° °

¢ nomoLubto Deep Packet Inspection (DPI)*

-_)@ 3awuTa SSL/TLS-nHcnekums ° o
> OT CeTeBbIX
CucTtema 0bHapy>KeHVs 1 NpefoTBpaLleHs ° °
yrpos BTOPXEHUI (IDPS)*

AHTUBMPYC + NHTerpaung ¢ Kaspersky Security J °

Network*
? KoHTponb MNposepka penyTaunn URL-agpecos + nHterpaums ¢ °
= O Be6-pecprOB Kaspersky Security Network*

Be6-dunbTpaums + MHTerpaums °
¢ Kaspersky Security Network*

MNpoeepka DNS-Tpaduka* °

B pamkax ogHoOM MHCTannaumMn AonyckaeTcs KOM6HUpoBaHue nuueHsnin Standard n Advanced.

r JInueHsnm Kaspersky NGFW vl JInueHsnm Kaspersky NGFW
ﬂpl/lMGp L Star | & Adva

Ka>kaplii BapmaHT peLueHns BKIoYaeT B Cebs TEXHNYECKYIO MOOAEPXKKY B COOTBETCTBUN C
@ BblIBpPaHHbIM YPOBHEM 06CYKMBaHWS: Premium mnnv Premium Plus. IHdopMaums 06 ypoBHSX
TEXHNYECKOWN NOAOEPXKN NPEeACTaBNEHa B COOTBETCTBYIOLEM pasaene AOKYMEHTa.

* OYHKLMW NPOOOIKaT paboTaTb MOCE OKOHYaHWS CpoKa AENCTBUS NMNLEH3N, HO OBHOBEHNE COBCTBEHHbBIX 6a3 1
B3anmopnencTsue ¢ Kaspersky Security Network HegocTynHo



AnnapaTHble 1 BUPTYyasbHble naTdopmbl

JlnHenka KX (Kasy — CEeMEICTBO CEeTEBbIX annapaTHbIX NnaTdopM, paspaboTaHHbIX
cneuvanbHo ans pewenus Kaspersky NGFW. 9Tu ycTponcTBa o6ecneynBatoT BbICOKYHO
NPON3BOANTENBHOCTb, HAAEXHYIO 3aLUNTY OT KMBEPYrpPO3 1 MacLLTabrpyeMoCTb A9 Pa3nNYHbIX CLLEEHapEB
VCMOb30BaHUSI.

MpOn3BOANTENBHOCTL B PEXMME 10 Feut/c 40 réut/c 100 réut/c 180 6ut/c
L4 FW + Application Control**
Mpon3BOANTENBHOCTD B PEXMME 3revt/c 10 réut/c 20 réut/c 50 IeuTt/c
NGFW (L4 FW + Application
Control + IDPS)**
VHTepdeiicsl - 6x10/100/1000 - 4x10/100/1000 - 4x10/100/1000 - 4 x10/100/1000
Ethernet RJ45 Ethernet RJ45 Ethernet RJ45 Ethernet RJ45
- 2 x SFP+ - 8 x25G SFP28 - 8 x 25G SFP28 - 8 x25G SFP28

- 4x100G QSFP28 - 4x100G QSFP28 - 4 x100G QSFP28

B pamkax nuHenkun KX-Series [oCTynHbl Tak>ke BUPTYyasbHble ncnoiHeHns — vKX. OHu npegHasHayeHsbl

ans passepTbiBaHng Kaspersky NGFW Ha cob6CTBEHHbIX pecypcax 3akasurka 6e3 HeobxoANMOCTH
1CMNoNb30BaHNg annapaTHbIX N1aTdopM. B aHHbI MOMEHT AOCTYMNHO BUPTYaibHOE UcnonHeHmne Kaspersky
NGFW vKX-8.

VK>

Bonee nogpobHo n3yunTb NuHelky KX-Series
MPON3BOANTENBHOCTL B PEXVIME 1.5T6nT/c MO>XHO B HaLLEM KaTanore 060pya0BaHIst
L4 FW + Application Control**

MponsBOONTENBHOCTb B PEXMME 800 MeuT/c

NGFW (L4 FW + Application
Control + IDPS)**

MMnepBm3opsbl KVM n VMware ESXi

lapaHTUS Ha annapaTHble NNaTPopMbl NprobpeTaeTcs oTaeNbHO. Ha BUpTyanbHble nnatdopmMbl
@ rapaHTus He TpebyeTcs. ViHdopmaums 06 ypoBHE rapaHTUNHOrO 06CNyXMBaHNS NPEACTaBNeEHa B
COOTBETCTBYIOLLEM pasaene AOKYMEHTA.

* Mogenb 6yneT oocTynHa oceHbto 2025 roaa ¢ sepcun Kaspersky NGFW 1.1, nokasaTenu NponsBOANTENbHOCTU OPUEHTNPOBOYHBIE
** TecTnpoBaHve nposoaunock ¢ 20 000 npaswn Firewall 1 BKKOYEHHBIM TOrMPOBaHNEM


https://kas.pr/ngfw_hardware_catalogue_kx

Cnuncok nnueH3unm

OCHOBHbIE NNLEH3UN

Kaxxgon nnatdopme cooTBETCTBYIOT cBoM NnueH3unn Kaspersky NGFW B BapmaHTax Standard u Advanced.

[MnaT

KX-100
KX-400
KX-1000*
KX-3500

vKX-8

Kaxxgas nuueH3uns BkntoyaeT B CeBS TEXHMYECKYIO Noaaep XKy Premium nnu Premium Plus B 3aBUCKMOCTI

Jlnue

Kaspersky NGFW KX-100 Standard
Kaspersky NGFW KX-400 Standard
Kaspersky NGFW KX-1000 Standard
Kaspersky NGFW KX-3500 Standard

Kaspersky NGFW vKX-8 Standard

OT HEOBXOAMMOrO YPOBHS OBCYXMBAHWS.

LononHnTenbHble NMUEH3NN

Iy

Kaspersky NGFW Log Analyzer

-o KoHua 2025 roga

CMmeHHble onTuyeckmne Moaynu

CepTudunkaTtbl Ha paclMpeHHYIo rapaHTuio Hardware MSA onsa annapaTHbIX

nnatdopm

Kaxxpon nnatdopme COOTBETCTBYET CBOM cepTudukat Hardware MSA.

MnaTe

KX-100
KX-400
KX-1000*

KX-3500

* Mogenb 6yneT AocTynHa oceHbto 2025 roaa ¢ Bepcum Kaspersky NGFW 1.1

Onn

Kaspersky NGFW KX-100 Advanced
Kaspersky NGFW KX-400 Advanced
Kaspersky NGFW KX-1000 Advanced
Kaspersky NGFW KX-3500 Advanced

Kaspersky NGFW vKX-8 Advanced

Mogynb aHanuTuky Ha 6a3e Open Single Management Platform B cooTBeTCcTBUM C

HeobxoaMMbIM NapameTpoB EPS**

PasnunuHble ceTeBble HTEpderchl SFP, SFP+, SFP28, QSFP28

CeprTi

Kaspersky Maintenance Service Agreement NGFW for HW KX-100-KAT1

Kaspersky Maintenance Service Agreement NGFW for HW KX-400-DAT1

Kaspersky Maintenance Service Agreement NGFW for HW KX-1000-DA1

Kaspersky Maintenance Service Agreement NGFW for HW KX-3500-DAl1

** Events Per Second (CobbITVS B CEKYHAY)



TexHn4yeckas nopnep>Xka n rapaHTyg Ha annapaTHble

nnatpopmbl

[nga Kaspersky NGFW gocTynHO aBa ypOBHS TEXHNYECKOW NoaAe

PXKKM:

Premium

BasoBble napameTpbl

- 3anpocbl 06pabaThiBalOTCS SKCrepTamm
«JlabopaTtopun Kacnepckoro»

- [puopuTteTHas TenePoHHad NNHUS B peXMe
24/7 BNs KPUTUYECKUX CUTYaLMIA

- YpoaneHHoe noaknoyeHmne npwn HEoBXoaMMOCTH

Mprem 3anpocoB No NHUMAEHTaM

YPOBEHb KPUTUYHOCTI 1 B pexmme 24x7,
ocTanbHble ¢ 10:00 no 18:30 (no MockBe)

Bpems peakumnm Ha MHUWAEHTbI

YpOoBeHb KpUTUYHOCTU 1 — 2 yaca*

YpoBeHb KPUTUYHOCTU 2 — 6 pabourx YacoB
YpoBEHb KPUTUYHOCTU 3 — 8 pabourx YacoB
YpoBeHb KpUTUYHOCTU 4 — 10 pabounx 4YacoB

KoHTakTHblE nnua

4 — BOBMOXXHOE KONNYECTBO KOHTaKTHbIX JINL,

Premi

-

BasoBble napameTpebl

- 3anpocbl 06pabaThiBalOTCS aKCrepTamMm
«JlabopaTtopun Kacnepckoro»

- [NpuopuTeTHas TenePoHHad MNHUS B pexXMe
24/7 BNS KPUTUYECKUX CUTYaLMI

- YpoaneHHoe noaknoyeHmne npwn HEOBXOAMMOCTN

Mprem 3anpocoB No NHUMAEHTaM

YPOBHW KPUTUYHOCTU 111 2 B pexmme 24x7,
ocTanbHble ¢ 10:00 no 18:30 (no MockBe)

Bpems peakunn Ha MHUWAEHTDI

YpoBeHb KpUTUYHOCTU 1 — 30 MUHY T*
YpOBEHb KPUTUYHOCTU 2 — 2 Yyaca*

YpoBeHb KPUTUYHOCTUN 3 — 6 pabourix YacoB
YpoBeHb KPUTUYHOCTM 4 — 8 pabourx YacoB

KoHTakTHble n1ua

8 — BOBMOXXHOE KONMNYECTBO KOHTaKTHBbIX JINL,

CO CTOPOHbI KNINEeHTa

\_

CO CTOPOHbI KSIMEeHTa

- [NepcoHanbHbIM TEXHNYECKNIA
MeHenxxep

0 ﬂpe,EI,OCTaBJ'IeHI/Ie OTYETOB KITMEHTY
Mo OTKPbITbIM UHLUWOEHTAM

[N 0QHOM MHCTaNNSALMM MOXHO BblbpaTb TOMbKO eAVHbIN YPOBEHb TEXHNYECKOWN NOAOEPXKKN — NNOO
Premium ans Bcex nprnobpeTeHHbix nnueH3unin Kaspersky NGFW, nn6o Premium Plus. Kom6uHnpoBaHme

YPOBHEN HE OOMYyCKaeTCs.

JInuensnm Kaspersky

NS

Cal

Tnuensum Kaspersky Bees nilichani

NGFW Standard NGFW Advanced %
npl/l mMep C TEXHUYECKOIA C TEXHUYECKOM Sl ackon
i v noaaepXKon
MOAAEPXKKOM MOAAEPXKKOM )
Premium
Prer Pren

* B Hepabouee BpeMs Heo6xoanMo AOMONHUTENBHOE OBpalleHne No TenedoHy



[na annapaTHbIX N1atdopm MoaensHoro pana KX-Series OCTynHa TONbKO pacLUMpPEHHas rapaHTug

(Hardware MSA).

PacwunpeHHas raj

&

Cpok

BO3MOXHOCTb eXXerogHoro NpoaneHus
0O Tpex NeT yYepes «JlabopaToputo
Kacnepckoro»

O

MNoppep>xka

- [NepBas NMMHUS NOLOEPXKKN B
«JTabopaTopun Kacnepckoro»

- [locnenytoLmin MOHUTOPUHI
3aKpbITUS UHLMOEHTa nocne
nepenayv o6opyaoBaHNs
NPOU3BOAUTENIO UM ero NapTHePY

nql

Tuvn o6cny>XmnBaHns

On-site (Ha MecTe akcnnyaTauum
obopynoBaHus)

0
mp

3ameHa yCTponcTB

- ABaHCOBas 3aMeHa C OTrpPy3KoW Ha
CNenyoLnI KaneHaapHbI AeHb C
CEPBUCHOro cknaga B Mockee

- BO3MOXHOCTb CO3AaHNS
noaMeHHoro GoHaa B pervnoHax ans
obecneyeHns GbICTPON OTrPY3KM
npwv YCNOBUW NPeLOCTaBNEHNS
«JlabopaTtopum Kacnepckoro»
NHdOPMaLUM O MECTE YCTaAHOBKM
ycTponcTea**

Kak npnobpectun Kaspersky NGFW

KX-Series

Premium Plus

noanep>xXku

KX-Series

@@ @O

onTnyeckmne Mmoaynm

BbibpaTb 1 KynNTb HEOBXOANMOE
KONMYECTBO annapaTHbIX NnaTtdopm

BbibpaTb HEOBXOOVMBI BApUaHT
TEXHNYECKOW NoAAeP>XKKM — Premium vnm

[N kaxxgon nnatdopMbl NPUOBPECTN
nueHsuto Kaspersky NGFW (Standard
vnn Advanced) ¢ BbIGpaHHbIM YPOBHEM

Mpy HEOBXOANUMOCTU KYMNUTb PaCLUMPEHHYIO
rapaHTuIo Ha annapaTHble NnaTdopMbl

OnumoHanbHO NPMOBPECTU CMEHHbIE

* 3a ncknoyeHmnem ):I,eCDeKTOB. BO3HVKLUMX MO BUHE KNEHTa

** MyTeM akTuBaumm cepTudrkaTa pacLMPEHHOM rapaHTK C yka3daHUEM MECT YCTaHOBKM OB0PY00BaHNS
yepe3d Company Account n/vnu Yepes NPefOCTaBAEHE COOTBETCTBYIOLLEN MHDOPMaLLMK [TapTHepY

-

JlorncTumka
3abop AedeKkTHOro 1 4oCTaBKa
OTPEMOHTUPOBAHHOMO KW

NOAMEHHOro O6OPYAOBaHNS 3a CHET
npovssoauTend*

0

Mpnem 3anpocos
1 Bpems peakuum

- Mpuem 3a9Bok B pexume 24/7
- Bpewms pearvpoBaHug o 24 yacos

Mpumep

7 annapaTHbIX niathopm
Kaspersky NGFW KX-400

@ 7 nnueHaunii Kaspersky
— NGFW KX-400 Advanced c
noanep>xkor Premium

7 PaclumpeHHbIX rapaHTui
Hardware MSA

03

15 onTryeckmx moaynen
Kaspersky NGFW Pluggable
100Gbps QSFP28 SR 100m




www.kaspersky.ru
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