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OpraHn3auuii NCMonb3yloT
TOT WSV MHOW TN oBnayHbIx cpen*

80%

opraHM3aunin NCMonb3yoT
KOHTENHEPbI B Pa3nNYHbIX cpenax**

72%

KOMMaHWIN NCMONb3YIOT rMBpUaHbIE
obnayHble cpenpl***

®
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CornacHo ougHkam
komMmnaHun Frost & Sullivan,
pbIHOK IT-6e30onacHoOCTM
061a4HbIX Harpy3oK BblpacTeT
¢ $3 mnpa ponnapos

CLLUA B 2022 rony

0o $9,8 mnpa s 2027 rogy

CO CpeaHerogoBbIM TEMMOM
npvpocTa 26,3%.

* AAG. The Latest Cloud Computing Statistics, 2023

** CNCF. Annual Survey, 2022
*** Flexera. State of the Cloud Report, 2023

Mepexopn B 06nako: npenmyLiecTsa
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HoBble pncku
(%] 6esonacHocTn

PocT nponssoguTenbHOCTH

Mwurpaums B obnaka 1 UCrnosib30BaHNe TEXHOMOI I KOHTeNHepn3aLmm
SBNSOTCS Ba>KHbIM KOMMOHEHTOM YCMELUHOro PasBuTs GrusHeca Mitoboro Tmna.
OTO cnNpaBeaAVBO AaXxe A1 KOMMaHWI, paboTaloLLX B O4EHb PErynMpyemMblx
1 3aKpbITbIX Chepax aedTenbHocTU. Ho yem 6ornblue pabourx Harpy30k
nepeHoCcUTCs B 0611ako, TeM Boree CNOXHOM, MeHee KOHTPONNPYEMOA

1 MPO3pPaYHOl CTaHOBUTCS BCH 0BnavHas MHGpacTpykTypa. DTOT nepexon,
HeceT B cebe HOBbIE PUCKU, Tak Kak obecrneyeHne Knbepbe3onacHoCT

He BCerpanocnesaeT 3a TpaHchopmMmaLmeit brsHeca.

YToBbl 06eCcneunTb HAAEXHYIO 3aLUUTY KPUTUYECKIM BaXKHbIX A5 6rsHeca
CEPBUCOB, COBPEMEHHbIE KOMMaHWN O6bIYHO MPUMEHSIIOT MMBPUAHbIA MOAXOL,
KOorfa nokanbHble HPPACTPYKTYPbl COMETAIOTCS B Pa3INYHbIX KOMBUHALMSX
C YaCTHBLIMW 1 MY BANYHBIMY OBIaYHBIMY HDPACTPYKTYPaMU.

Mpwn 3TOM rMBpraHbIE 06MauYHbIE CPEabl OTNYAIOTCS OT GUINYECKUX,
NOSTOMY TPaANLMOHHbIE CPEACTBa KMBep3aLlnThbl, Takne kak EPP-
nnaTpopMbl, COBCEM He Tak addeKkTUBHbI. Heobxoammo, UTobbl Takme
peLIeHNs AENCTBOBANN B CBA3KE CO CMeumnanvanpoBaHHbIMY CpeacTBaMu
3aLnTbl 06naYHbIX Harpy3oK.

Bo3abmunTe Kypc Ha 061a4Hyto
6e3onacHoOCTb

(Kaspersky CWS) — pelueHne gng
KOMMIEKCHON KNBepbe3onacHOCTU 0bnavHbIX MHOPACTPYKTYP U Cpeq
pa3paboTkn. OHO 3amLLaeT OT LWMPOKOro CNeKTpa yrpos: OT BPEAOHOCHOro
MO n duLwMHra 0O KOHTENHEPOB C HANNYMEM YSI3BMMOCTEN B paHTaiMe.

PeweHune 3awmiaeT:

- XOCThbI - KOHTElHepbl
- BMPTYasbHblE MaLUNHbI - opkecTpaTopsl
+ KOMMOHEHTbI My BANYHbIX - Apyrve KOMMOHEHTbI TGPULHON
1 YaCTHbIX 061aKoB 061a4HON N KOHTEMHEPHOM
MHOPACTPYKTYPbI

PelueHne rmbko NMLEH3NPYETCS 1 FOTOBO JSIErKO BCTPOUTLCS B Ballly CUCTEMY
knbepbezonacHocTun. Kaspersky CWS onTiManbHO NOAXOANT A9 KOMMaHWA
C pacnpeneneHHom 1 CNOXHOM IT-MHPpacTpyKTypO.



Yto Kaspersky CWS paét Bawuent kKomnaHnmn?
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Inga 6usHeca

- YMeHblUEHMe 3aTpaT

- CHUXEHVE PUCKOB

- YckopeHve 61sHec-npoLEeccoB

- [loBblleHne adDEKTUBHOCTN

- CooteeTcTBME YyKady NpesugeHTa
N2 250 06 nmnopTo3aMeLLEHNN

</>

na NT-komaHg,

- ONTUMM3auNS BEIYNCIUTENBHBIX PECYPCOB

B rMbpuaHbIX obnakax

- YBenmueHne NponsBOANTENBHOCT UHPPACTPYKTYPbI
- [NoBblLIEHME NPO3PaYHOCTV BCEM MHDPACTRYKTYPbI
- CHumxeHne konnyecTsa NT-nHUMaeHToB

KnioueBble ocobeHHOCTN

3awuTa, Ha KOTOPYIO
MO>XHO MONOXNTbCS

Kaspersky Cloud Workload Security
obecneunBaeT HaaeXHyo 3aLnTy
obnayHbIX Cpes v npennaraeT
BbICOKOKAYECTBEHHYIO TEXHUYECKYIO
NOALAEPXKKY MO MPUHLMMY «OOHOMO
OokHa. Kaspersky CWS nHTerpupyeTcs
C ApYrMU peLlernamm «JlabopaTtopum
Kacnepckoro» ang BceobbeMtoLLein
3alUWThl BaLLEN NHOPaCTPYKTYpbl
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OKOHOMU S PECYPCOB
A9 CNOXHbIX

NHPPACTPYKTYpP

YHUKanbHbIE TEXHONOT M MO3BOMAOT
C3OKOHOMUTL A0 30% BMPTYabHbIX
BbIUNCNTESbHBIX PECYPCOB MpW
3alL1Te YaCTHbIX 0B1aKoB N N3bexaTb
CHVIDKEHWNS MPOU3BOANTENBHOCTU
knacTtepa
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Ina Nb-komaHp,

- BawwmTa obnadHbIX Pabourx Harpy3ok,
NMPUIIOXEHNIA 1 CEPBUCOB
- [NoBblLLEHVE NPO3PaYHOCTI MPOLLECCOB
- ONTUMK3aLMS YNpaBRieHns puckamm
- MNopaepkka COOTBETCTBUS HOPMAaTUBHLIM TPEBOBAHMSIM
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Ina komaHAa paspaboTkin

- YCKOpeHVe BbIBOAA MPOAYKLIMN Ha PLIHOK
- MNpospayHas MHBEHTapW3aLms PECYPCOB

)

CneumnannsnpoBsaHHoe
pelleHne ang 3awnThbl
o6nayvHbIX pabounx
Harpysok

PelleHne yunTbiBaeT OCOBEHHOCTU
pPaboThl B 061aYHbIX, BUPTYasbHbIX

1 KOHTEHEPHBIX Cpefax, obecneuBas
3aLUMTY OT CNEeUNPUIECKX Ons HAX
knéeppurckoB. Kaspersky CWS copepxunt
TaKne HCTPYMEHTbI, Kak, Hanpumep,
NErKnA areHT A1 3aLUUThI BUPTYasbHbIX
cpen v VDI, noBegeHYeCKIN aHann3
KOHTENHEePOB, 1 opyrue
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BbicTpble

N KaYeCTBEHHbIE
NpPoBepPKN

Ha 6e30nacHOCTb

Kaspersky Cloud Workload Security
rMomMoraeT MPOrHO3NPOBaTL BPEMS

BbIXOAa MPUIOXEHNI Ha PBIHOK

3a cUyeT aBTOMaTV3aLMm NMPOBEPOK

Ha COOTBETCTBUE TPE6OBAHNAM

1 HopMam 6e30MacHOCT

- OKOHOMWUS BPEMEH 6riarofaps aBTOMaTU3aL/mm
- [NoBbllLEHVE HAAEXHOCTI MPUNOXEHNI 1 CEPBUCOB

©,

YHuBepcanbHoe
peLweHne ang pasHbixX
TUNOB NMHPPACTPYKTYpPbI

BbibvipaiiTe TONbKO HY>XHbIE BaM
BO3MOXHOCTW MO 3aLLUTE BCEX
pPaboumx Harpy3ok — GU3NYECKUX,
BUPTYasbHbIX UV KOHTENHEPHBIX,
HEe3aBMCUMO OT TOrO, FAE OHU
pPasBEPHYTbl (YaCTHble, MyBANYHbIE
NV rMBpPUAHbIE OBnaKka)
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CobniogeHune
TpeboBaHWi
PEerynaTopos

Kaspersky Cloud Workload Security
MO3BOMSET OBECMEUNBATH BbICOKUIA
YPOBEHb 6E30MACHOCTV I COOTBETCTBYE
HeobXoAVIMbIM HOPMaM Vi CTaHAapPTaM,
Bnarofaps LWMPOKOMY VHCTPYMEHTapUIO
MPOBEPOK, BK/tOYas ayauT

Ha COOTBETCTBIE Ny4LLVIM NPaKTUKaM

1 MPOBEPKM COBCTBEHHOrO COCTOSHMIS



KomMmnoHeHTbI peLueHuns

Kaspersky Cloud Workload Security coctonT 13 gByx nponykToB — Kaspersky Security ans BUpTyasbHbIX 11 061a4HbIX
cpen v Kaspersky Container Security. B 6yayLiem B pelleHne 6yay T nob6asneHbl PyHKUWW YNpaBeHNs cpeacTsaMmim
6es3onacHocTu B obnake (CSPM).

0 Kaspersky Kaspersky
HYBRID Security pns BupTyanbHbIX %a Container
1 o6nayHbIX cpen Security

Kaspersky Security ons BUpTyanbHbIX 1 06/1a4HbIx Cpes, Kaspersky Container Security kOMnaeKCcHoO salumwaeT
3alULLLaeT rMePUAHYIO NMHAPACTPYKTYPY OT LUMPOKOro KOHTEMHEPHbIE NMPUIIOXKEHWS Ha BCEX STanax nx
crekTpa KmbepaTak, 3KOHOMS PV STOM PECYPCbI. XXN3HEHHOTO LKA, OT PaspaboTKy A0 SKCHMyaTaLmn.
- MHoroypoBHeBas 3aLmuTa - WHTerpaums B npouecc paspaboTki

rmépuaoHoro obnaka ot Kubepyrpos - BawwmTa opkecTpaTopa
- MNoBbILLIEHWE HAQEXHOCTU - MNpoBepka Ha cobnofeHre TPeboBaHUI PErYNSTOPOB

N YCTONYMBOCTU MHDPACTPYKTYPbI - Busyanusauus n nHBeHTapr3aLms pecypcoB KlacTepa
- LLnpokunin Habop MHCTPYMEHTOB OJ19 O6ecrneyeHs

COOTBETCTBUS HOPMAaTUBHBIM TPEGOBaHNSM
- Bnsyanusaums npoLieccoB B obnake
ApxuTekTypa peLueHuns

VDI
dusnyecknin  BupTyanbHas

Kaspersky Security cepsep MaLunHa

ANg BUPTYaJibHbIX

obna cpe
W obnatiHbix cpen YacTHoe n/unmn ny6nmyHoe obnako

o o o

Kaspersky
Cloud Wo_rkload [NpunoxxeHvie nnu cepsnc
Security
Kaspersky
Container Docker PeecTp obpasos K8s
Security
\\

i S

CucTtema ynpaBrieHnsl COCTOsSHNEM Be3ornacHOCTK obnaka (CSPM)
(B nepcnekTBe)
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CoBmMeCcTIMOCTb

0 Kaspersky Kaspersky
HYBRID Security ang BUpTyanbHbIX % Container
1 o6nayHbIX cpeq, Security
[y6nnyHble AWS, Microsoft Azure, Google OpkecTpaTopsl Kubernetes, OpenShift, Deckhouse
ob6nayHble Cloud, Yandex Cloud, a Takxe
NaThOPMbI BO3MOXHOCTb UHTErpaLum ¢
P LPYrMU Ny BANYHBEIMU OBNaYHbIMI
cnyx6amm v MSP-npoBaiinepamu. kubernetes
AWS  Yandex @ Cloud £ OPENSHIFT
A aH o
G le Cl HE Microsoft Deckhouse

a S5 2llare BN Azure ‘:’ Kubernetes Platform
Mnatdopmbl Ha 6ase VMware, KVM, RHEL PeecTpbl Docker hub, Harbor, jFrog, Nexus
BUPTYyannsauumn 1 Apyrvx obpasoB

(B vmware: @& dockerhub

N (’j

8, RedHat =

i Enterprise Linux KV M Q HARBOR ]FI'Og repositorv
NHdpacTpykTypa  VMware Horizon, Termidesk VDI, [MnaTdopmbl Jenkins, TeamCity, GitLab, CircleCl
BMPTYasbHbIX Citrix Virtual Apps and Desktops Cl/CD
pabounx CTO0B . . = -
(VDI) @ vmware Jenkins TeamCity

TERMIDESK CIITIX. W GitLab Dcircleci



JInueH3snpoBaHmne

Kaspersky Cloud Workload Security cocTonT 13 osyx NpoAyKTOB C OTAEbHbLIM NNLEH3NPOBaAHNEM L7191 KAXXA0rO U3 HUX.

3TO faeT BO3MOXHOCTb UCMOMb30BaTh TOJ/IbKO HY>XHble BaM BO3MOXHOCTU obenx NPOAYKTOB.

0 Kaspersky o Kaspersky Kaspersky
s f f
WYBRID ecurity Ans BUPTYyanbHbiX wero) | Security ans BUpTyanbHbIX Container
1 obnayHbIX cpen 1 o6nauHbIX cpen O 3
Security

Kaspersky
% Container
O Security

Standard Enterprise Standard Advanced
dyHoamMeHTanbHaga BcobbemmoLas bBesonacHocTb 06pasoB 3alTa B paHTalime
3almTa rmbpuaHbIX 3almTa rmbpuaHbIX 1 COOTBETCTBME
obnayHbix cpeq obnayHbix cpeq TpeboBaHUAM

1 cobmoaeHve PEerynaTopoB
TpeboBaHui
PErynsaTopoB
an/IMepr BapuvuaHTOB JIMLeH3NpoBaHNA
Heobxoanmbiin ypoBeHb KHCS KHCS KCS KCS
3awmnThl Standard Enterprise Standard Advanced
BasoBag 3awuTa BUPTYanbHbIX
MallWH + 3aliuTa 0bpas3oB o { [ o
KOHTEMHepoB
BasoBag 3awWwuTa BUPTYyanbHbIX
MaLUVH + 3aLMTa KOHTENHEPOB ([ [ o
B paliHTarnve
[MpooBuHyTag 3awmTa
BUPTYasbHbIX MaLLWH [ o o
+ 3aLMTa 06pPa30B KOHTENHEPOB
MNponBunHyTad 3awmTa
BUPTYasnbHbIX MaLUH ° °

+ 3aLlMTa KOHTEHEPOB
B paHTarve



MpeunmywecTBa pnga 6bmsHeca
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CokpalueHue 3aTpaTt CHM>XeHne pnckos

- BblbupaiiTe 1 MCNob3yrTe TOMbKO TE BO3MOXHOCTY, - OBLUVPHBIA HABOP GYHKLNIA 3aLLNThI
KOTOpble HeobXxoaMMbl AN MYAbTMOBNAYHBIX 1 KOHTEHEPHbIX Cpes,

- CokpallleHne NoTpebneHs PECYPCOB C MOMOLLLIO - CobnofeHne TpeboBaHWin perynsTopos
cneumanbHbIX GYHKLN 1 TEXHONOT 4N obnayHbix cpen 1 DevOps

2% @J

YckopeHune bnsHec-npoLLeccos YBennueHve a¢dpPeKTUBHOCTH
- ABTOMaTM3aLMS NPOBEPOK 6E30MacHOCTU - TMopxopn Shift-left
- [NpepnckasyeMoe BpeMs Bbinycka MPUNOXEHNIA Ha PIHOK - [NonHbI 0630p NPOUCXOOSLLErO

B rMBpuaHbIX 061a4HbIX I KOHTENHEPHBIX Cpeaax

Mouemy Kaspersky:

& %

[mo6anbHbll OXBaT [okazaHHasa apPeKTUBHOCTb
¥ MeXOyHapogHoe npusHaHue TEXHONOrIN

& S

OnbIT 1 3HaHUS MUPOBOrO YPOBHS Beicokuin ctatyc B uHgycTpumn Nb

B

Mpo3pa’yHOCTb 1 COOTBETCTBME
CTaHZapTam

.0.

>25 neT 6e3ynpeyYHoin paboThbl
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