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1. BBeaeHue

JaHHbIN AOKYMEHT NpegHasHayeH Ansa nosb3oBaTtesielt IMYHoro KabrnHeta Kaspersky DDoS
Protection for XSP 1 ocBeLLaeT OCHOBHblE MeXaHM3Mbl PaboTbl U 31eMeHTbl MHTepdeica, C NOMOLLbIO
KOTOPbIX NO/Ib30BaTe/Ib MOXKET aHa/IM3MpoBaTb MHGOPMALUIO O TpadumKe 3aLLmLLaeMbIX PECYPCOB U
06HapyxeHHble DDoS-atakn, dopMmmnpoBaTb OTYETLI M YNPaBAATb YepHbIM 1 benbim cnnckamu IP-
agpecos.
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2.I'noccapum

Kaspersky DDoS MNporpammHoe obecneyeHne, npeaHasHaYeHHoe A1 Ob6HapyKeHus WU
Protection (KDP), dunbTpayum DDoS-aTak.
Cucrema

DDoS-aTaka, ataka  p,cnpenenenHas ataka Ha BLIMCAUTENbHYIO CUCTEMY, BbINOAHAEMASR

0AHOBPEMEHHO C 60/1bLIOTO YMCNA KOMMNbIOTEPOB C Lie/blo A0BECTU
BbIYUCAUTENIbHYIO CUCTEMY A0 OTKa3a, TO eCTb CO3AaHMe TakuX YCI0BUIA, Npn
KOTOPbIX NEFUTUMHbIE (NPpaBOMepHble) N0b30BaTENIN CUCTEMbI HE MOTYT
NoJIy4MTb AOCTYN K NPeAoCTaBAsEMbIM CUCTEMOM pecypcam, IMbo 3ToT
[OCTYN 3aTPyAHEH.

KnueHr .
OpraHu3aums, BCE NN HEKOTOPbIE CeTEBblEe PeCcypCbl KOTOPOI HaxoAaTcA Nog,
3awwmTon Cuctembl. KnMeHT — 3aKasumK PpyHKLMOHAbHOCTH,
npeaocrasaaemon Cuctemon.

3awmaembiin CeTteBoWt cepBuc KnueHTa, onpeaensemblit IP-agpecom, aBAAIOLLNINCS

pecypc 06bEKTOM 3aLLUNUTLI CO CTOPOHbI CUCTEMBI.

ApamuHuctpatop CoTpyaHuk KnneHTa, ocyLLeCTBAAIOWMIA MOHUTOPUHT 06paLLeHN K

KnueHra

3awmuaeMbim pecypcam € NOMOLLBIO CPeacTB, NpeaocTaBasemMbix CUCTEMON.
Ha ocHoBaHMK nonyyaemoit nHpopmaunm AgMmuHuctpaTop KnmneHta
NPUHUMAET PELLEHNE O HavaNe U OKOHYaHWUK dunbTpaunm Tpaduka pecypca.

NnuHbIli KabuHer,

n KomnoHeHT Cuctemsl, NpeactaBastowmii coboit web-npunoxkenue,
optan

NnocpeAcTBOM KOTOPOTro COTPYAHMK KnneHTa B3aumopenctayet ¢ CUCTeMON.
HocTtyneH no agpecy https://kdp.kaspersky.com.
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Cnyxba TexHuyecknit nepcoHan "/labopatopum Kacnepckoro", HenocpeacTBeHHO

akcnayatauumn KDP  pabotarowmii ¢ CucTeMolt, 3aHATbINM B MOAKNIOYEHUM HOBbIX KNMeHTOoB 1
06CNYKMBAHMM CYLLECTBYIOLNX KNMEHTOB, OTPaXKeHUM aTaKk U NPOBEeAEHUMN KX
aHanu3a.

3. Ha3zHauyeHnue CucreMsl

3.1.4T1o0 Takoe Kaspersky DDoS Protection for Networks
Kaspersky DDoS Protection for Networks— peleHune, KOTopoe No3BOIAET 3aLLUTUTbL Pecypchbl
KnueHta ot DDoSaTak nytem nepeHanpaBaeHUa Nob30BaTeNbCKOro TpadumKa Ha LLeHTpbl 04MNCTKH
"Nabopatopun Kacnepckoro".
HasHaueHune Cuctembl — obHapy:keHne DDoS-aTaK, a TakKe ouncTKa (punbTpauua) Tpaduka
nyTem BblAB/IEHNA U 6nOKMpOBaHMﬂ napasnTHOro Tpad)MKa, Pe3ynibTaTOM 4Yero ABNAETCA CHUXeHune
Harpy3Ku Ha aTakyembli pecypc.

NnyHbin kabuHeT Kaspersky DDoS Protection for xXSP  goctyneH no agpecy
https://kdp.kaspersky.com.

3.2.Kakue 3agayu pemaet Kaspersky DDoS Protection for
Networks

B xoae paboTbl CucTeMa BbINOAHAET ciedytolme GyHKLUUN:
e CobupaeT cTaTUCTMYECKME NapameTpbl TpadurKa 3almLLaeMblX Pecypcos;

e OcywecTtBnAeT nocTpoeHne npoduieit NerMTMMHoro Tpadpuka 3almLLaeMbix PeCypcoB u
BblpabaTbiBaeT Ha MX OCHOBE MNpaBu/ia 06HAPYKEHNA aHOMAINIA U aTak;

e [1pon3BOAUT MOHUTOPUHT BOSHUKHOBEHMA aHOMA/IMI 1 aTaK B TpaduKe 3almiLaemblx
pecypcos;
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s OcyuwecTnseTt puabTpaumio TpadpuKa 3aWwmiLLaemMblX PECYpCcoB, NepeHanpaBieHHoro Yepes
LLleHTp 04MCTKK, OT Napa3mMTHOM COCTaBAAIOLLLEN;

BbinosiHAeT BcnomoraTesibHble 3aga4n, obecneunsatolime paboTy nepeyncieHHbIx
bYHKLMNA.
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3.3.Cxema pa6oTbl CUCTEMBI
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KonnekTtop npeacrasnset coboit nporpammHo-annapaTHblii Komnaekc, obecneunBatoLmii cbéop u
06paboTKy MHOOPMALMM O TpadUKe OT APYrMX MPOrPAMMHbIX KOMNOHEHTOB CUCTEMbI, B TOM YMCae
NpPUMeHeHWe KpUTepues 0bHAPYKEHNA aHOMAUI U aTak, Kputepmes GunbTpauumn. HasHavyeHme
Konnektopa — obmeH nHpopmaumeit o Tpaduke n cnykebHo nHbopmaumen mexay Bcemu
nporpamMmmHbIMM KOMMNOHEHTAaMU Cucrembl.

LLeHTp oumncTKM npeacrasnfeTt coboit KoMNoHeHT CUCTeMbI, KOTOPbI OCYLLLECTBAAET aHaNuU3 U
dunbTpauuio NnpoxoaALero Yepes Hero TpadurKa ceTeBblx pecypcoB KaneHTa. Pacnonaraetcs
Ha He3aBUCUMOW, PU3NYECKM yaaneHHol (oT obopyaoBaHua KnveHTa) naowagke
"Tabopatopum Kacnepckoro". HazHaueHuMe LleHTpa 0UNCTKM — OUYUCTKa NepeHanpaB/ieHHoro
TpadurKa OT NapasmUTHON COCTaBAAIOLLLEN 1 ero A0CTaBKa A0 3aluiiaemblx pecypcos. Bee
LIeHTpbl O4UCTKM 06beANHEHBI B @AUHYI0 pacnpeeneHHYo CUcTemy.

CeHcop cobupaeT nHpopmaLmio o TpadurKe, HaNpPaBIeHHOM K pecypcy KnneHTa, 1 arpermpyert ee aaa
npepoctasneHua Konnektopy.

JNnuHbiii KabuHet (MopTtan) npeacTtasnset coboi web-nNpunoxKeHne, Yepes KOTopoe AAMUHUCTPATOP
Knunenta B3aumogelicteyet ¢ Cuctemon. MopTan paboTaeT ¢ 6a30it gaHHbIX KonnekTtopa,
HanoJiHALWelcA B xoae paboTbl CucTembl. 3Ta 6a3a ZaHHbIX CTYXKUT UCTOYHUKOM LaHHbIX A/1A
nosb3osateneit MopTtana.

3.4.IloHsaTHE aHOMAJIUHU U ATAK
Cuctema perucTpmpyeT pag napameTpoB TpadmKa 3almL,aemoro pecypca, HasbiBaeMblxX TaKKe
usmepsaemMbiMU NapaMmempamu, u onpeaenset ux HopmasbHble 3HaYeHus. llpoguns mpagukxa
pecypca cogepUT BblIHUCNEHHbIE Cuctemon HOpMaJibHbleé 3Ha4YeHNA HEKOTOPbIX N3MepAEMbIX
napameTpoB, NPUBEAEHHbIE K aCTPOHOMMYECKOMY BPEMEHM (KaXKA0My Yacy KaxKaoro AHA Heaenu).
3T10T I'IpOd)VIﬂb PacCuUnTbiBa€TCA Ha OCHOBE CTAaTUCTUYECKUX HaﬁﬂIO,CI,eHMVI. Kakune napamMmeTpbl BXOOAT B
I'IpOd)Mﬂb, onpegenAaeTca Ha CtTagun NoAKNKYEHUA K CMCTEME, C ydyeTom CI'IELI,M(I)MKVI 3aLLI,VILIJ,aeMOI'0
pecypca.
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Ypo8HU BHUMOHUA N mpesoau onpeaenatoTcsa Kak 3HadeHne npoduna Tpaduka, yMHOKEHHOE Ha
HeKoTopble KOaPULMEHTbI (Mo ymonyaHuio — 1.3 ans ypoBHA BHUMaHUA U 1.5 ansa ypoBHa Tpesoru).

BblCcOKOe 3HaueHue napameTpa, NpPeBocxoadAllee YpoBeHb TPEBOMM, HasblBaeTca aHomasuel no
AaHHOMY napameTpy. XapaKkTepHoe noseaeHne napameTpoB (Kak NpaBma0, COBOKYMHOCTb aHOMaAnNi
MO HECKOJ/IbKMM napameTpam, HO B HEKOTOPbIX CNyYanX UX MOXKET U He bbITb) naeHTuduLmpyercs
Cuctemolt Kak amaka Ha pecypc.

@ OmkKsioHeHue peasnbHbix 3Ha4YeHul uamepsaemozo napamempa TpaguKka 3auuuaemozo

pecypca bosnee yem Ha 50% om ycmaHo8seHHo20 3HavyeHusA lpoguna mpagpuka, dnsujeecs
b6onee yem 30 MuHym Hasblieaemcs AHomanuel, moayujeli ceudemesibCmeosams o
803MoxMcHOU amake. OnoseuweHue 0 MaKux aHOManAusax rno email MoOXHoO Hacmpoume Ha
cmpaHuye «Hacmpoliku» - «Onoseu,eHus ».

HeobxogMmblit MUHUMYM HabAtogeHWI ANA NOCTPOEHMA NPOPUNS HOPMASIBHON Harpy3kn — ogHa
Heaena, pekomeHayembln — ase Hegenn. ObHapyKeHne aHoOManin n oTobparkeHune
COOTBETCTBYHOLLEN NMHPOPMALUKN B MOHUTOPE COCTOSHUA MOKET ObITb HA4aTO TO/IbKO Noc/e
NocTpoeHuA Npoduaa 0bHAPYKEHUS aHOMaNUI, T.e. Yepes Hedento. 3almuTa OT aTaku, OAHaKo,
MOKET ObITb BKAOYEHA BPYYHYIO B 11060 MOMEHT, B T. Y. HEMEZNEHHO NOC/e NOAKAOUYEHNA.

Cuctema aBTOMATMYECKM MepecHnTbIBaeT Npoduamn obHapyKeHUs He peke pas3a B mecal, 411
nogaepsKaHua X B akTya/IbHOM COCTOSHUN.

3.5. Knaccupukanusa DDoS-aTak
Bce DDoS-aTaku MOXKHO pasgenunTb Ha ABa Tuna:

e ATaKa Ha nonocy NponycKkaHmA, Koraa 3/10yMblLWEeHHUK AEVICTByeT nytem HanoJHeHUA
KaHa/10B CBA3U, BblAeNNEeHHbIX NO/10C NPONYCKaHUA U O60pyp,OBaHVIFI 60/1bWNM KONIMYECTBOM
NaKeToBs.

¢ ATaka Ha NpUAOXKeHMUA, KOrA4a 3/10YMbILNEHHWK, SKCNAYaTUPya 0COBEHHOCTM NoBeAEHMA
nNpoToKo0B B3anmogenctens IBM (TCP, HTTP 1 1.n.), a TakKe noBeAeHMA CepBUCOB U
NPUNOXKEHWNI, 3aXBaTbIBAET BblUMCAUTE/bHbIE pecypcbl 9BM, Ha KoTopoi GyHKLMOHUPYET
06BbEKT aTaKu, YTO He N03BOASAET STOMY 06BbEKTY 06pabaTbiBaTh EMMTUMHbIE TPAH3AKLUN U
3anpochl.
Cuctemol pasnnyatoTca cneayrolime BuAbl aTak:
Bupg OnucaHue

Mixed CmelwaHHan aTaka, umeroLan NMPU3HAKN aTakK obounx Tnnos.

TCP short packet | ATaka KOpPOTKMMM NakeTamm no npotoKoay TCP. HaueneHa Ha nepenosHeHWe
KaHana cBA3M Uan ncyepnaHue pecypcos TCP-cTeKa epTsbl.

Bupg OnucaHue

TCP Data ATaKa g/IMHHbIMW NakeTaMu no npoTokoay TCP, Kak npaBmio, 6e3 yCTaHOBKU
coegmHeHuA. HaueneHa Ha nepenosiHeHMe KaHana cBA3W.

uUDP ATtaKa no npoTtokony UDP, KaK npasuio, 6oablummm naketamu. HaueneHa Ha
nepenosiHeHMe KaHana CBA3W.

ICMP ATtaKa no npotokony ICMP, Kak npaBuio, bonbwnmMmm naketamu. HaueneHa Ha
nepenonHeHWe KaHana CBA3u.
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HTTP flood ATtaka no npotokony HTTP. HaueneHa Ha neperpysKky cepsepa B LEAOM UK
npunoxeHus, obpabartbiatowero HTTP 3anpocbl.

Connect flood YcTaHOBKa MHOMKECTBa coeauHeHui 6e3 nepenayum uamn ¢ measeHHom
nepegayvei AaHHbIX C LENblo ncyepnaTb pecypcbl TCP-cTeKa KepTsbl.

3.6. 061IMEe CBeIeHUA 0 JaHHbIX, 0TOGpaXkaeMbIX B HHTep@erice

KonuyecTeo IP-agpecos, IP/MUH

20 e 1 —

145,84 "_f"' Il M ﬂT—J‘ h P | 3 Ih’h # }
{ 87,42 ”JAQLV \H‘ y W 'WMV “w l U J l\( (; l“ ||\” *lllmM‘ W» llﬂlr MWW\(AI NN"J IM

Ha rpaduke noboro nsmepaemoro napamerpa CUHe IMHNen oTobparkaloTca peasibHble 3HaYeHun
TpaduKa. Ecnm ans gaHHoro napameTpa 3a4aHo BegeHue npodunsa (3To HacTpanBaeTca
MHAMBUAYANbHO ANA KaXKA0ro NnapameTpa U KaxkAoro pecypca cotpyaHmukamu Cnyskbbl akcnayataumm
KDP), To oTobpaskatoTca TakxKe:

. 3eneHan IMHUA — HOPMAJIbHbIN YPOBEHb; ®
Kentaa AMHUA — ypoBEHb BHUMAHMUSA; @
KpacHaa aMHuA — ypoBeHb TpeBoru.

Mpu npoxoxkaeHnn TpadurKa 3amL,aemMoro pecypca Yepes LieHTPbl O4YMCTKM Ha rpaduke
0TO6paXKaloTCA TaKXKe Be/IMUMHbI NapameTpa ana Tpaduka Ao GunbTpaumm — ronybbie ANHUK,

3.7.Ha3HayeHue besioro u YepHoro cnMckoB
Ecnn 3awmuwaembin pecypc HaxoguTcsa Noa aTakon, u ero TpaduK nepeHanpasneH yepes LleHTp
OYUNCTKMN, Cucrema aHaNn3npyeT BCce IP—ap,peca, C KOTOpPbIX NpOon3BOoaNTCA 06paLIJ,EHMe K
3awmuiaemomy pecypcy. JanbHelwee obpalleHue ¢ 3anpocamm onpeaenseTcs BKAYEHUEM
agpecoB B CMMUCKU.

e benbili CNMCOK — 3TO NMOMO/IHAEMBbIN BPYYHYHO CNMCOK IP-aapecos, 3anpockl KoTopbix 6e3
npoBepkun CUCTEMON NepecblialoTca K 3aLimLLaeMomy pecypcy.

e YepHbli CMMCOK — 3TO NOMONHAEMbIN BPYYHYIO CNMUCOK |IP-aapecos, 3anpockl KOTOPbIX BCEraa
61oKMpytoTCA.

e Cnncok 6NOKMPOBKN — 3TO NOMOHAEMbI aBTOMaTMYECKM CNMCOK IP-aapecos,
3anpocbl KOTOPbIX Bceraa 610KnpyLoTCS.
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Appeca BHocATcA CUCTeMOol B CMCOK BNOKUPOBKM, eCciun AeNCTBUA NoJsib3oBaTe e, obpallatoLmxcsa
¢ 9Tux IP-agpecos, He yA0BNETBOPAOT HEKOTOPbIM CTAaTUCTUHECKMM WAN MOBEAEHYECKMM KpUTEPUAM
0ObIYHbIX NO/Sb30BaTENEN.

AomuHucTpatop KaneHTa nmeeTt BO3MOXKHOCTb NPOBEPUTb agpec Ha NPUHALNEKHOCTb K CMIUCKY
(cmoTpuTte npumep B pasaene 5.5.1, Mouck IP-aapeca B cnuckax). benbiii M YepHbIN CIUCKN AOCTYMHbI

TaK¥Xe 414 NOIHOro NPoCMoTpa Yepes nHTepdeic. CNMcok 61OKMPOBKM, KaK NPABUAO, CIULLKOM
BE/INK ANA NPOCMOTPA, NO3TOMY Y3HATb O HAXOAALLMXCA B HEM afpecax BO3MOXKHO TOIbKO Yepes
MOWCK.

IP-agpec, 3aHeCeHHbIN AAMUHUCTPAaTOPOM KAneHTa B YepHbIN nan 6enblit CNMCOK, OCTaeTcsa TaM 40
yAaneHua Bpy4YHyto. IP-agpec, BHECEHHbIN B CMUCOK BNOKMPOBKM, HAXOLUTCA TaM OrpaHNYEeHHoe
Bpemsa (Mo ymo4aHuto 3to 10 MUHYT), 3aTeM UCKAIOYAETCA M3 CMIMCKA, U 3anpocbl 3Toro IP-aapeca
aHann3npytoTca 3aHoBo. Mpu HeobxoammocTn 6osee cpoYHON Pa3bAOKMPOBKM aapeca,
NpUHagNexKallero NerMTMMHOMY NOb30BaTeNto, AAMUHUCTPaTOpy KnneHTa cnesyeT nepeHecTu
agpec B 6enbit cnmucok (cmoTpuTte pasgen 5.5.4, MepemelleHne IP-aapeca B APYron CnMcok). 3Has

NPUYNHY 610KMPOBKM, ADMUHUCTPATOP KAnMeHTa MOXKeT NPUHATbL 3TO peLleHne B 3aBUCUMOCTH OT
cTeneHu 3HaYMMOoCTH 3ab610KMPOBAHHOIO NO/b30BATENA.
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4. UaTepdenc Cucremsl

4.1. 0011€ee onucaHue
MopTan Kaspersky DDoS Protection for XSP cocTouT 13 paga CTpaHuL, CO cneayowmmm obwmmm
a/1eMeHTamMu:

o & Pyccruii » B Privacy policy  [§ QokymerTayus
Kaspersk 0 ; =} I @
p y ‘ l' 3ppascteyitTe,
Avomanum

DDOS Prevention Artam Pecypchi Otuetsl Hactpoitku

o OCHOBHOE coaepXXaHue CTpaHuLbl

0 kaspersky Cnyxba noaaepxku: +7(495)363-93-38, kdp@kaspersky.com , AocTynHo [na ackanayuii: KDPComplaints@kaspersky.com

1. BepxHaAna cTpoKa (NpUCyTCTBYET Ha BCEX CTPaHMULAX);
2. [naBHOEe MeH1o (MPUCYTCTBYET Ha BCEX CTPaHMLLAX);

3. BcmomoraTesibHOe MeHHO (MPUCYTCTBYET Ha HEKOTOPbIX CTPAHWULLAX; COCTaB U KOJIMYECTBO
NYHKTOB 3aBUCAT OT Ha3Ha4YeHUA CTpaHuLbl);

4. OcHOBHOE coZeprKaHue CTPaHUUbI (BapbUpPyeTca B 3aBUCMMOCTM OT HasHaYeHUsA CTpaHuubl); 5.

HWKHAA CTPOKa (NpUCYTCTBYET Ha BCeX CTPaHMLax).

4.2. BepxHada CTpOKa
B BepxHen cTpoKe NpuBeaeHbl Cneayolme aneMeHTbl MHTepdeica:

1. Ccbinka Bbibopa A3bIKa;
2. Ccbl/IKa Ha CUCTEMHble coobLeHUs;
3. CcblnIKa Ha TEKCT NOAINTUKN KOHOMAEHUMANbHOCTY; 4.

CcbiNlKa Ha JOKYMEHTaUMIo.

4.3.T'/71aBHOE MEHI0
B rnaBHOM meHto CO,CI,ep)KaTCFI CCbINIKM Ha OCHOBHbIe paap,enbl Cucrtembl (pa3,u,en MOXeT COCTOATb U3
OZHOM UM HECKONIbKUX CTPAHMLL):

1. AHomanuu;
2. ATaKu;

3. Pecypcey;
4. O1yeTsl;

5. Hactpouku.

Kpome 3T0ro, B r/1aBHOM MeHI0 NPUCYTCTBYET KHOMKA BbIX04a U3 Cucremol.
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4.4. HI:KHAA CTPOKaA
B HUMXKHeN cTpoKe NpeAcTaBNeHa Ceaylolas KOHTaKTHaa MHPopmauma:
1. Cnykba nogaepskku: o

Homep TenedoHa. o
DIeKTPOHHbIN agpec.
o Bpems goctynHoctn (GMT).
o Wnaukatop pocrtynHocTw.

2. DNeKTPOHHbIM aapec A1a 3cKanaunil.

4.5. AHOMaAJ/INH
Ha cTpaHuuax pasgena AHoMmanum npuseaeHbl 3aperncTpmposaHHble CUCTEMON aHOMasIUK C
BO3MOXHOCTbIO MPOCMOTPA UcTopun. NMpumepsbl CTpaHUL, NpMBeaeHbl B pasaene 5.2, Paborta ¢

aHoOMannamu.

4.6. ATaku

Ha cTpaHuue ATaku npmBeaeHbl 3aperncTpmpoBaHHble CUCTEMOI aTakn € BO3MOXKHOCTbIO MPOCMOTpPA
nuctopuun. Mpumepbl cTpaHULbl NpuBeaeHbl B pasaesne 5.3, PaboTa c aTakamu.

4.7.Pecypcsol
Ha cTpaHuuax gaHHOro pasgena nepeymcaeHsl 3awmuaemble pecypcbl KnveHTa, Haxoaawmeca nog,
3awmToin Cnuctembl, U NpUBeAEHbI CBA3AHHbIE C HUMM CTAaTUCTUYECKME AAHHbIE U HACTPOMKM,
BK/1l0Yas YepHbIn 1 benbin cnuckn IP-agpecos. Mpumepbl CTpaHUL, NPUBEAEHbI B pa3aenax 5.4,
PaboTta c pecypcamu 1 5.5, PaboTa co cnuckamu IP-aapecos.

4.8. 0OTUyeTnl
Ha ctpaHuue Otuetbl HaxoauTca MHTepdenc ans GopMUPOBaHNA M 3arpy3Kn oTyeToB. Mpumepbl
CTpaHuLbl NpuBeseHbl B pasaene 5.6, PaboTa c otyetamu.

4.9. HacTtpoiku
Ha cTpaHuuax pasgena Hactpoiiku npuseaeHbl NepcoHasibHble AaHHble N0/b30BaTeNei, napamMeTpbl
ABTOMATMYECKUX OMOBELLEHMI M NPOYME HACTPONKK. Kpome TOro, Ha 3TOM CTPaHMLE MOXKHO HalkTU
06Lyto MHGOPMaLMIO O CXeme NOAKNOYEHMSA 3aLLMLLAEMbIX pecypcoB K Cucteme. Mpumepsbl CTpaHUL,
npuseaeHbl B pasaene 5.7, Hactpoiiku MNopTana.

5.Pao6ora c [lopTasnom Kaspersky DDoS Protection
for Networks

5.1. ABTOpI/I3aI.lI/IH IM0JIb30BaATEJ/IA
Ons nonb3oBaHua MopTtanom Kaspersky DDoS Protection for xXSP  Heob6xo4Mmo aBTOpM30BaThCS B
Cucteme. [1na aBTopM3aumm BbINOAHUTE CAeAYIOLINE AEACTBUA:
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1. BeeauTte B agpecHom cTpoKe bpaysepa aapec Moptana Kaspersky DDoS Protection:
https://kdp.kaspersky.com/. OTKpoeTca cTpaHuULa BXoAa:
Kaspersky
DDoS Prevention

BbibepuTe A3bIK: | Pycckui ¥ ‘

3a0biny Naponk N NoruH? Boitn

PekomeHayemsle Bepciv Opay3epos
Google Chrome 66,
Mozilla Firefox 59.

2. BBeguTe JIOrMH U NapoJib B COOTBETCTBYIOLLME MONA N HaxkmuTe BoiTtu.

o Ecav norvu namn naponb He BBeAEH, NOABAAETCA cneaytoulee coobuieHue:

/) HesepHo zanonHena dopma.

70 Ke COO6LLI,€HM€ BbIBOAUTCA, €C/IN CTPAHULUA aBTOPU3aLUMM 4010 OCTaBa1aCb
OTKprTOVI, HO HUKaKune AeﬁCTBMFI Ha Hen He npon3BoOAMAUCk. B 3TOM ciydae HYXXHO
NOBTOPHO BBECTU NAPOJIb N HAaXKaTb KHOMKY Boitn. o Ecnn BBeAeH HeBeprlﬁ NOTNH
WIn Naposb, BbIBOOUTCA cheaytoulee COO6LLI,€HMEI

/) BeulBsenu HesepHoe UMA NoNb3oeaTensa
UKW Napons WK Ball akkayHT
3abnoknpoeaH. [NpoeepsTe
NpPaBuNEHOCTE BBEJeHHbIX AaHHLIX UMK
00paTUTECh K aaMWHUCTPaTopY.

o Ecam nornH n naponb BBeAeHbl NPaBUIbHO, OTKPbIBAETCA O4HA U3 CTPaHUL, MHTepcbeﬁca.

Mpv nepsom BXoae B CUCTEMY NOJIb30BATENIO H806XOAMMO CMEHWNTb Napoib.

5.2.Pa6oTa c aHOMaJIUIMHU

5.2.1. IlpocMOTp aHOMaA/IN# 32 CETOAHALIHUN AEeHb
CTpaHmu,a NPOCMOTpPa aHOMani 3a TeKyLIJ,VIﬁ AeHb OTKPbIBAE€TCA NO YMOJ/ZI4aHUIO NPU BXOAE B
Cuctemy. Ytobbl NepenTn Ha Hee ¢ N06OI APYro CTPaHULbI, HaXXMUTe AHOMaNNUK B I1aBHOM MEHIO;
npun 3TOM BO BCNOMOraTe/ibHOM MEHKO 6y,EI,ET Bbl6paH NYHKT Cero,ql-m.
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& Pycexuii

Kaspersky 0 ; ii @ 3apascrayitre,
Axomanum

B ZokymeHTauma

DDoS Prevention

Araku Pecypcul Hacrpoiku

- feres

v aHomanuu cerogHa: 7 / akmmeHble: 1

a . aHomanuu ceroaHa: 2 / akTueHeie: 0

® + HTTPS. 3anpoch! 3,83 Wr/cek 5412 % CerogHa, 10:17 - 3 MuH 1d anomaly; 20816664
4278

® + HTTPS. 3anpocst 3,65 Wt/cek 284,62 % CeroaHs, 03:44 - 44 41 MuH

] 4 HTTPS. 3anpocsi 4278 LTt/cex 360,38 % Ceropa#a, 02:06 - 6 MuH

[ ] 4+ HTTPS. 3anpock! 7.68 LT/cek 232,02 % CeroaHa, 00:58 - 9 muH

® 4+ HTTPS. 3anpocs! 3,03 W/cek 781% CeroaHa, 00:42 - 7 muH

0140 0155 0210 0230 0245

v . anomanum cerogra: 0 / aktuenble: 0

v - aHomanum cerogHa: 8 / aktusnble: 0

Ha cTpaHuue oTobpaskatoTca aHOMaAnM 3a TEKYLLMI AEHb, CTPYNNMPOBaHHbIE MO pecypcam B
cBOpauymBaemble 610KM. B 3aronoske KaxKaoro 6710Kka NpuBoamuTca HasBaHue pecypca, obliee
KO/IMYECTBO aHOMAINI 32 AE€Hb N KOJMYECTBO aKTUBHbIX (T.€. NPOAONKAIOWMXCA B HACTOALLMUI

MOMEHT).

A - aHomanum cerogHa: 2 / akTveHbie: 0

® + HTTPS. 3anpocs! 3,83 Lr/cek 5412 % CerogHa, 10:17 - 3 MuH 1d anomaly: 20816664
4278

® + HTTPS. 3anpock! 3,65 Lt/cek 284,62 % CeroaHs, 03:44 - 44 41 MuH

L] 4 HTTPS. 3anpocsl 42,78 Lvicek 360,38 % CeroaHa, 02:06 - 6 MuH
22

® + HTTPS. 3anpocsl 7,68 Lit/cek 232,02 % CerogHn, 00:58 - 9 muH

L ] + HITPS. 3anpocs! 3,03 Wit/cek 781% CerogHA, 00:42 - 7 myH

0140 0155 0210 0230 0245

@ Ana 3awuuaemsix pecypcos, mpaguxk Komopsix MOCMOAHHO nNpoxodum yepes LieHmpol
ouucmku KDP, o6HapyxeHue aHomanuli He ocywecmensaemcs, m.K. CKopocmeo peaxkyuu
cucmemel 8 C/y4ae amaxku 00CMamoYHO 8bICOKA.

B 610Ke nepeyncneHbl aHOManuu. s Kaxkaon npusoamTca:

* [lapameTp, N0 KOTOPOMY 6bI/10 3aPErMCTPUPOBAHO NPEBbILEHNE YPOBHA BHUMaHMA.
HasBaHuWe napameTpa ABAAETCA CCbIKOM, BeAylein Ha CTpaHULYy NapaMeTpoB pecypca co
BKNHOYEHHbIM OTOBpakeHMem AaHHOro napameTpa (cmoTpuTe pasaen 5.4.3, MpocMoTp AeTa/lbHOro
cocTosAHMA pecypca).

e Bpemsa Hayana v NPOAO/IKUTENbHOCTL aHOMa/IMMK.

e [lMKOBOEe 3HayYeHue napameTpa.
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s OTHOweHWe (B %) NMKOBOro 3HaYeHMA K HOPMasibHOMY YPOBHIO.

B npaBoit YyacTn 610Ka NpuBoguUTCa rpadmK HabalAaeMoro napameTpa BO Bpems BbibpaHHOWM
aHomanuu. fliobasa U3 aHOManii MOXKET BbITb BbIOpaHa HaXkaTMem COOTBETCTBYHOLLLEN CTPOKK; Npu
CMeHe aHOManuu rpaduK NepecTpanBaeTca aBTOMaTUYECKM.

B neBoit 4YacTn 6710Ka HaxoJATCA MHAMKATOPbI YPOBHA aHOManAMW. KpacHbiM NomevatoTcAa aHomManmm
ypoBHsA "TpeBora", »KenTbiMn — ypoBHA "BHMMaHMe", 3eIEHbIM — aHOMaNuK, No pesynbTaTam
aHanuM3a KoTopbix 6bln CKOpPPEKTUPOBAH Npoduab TpadumKa.

5.2.2. IIpocMOTp UCTOPUU AHOMATHNA

YT06bI NEPENTH Ha CTPAHMLY NPOCMOTPA UCTOPUM aHOMANNN, HaXKMUTE AHOMAZIMKU B FNaBHOM MEH!O,
3aTem UcTopma Bo BCNOMOraTe/ibHOM MEHI0.

B BepxHe YacTu cTpaHuLbl (Mocne meHio) oTobparkatoTca ycnosus otbopa ans aHomannin. MoxHo
3a4aTb YC/I0BUA MO CAeAyOWMUM KPUTEPUAM:
» [pynna pecypcos;
e Pecypc;
. YpoBeHb 0 BHUMaHUA — ByayT BbiBeAEHbI "»KenTble" 1 "KpacHble" aHoManumm; o TPeBoru
— byayT BbiBeAEHbI TO/IbKO "KpacHble" aHoManuu; o Bce — byayT BbiBeAeHbl HE TONIbKO
">kentble" 1 "KpacHble", HO TaKKe U "3eneHble", T.e. NPU3HAHHbIE HOPMOK aHOMANUN; e
Mepuog BpemeHu.
0b6A3aTenbHbIM KpUTEPUEM MOMCKA ABAAETCA TONIbKO Neprog,. Mo yMmoi4aHWio OH OXBaTbIBaeT BECb
nepuog cbopa CTaTUCTUKK MO 3alMLLaEMOMY pecypcy.
[na npocMmoTpa aHOMa Ui, COOTBETCTBYHOLLMX YKa3aHHbIM 3HaYEHUAM, HaxmuTe NpumeHUTb. YTobbI
CHbPOCUTb YKa3aHHble 3HaYeHUA, HaxkmuTe COPOCUTD.

Oto6paHo aHomanuit: 28

Mpynna [wbaa v| Pecypc Ioboit v| Mapametp Jloboit i =
i _] 2 _l J IpUMEHNTS CGpocm’bI

el
ypoaeHb:[ ¥l *  Buumanue Tpesora CocrosaHue: AkTuBHble  HeakTusHbie OUNLTP NpUMeHeH

Mepwog 01.092014 00:00 — 21.11.2014 2359 ekoTopom Habnwaanack aHomanua

Cnuncok oTobpaHHbIX aHOMaAUIt 0TOBpaXKaeTcA B HUMKHEN YacTu CTpaHuubl. 1A Kaxa0M aHoManmum
npuBOAUTCA:

e [lapameTp, N0 KOTOPOMY 6bl10 3aPErNCTPUPOBAHO MPEBbILLEHNE YPOBHA BHUMaHUA.
HasBaHuWe napameTpa ABAAETCA CCbIKOM, BeAyLLein Ha CTpaHWULy NapaMeTpoB pecypca co
BKNHOYEHHbIM OTOBpaXKeHMem AaHHOro napameTpa (cmoTpuTe pasaen 5.4.3, MpocmoTp

OETaNbHOro COCTOsHMA pecypca).

e Bpemsa Hayana u (41A HEAKTMBHbIX) KOHLLA aHOMAaNUN.
e [KoBOe 3HaYeHWe NapameTpa.
e OTHoweHue (B %) NMKOBOro 3HaYEHUA K HOPMaNbHOMY YPOBHIO.

B npaBoi1 YacTu cnNucKa NpusoanuTcaA rpaduk HabtogaeMoro napameTpa Bo BPpeMA BbibpaHHOW
aHomanuu. Mliobas M3 aHoManuii MOXKeT bbITb BbIbpaHa HaXKaTMeM COOTBETCTBYIOLLLEM CTPOKM; Npu
CMeHe aHOManuu rpaduK NepecTpanBaeTca aBTOMaTUYECKM.
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5.3.Pa6oTa c aTakamu

5.3.1. IIpocMOTp cnUCKa aTak

YT106bI I'IEpEVITM Ha CTPpaHUUY NPOCMOTpPA CNUCKa aTakK, HaXXMuUTte ATaKu B I/1aBHOM MEHIO.
BcnomoraTtenbHOE MeHI0 B 3TOM pa3gene oTCyTCTBYeET.

Kaspersky 0 ’ i‘ IlI @ 3ppascreyifTe,

DDoS Prevention

AHomanuu Atan Pecypcsl OTuetsi Hacrpoitku

fpynna fwbas v Pecypc IloGoi v Tunatakm [oboit v S| (E—

Mepwon  18.06.2010 00:00 — 12122019 23:59 s koTopom HabnKAANKUCH aTakm QUALTD HE NPUMEHEH
CumewanHan — 29 man 2019 14:10 1415 MuH MNoapobHee »
UDP Misuse — 26 dpesp. 2019 17:01 3 muH MoapobHee »
UDP Misuse — 26 cesp. 2019 15:54 3 muH Monpobuee »
UDP Misuse — 31A48.201916:30 1425 MuH MoapobHee »
HTTP Misuse — 22 AHB. 2019 23:05 5 muH lMoapobHee »
TCP connect — 20 dpesp. 2018 14:13 14 13 mun MoapobHee »
TCP short packet — 25 aer. 2016 17:14 11 Mun MoapobHee »
UDP Misuse — 22 aer. 2016 03:28 13 muH MoapobHee »

B BepxHen YacTu cTpaHuLbl oTobparkatoTcs ycnosma oTbopa Ana atak. MoXKHO 3a4aTb YCn0BMA NO
cnefyrowmm Kputepuam:

e [pynna pecypcos;

¢ Pecypc;

e Tun aTaku;

e [lepnopg Bpemenu.

06s3aTeNbHbIM KpUTEPMEM NOUCKA ABAAETCA TOIbKO Nepuog,. Mo yMOoNYaHUI0 OH OXBaTbIBAET BECb
nepwog, cbopa CTaTUCTMKM No 3aLmLLaeMoMy pecypcy.

[Ona npocmoTpa aTak, COOTBETCTBYHOLWMX YKAa3aHHbIM 3HaYeHUAM, HaxXmunte NMpumeHUTb. YT1obbI
C6p0CMTb YKa3aHHble 3Ha4YeHUA, HaXXMUTe C6p0CMTb.

OtobpaHo arak: 2

rpynna  tecr :’PQCYDC www. fightcats.net _jT"“ arakn Thoboit :I MMpuMeHUT CSpocvmal
% HWUTH|

Mepuog 17.062014 00:00 — 21.11.2014 2359 e KoTopom HabnNAANKUCL aTaku DuUnLTp NPUMEHEH

B HMKHeN yacTu CTpaHMUbl NPUBOANTCA CMUCOK aTak, 0T06paHHbIX COrnacHo ycnosmam. B cnncke gna
I-(a)'K,D,Oﬁ aTakun NpnBOAATCA:

e Tun aTaku;
e Ha3BaHMe aTaKOBAHHOrO pecypca;

. BPEMH Ha4dasna U NpoAONTIKUTENBbHOCTb aTaku,
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s Ccbinka NoapobHee, Npu nepexoae No KOTOPOM OTKpbIBaeTcsA NoApobHaa MHPopmaLma ob
aTake (cmoTpuTe pasgen 5.3.2, MMpocmoTp AeTann3aumnmn aTaku).

5.3.2. IlIpocMmoTp AeTasiM3aL Uy aTaAKH

YT106bl NPOCMOTPETL AETasIbHYIO MHPOPMALMIO 06 aTake, BbINOIHUTE Ceaylolme AeNCTBUA:
1. HaxkmuTe ATaKM B r1aBHOM MEHIO.
2. HaauTte aaHHy0 aTaKy B CNUCKE.
3. MepenanTe no ccoinke NoapobHee oA BbIOPaHHOM aTaKku.
B HOBOM OKHe OTKpoeTca CTpaHMLua AeTabHOW MHbopMaLUW.

Ha faHHO cTpaHuLe NpuBoaATCA rpaduKm BbIBpaHHbIX NAapaMeTPoB C YKa3aHUEM rPpaHMLL, aTakK, a
TaKXe pacrnpegeneHume Bxogallero TpaduKa no ctpaHam 1 COOTHOLLEHWE NMPOTOKO10B. Ecan aTaka
Anvnack 60/blie TPeX CYTOK, TO Ha rpaduKax ByayT NOKasbiBaTbCA TO/bKO NocaeaHMe 72 Yaca aTaku.

T Ucxogawmin Tpaduk B 6utax, but/c Spoofed SYN flood®

CKOpOCTb UCXOAALLEro Tpaduka B OuTax

3.2M

Pecypc:
[pynna: Tect
A e |- IP-agpec: 103.5.1494
= LN il ot 9 S, B
| ..l
1.7M ( \ Hauano: 30 wroHa 2014 17:40
! OkoHyaHue: 30 nrona 2014 18:25
/ 2 CcpopMMpOBaTL OTHET MO aTake
/

"
101 8’(1725 1735 1745 1755 1805 1815 1825 1835

B npaBoi1 YacT CTpaHULbI BbIBOAWUTCA 06WW,aa MHPOpMauma 0b aTake M HaxoaMTCA KHOMKa
ChopmupoBaTtb oTHET No aTake. [pu ee HaxKaTUM NOABAAETCA BCMN/bIBAIOLLEE OKHO:

OTt4yer ompaeneH Ha chpopMmupoBaHue X

3anpolleHHbI BaMn OTYET OTNpaBneH B oyepeab Ha
copMupoBaHue.

MpoeepuTL CTATYC OTYETA W CKayaTh ero Bl MokeTe B pasgene OTyeThl

OK |

@ 3anpoc Ha dJOpMUpOBGHue omyema makxe moxem 6bimeo omripassieH co cmpaHuybl
om4yemos.

Yepes HEKOTOPOE BPeEMA OTYET CTAHOBUTCA AOCTYMNEH AA CKAa4YMBaHMA, CMOTPUTE NpUMep B pasgene
5.6.2, CKayMBaHMe roOTOBOIoO OTYETaA.

CDOpMMpOBaHME OT4EeTa no HeBaBepLUEHHOﬁ (aKTVIBHOﬁ) dTake HEBO3MOKHO.
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5.4.Pab6oTa c pecypcamu

YT06bI NEpelTH B pasaen no paboTe ¢ pecypcamu, HaxkMuUTe Pecypcbl B r/1TaBHOM MEHHO; NPU 3TOM BO
BCMOMOraTeNbHOM MeHto ByzeT Bbi6paH NyHKT MapameTpbl.

QP [ Privacy policy | OokymenTauns
o S
. PABCTBYHUTE,
DDoS Prevention Fiper=en Tt
WEB Mo=uTop MapameTput Mowuck 1P Cnucku Teorpachua
& Mokazbizats 3a 8 uacos CyTrH € 1212.2019 || 07:36 ‘ MocTponTs |

AN KonuuecTso IP-agpecos, IP/MUH A Bxopawwi Tpadmk 8 GuTax, Butic

0 5,58K e ——— 11,440 —

= | h
378K 7.59M \ 1 A&

1 TV T (L TR
[ el ol T A A Imd A‘.,;,“,‘T.\‘. a:“..’w;‘,
e e i Ve ) AP e W ‘
Wy ‘A

1.98K ol 3,74
L 073 07550815 0B 085 D915 0935 005 1015 1035 105 1115

M
‘u{yso/aaoumosss 0855 00150035 0955 1015 1035 105 1115

BOCCTaHOBWTL OTOOpaXEeHHe rpadukos No YMONYaHMIo

B neBoi YacTu cTpaHuL, pasgena Pecypcbl HaxoaMTcs CNMCOK Beex 3alumiiaemblix pecypcoB KnveHTa.

5.4.1. Bei6op pecypca

CTpaHuubl pasgena Pecypcbl cogeprkaT pag 3/1eMEHTOB, 417 NONb30BaHWUA KOTOPbIMU HE0HX0ANMO
npeasapuTesibHO BblIBpaTh pecypc. A Bbibopa pecypca BbINoHUTE Cleaytolime AeNcTBua:

1. HaxkmuTe Pecypcbl B rnaBHoM MeHto. OTKpoeTca pasaen Pecypcbl.

2. HailauTe Hy»)HYyI0 rpynny pecypcos B ieBOM CT0/16LEe 1 pa3BepHUTE ee (eCam OHa CBEPHYTA).

3. HainguTte HY»KHbIN pecypc 1 BbibepuTe ero (MPocTbiM HaxkaTuem). B oCHOBHOM YacTu CTpaHuULbI
0TObpaszATcs rpadunKM U CTaTUCTUKA 1A AAaHHOTO pecypca.

5.4.2. MOHHMTOp COCTOSTHUSA pecypca

[na npocMoTpa TeKYLLEro COCTOAHUA ONpeaesieHHOro pecypca BbibepuTe 3TOT pecypc B CAMCKe

(cmoTpuTte npumep B pasgene 5.4.1, Bbibop pecypca) n HaxkmuTe MOHUTOpP BO BCMOMOTraTe/IbHOM
MEHIO.

B npaBoit YyacTu cTpaHuupbl 6yayT oTobpakeHbl creayowme BUAKETbI:

e MOHUTOP M3MepAEMbIX NapaMeTPOB pecypca (TeKylme 3HauYeHNA NnapameTpoB 0To6parkeHbl
ctonbuamu; nereHaa no Kaxkaomy cTonbuy BbIBOAUTCA BO BCM/bIBAOLLEM COOBLLEHMM NPU
HaBeAeHMM Kypcopa):
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Wamepsemble napameTphbl (3a MUHYTY)

OCHOBHbIE NapameTpbl

17.12.2013 13:44 —.---l---

Bpema oTKAMKa
522 munnucek.

M YpoBeHb HOpMbl YpoBeHb BHUMaHWS B YPOBEHb Tpesoru

s Cnuncok aHOManui 3a aeHb, NOA06HbIN CIUCKY U3 Npumepa B pasaene 5.2.1, MpocmoTp

AHOMaNMI 33 CEFrOAHALWHNI AEHb, TOIbKO 6e3 rpaduKa M BO3MOXKHOCTM Nepexoa Ha
cTpaHuuy Mapametpobl:

AHOManuu 3a cerogHs

® 1 BxopAwwui TpaduK B nakeTax 65.78K Mkt/c 116,05 % CeroaHs, 16:22 - akTMEHa
® t BxopAwmi Tpaduk B Gutax 144, 47M Butic 75.97 % CeroaHs, 16:22 - akTueHa
L ] + HTTPS. 3anpocs! 18.24K LL/cex 104,36 % CeroaHs, 16:22 - akTusHa
+ Bxopswwi Tpaduk B Sutax  102,99M But/c 4421 % CerogHa, 12:38 - 4 mus
+ HTTPS. 3anpocst 12,61K LWit/cex 39,05 % CerogHs, 12:38 - 4 muH
<« t HTTPS. 3anpocsl 14.27K Lt/cex 61.1% CerogHs, 12:13 - 2 muH
[ ] + Bxopawwn Tpaduk B Outax  117M Butic 67,07 % CerogHs, 12:13 - 2 muH

¢ [paduk cooTHOLWEHUs NPOTOKONOB (NoapobHee ynTaliTe B pasgene 6.6, YTo nokasbiBaeT

pacnpegeneHune NpoToKo0B):

COOTHOLEHNE NPOTOKONOB

[aHHble ¢ ceHcopa

100
hitp

https
dns
ftp
smtp

PR TovVgyoreR e POV Y ey ey

0 s _ 2 i, d b iestin Brbnls B
1135 1139 11 4 12 00 1215 12 30 12 4 13 00 13 15 13 30 13 4 14 00 14 15 14 30 14 4 15 00 15 15

17.12.2013
[aHHbIe U3 LEeHTPa 04YNCTKN

tcp
udp

icmp
other

1115113017 4 1200 121251230 12 4 13 0 1335 13 3 13 4 14 0 14 35 14 30 14 4 15 0 15 15
17.12.2013

e Tleorpaduyeckoe pacnpegeneHue nocetutenei pecypca (noapobHee umTaiite B pasaene 6.5,
YTo nokasblBaeT reorpaduyeckoe pacnpeaeneHume):
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reorpaduyeckoe pacnpeaenenue (no IP agpecam)

8 yacoe CYTKW

33 npowegwmne 5 MUHYT

Poccua
(80.52%)

Poccua
(80.52%)

5.4.3. IIpocMOTp AeTaJTbHOr0 COCTOSIHMSA pecypca

[nsa 6onee noppobHOro NPOCMOTPA COCTOAHUA ONpeaeieHHOTO pecypca BbibepuTe 3TOT pecypc B
cnucke (cmoTpute npumep B pasgene 5.4.1, Boibop pecypca). CTpaHuua NapameTpbl 6yaeT oTKpbITa

Nno YMO/T4aHUIO.

B npaBoit YyacTu cTpaHuupbl 6yayT oTobpakeHbl cieayowme BUAKETbI:

¢ Konwnuecrtso IP-agpecos;

e SYN-naketsbi;

¢ Bxogswmii TpaduK B buTax;

e Bxogswmnit TpaduK B NakeTax;

¢ Wcxogawmii TpaduK B buTax;

e lMcxopawmii TpadmK B nakeTax;

e HTTP 3anpochbl

Kpome 3Toro, MOXHO HacTpouUTb OTOBpaXKeHne Apyrux napameTpoB (cMoTpuTte pasaen 5.4.4,

HacTpolika BUAKETOB CTPaHWULbI).

Habop nsmepsembix NapamMmeTPOB MOMKET M3MEHATLCA OT pecypca K pecypcy, B 3aBUCUMOCTU OT

CBA3aHHbLIX C HUMU HACTPOEK Cuctemol.

YT106bI YBE/INYNUTb BULOXKET, HAXKMUTE Ha HEro, h OH NOABUTCA B obnactu pPenfakTupoBaHnA B

yBe/IMYeHHOM MacLuTabe:
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SYN-nakeTsl, MkT/c
407,01 /
348,28 /
289 55 m’/
; —i—
808 4 - = . MM\/
= v A_oA he VA
721 =7 7 ,A._~——;;M et e
I V
113,37 ™
0755 0810 0825 084 085 (910 092 (94 0955 1010 102 104 105 1110 112 114
* KonuuyectBo IP-agpecoB, IP/MUH ‘f Bxogawun Tpacuk B butax, burtic
60K 11.44M
446K P el 108 == 771M o ") " A
L g Y i ALY L
*“MKD}% 08150835 082500 0035 095 10% 103 105 1115 113 ""‘EMDIIS; Q8B O83BOB% D9150035 005 10H 1035 105 1115 113
@ I7pu nepexode HA cCmpaHuyy napamempos pecypca ro ccolsike ¢ onucaHusa rnosedeHus
KaKo2o-n1ubo napamempa 6o spemMmAa aHomMas1uu, aKmusHbiM CMAHOBUMCA suoxem
coomeemcmeyrwe2o rnapamempa, Hesasucumo om meKywux HacCmpoek.
ﬂpM HaBeAdeHNN Kypcopa Ha rpachK B o6nactn pefakTMpoBaHuA 0To6pa>1<aeTcs| 3Ha4yeHune
napameTpa B KOHKPETHOMN TouKe:
SYN-naketsl, MNkT/c
407,01
348,28 /
.///
289,55 f,ﬂuﬂ
4”' 12 2019 11:31 - 241,93 | g il
. o P aex. 31 - ‘ ]
1721 - /WVWW
—_ I
113,37 ™
0?55 0810 0825 0840 (0855 (0910 0925 0949 09 55 »10'0 102 1049 105 1110 1123 1M

5.4.4. HacTpo¥ika BUJKeTOB CTPAHHULLbI

Bbl morkeTe HaCTpanBaTb BUAXKETbLI HAa CTPaHUNLUaX COCTOAHUA U NapPaMETPOB pecypcCa: BKKOYaTh,
BbIK/TIOYaTb U pacnosiaratb B pyrom nopagke.

e YTObbI yYOanTb BUAMKET CO CTPaHULbl, HAXXMUTE KHOMKY |:| CnpaBa B 3aro/sioBke sBng»eta.

e YTOObBI CMEHUTD BUOXET, HAXXMUTE KHOMKY |:| cnpasa B 3aroJ/ioBKe Bngxeta n B

BbliNagarowem cnmncke BblﬁepMTe Hy)KHbIVI suaxet. Koraa Bce BUAXKETbl aKTUBHbI, AaHHaA
onepauna HeaoCTynHa.
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s YT06bI £,06aBUTL BUAMKET Ha CTPAHULY, HA*KMMUTE Ha cCblIKy HaXkmuTe 3aech B NycTom
BUAMKETE B HUXKHEWN YaCTW CTPaHMLLbI, U B BbiNaAatoLeM CrINCKE BblbepuTe HYXKHbI BUOMKET.
Korga Bce BUAKeTbl akTUBHbI, AaHHaA onepauus HegoCTyMnHa.
Y106bI BOCCTAHOBUTHL OTODPArKeHNe BUAKETOB, BbIOPaHHbIX MO YMO/I4aHUIO, NepeauTe no
ccbinKe BoccTaHOBUTb OTOGpaXkeHue rpaduKoOB MO YMOMYAHUIO B HUXKHEN YacTU CTPaHULbI.

@ Cocmas u nopsadoK omobpaxeHus 8UOHEMO8 HACMpPAUBAOMCcA UHOUBUOYAsbHO 014
Kaxdoz2o pecypca.

5.4.5. 3asaHue nepuoja NOCTpOeHMsI rPapUKOB M AUarpaMMm

YTobbl 334aTb Nepros, NoCTPOEHUA rpaduKoB N3MepAeMbIX MapaMeTpPoB pecypca U Auarpammsl
reorpapuyeckoro pacnpegeneHus Tpaduka, BbinoJHUTE caeaylolme AeNCTBUSA:

1. BbibepuTte Hy»KHbIN pecypc B cnncke (cmoTpute npumep B pasaene 5.4.1, Boibop pecypca).

2. Haxkmunte MapameTpbl BO BCMOMOraTe/ibHOM MEHI0.

3. B o6/1acT1 peaakTMpoBaHUa Hag rpadMKom Bbibepute ANMUTEIbHOCTb NMPOMENKYTKA
0TO6pPasKeHUA U3 BO3MOMKHbIX 3HAYEHUI:

o 4 yvaca; o
8 yacos; o
CyTKW.
4. 3apaiTe NONOXKEHME NPOMENKYTKA B OAHOM U3 hopm:
o HauwnHas c (3agalite Bpems); o Mo Tekywmi
MOMEHT.
[na rpadukos Ha cTpaHuue MapameTpbl NONOKEHNE MOMKET ObITb TaKXKe 3a4aHO C MOMOLLbIO

BM3Yya/IbHOrO NepemMelLeHNa NPOMEKYTKa krorkamu {u ,’paCI'IOﬂO)KEHHbIMM cneBa v cnpasa oT
aKTMBHOro rpadumka.

lpadmKKM Ha BCcex BUAMKETax byayT nepecTpoeHbl aBTOMaTUYECKM.

Mpu nepexode Ha cCMpPaHULY NAPAMempos pecypca o CcoiiKe co CmpaHuysl AHomanuu
npomexcymok 3adaemca mak, Ymobbl omobpaxame 3smy aHOMAAUIO.

5.4.6. IlpocmoTp nHpopmanum o reorpadudecKoM pacnpeseseHu Tpaduka

[na npocmoTpa MHPopmauum o reorpadpuyeckom pacnpeseneHnn TpadurKka no pecypcy Bbibepute
3TOT pecypc B cnucke (cmoTpuTe npumep B pasgene 5.4.1, Boibop pecypca) n Haxkmute Feorpadpun
BO BCMOMOraTe/IbHOM MEH!O.

Ha ctpaHuue byaet otobparkeHa guarpamma reorpadumyeckoro pacnpegeneHums tpadumka pecypcea 3a
nocnegHue 4 yaca. MNpu HaBeAeHMM Kypcopa Ha CEKTOp AMarpammbl BbIBOAMTCA BCNJbiBatoLLee
coobLEeHNe C Ha3BaHMEM CTPaHbl, KonnyectBom ee IP u npoueHTHOM goneli aTux IP B 0bwem
Tpaduke:
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Poccua
(86.41%)

YKpauHa (3.11%)
Konuyecteo IP: 341

Ona nsmeHeHusa neproda Unm napameTpPoB NOCTPOEHUS ANarpammbl UCNONb3YITe GUABLTP B BEPXHEN
4yacTu cTpaHuLbl (cmoTpuTe pasaen 5.4.5, 3agaHre neproaa NOCTPpoeHUs rpadrKoB 1 Anarpamm).

5.5.Pa6oTa co cnuckamu IP-agpecos

5.5.1. Ilouck IP-aagpeca B cnuckax

[Ona noucka IP-agpeca B yepHoM 1 6esiom cnmckax onpeaeieHHOro pecypca BbiMoJIHUTE cneaytolume
AeNCTBuA:

1. BbibepuTe HyxHbIli pecypc (cMoTpuTe npumep B pasgesne 5.4.1, Boibop pecypca).

2. BbibepuTe nyHKT Mouck IP Bo BcnomoratesibHOM MeHto. OTKpoeTca cTpaHuMLa NoMcKa
IP-agpeca.

Wckats agpec IPv4: 000.000.000.000 X ‘ ’ Haintu

[InA MHOXECTBEHHOrO NOMUCKa UCNONL3YUTE 3anATYIo
BozmoxeH ogHoBpeMeHHebii nownck He Bbonee 10 agpecos

3. Bseaute agpec B none BBoAa. MOXHO BBOAUTb HECKONbKO afpecos, pasaeneHHbIX
3anATbIMU.

A Adpeca cnedyem 8800uUmMb NoaHocmesto. [Touck rno ppaemeHmy adpeca uau rno Macke
HEe8o3MOMeH.

4,
Haxkmute Hautu. Huxke 6yayT BbiBeAEHbI Pe3y/IbTaTbl MOMCKA.

Ecnn agpec HallaeH, TO NPUBOAATCA cnedylolme AaHHble:

e B KaKoMm crncke oH HanAeH;

. MpuunHa gobasneHus (aobaBneH nonb3osaTenem uim
aBTOMaTMYecKu); ¢ Bpemsa gobasneHuA B CNUCOK; o KommeHTapuii.

Bbl MOKeTe BbIMOJHWUTL CAeAytoLme AeNCTBUA C HYXKHbIM apecom:
e YOanuTb M3 CNUCKa;
e [106aBuTb B ApYyroi CNUCOK;

e PepaKTnpoBaTb KOMMeEHTapuii;
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® [lpocMoTpeTb XKypHan AeACTBUN.

188.16.111.9

B 6enom cnucke

[lo6aBneH nonb3oBaTtenem
10 anp. 2018 11:50
HaxmuTe 3aech, YTobbl NOCMOTPETb

KommeHTapwit 2 XKypHan aencTeui ¢ 3Tum IP-agpecom
3a nocneaHun mecsy

Ecnn agpec He Haﬁ,ﬂ,EH B CMUCKaX, Bbl MOXeTe BbINOJ/IHUTb caaeaytouine AEVICTBMSS

* [lo6asuTtb agpec B 6e/blii CMUCOK;

® [o6aBWTb aApec B YEPHbIA CIMCOK;

® [lpocMOTPETL XKYyPHaI AEUCTBUIA C aiPECOM.

10.0.0.255

He HalaeH B crnnckax

HaxkmuTe 30eCk, 4TOBbI NOCMOTPETH

KypHan aewctsum ¢ atum |IP-agpecom
3a nocneaHnn Mecsy

5.5.2. [IpocMOTp YepHOro U 6€/I0ro CIMCKOB

[na npocmoTpa yepHoro 1 6enoro cnuckos IP-aapecos onpeaeneHHOro pecypca BbinoaHUTe
cnepyolme aencTema:

1. BbiBepuTe HyxHbIi pecypc (cmoTpuTe Npumep B pasaene 5.4.1, Boibop pecypca).

2. Bbl6epl/ITe NYHKT CnncKuM BO BCNOMOraTe/IbHOM MEHH0. OTKpOGTCFl CTpaHuLUa CNUCKOB.

YepHbI CNUCOK &7 Burpysum & Owervrsece BEMbIA CNNCOK @ Burpyaure @ Ounctvms Bce
+ [Oodasnte X b + Oodasnte X P
178.222.439 9 anp. 2018 13:25 188.19.24.196 9 anp. 2018 13:28
5.12.156.42 9 anp. 2018 13:16 [ 176.113.33.242 g anp. 2018 13:26
122.170.14.226 9 anp. 2018 13:15 188.18.192.82 g anp. 2018 13:26

Appeca B cnnckax oTobparkatotca B nopsaake gobasneHuns (Hoeble cBepxy). Aaa KaxKaoro
npuseaeHsbi:

e Appec;

e [laTa 1 Bpems Ao6aBneHUs B CNUCOK;
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¢ KoMMmeHTapwii, ecnum oH ecTb (B BUAE BCMJIbIBAIOLLEN NOACKA3KH).

Bbl moXKeTe YO3aNATb U NepemMeLllaTtb agpeca mexagy CnnMckamu. Lna storo Bbl6epMTe Hy)KHbIl7I agpecu
Ha*XMuTe COOTBETCTBYHOLLYHO KHOMKY.

[ns ynpaBneHUsa cnMckamm B LLeIOM AOCTYMHbI Ceaytowme aencTBus:
. [JobaBuTb agpec; o

BbIrpy3suTb B BUAE OTYETA;
. OumnctuTs.

Ha MopTane otobpaskatoTca He 6onee 50 afpecos U3 KaXKA0ro CNMCKa, 0HAKo B OTYET NONaAaIoT BCE
ajpeca.

5.5.3. Jlo6aBsienue IP-agpeca B CIUCOK

Y106b1 L06aBUTHL IP-aapec B YepHbIN UK Benblii CNUCOK onpeaeneHHoro pecypca, BbinoaHUTe
cneaywoume aencTeus:

1. BbibepuTe HyKHbIN pecypc (cMoTpuTe Npumep B pasaene 5.4.1, Boibop pecypca).

2. BoibepuTe nyHKT CNKUCKK BO BCoMoraTe/ibHOM MmeHto. OTKpoeTca CTpaHML,a CNIUCKOB.

3. Hawmure T

HobaBneHne agpecoB B CNUCOK X

Appec:

KommeHTapui (He Gonee 256 cumsonoe):

[obBasutb OTMeHUTb

4. BepguTe B Mone BBOAA IP-agpec.

A Adpeca cnedyem ssodums nosaHocmesto. JobaeseHue no gppaemeHmy adpeca uau no
MACKe He803MOMHO.

[Do6aBuTb Hag cnMcKom, B KOTOPbIN cneayeT aobasuts agpec. OTKpoeTca
BCM/IbIBatoLLLee OKHO fo6aBneHus agpecos:
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HaxkmuTe lobaButb. Aapec 6yaet nob6aBnieH B CNUCOK.

Ecnun B none BBoAa 6bin BBEAEH HEKOPPEKTHbIN 3anpoc (pparmeHT IP, HecywecTsytowmii IP
nnu Boobue He IP), To BCNAbIBatOLLEE OKHO HE 3aKPOETCA, a Nose BBoAa byaeT BblAeneHo
KpacHbIM.

YépHolili u benbili criucku adpecos HACMpPauUsaromMcsa UHOUBUOYAbHO 0715 Ka# 0020
pecypca.

5.5.4. Ilepememenue IP-agpeca B Apyrom CnucoK
[Ona nepeHoca IP-agpeca U3 4epHOro cnucka B 6e/bln A Ha0bOPOT BbINOJIHUTE Cleaytolme
aencrama:

1. BbibepuTte HyHbIN pecypc (cMmoTpuTe Nnpumep B pasgene 5.4.1, Boibop pecypca).

2. Bbl6epMTe NYHKT Cn1CKKM BO BCMOMOraTe/IbHOM MEHHO. OTKpOETCﬂ CTpaHuMUa CNUCKOB.

3. BbibepuTe HyKHbIl IP-agpec 1 npocTaBbTe Gp/Ia*KOK B COOTBETCTBYHOLLEN CTPOKE.

v/ 188.19.24.196 9 anp. 2018 13:28 V4

@ MoxtHO 8b16paMb HECKOLKO a0pecos U cogepuiums me xe delicmeus ¢ HUMU
00HOBPEMEHHO.

4. Haxmute [T@pemectutb Haz CIMCKOM (419 NepeHoca agpeca U3 YepHOro CrMcKa B Geblii)
nnu NePemecTuTb (018 NepeHoca B MPOTUBOMONOXKHOM HanpasneHun). Aapec byaet
nepeHeceH B APYroi CMMCOK.

5.5.5. Ypanenue IP-agpeca 3 cnucka

Ona yaanenna IP-aapeca U3 cnMcKa BbINOAHUTE Caeaytowme AeNcTBUA:

1. BbibepuTe Hy»KHbIN pecypc (cMoTpuTe npumep B pasaene 5.4.1, Boibop pecypca).

2. Bbl6epVITe NYHKT CnucKKM BO BCMOMOraTe/IbHOM MeHH0. OTKpOETCFl CTpaHuLUa CNMUCKOB.

3. BbibepuTe HyKHbIl IP-agpec 1 npocTaBbTe Gp/a*KOK B COOTBETCTBYHOLLEN CTPOKE.

v 188.19.24.196 9 anp. 2018 13:28 V4

@ MoxcHO 8616pamMb HECKO/IbKO adpecos U cosepwiums me xce delicmaus ¢ HUMU
00HO8pPEeMEHHO.

4. Hammunre X Ypanutb Hag, cnvckom. Agpec byaeT yaaneH U3 cnucka.

A Mpu nepexode o ccolake O4UCMUMb 8ce 8b16PAHHbI CITUCOK MOAHOCMbIO
o4uwaemcs. 3mo delicmsue Heobpamumo

5.5.6. dopmupoBaHue oTuyeTa o cuuckax IP-agpecos
Y106b1 OTNPaBUTL 3aMpoc Ha GopMMpPOBaHME OTUETA O CNMUCKaX IP-aapecos, BbINOAHUTE caeayolimne
nencrema:
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1. BbibepuTte Hy»HbIN pecypc (cMmoTpuTe npumep B pasgene 5.4.1, Boibop pecypca).

2. BoibepuTe nyHKT CNKUCKK BO BCnomoraTeibHOM MeHto. OTKpoeTca CTpaHMLa CNIUCKOB.

3.

BCn/ibiBakouwiee OKHO:

Oryer ompasneH Ha (popMupoBaHue

3anpoleHHbIi BaMn OTYET OTNpaBneH B oyepeab Ha
thopmupoBaHue.

MpoBepuTL CTATYC 0TYETA U CKauaTh ero Bul MoXeTe B pasgene OTyeThl.

oK |

Haxmute ®' Bbirpy3autb Hag CMCKOM, MO KOTOPOMY CreayeT chopmMMpoBaThb oT4HeT. MoasuTca

3anpoleHHbIN OTYET NOABUTCA B pasgesie OTUeTbl M MOXKET ObITb COXPAaHEH (CMOTpUTe Npumep B
pasgene 5.6.2, CkauMBaHME FOTOBOIO OTYeETa).

@ 3anpoc Ha hopmuposaHUe CUCKA MAKice Moxem bbimb 0mMapassaeH co CMpPaHuybl
omyemos, Npu 3mom 00CmynHa 8si2py3Ka 060uX CrUCKos 8 00UH ¢halin.

5.6.Pa6oTa c oTyeTamMu

Y106bl NEPENTM HA CTPAHULY OTYETOB, HaXXMMTe OTUYETbI B I/1TaBHOM MeHt0. BcnomoraTenbHoe MeHto

B 3TOM pa3sgene OoTCyTCTBYeET.

Ha gaHHO cTpaHMLUe MoryT bbiTb 3aKasaHbl ceaytoLlme TUMbl OTYETOB:

. Benble U YepHble CMUCKU PECYPCOB; o

OTtyeTbl 06 aTaKax.

Kaspersky 0

DDoS Prevention

AHomanum

’ L | @

ATaku Pecypchl Otuetsl Hacrpoitku

[ ] Privacy policy B JoxymeHTaums

3apaBcTByifTe,

OTyeT o crnuckax agpecos

MepeueHs IP-anpecos 8 5enoM v YepHLIX CUCcKax Ha
MOMEHT (hOPMMDOBAHUA OTYETA.

¥ Bl

OTuYéT 00 aTake

Pecypc Tun cnucka [arta 3akaza
Oenblit Cnucok 12 wiona 2019 13:42
DenbIi cnucok 12 wiona 2019 13:42
Benbii cnucok 12 wiona 2019 13:40
Pecypc Ataka [Nata Ha4ana [ata 3aka3a

MogpoGHan UHMOPMAaLIMA O COCTOAHMM pecypca BO BpeMA

arakn.

«” BulbepuTe napaMeTpsl (hopMUPOBaHUA OTUYETE

5.6.1. dopMmupoBaHue OoTYETA

3a nocnegHWiA MecAL oT4eTHl He (hopMUPOBaNUCy

e OTueT 0 CNUCKax aapecos

Crartyc

Oryer rotos
OTyeT roToB

OTyerT roToB

Cratyc
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Y10o6bl OTNPaABUTL 3aNpocC Ha GopMMpOBaHME OTYETA O CnKcKax IP-agpecos, nepeianTe no
ccblike Bbibepute napameTpbl GopmMmrpoBaHUA OTUeTa B noapasaene OT4eT 0 cnuckax
agpecos. B noasMBLUEMCA BCN/bIBAOLLEM OKHE BbibepuTe 0ANH MU HECKO/IbKO PECYPCOB U
HarkmuTe ChopmmnpoBaTb. ITOT 3aMPOC MOMKET ObITb TaKKe OTNPABAEH CO CTPAHULbI
pecypcos (cmoTpuTe pasaen 5.5.6, PopmunposaHme otyeTa o cnuckax IP-aapecos).

e OTUéT 06 aTaKe

YT106bI OTNPaBMTL 3aNpocC Ha GopMUPOBaAHME OTHETa 06 aTake, NepenauTe No CCbliKe
Bbibepute napameTpbl ¢opMMpPOBaHUMA OTUeTa B Nogpasaene OtyeT 06 atake. B
NoABMBLUEMCA BCM/IbIBAlOLLLEM OKHE OTObparkaeTcs CnMcoK nocnegHux 5 atak. Ytobbl HaNTH

A

FEMEREIE y oTdunbTpyiiTe aTakm no rpynne, pecypey 1

nepuoay:

edu.tatar.ru (1) v

o)1 C 00.00.000C no | 00.00.000C

6o0/iee paHHME aTakK, HaxKMmnUTe

3atem BblbepuTe 04HY UNU HECKONIbKO aTaK, Mo KOTOpbIM cneayet chopMUMpPoBaTb OTYETbI U
Haxxmute ChopmupoBaTtb. HeaBHO 3aBEepLUEHHbIE M aKTUBHbIE aTakM OTMEYatoTCS
cneunanbHbIM CUMBOIOM ®, dopmupoBaHME OTYETA MO ITUM aTaKam MOKET 3aHATb
6onblle BpEMEHMU.

3TOT 3aNpOC MOXKET BbITb TaK}Ke OTMNPaB/eH CO CTPaHWULbI aTak (cMoTpuTe pasgen 5.3.2,
MpocmoTp AeTann3aLmm aTakm).

Mocne odopmneHus 3anpoca OTYET NonagaeT B ovepesb Ha GOPMUPOBaHUE (TaKKe OTObpaKaemyto
Ha JaHHOW CTpaHuLe) co cTaTycom Oxuaaer. B ganbHelwem cTaTyc usmeHutca Ha Popmupyerca, 1
B KOHEYHOM UTOre — Ha CCbINIKY OTYET roToB, N0 KOTOPOW MOXKHO 3arpy3unTb ¢alin oTyeTa.
CooblLeHMe 0 rOTOBHOCTM 3aKa3aHHOro oTyeTa byZeT TaK»Ke OTNpaB/eHO NO 3/IEKTPOHHOM NoYyTe Ha
aApec, yKasaHHbI B npoduie Nonb3oBaTens.

Ecnv Bo BpemsA ¢opmMUpPOBaHUA OTYETa NPOM30LLIA OLIMOKA, 3TO ByaeT oTpaxKeHo B cTaTyce. Cnpasa
oT oT4eTa, Npn GOPMUPOBAHUN KOTOPOTO NPOM30LLIa OLWNBKA, BbIBOAMTCA CCbINKa, MPU Nepexoae no
KOTOPOW OTYET C TEMM Ke NapameTpamu OTNPaBAAETCA Ha NOBTOPHOE GOPMMUPOBAHUE, a B KypHane
3aKa3aHHbIX OTYETOB NOABAAETCA HOBAsA CTPOKa.

5.6.2. CkayuBaHHe roTOBOro oTyeTa
ﬂ,ﬂﬂ CKauMBaHUA rOTOBOro oTyeTa HaxkKmuTte OT4YeTbl B /1aBHOM MEHIO. OTKpoeTCFI CTpaHuLUa OTyeTbl.

YT106bl CKauaTb CNUCOK IP-agpecos, HalguTe ero B noapasaene CNUCKU agpecoB 1 Haxkmute OTuet
roToB B COOTBETCTBYlOLW,EN CTpoKe. Cnncok B popmarte .xls 6yaeT ckauaH uam OTKPbIT B HOBOM OKHE, B
33aBMCMMOCTM OT HacTpoek bpaysepa.
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Y1o6bl CKauaTb OTUYET 06 aTake, HallauTe ero B noapasaene Otyer o6 aTake 1 HaxkmuTe OTUET roToB

B COOTBETCTBYIOLWEN cTpoKe. OTyeT B popmaTe .doc byaeT ckayaH Uan OTKPbIT B HOBOM OKHe, B

3aBMCMMOCTM OT HaCTpPoeK bpaysepa.

A

®

Ckavusaemblili omyem npedcmasnsem coboli MHT-0oKymeHmM, cripoeKkmuposaHHbili
crneyuasnbHo 0419 OMKpPbIMUA 8 mekcmogom pedakmope MS Word. B pedKux cay4asx
OMKpbsimue omyema Yepes Opyaue MPo2pamMmbl MOXem UCKa3ume sHewHuli sud om4yema.

lMpu omkpsimuu om4yema 06 amake 015 (hopMUPOBAHUSA COOePHAHUA omyema 3anycKaemcs
makpoc. Ecau Bawu nosne3oeamenbckue HACMPOUKU 3anpewarom 8binoaHeHUE MAKpoca,
codepxcaHue omyema bydem chopmuposaHo HesepHo. Mcnpasume cOOEpPHAHUE MOHCHO
CMaHAapmMHsIMU cpedcmaamu pabomel ¢ 021a8AeHUAMU.

5.7.Hactpoiuiku IlopTasa

5.7.1. 3MeHeHHe JIMYHBIX JaHHBIX 10/Ib30BaTeJIs

YT06bI USMEHUTb /INYHbIE AaHHbleé No/1b30BaTeENA, HAXXMUTE HaCTPOﬁKM B rMaBHOM MEHIO; MPUN 3TOM

BO BCOMoOraTe/IbHOM MeHto byaeT BbibpaH NyHKT NMpodunb.
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Kaspersky 0 ; ii .ll @ 3ppaBcTByiiTe,

DDoS Prevention AHOMar

Atakm Pecypcul OTueTsl Hacrpoiu

OnoseLeHns Mons3oBaren CeofHble AaHHbe

MepcoHanbHble HACTPOWKYN ANs gut_test_email_settings

JNoruH

cAMEONOE

[HonycTumo ucnonksoeams -

®

TenegoH * +7 v 965
Email *
A3bIK OTYETOB M COOBLLEHUIA Pycckuit v
BpemerHas 3oHa * Eepona v | GMT +03:0( v
MpUOPUTET ONOBELLEHNA @ OTKNKYEHO ¥

Bpema 4OCTYMHOCTH

KommeHTapui

HacTpoiiku napons

He mexee 8 cumeonoe. Jomxe:

s Byxa naTHHCKO!

Crapbit naponb

HoBbif napons

OTnusHei 0T cT3poro

MosTopUTL Naponsb

* OBasaTensHele nons

CoxpaHuts OtmeHuTs
|(aspe rsky Cnyx06a noaaepxKu: +7(495)363-93-38, kdp@kaspersky.com [na ackanauui: KDPComplaints@kaspersky.com

Ha aTol cTpaHuWLe AOCTYNHbI A8 NPOCMOTPA U U3MEHEHUSA C/leaytolme NepcoHasbHble AaHHbIe:
s TenedoH gna onoseLeHU (BBOAMTCA B CTPYKTYPMPOBAHHOM BUAE, KOA rocy4apcTea
BblOMpPAETCA U3 BbINaZAoLWEro CrncKa);
e Aapec 3N1eKTPOHHOM NOYTbI AN1A ONOBELWEHWI;

e f3bIK OTYETOB M COOOLEHUI (HE3aBUCMM OT A3bIKA MHTepdeiica, KOTOPbIM HacTPanuBaeTCa B BEPXHEN
CTPOKe MeHI0, CMOTpUTe pasaen 5.7.6, iameHeHuWe A3bika HTepdelica NopTtana);

e BpemeHHaA 30H3;

¢ [lpuopuTeT onoseleHna (B cydae aTaku COTPYAHMKM KnneHTa onoBeLatoTca AeypHbIM
KDP no tenedoHy B nopaaKe npuoputeTta, 40 NePBOro yCrnewHoro 403BOHa; onoBeLeHme no
3/1eKTPOHHOM NoYTe He 3aBUCUT OT NPUOPUTETA U HaMNPaABAAETCA BCEM COTPYAHUKAM);

° Bpemsa AOCTYNHOCTM (TEKCTOBOE MOJIe, KOTOPOE 3aMo/IHAETCA B MPOU3BO/IbHOM dopme
4N CBA3W € No/Ib30BaTeiem B ya06Hoe A/ Hero Bpems); o Maponb (cmeHa napons).
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MpuopuTeT Nnonb3osatens —4mcao ot 1 Ao 5 nam "oTkaoueHo", peryampyoT nocsieaosaTe/ibHOCTb
3BOHKOB M0/1b30BATENIAM B C/ly4yae 0H6HapyKeHUs aTaku UK CyLecTBeHHOW aHoManuu. Ecaum
NPUOPUTET OMNOBELLIEHMSA Y HECKONIbKMX NOb30BaTe1eit 0ANHAKOBbIN, Toraa oHM 063BaHMBalOTCA B
COOTBETCTBUM CO BpemMeHemM A0CTYNHOCTK, a NPU paBHOM AOCTYNHOCTU — Mo andaBuTy.

Nobble BBEAEHHbIE U3MEHEHMWSA COXPAHAOTCA NOCAE HAaXKaTuA KHOMKKM COXpaHUTb MK cbpacbiBatoTca
noc/e HaxKaTua KHoMKM OTMeHUTb. [py NOMbITKE MOKUHYTb CTPAHMULY, HE HAaXXMMasA HU OAHOM U3
3TWX KHOMOK, BblgaeTca npeaynpexaeHue:

! BHECEHHbIE M3MEHEHWNA HE COXpaHEHbl. COXpaHUTb
N3MEHEHNA?

Ha Het

5.7.2. HacTpoiika aBTOMaTH4Y€CKHUX ONMOBEIeHUu

OnoBeLueHMA 0 HOBbIX aHOMAINAX, MOTYLLMX CBUAETE/IbCTBOBATb O BO3MOXHOW aTake, MOTyT
OTNPaBAATLCA NO/Ib30BATENIO MO 3/IEKTPOHHOW NOYTE, @ aBTOMATUYECKME onoBeLleHnA 06 aTakax —
no SMS. OnoBseLieHne 06 06HapPY*KEHHbIX aTaKax NPOU3BOAUTCS COTPYAHUKaMK CnyKobl
akcnayaTauymn KDP no TenedoHy 1 3NeKTPOHHOM NOYTe, HE3AaBUCMMO OT HAaCTPOEK OMOBELLEHWUI Ha
MNopTane.

Y106bI HACTPOMTL NapaMeTpbl ONOBELLEHNN, HaxkMUTe HacTpoiAKK B rNaBHOM MeH10, 3aTem
OnoBeLeHUs BO BCNOMOraTe/IbHOM MEHH0.

Kaspersky 0

DDoS Prevention B

Mpodune Tons3oearten CeoaHble aaHHbe

[MepcoHarnbHble HaCTPOMKK OMOBELLEHUS

¢/ S cornaceH nonyyarb ONOBELEHNA B COOTBETCTBMMU C HACTPOHKAMMN HUXe

HacTpoiiku onoseweruii 06 aHomanuax (3) @D Email Ha agpec @kaspersky.com

MoXHO ameHuTs Ha exnaaxe Mpodune

HacTpoiiku onoselenui o DDoS-atakax (3) @D SMS Ha Homep +7 (965)

MoxH0 uameHuTs Ha exnaake Mpodune

CoxpaHuTte ‘ OTmennTs ‘

Ecan HYXXHO BKNHOYUTb onoBeleHnA 06 aHomanusax no 3ﬂeKTp0HHOVI noyTte, CaBUHbTE
COOTBETCTBYIOUJ,MVI BbIK/Z1KOYaTENIb: .

Mpn HeoBX0AMMOCTU U3MEHUTE AL PEC NIEKTPOHHOM NOYTbI, HA KOTOPbIN ByAyT OTNPaBAATLCS
OMNoBeLLEeHUS

3mo mom xce adpec, komopeili 3a0aH Ha cmpaHuye Mpogune. OH ucnonslyemcs 014
onoseweHuli He monbKo 06 aHOMaAUSAX, HO U 0 Opyaux cobbimusx Ha lNopmarne.

Ecnmn HY>XHO BKIHOUMTb OMNOBeLLEHNUA 06 atakax no SMS, COBUHbTE COOTBeTCTByIOLU,VIVI BbIK/1lOYaTE1b!
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Mpu HeOBX0AMMOCTN M3MEHUTE HOMep TenedoHa, Ha KOTopbI By ayT OTNPaBAATLCA OMOBELLEHUS.
3atem BbibepUTe Yacbl paboTbl ONoBeLLeHNIA, HA BKAaaKe Mpodunb.

JloBble BBEAEHHbIE M3MEHEHMA COXPaHAIOTCA NOCAE HaXKaTMA KHOMNKKM CoXpaHuUTb Man cbpacbiBatoTca
nocae HaKatua KHonkM OTMeHuTb. 18 akTuBM3aummn KHonKkn CoXxpaHUTb HEOBX0AMMO NPOCTaBUTbL
dnaxkok fl cornaceH nosyyaTb ONOBeLLeHUsA, COTNAacHO HacTpoKam. O BK/IOYEHNM ONOBELLEHUN
WM U3MEHEHUM UX HacTPOEK NoJb30BaTe b YBEAOM/IAETCA MO 3/EKTPOHHOM nouTe.

A Ecnu adpec 3nekmpoHHOU noYymsi Uuau Homep mesnepoHa U3MeHAIOMCA HA CMPAHUye
IMpoghuns, ygedomaeHus 06 amux U3MeHeHUAX He Mpou3so0amcs.

lpu cHAMuuU d)ﬂa)f(Ka A coenaceH noayyame onosewjeHus, co2/10CHO HacmpoﬁKaM
A 8blK/1r0Yamesniu HacCmpoek OI'IOBEu{EHUlj 06 GHOMQNUAX U aMaKax aemomamuyecku
nepeeodﬂmc;l 8 cocmosHue « OmKAr4YeHo».

5.7.3. Co3aaHue HOBOrO N0Jib30BaTeJIs

YTobbl CO34aTb HOBOTO MO/b30BaTENA, HaxkMUTEe HacTPOMKM B rnaBHOM MeHI0, 3aTem MNMonb3osaTtenu
BO BCMOMOraTe/IbHOM MEH!O.

Kaspersky 0

DDoS Prevention Aioksarem

Mpoduns OnoselUeHnr CeopHble aaxHble

=+ NobasuTk nonb3osartena

A UmsA nonbsoearten: Pomb IMpuopuTet Bpemsa goctynHocTM  [ata cosganua HencTauga
OnoBeWeHNA
AQMUHKUCTPATOP OTKMIOYEHO 13 ¢peBp. 2017 10:07 PenaktMposarts | YaanuTtb

A

JaHHas onepayusa docmynHa mosasko AOMmuHucmpamopy KaueHma. [1pu omcymcmeuu maxkux
npas 80 scrnomozamesnibHOM MeHto He omobpaxcaemca nyHkm lMoab3oeamenu.

Nepeitaute no ccoinke + [106aBUTb HOBOro Nonb3oBaTeNa Haz, CMCKOM. Ha nossusLLeiics
CTpaHuLe BBEAUTE AaHHble HOBOTO NO/b30BaTeNA:

o Vmsg;

e Jloruu;

e Ponb;

¢ TenedoH (HeobsasaTenbHO);

e Appec 3/1eKTPOHHOM NoYTbl;

¢ f3bIK OTYETOB U COOBLLEHNN;

e BpemeHHyl0 30HY;

e [lpropuTeT onoseLleHnn (B caydae aTakm COTPYAHUKM KNMeHTa ONOBELLAIOTCA AEXKYPHbIM
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KDP no TenedoHy B nopsaaKe npuopuTeTa, A0 NepBOro yCnewHoro A403BOHa; OnoBeLeHne oT
Cnybbl akcnayaTaumm KDP no 3feKTPOHHOM NoYyTe He 3aBUCUT OT NpUopuTeTa u
HaNpaBAAETCA BCEM COTPYLAHUKAM);

. Bpema aoctynHocTu (TEKCTOBOE M0oJie, KOTOPOE 3aMNo/IHAETCA B MPOU3BOAbHOM hopme
ANs CBA3U C Nonb3oBaTenem B yaobHoe ana Hero Bpems); s MNaponb.

MpuopwuTeT nonb3osatensa —uncno ot 1 Ao 5 naum "oTkAo4eHo", peryampyeTt nocneaoBaTeslbHOCTb
3BOHKOB M0/1b30BATENAM B C/ly4ae 0H6HapyXKeHUA aTakn UK CyLLeCcTBEHHOM aHOManuu. Ecam
NPUOPUTET OMNOBELLEHMA Y HECKONIbKMX NOJ/Ib30BaTENEN OANHAKOBbBIN, TO OHW 063BaHMBAIOTCA B
COOTBETCTBMM CO BPEMEHEM AOCTYNMHOCTU, @ NPU PABHOM AOCTYNHOCTM — N0 andaBuTy.

Niobble BBeAEHHbIE UIBMEHEHNA COXPAaHAKTCA NOCNE HAXKATUA KHOMKA COXpaHVITb nnn C6paCbIBaIOTCF|
K COCTOAHUIO MO YMONTYaHUIO NOoCnie Ha*XaThAa KHOMKKU OTMeHUTb.
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Mpwu HaXKaTuK KHOMKK COXPaHUTb BBEAEHHbIE 3HAaYEHUA NPOBEPAIOTCA; NPU 0OHapyKeHUU
HEKOPPEKTHbIX AAHHbIX UKW OTCYTCTBUM 0653aTENbHbIX AaHHbIX BbIAAETCH O4HO UM HECKOJIbKO
npegynpexaeHuin, u popma ocTaeTca OTKPbITOM:

MepcoHanbHbIE HACTPOWKK

MMa nonesosatena * Vima I /\ He cooteetcryet Tpebosannan

Norus * 123 I /\ He cootercrayeT TpeSosaHnau

Ponb * (3 . v
TenedoH v
Email * example@mail I /1\ BeenSumsie pakkzie 2 AENROTCR E-mal
snpecow
HA3biK OT4ETOE ¥ COOGLUEHM Pyccknia v
BpemerHan soHa * Espona Y GMT+020 v
MpuopureT onosewerus (%) oTenioueko
Bpems gocTynHocT!
Maponb
He sevocse 8 canenonon. fJormesy cocronTs vo Gy nanes 3 ArtEer, Ldp W STy mesGeho N
Mapone * ] /\ Mapone s= yaceneteopreT Tpebosarnmm.
Domses Suite 42 xopods 8 cumeonos,
COCTOATE M3 33TN3EHEX ¥ CTEOUHEX SyKE
NETHHCKOrD anNdasnTa, undp 1 He Mekes
ORHOT0 CyxebRor0 CRMBONS
(F#8%RE& () +.-2=>2@0]" _{I}~)
MoeTopums napons * [~ | /\ Naponu we cosnazawr

Ofrsrensit

KHonka OTMeHUTb ouumLLaeT Bce Noas popmsbl, HO He OTMeHseT AobaBneHns Noab3oBaTens, T.e.
dopma gobaBneHMsA ocTaeTcss OTKPbLITON. YTobbl 3aKpbITh Gopmy, He 406aBAAA NoAb3oBaTeNs,
nepenanTe no ccbiike BepHYTbCA K CMUCKY KOHTAKTHbIX /UL, B HUXKHEW YacTU CTPaHULbI.

Mpun NonbITKe NOKUHYTb CTPAHULY, HE Ha*KMmas Coxpanrb, BblAaeTCA cneaytouiee

npeaynpexaeHue:

! BHECEHHbIE M3MEHEHUA HE COXpaHeHbl. COXpaHnTb
W3MEHEHNA?

Ja Her
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Otset [la 3KBMBaieHTEH HaxaTuio CoxpaHUTb; Npu oTeeTe HeT cTpaHuLa 3aKkpbiBaeTca 6e3

COXpaHeHwms.

5.7.4. PejaKkTupoBaHUe JaHHbIX CyIECTBYIOUIETO MOJIb30BaTe s

Y106bI U3SMEHUTD AadHHble CYyUWeCTBYHOLWEro N0/1b30BaTeN1A, HAXMUTE Hacrpoﬁku B rMaBHOM MEHLIO,

3aTem Monb3oBaTtenn BO BCNOMOraTe/ibHOM MEHHO.

JaHHas onepayus docmynHa mosasko AOmuHucmpamopy KaueHma. lpu omcymcmeuu
MaKux npaes 80 8CIIOMO2amesnIbHOM MeHI0 He omobpaxcaemcsa nyHkm lMonv3oeamenu.

B meHto NMonb3oBatenn MoKHO npon3soanTb COPTUPOBKY NO CTOJ'I6LI,aMZ

®*  UmA nonb3osartens;
®* [lpuoputeT onoseweHus;
® [aTta co3gaHus.

Kaspersky

DDoS Prevention

Axomanum

Mpoduns

+ [obaBuTb Nonb3osaTena

AQMHHKUCTpaTOp
Monb3oBaTens
Monb3oBaTens
Monb3oBaTens

Monb3oBatens

Onoocupwe

(& Pycckuit »

Ll l @

Pecypcsl OTyeThl Hacrpoifku

CsogHble AaHHbIe

Bpema 4OCTYNHOCTH

OTKNK4YEeHO

OTKIMK4YEHO

OTKIMO4YEHO

1

OTKMK4YEHO

[l Privacy policy

3ppascreyiTe,

Lata cosganua

13 cpep. 2017 10:07
14 mag 2018 14:21
27 wioHa 2019 10:04
6 gek. 2017 18:39

6 pek. 2017 18:33

R DokymeHTauus

Oencteus

PenaKkTuposars | YaanuTb

PenakTuposars | Yaanuts

PenakTuposats | Yaanuts

PenakTuposars | Yaanutb

Penakruposars | Yaanuib

HaiiauTe nonb3oBaTtens B CNUCKe M nepeiamTe no ccbiike PegaktmposaTb B COOTBETCTBYIOLLEH
CTpoKe. Ha nosABMBLIENCA CTPAHULLE MOXHO U3MEHUTL JaHHbIe Mo/1b30BaTeNs:

o Vmg;

e Jloruu;

e Ponb;

¢ TenedoH (HeobsasaTenbHO);

s Appec 3/1eKTPOHHOM NoYTbl;

¢ f3bIK OTYETOB U COOBLLEHNI;
e BpemeHHYI0 30HY;

. MpropnTeT ONOBELLEHUA; o
Bpemsa goctynHocTH;
Maponb.

Niobble BBeAEHHbIE UIBMEHEHNA COXPaHAKTCA NOCNE HAXKATUA KHOMKA COXpaHVITb nnn C6paCbIBa}OTCF|

K nepBOHa4a/ibHbIM 3Ha4YeHNAM MOC/1e HaXXaTUA KHOMKU OTMEeHUTD.
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Mpwu HaxkaTum COXpaHUTb BBEAEHHbIE 3HAYEHMSA NPOBEPAIOTCH; NPU 0BHAPYKEHUN HEKOPPEKTHbBIX
AAHHbIX UKW OTCYTCTBMM 00513aTENbHbIX AaHHbIX BblAAETCA NpeaynpeskaeHue, u popma ocrtaeTcs
OTKPbITOM.

KHonka OTMeHUTb BO3BpaLaeT nosia Gpopmbl K nocneaHeMy COXpaHEHHOMY COCTOSIHMIO, HO He
OTMeHSeT peAakTUPOBaHMA Nosib3oBaTens, T.e. popma peaakTUPOBaAHMUA OCTAETCA OTKPbITON. YTO6bI
3aKpbITb GOPMY, HE U3MEHAA AaHHbIX NO/b30BaTeNA, NepenanTe no ccblike BepHyTbCA K CAUCKY
KOHTAKTHbIX /UL, B HUXHEWN YacTu CTPaHULbI.

Mpyn NoNbITKE NMOKUHYTL CTPAHULY, He Haxknman CoOXpaHUTb, BblAaeTca cieaytollee

npeaynpexaeHue:

l BHECEHHbIE N3MEHEHNA HE COXpaHeHbl. COXpaHnTb
N3MEHEHNA?

la Her

OTBeT [la 3KBMBANEHTEH HaXaTULO COXpaHMTb,' npwn oTBeTE Her CTpaHuMUa 3aKpbiBaeTCA bes
COXpaHeHHnA.

5.7.5. YjajieHHe NM0JIb30BaTe s
Y106bI YOaNNTb CYLWECTBYOWEro nosib3oBatena, HaxXmuTte HaCTpOﬁKM B IMaBHOM MEHHO, 3aTeM

Monb3oBaTenn BO BCNOMOraTe/ibHOM MEHIO.

JaHHaAa onepayus docmynHa moasko AdmuHucmpamopy Kaueuma. lpu omcymcmeuu
MAKux Npae 80 8CIIOMO2amesIbHOM MeHIo He omobpaxcaemca nyHKkm lMoav3zoeamenu.

HaiiauTe nonb3oBaTtens B CNUCKe M NepeianTe No ccbiike YAANUTb B COOTBETCTBYHOLLEN CTPOKE.
MoABUTCA BCNJ/IbIBAIOLLEE OKHO CO C/IeAYOWMM NpeaynpexaeHmem:

Ynaneuue nonk3oBarens

Bbl TOYHO XOTUTE YAANUTL 3TOTO MONb30BaTENA?

Yaanute OTMEHNTE

Mpu BbIbOPE YAanuTb nonbsosatenb byaeT yaaneH.

5.7.6. U3meHeHMe sA3bIKa UHTepdeiica [lopTaia

Ons nepeknoyeHmns A3blka MHTepdeica cuctembl Kaspersky DDoS Protection for xSP

BOCI'IOJ'Ib3yﬁTECb BbiNaaakowmm CNMCKOM B BerHEVI CTpOKe:

Mpn n3meHeHnn BbiIBOpa HeMeaNEHHO NPOUCXOANT CMEHa A3blKa UHTepdElca Ha TEKYLLEN 1 ApYyrmxX
cTpaHuuax MopTtana. Beibop coxpaHaeTca U BOCMPOU3BOAUTCA NP CeayoLei ceccum
noJsib3oBaTens.

@ MepeknroueHue A3b6IKa MeXHUYECKU poucxooum be3 nepesazpy3Ku cCMmpaHuybl, mo3momy
8b160p HEBO3MOMCHO OomMMeHUMb KHornKoli Back 6paysepa.
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5.7.7. PoJiu noJib30BaTesien

Monb3oBaTens MopTana, obnagatowmini npaBamm agMUHUCTPATOPA, MOXKET Ha3Ha4aTb POU APYTUM
Nno/ib30BaTe/IAM NOPTaNa, a TakXkKe co34aBaTb HOBbIX M0J/ib30BaTeNEN C BbIDPAaHHOM POJbIO.
Monb3oBaTento MopTana MOXKHO Ha3HAUYUTb OAHY U3 TPEX PONen, Pa3NNYaIoLLLUXCA NpaBamMu:

e AZAMUHUCTPATOP - MOXKET YNPaBaATb NONb30BaATENAMY;

e [lonb3oBartenb - umeer AO0CTYyNn B KIMEHT-NOPTAN;

KOHTaKTHOE IMLLO - HEe UMEET A0CTYN B KAMEHT-NOPTaN, HO MMeeT NpaBo obpalleHmna B
Texnoaaep KKy u onosellaetca o6 aTakax.
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5.8.IIpocMOTp CBOAHBIX AAHHBIX O pecypcax

Ona NPOCMOTPAa CBOAHbLIX AaHHbIX O 3awmaemblx pecypcax n cxeme noAgKNKO4YEeHUA, HaAXXMUTE
HaCTpOﬁKM B I/TAaBHOM MEHI0, nNocae yero Haxkmute CBoAHble JaHHble BO BCMOMOraTe/iIbHOM MEHH0.

Ha 3aknazKke CBoAaHble gaHHble oTobparkaeTca MHbOPMaLMsA O KOHPUTypaLLMK pecypcos U
napameTpax noakatoueHns Kk Cucteme. [na BHECEHWUA U3MEHEHUI HEOBXO0AMMO 06PATUTLCA B
Cnyby akcnnyataumm KDP.

R Privacy policy [l OokymeHTauua

Kaspersky 0 ; -ﬂ Ill @ 3npaBcByiTe,

AHomanun Aram Pecypcul Omyersl Hacrpoitk1

Mpoduns OnoBeLUeHIA Monszoeatent CBofjHble AaHHbIe |

Pecypcbl, nepekntoyaemble no DNS:

DDoS Prevention

Wms pecypca P IP nog 3auwuton 3aumwaemsle NopThl
.0.93
- 3178 udp/80, udp/443, tcp/80, tcp/d443
3179 udp/80, udp/443, tcp/80, tcp/443
.75.217 tcpi22, tcp/80, tcp/443

Pecypcbl, nepeknioyaemMble no BGP:

a Moacets 170.0/24 3awmuiaemsix pecypcos: 5

3awmuwaemsle pecypesi:

Wma pecypca P 3awuuaemble nopTbl

- - 170.5 UDP/443, UDP/500, UDP/4500, TCP/443, esp/0
170.132 TCP/25, TCP/30, TCP/110, TCP/111, TCP/125, TCP/143, TCP/144
- 170.176 TCPI/80

170.156 TCP/80

» 170.155 TCP/80

Mpoune pecypesi:

70.0- 1704
170.6- 170.130
170.133- 170.154
170.157- 170.165

Mokasatk BCe

v MoaceTs 1171.0/24 Saumuaemsix pecypcos: 9

CxemMa NOAKIMHOYEHNS: Mg
GRE-TyHHenb-1
Touka TepmuHmposanua (KDP IP): 212.65.93.29
Touka TepmuHnposaHuAa (Client IP): 204.242
KDP IP sHyTpst GRE: 10.4.9.1
Client IP aHyTp1 GRE: 10.4.9.2
KommeHTapuit:

BGP-session status  Import Export Signal address  Prio KDP BGP neighbor  Client BGP neighbor KDPAS ClientAS MMaponb
168.0/24
: 169.0/24
Established 170.0124 195.8.62.1/32 195.8.62.1/32 14 10.4.0.189 10.4.0.190 209030 Her
171.0/24

GRE-TyHHENb-2
Touka TepmuHuposaxua (KDP IP): 212.65.93.29
Touka TepmuHMposaxuA (Client IP): 37.29.124.146
KDP IP BHyTpst GRE: 10.4.9.13
Client IP eHyTpn GRE: 10.4.9.14
KommeHTapuit:

BGP-session status Import Export Signal address Prio  KDP BGP neighbor Client BGP neighbor KDPAS ClientAS  Mapons

Connect deny_any deny_any - 24 107117 107118 209030 Her

Cnyx0a nogaepxku: +7(495)363-93-38, kdp@kaspersky.com , [ns ackanauyuin: KDPComplaints@kaspersky.com
lkaspersiy PR romaepr +T(49513963-65-35, p@icspersl y Complaints@kaspersky
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Ha paHHOM 3aKnagKe nepeuncieHbl Bce 3almiLaemble pecypcbl KameHTa, crpynnupoBaHHble NO TURY
nepekoYeHns, a B C/ly4ae MCMoJib30BaHUA NPoToKona BGP — ewwe 1 no ceteBomy 610Ky KnneHTa.
Kpome Toro, Ha AiaHHOW 3aKNaKe MOXKHO HalTNU MHDOPMALLMIO O TEKYLLEN CXEME MNOAKNOYEHMA K
Cucteme B c/lyyae MCMNOb30BaHUA CXEMbI MOAKNOYEHNS C MapLIpyTU3aLmMel no npotokony BGP: ¢
BO3BpaTOM TpaduKa yepe3 GRE TOHHENb UK BblAENEHHYIO INHUIO.

[ns Kaxaoro pecypca ykasbiBaeTcs ero ums, IP-agpec(a) v cnncok 3atmiiaembix NPOTOKONO0B U

A nopToB.

KombuHayuu npomoKona-nopm, He yKasaHHele 8 criucke, baoKkupyromcs cucmemoli
¢unempayuu.

e Pecypcbl MOryT cTaBMTbCA NOA, 3aLLMTY ABYMA cnocobamu:

e [lo oTaenbHoOCTM NyTem 3ameHbl 3anucu DNS;
Lenbimu ceteBbimun 610Kamm, € UCNOJIb30BaHMEM NpoToKoa BGP.

[na BapnaHTa nepekntoyeHmsa no BGP B Kaxkgom 6/10Ke COrNacoBbIBAOTCA CMUCKU:

¢ 3awmwaemsbix IP-agpecos;

e [lpouunx IP-agpecos, TpapuK KOTOPbIX NponycKaeTca Yepes LleHTpbl ouncTkun 6e3 dunbtpauum
WA C OFpaHuYeHHON duabTpayme.

TpaduK Bcex ocTanbHbIX agpecos ceTeBoro 610Kka oTbpacbiBaeTcs.

5.8.1. /laHHbI€e 0 pecypcax, nepekjawdaeMbix no DNS
NHbopmaumio o 3almiLaemblx pecypcax, nepekitodaemblx nog 3awmuty no DNS, MOXKHO HaliTu B
610kKe Pecypcbl, nepekntoyaemble no DNS.

Pecypcbl, nepekntoyaemble no DNS:

Wwmsa pecypca P IP nog 3awuTon 3awuuiaemsle nopTbl
80.75 190.101 tcp/80, tep/443
80.72 190.102 tcp/80, tep/443
80.71 190.104 tcp/80, tep/443
80.77 190.33 tcp/80, tcp/443

[na kaxporo 3alwmuiaemoro pecypca B 3Tom 6710Kke MOXKHO yBUAETb:
* WNma
* |P — agpec pecypca
* |P nog 3awmTon — 3awmuLaemolii aapec pecypca
*  3awmuwaemble NOPTbl — CANCOK NPOTOKO/I0B M NOPTOB, MO KOTOPbIM paspeLleHo

NpoXoXKAeHWe TpaduKa Npu NepeKkNYeHM pecypca nog 3awuTy. Tpadumk, OTHOCAWMICA K
APYrMM NpOTOKoAaM M nopTam byaeT oTbpoLueH.

5.8.2. /laHHBIe 0 pecypcax, nepekyjardaeMbix no BGP
NHbopmaumio o 3awmiiaemMbix pecypcax, nepekatoyaemMblix nog, 3awmty no BGP, moxHO HaTK B
6n0oke Pecypcbl, nepekntoyaemble no BGP. Takux 610K0B MoXKeT ObiTb HECKOJIbKO: OTAE/bHbIN ANA
KarKaoro ceteBoro 6/10Ka, NEPEKNOYAEMOrO NOA, 3aLMUTY.

Mpy NnepBOM BXOAE Ha CTPAHULY CBOAHbIX AaHHbIX Pa3BEPHYT ByAeT To/IbKO Nepsblii 610K ¢
MHpopMaLmelt 0 3aWwmLaembix pecypcax, nepekatoyaemoix No BGP, ocTasbHble Takne 610Ku, ecam
OHW ecTb, byayT CBEPHYTLI. MIX MOXKHO pa3BepHYTb, Ha)KaB Ha w B 3aro/IoBKe 6J10Ka.
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v Moacets 171.0/24 3awmuiaemelx pecypcos: 9

Kpome Toro, B 3aro/ioBKe MOXHO YBUAETb:
e TlloaceTb — aapec ceTeBoro 610Ka
3almLLaeMbIX pecypcoB — KOAMYECTBO 3alimaeMblX PecypcoB B 3TOM ceTeBom 610oKe

B 30205108Ke bydem MoKa3aHoO UMEHHO Koau4ecmeo 3auuujaembix pecypcos, Koau4ecmeo
MPoYUX Pecypcos e 3a20/108Ke He 0mobpaXaemcs.

Pecypcel, nepeknioyaemblie no BGP:
a Moacets 170.0/24 3awmuiaemelx pecypcos: 5

3awmwaemsle pecypesl:

Wma pecypca P 3awuuaemblie nopTbl
170.5 UDP/443, UDP/500, UDP/4500, TCP/443, esp/0
170.132 TCP/25, TCP/30, TCP/110, TCP/111, TCP/125, TCP/143, TCP/144
170.176 TCP/80
170.156 TCP/30
170.155 TCP/80

Mpo4ue pecypcbi:

70.0- 170.4
170.6- 170.130
170.133- 170.154
170.157- 170.165

B pa3BEépHyTOM B/10KE MOMKHO HaliTN MHPOPMaALMIO O 3aLLMLLAEMbIX M NPOYNX PECYPCAX B AaHHOM
ceTeBOM B/10Ke.

[na kaxporo 3alwmuiaemoro pecypca B 3Tom 6710Kke MOXKHO yBUAETb:
* WUma
* |P — appec pecypca

*  3awuwaemble NOPTbl — CNCOK NPOTOKO/IOB 1 NOPTOB, NO KOTOPbIM PaspeLleHo
npoxosKaeHue TpadunKa Npu NepekaoHeHmm pecypca nog 3awuTy. Tpadmk, oTHOCAWMICA K
APYrMMm NpoToKoaam M noptam byaeT oTbpoLueH.

Mog 3aronoskom Mpoumne pecypcbl MOXKHO YBUAETb CNUCOK |IP-aapecos, BXOSALLMX B STOT CETEBOM
610K, HO He OTHOCALLMXCA € 3alMLLaeMbiM pecypcam. Mpu NpPoxoxkaeHUn TpaduKa STUX agpecos
yepes LLeHTp 04MCTKM, TpadMK MOXKET NponycKkaTbes 63 UK ¢ orpaHnYeHHon GuabTpaumen.

Ecaun cnucok npo4Ynx pecypcosB 3aHMMaeT 6onbLe nAT CTPOK, NOKa3aHbl 6y,u,yT TONIbKO Nnepsble
YyeTblipe CTPOKU. Ona NPOCMOTPA BCETO CNMNCKA HYXKHO K/IMKHYTb NO CCbl/IKE MokasaTb Bce — noABuTCA
BCn/ibiBatouwiee OKHO C NOJIHbIM CIMUCKOM.
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MNMpoune agpeca nogcern " = 170.0/24

170.0- 170.4 =
170.6- 170.130
170.133- 170.154
170.157- 170.165
170.167- 170.175
170.177- 170.255 >
| oK |

[na noaKNtoYeHU, KOTOPblE HE MEHAIMCb JOCTATOMHO AaBHO, TaKKe MOXKET ObITb BbiBEAEHA
nHbopmaums o HesalmLaemblx pecypcax (BYPASS) n orpaHuyeHmnn nonockl ana Hux. K Tpadumky
TaKWUX PeCYpCoB NPUMEHAETCA MEXaHM3M LUENMUHIa NPU NPEBbILEHUN YKa3aHHOM NOOChI.

A Moacets 178.0/24 3awuuiaemslx pecypcos: 7
3awmwaemsie pecypesi:
Wms pecypca P 3awuuaembie NopTbl

178.16 TCP/80, TCP/81, TCP/443, ICMP/0
17817 TCP/80, TCP/443, ICMP/0
178.18 TCP/80, TCP/443, ICMP/0
178.19 TCP/80, TCP/443, ICMP/0
178.23 TCP/80, TCP/443, ICMP/0
178.24 TCP/80, TCP/443, ICMP/0
178.40 tcp/22, tcp/80, tcp/d43

OfLee orpaHnyeHne Ha Heaalumiuaemsie pecypcel (BYPASS) sryTpu aaHHoi nogcetu: 200 Mbps
CnucoK HesaLuILaeMsix pecypcos (bypass):

178.13- 178.15

178.21- 178.22

178.25- 178.35

178.41- 178.45

5.9. Bcnomorare/ibHble QYHKIIUHU

5.9.1. IIpocMOTpP CUCTEMHBIX COOOILIEHUM

[na npocmoTpa cuctemHbix cooblueHmnii Kaspersky DDoS Protection for xXSP  nepeitguTe no ccbiike

o EX3 HOBbIX COOBLLUEHMIT HET
B BEPXHEN CTpoke: T nnn

B 3aBMCMMOCTM OT HAIMUMA HENPOUMTAHHbIX COOBLLEHMI, TEKCT CCbIJIKM MOKET BapbMpPOBaThCA:
"HOBbIX co0bLeHNit HeT" / "1 HoBoe coobueHune" / "2 HoBbIX coobleHna" n T.4.
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Mpu nepexoae no ccbl/IKe OTKPbIBAETCA BCN/bIBalOLWEee OKHO, B KOTOPOM MpUBEAEHbl BCE CUCTEMHbIE
coobLLeHus, aapecoBaHHble KAneHTy, 0TCOPTUPOBaHHbIE MO BpeMEHMU (HOBbIe HAaBepXy).

5.9.2. llonyyeHue AOKyMeHTauuu no Cucreme

JokymeHTaumto no cucteme Kaspersky DDoS Protection for xXSP  Mo»KHO cKayaTb No CCbl/iKe B
BEpPXHEW

CTpOKe: | Zermre CnMCOK AOCTYNMHbIX 4OKYMEHTOB OTKPOETCA BO BCM/blBatOWEeM OKHe. YTobbl
WU3MEHUTb A3bIK JOKYMEHTALIMKN, CMEHUTE A3blK MHTepdeica (cm. 5.7.6, I3meHeHUe A3blKa

nHTtepodetrica MopTana).

Mpy HaKaTUK Ha CCbIIKY NOABUTCA BCMNJIbIBAIOLLEE OKHO CO CMMCKOM A0CTYMHbIX 417 CKauMBaHUA
[OKYMEHTOB.

BobiGop TUNa AOKYMEHTa ANA CKaYNBaHUA

Pyxo204CTBO nons3osaren

Onucanue nHTepdeica NonbL30saTens NUYHOro KabWHEeTa M OCHOBHbIX
NPUHUMNOB padoTsl CUCTEMBI
MMamMATEa NoNL30BaTena

OCHOBHbLIE NPUHLUMNLI NONYYEHWA TEXHWYECKOW NMOAOEPHKEN

30P BO3MOKHOCTEN KNWEHTCKOTO NOpPTana

[emo o UCNoNL30BaHUKD NWYHOro KabuHera

6. AHA/IM3 JAHHBIX

6.1. MOHUTOPUHT aHOMAJIMM HA 3alMIaeMbIX pecypcax
MOHUTOPUHI aHOMaNMUI Ha 3alMiLIaeMblx pecypcax npomssoamTca cneumannuctamm Cnyobl
akcnayataumu KDP, ogHaKO MOXKeT Nnpon3BoamTbca u AGMUHUCTPATOpom KaneHTa ¢ NoMOLLbO
MNopTana.

[na HenpepbIBHOroO MOHUTOPMHIA HEOBX0AMMO OTKPbLITL B 6pay3epe MopTan, pasgen AHomanuu. Ha
[aHHOW CTpaHMLLEe 0TOBpaKaeTca CNMCOK NOCAEAHUX BbISBEHHbIX aHOManui B Tpapuke
3awumaemsix pecypcos.

AHOManNMA MoKeT CBNAETEeNbCTBOBATL O:

e [eicTBMTENbHO HauMHaoLWEenca aTake Ha 3almLLaeMble pecypchbl;
¢ C60sx B paboTe 3aLMLLAEMOro pecypca, OTpaXKatoWMXCa Ha XapaKTepuUCTMkax TpadukKa;

o O6BACHMMOM NpMpocTe TpadmKa (3a CYET NOBbILEHNA NOCELLAEMOCTH pecypca BBMAY
PEKNAMHBIX KaMNaHWI U T.M.);

e HeTo4yHOCTM NOCTpoEHHOTo NPodMAA 06HAPYKEHNA aHOMANNNA.

CrpaHuua 44 n3 58



Kaspersky DDoS Protection for xXSP — PykoBoACTBO no/sib3oBaTena

6.2. U3mepsaemMsble napaMeTphl

B /lTnuHom KabuHeTe Nosib3oBaTeNaAM AO0CTYNHbI I'pa(I)VIKM Nno U3IMepPAEMbIM NapamMeTpam:

Mmsa usmepsemoro napametpa  OnucaHue usmepaemoro napamerpa

Konunyectso IP-agpecos

KonmuectBo yHMKanbHbIX IP-aapecos, B3aMmoaencTBOBaBLUNX C
pecypcom 3a MUHYTY

SYN-penTuHr

OTHOLWEeHMe Yncaa NakeTos C €ANHCTBEHHbIM YCTAaHOBJ/IEHHbIM
SYN-dnarom (3anpoc Ha HoBoe coeaMHEHME) K 0bLliemy yncay
BXOAALLMX NAKETOB, 3aPErnCTPUPOBAHHbIX 38 MUHYTY

Bxogawmn tpadumk B bGutax

CpegHsaa CKOPOCTb NOCTYN/IEHUS BXOAALWMX AaHHbIX B BUTAX,
ycpeaHeHHas 3a MUHYTY

BxogAawmn Tpadmk B nakeTax

CpeaHaa CKOPOCTb NOCTYN/IEHNA BXOAALWMX AaHHbIX B MaKeTax,
yCcpeaHeHHas 3a MUHYTY

Ncxopawmin Tpadmk B nakeTax

CpepHAs CKOPOCTb BblAAYN PECYPCOM UCXOSALLMX SAHHBIX B
nakeTax, ycpegHeHHas 3a MUHYTY

Ucxopawmin Tpadumk B Gutax

CpeaHaA CKOPOCTb BblAauM PeCcypCcomM UCXOAALLMX AaHHbIX B
6uTax, ycpegHeHHasa 3a MUHYTY

SYN-nakeTbl

Obuiee KONMYECTBO MNAKETOB C EANHCTBEHHbIM YCTAHOBAEHHbIM
SYN-¢narom (3anpoc Ha Hayano HOBOMO COeAMHEeHMUs),
afpPeCcoBaHHbIX PECcypcy 3a MUHYTY

HTTP. 3anpocbl

Konunyectso 3anpocos K WEB-cepBucy 3a MUHYTY

Bxogsawmn UDP-Tpadumk

CKopoCTb nepegauM Ha pecypc nakeTos(gatarpamm) no
npotokony UDP, B nakeTtax

Bxogawmn ICMP-Tpaduk

CKOpoOCTb Nepeaaym Ha pecypc NakeTos No npotokoay ICMP, B
nakeTax

Bxoaawmin TCP-Tpaduk

OtdunbTpoBaHo 6anT B
AvanasoHe

CKoOpoCTb Nepegayvm Ha pecypc naketos no npoTtokony TCP, B
nakeTax

Mma usmepaemoro napametrpa  OnucaHue U3MepAEMOro napamerpa

Konunuyectso 6aiiT Bxogawero Tpaduka, oTpuabTpoOBaHHOIO B
AnanasoHe KAMEeHTA BbIWeCTOALLMMM NPoBakgepamm no
cornaweHuto ¢ KDP. Mpasunaa ¢puabTpaLmmn HacTpamsaoTca s
BCEW NepeKNtoYaeMon CeTy 1 NpU3BaHbl OTPUALTPOBATD
HenpodunbHbIN Tpaduk (Hanpumep UDP/53, ecam B ceTu
KAMeHTa HeT HU ogHoro DNS-cepBepa). 3To no3sonset

3¢ PeKTMBHEE BOPOTLCS C aTaKamMM Ha NPOMYCKHYIO
CNocobHOCTb KaHana.

OTduNbTPOBAHO NaKeToOB B
AvanasoHe

KonnyecTBo nakeToB BxogsLero TpadmKka, oTduabTpoBaHHOIoO
B AMANa30He K/MEHTA BblLECTOALLMMM NpoBakaepamm no
cornaweHuto ¢ KDP. Mpasunaa ¢puabTpaLmmn HacTpamsaoTca s
BCEW NepeKNtovaeMon ceTy 1 Npu3BaHbl OTGUALTPOBATD
HenpodubHbIN Tpaduk (Hanpumep UDP/53, eciv B ceTn
KAMeHTa HeT HU ogHoro DNS-cepBepa). 3To no3sonset

3¢ PeKTMBHEE BOPOTLCS C aTaKamMmM Ha NPOMYCKHYHO
CNocobHOCTb KaHana.
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HoBble cornacoBaHus Kawoyei
SSL Ha 1 agpec

KosimuecTBo ycnelwHo yctaHoBAeHHbIX SSL/TLS coeanHeHuin 6e3
BO306HOBNEHMSA, 3aPUKCUPOBAHHbBIX Ha pecypce 3a MUHYTY,
[AeNeHHOe Ha KONNYECTBO YHMKa/IbHbIX aApecoB NoceTuTenen,
06pPaTMBLLMXCA K 3aLLMLLAEMOMY PECYPCY MO NPOTOKOAY
SSL/TLS.

Yucno ycnewHbix SSL handshake
Ha 1 agpec

KonnyecTBo ycnelHo yctaHoBaeHHbIX SSL/TLS coeguHeHnin,
3apUKCMPOBAHHBIX HA pecypce 3a MUHYTY, Ae/leHHOoe Ha
KONMYECTBO YHUKA/IbHbIX aAPECOB NOCETUTENEN,
obpallatoWwmxcs K 3alMLLaeMOMY pecypcy Mo NPOTOKoNY
SSL/TLS.

HTTPS. 3anpocbl

Konunyectso HTTPS-3anpocos K WEB-cepBucy 3a MUHYTY
(noKasaTeneH TONbKO NPU HANMYUK AAHHbIX MO
pacwmndpoBaHHOMY TpaduKy)

6.3.3aJep>KKa B OTOOpaKEeHUH AaHOMAJIUH
B Cucteme ectb nepmog, oTCPOYKN PUKCMPOBAHMA aHOMAIUI 417 COKPALLEHMS YMCNA NOXKHbIX

cpabaTtbiBaHMit. B HacToALLEe BpemaA No YMOAYaHUIO A/1A BCEX PECYPCOB OH PaBeH 2 MUHYTaM.

YnpasneHue AaHHbIM NePUOAOM OCyLLecTBAAeTCa cneumanmctamm Cayk6bl akcnayataumm KDP.
Mepunoa MOXKEeT HaCTPaMBaTbCA MHANBUAYANbHO ANA KAXKA0r0 KOHTPOAMPYEMOTro NapameTpa

KaXk4oro 3ami,aemoro pecypca.

Kpome Toro, B Cucteme ectb MHTEPBaa 06 beANHEHUS TOYEK B @aHOMaMUIO. [10 yMOAYaHUIO O4HOM

aHOMAaINeN CYUTAKOTCA TOUKMU npesbllWeHNA I'IpOCI)M}'Iﬂ N3MepAeMOro napameTpa, oTcrtoalme gpyr ot

Apyra He 6onee, yem Ha 3 MUHYTBI.

6.4.YeM aHOMAJIMH OTJIMYAIOTCA OT aTaK
AHOManNmMAa — aTo m060e OTK/ZIOHeHUe CTaTUCTUYEeCKunx 3HaHEHMﬁ Tpacbm(a OT HOMWHANIbHbIX

3Ha4yeHui. Camo no cebe HannyMe aHOMaNNN He ABNAETCA rapaHTUpPOBAHHbIM NPU3HAKOM aTaKku;

NNb NPOaHa/IN3NPOBAB XapaKTep aHOMaAnn, MOXHO ﬂpMﬁTM K KaKOMy-ﬂMGO onpegeneHHomy

BbIBOAY.

6.5.YTo noka3sbiBaeT reorpaduyeckoe pacnpeeieHue

reorpadmyeckoe pacnpeaenenue (no IP agpecam)

3a npowegwmne 5 MUHYT

Poccua
(80.52%)

CYTKK

| 4uca JEETES

Poccua
(80.52%)
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6.6.

Ounarpammel reorpadmnyeckoro pacnpeaeneHns MoXKHO HaliTK Ha cTpaHuue Pecypcbl-MoHUTOpP.
Mpasbii rpaduk NoKasbiBaeT reo-pacnpeaeneHue 3a 4/8/24 yaca n xapakrepusyer reorpadpuyeckoe
pacnpegeneHune Tpaduka B HOPMabHOM pexume paboTbl. JleBbil rpaduK NoKasbiBaeT ero e 3a
nocnegHue NATb MUHYT. Ha cTpaHuue Pecypcbl-Feorpadpua moxHO NPOCMOTPETb AMarpammy
reorpadmyeckoro pacnpeaeneHma 3a Npon3Bo/ibHbIN Nepuoa; MHbopMaLmio o reorpadpuyeckom
pacnpeaeneHMmn Bo BpeMs aTakiM MOXKHO HalTKU Ha CcTpaHuue ATaku-[eTannsauyma.

YacTb TpaduKa NpUXo4UT OT NETMTUMHBIX NOJIb30BaTeNel pecypca, Ho DDoS-aTaka 06bI4HO
XapaKkTepusyeTcs 601blWMMN 06beMaMM AaHHbIX C OFpaHMYeHHOro KonundyecTsa IP-agpecos. 3Tu
agpeca byayT BUAHbI Ha rpaduKe Kak yBesIMYeHUe A0M KaKoi-1Mbo cTpaHbl. Eciv Becb 60THET
NpUHaANEKUT 04HOMY MYy aApecos, TO 04Ha CTPaHa Ha rpaduke byaeT AoOMMHMpPOBaTb. Ecam aTaka
naet c nogmeHou IP-agpeca, rpaduk MOXKeT NoKasbiBaTh NOYTM paBHOMEPHOE pacnpedeneHume no
CTPaHaMm MM U3MEHUTHLCA HE3HAUYUTENbHO — 3TO 3aBUCUT OT MapPaMEeTPOB KOHKPETHOW aTakM.

Y10 noKka3biBaeT pacipejesieHue NIpoToKoJI10B

Y pecypcoB 06bIYHO YCTOSBLUMNICA HABOP MCMO/Ib3YEMbIX MPOTOKOJI0B, U OCHOBHOM NpoTokon — HTTP
mnn DNS B 3aBUCMMOCTM OT pecypca — npeacTassiaeT coboi 6obliyto YacTb Tpadumka. Ecnm Bo Bpems
aTaku 015 KaKoro-Anbo NpoToKoNa YBENINUYUTCA, 3TO MOXKET CBUAETEIbCTBOBATb O TOM, YTO AaHHbIN
NPOTOKOA UCNONb3YeTCA AN aTaku Ha 3aluiiaemblii pecypc. Hanpumep, noasneHne UDP-TpaduKa
Ha pecypce, 06bIYHO UcnoAb3ylowem ToNbko HTTP(S), moxeT cBuaeTenscTsosaTth 06 UDP-aTake.

OfZHaKo BBUAY OTHOCUTENBHOCTU rpadmnKa yMeHbLIEHUE [,0/IM KaKOTO-IMB0 NPOTOKO1a MOXKET
BBECTM HabntogaTens B 3abnyxaeHne: Hanpumep, ecam HTTP-cepBep He OTBEYAET Ha YPOBHe
npunoxenus, gona HTTP-TpaduKa B pacnpeaeneHnn yMmeHbLUMTCA, er0 MECTO 3aMeT ApYroi
npodunbHbIi Tpaduk pecypca (Hanpumep, TCP, ecnn obmeH BeAeTcs No HEYYUTbIBAEMbIM
TCPnoptam, Hanpumep, 4438). B 3TOM cnydae HYXKHO TaKKe CMOTPETb Ha rpaduK abCcoNtoTHbIX
3HaYeHul — BXoAALWMI TpadUK B BUTAX AU MaKeTax.

7. UHpopManusi 0 CTOpOHHEM KoJe

B HacTosLLEM pasaene coaeprKuTca MHGopmMauma o CTOPOHHEM KoAe, MCNOb30BaHHOM Npu
paspaboTke lMopTana.

Zend Framework 2 version 2.3.3
Copyright (c) 2005-2014, Zend Technologies USA, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

¢ Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

o Neither the name of Zend Technologies USA, Inc. nor the names of its contributors may be
used to endorse or promote products derived from this software without specific prior
written permission.
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THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Jpgraph version v3.5.0b1
(C) Copyright Asial Corporation. All rights reserved.

JpGraph is released under a dual license. QPL 1.0 (Qt Free License) For non-commercial, open-source
or educational use and JpGraph Professional License for commercial use.

ZendQueue version 2.0.0rc5
Copyright (c) 2005-2012, Zend Technologies USA, Inc.

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

e Neither the name of Zend Technologies USA, Inc. nor the names of its contributors may be
used to endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

HTMLS5 Shiv version 3.6.2pre

Copyright (c) 2014 Alexander Farkas (aFarkas).

MIT/GPL2 Licensed.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and

associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
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and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Jqueryui version 1.10
Copyright 2013 jQuery Foundation and other contributors, http://iqueryui.com/.

This software consists of voluntary contributions made by many individuals (AUTHORS.txt,
http://iqueryui.com/about). For exact contribution history, see the revision history and logs,
available at http://jquery-ui.googlecode.com/svn/.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,

INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Jquery version 1.9.0
Copyright 2013 jQuery Foundation and other contributors, http://iquery.com/.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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jQuery Cookie Plugin version 1.4.0 Copyright
2013 Klaus Hartl.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

HTMLS5 Placeholder jQuery Plugin version 2.0.7
This plugin is dual licensed under the MIT and GPL licenses, just like jQuery itself.

Copyright Mathias Bynens, http://mathiasbynens.be/.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

selectivizr version 1.0.2
(c) Keith Clark, freely distributable under the terms of the MIT license.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,

INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
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HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

jQuery-Mask-Plugin version 1.7.7
Copyright (c) 2012 Igor Escobar http://blog.igorescobar.com.

The MIT License (http://www.opensource.org/licenses/mit-license.php).

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Maphilight version 1.2.1
Copyright (c) 2008 David Lynch, http://davidlynch.org/.

Permission is hereby granted, free of charge, to any person obtaining

a copy of this software and associated documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to use, copy, modify, merge, publish,
distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the
Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

tablesorter version 2.13.1 The
MIT License (MIT).

Copyright (c) 2014 Christian Bach.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:
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7.1

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Jqueryvalidation version 1.11.1
Copyright (c) 2013 Jorn Zaefferer.

Dual licensed under the MIT or GPL Version 2 licenses:

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

JlonosiHUuTE/IbHAasE UHPOopMan A

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991.

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA.

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

4. PREAMBLE

The licenses for most software are designed to take away your freedom to share and change
it. By contrast, the GNU General Public License is intended to guarantee your freedom to
share and change free software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software Foundation's software and to any
other program whose authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Lesser General Public License instead). You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software (and charge for this service if you wish), that you receive source code or can get it if
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you want it, that you can change the software or use pieces of it in new free programs; and
that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these
rights or to ask you to surrender the rights. These restrictions translate to certain
responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must
give the recipients all the rights that you have. You must make sure that they, too, receive or
can get the source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this
license which gives you legal permission to copy, distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone
understands that there is no warranty for this free software. If the software is modified by
someone else and passed on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect on the original authors'
reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the
danger that redistributors of a free program will individually obtain patent licenses, in effect
making the program proprietary. To prevent this, we have made it clear that any patent must
be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
2. TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

a. This License applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public
License. The "Program", below, refers to any such program or work, and a "work based
on the Program" means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it, either verbatim or with
modifications and/or translated into another language. (Hereinafter, translation is
included without limitation in the term "modification"). Each licensee is addressed as

you".

Activities other than copying, distribution and modification are not covered by this
License; they are outside its scope. The act of running the Program is not restricted, and
the output from the Program is covered only if its contents constitute a work based on
the Program (independent of having been made by running the Program). Whether that
is true depends on what the Program does.

b. You may copy and distribute verbatim copies of the Program's source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish on
each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty; and give any other
recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your
option offer warranty protection in exchange for a fee.

¢.  You may modify your copy or copies of the Program or any portion of it, thus forming a
work based on the Program, and copy and distribute such modifications or work under
the terms of Section 1 above, provided that you also meet all of these conditions:
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1) You must cause the modified files to carry prominent notices stating that you
changed the files and the date of any change.

2) You must cause any work that you distribute or publish, that in whole or in part
contains or is derived from the Program or any part thereof, to be licensed as a
whole at no charge to all third parties under the terms of this License.

3) If the modified program normally reads commands interactively when run, you must
cause it, when started running for such interactive use in the most ordinary way, to
print or display an announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide a warranty) and that
users may redistribute the program under these conditions, and telling the user how
to view a copy of this License. (Exception: if the Program itself is interactive but does
not normally print such an announcement, your work based on the Program is not
required to print an announcement).

These requirements apply to the modified work as a whole. If identifiable sections of that
work are not derived from the Program, and can be reasonably considered independent
and separate works in themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you distribute the same
sections as part of a whole which is a work based on the Program, the distribution of the
whole must be on the terms of this License, whose permissions for other licensees
extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work
written entirely by you; rather, the intent is to exercise the right to control the
distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the
Program (or with a work based on the Program) on a volume of a storage or distribution
medium does not bring the other work under the scope of this License.

d. You may copy and distribute the Program (or a work based on it, under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that
you also do one of the following:

1) Accompany it with the complete corresponding machine-readable source code,
which must be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

2) Accompany it with a written offer, valid for at least three years, to give any third
party, for a charge no more than your cost of physically performing source
distribution, a complete machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,

3) Accompany it with the information you received as to the offer to distribute
corresponding source code. (This alternative is allowed only for noncommercial
distribution and only if you received the program in object code or executable form
with such an offer, in accord with Subsection b above).

The source code for a work means the preferred form of the work for making
modifications to it. For an executable work, complete source code means all the source
code for all modules it contains, plus any associated interface definition files, plus the
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scripts used to control compilation and installation of the executable. However, as a
special exception, the source code distributed need not include anything that is normally
distributed (in either source or binary form) with the major components (compiler,
kernel, and so on) of the operating system on which the executable runs, unless that
component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a
designated place, then offering equivalent access to copy the source code from the same
place counts as distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

e. You may not copy, modify, sublicense, or distribute the Program except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense or
distribute the Program is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such parties remain in full
compliance.

f.  You are not required to accept this License, since you have not signed it. However,
nothing else grants you permission to modify or distribute the Program or its derivative
works. These actions are prohibited by law if you do not accept this License. Therefore,
by modifying or distributing the Program (or any work based on the Program), you
indicate your acceptance of this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works based on it.

g. Each time you redistribute the Program (or any work based on the Program), the
recipient automatically receives a license from the original licensor to copy, distribute or
modify the Program subject to these terms and conditions. You may not impose any
further restrictions on the recipients' exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.

h. If, as a consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by
court order, agreement or otherwise) that contradict the conditions of this License, they
do not excuse you from the conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Program at all. For
example, if a patent license would not permit royalty-free redistribution of the Program
by all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of the
Program.

If any portion of this section is held invalid or unenforceable under any particular
circumstance, the balance of the section is intended to apply and the section as a whole
is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other
property right claims or to contest validity of any such claims; this section has the sole
purpose of protecting the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance
on consistent application of that system; it is up to the author/donor to decide if he or
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she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence
of the rest of this License.

If the distribution and/or use of the Program is restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the
Program under this License may add an explicit geographical distribution limitation
excluding those countries, so that distribution is permitted only in or among countries
not thus excluded. In such case, this License incorporates the limitation as if written in
the body of this License.

The Free Software Foundation may publish revised and/or new versions of the General
Public License from time to time. Such new versions will be similar in spirit to the present
version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version
number of this License which applies to it and "any later version", you have the option of
following the terms and conditions either of that version or of any later version published
by the Free Software Foundation. If the Program does not specify a version number of
this License, you may choose any version ever published by the Free Software
Foundation.

If you wish to incorporate parts of the Program into other free programs whose
distribution conditions are different, write to the author to ask for permission. For
software which is copyrighted by the Free Software Foundation, write to the Free
Software Foundation; we sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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3. HOW TO APPLY THESE TERMS TO YOUR PROGRAMS

If you develop a new program, and you want it to be of the greatest possible use to the
public, the best way to achieve this is to make it free software which everyone can
redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start
of each source file to most effectively convey the exclusion of warranty; and each file should
have at least the "copyright" line and a pointer to where the full notice is found.

One line to give the program's name and an idea of what it does.
Copyright (C) yyyy name of author

This program is free software; you can redistribute it and/or

modify it under the terms of the GNU General Public License

as published by the Free Software Foundation; either version

2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software

Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA 02110-
1301, USA.

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an
interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details

type “show w'. This is free software, and you are welcome to
redistribute it under certain conditions; type “show c' for

details.

The hypothetical commands ‘'show w' and “show c' should show the appropriate parts of the
General Public License. Of course, the commands you use may be called something other
than “show w' and “show c'; they could even be mouse-clicks or menu items--whatever suits

your program.

You should also get your employer (if you work as a programmer) or your school, if any, to
sign a "copyright disclaimer" for the program, if necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in
the program “Gnomovision' (which makes passes at compilers)
written by James Hacker.

signature of Ty Coon, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary
programs. If your program is a subroutine library, you may consider it more useful to permit
linking proprietary applications with the library. If this is what you want to do, use the GNU
Lesser General Public License instead of this License.

4, NaHHbI NopTan coaepXuT AN MOXKET CoAepKaTb NPOrpammbl, KOTOPbIE NULEH3UPYIOTCA
(nnm cybnmueH3sMpytoTcs) No/Ib30BaTeNt0 B COOTBETCTBMM C 06LLeA0CTyNHOM AnueH3snein GNU
WA UHBIMK aHaNOTMYHbIMK NnLeH3namm Open Source, KOTopble MOMMUMO NPOYKX NpaB
pa3peLlaloT Noib30BaTeNto KONMpPoBaTb, MOANPULMPOBATL, Mepepacnpeaenartb
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onpeaeneHHble NPOrpPaMmbl UKW UX YACTU M NOJyYaTb AOCTYN K ncxogHomy Kogy ("MO ¢
OTKPbITbIM UCXOAHbIM Kogom"). Eciv Takaa AnueH3na npegycMmaTpuBaeT NpeaocTaB/ieHne
MCXOAHOrO KoAa Nosib30BaTenam, KoTopbiMm npegocTtasaaetca NO B dopmarte ncnosHAeMoro
ABOMYHOIO KOAA, UCXOAHBIM KOA, AeNaeTca AOCTYNHbIM NPW BbINOJIHEHMM 3anpoca Ha agpec
source@kaspersky.com nau nocrasasnetca ¢ MopTanom.

CrpaHunua 58 n3 58



