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KasperskyOS is an effective platform

Kaspersky Cyber Immunity

to create Cyber Immune products
Kaspersky’s unique approach and methodology for : e
developing secure-by-design cyber-physical Mu“'g:ces:]cduiiirﬁjﬂts; e McI)rf“tTl:Zsi:c? ’
systems P D code base
Secure )% Design > nocostforadditional @B —— | N
security tools purchase and maintain S iy >
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- lowering financial and image losses s ok

Policy Enforcement Point

KasperskyOS-based Cyber Immune solutions have an R
‘innate" protection against the consequences of the
intrusion of malicious code and hacker attacks.

grants a platform for creating secure-by-design solutions
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. . undeclared functions and prevents exploitation of vulnerabilities
Thin client infrastructu P P

Transportation Professional mobile

devices provides full transparency, flexible configuration of security policies

and control over interactions across the whole system



Benefits of Microkernel OS

6% 3S7%

of critical Linux exploits would not of Linux exploits would be reduced
reach critical severity in a to low severity, the majority of
microkernel-based system which would be eliminated

altogether if the system was
based on a verified microkernel

9%

of Linux exploits would be
prevented by microkernel-based
design alone, even without
verification

Source: Simon Biggs, Damon Lee, Gernot Heiser. 2018. The Jury Is In: Monolithic OS Design Is Flawed: Microkernel-based Designs Improve Security



http://trustworthy.systems/publications/csiro_full_text/Biggs_LH_18.pdf

Industry recognition

MILS Architecture Standard

From Cybersecurity to Cyber Immunity 2022 Thin Client

IIC Whitepaper
MILS Architectural Approach Supporting
Trustworthiness of the lloT Solutions
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Advisor

FROM CYBERSECURITY TO | ™
CYBER IMMUNITY IN llOT

ARC White Paper
March 2021



https://www.iiconsortium.org/pdf/MILS-Architectural-Approach-Supporting-Trustworthiness-of-IIoT-Solutions-Whitepaper.pdf
https://box.kaspersky.com/f/6c1599053c3044c98d2a/?dl=1
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Cyber Immunity & Energy: Kaspersky Thin Clients in KRASECO 8
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KasperskyOS products footprint
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First Partners

V-Valley First Partners

. Eoll Engineering . ToNK/TONK ASIA
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eCAPS
y. e ASWANT Distribution
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@ KasperskyOS

Jun 2023 Oct 2023 Oct 2023
Global Partner Distribution KL Event: Cyber
Conference agreement Signing Immunity for Skilled
Workforce
March 2024 March 2024 Jan 2023 Nov 2023
; - Jakarta Event: Unleash Cyber First Sales in PoCs in Malaysia I n d O n es I a
PoCs in Indonesia Malavsi Yy
Immunity ClEb Ak

Partner Event on October 24th

\WEIEVSE! @SB  =swant distribution

Partner Event on October 22nd Power Of CYber Immune
Thin Clients



https://docs.google.com/forms/d/e/1FAIpQLSdnnGrKLlejY6AipihpSbSyZ_CcpF9Cgu5UyP3TSyV_w-IM3A/viewform

] Kaspersky
YARS loT Secure Gateway

eCAPS Computers India Pvt Ltd, India

April 2024

Oct 2023 Dec 2023 Feb 2024
GITEX Dermo Pool First PoCs in

India

Coming Soon

Workshops in
India

First Sales



Support along the way

Demo pool for Thin Client or
Kaspersky loT Gateway

\

Kaspersky ] Kaspersky
loT Secure Gateway =L. Thin Client

— Onsite Workshop for channel —— Trainings—PoC/Tests —— Deals
partners & target customers

f

rt on each stage from KasperskyOS Team
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Let’s build cyber immune ecosystem together

( Kaspersky
YARN loT Secure Gateway

Kaspersky
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Kaspersky
Automotive
Secure Gateway

a rolling stone gathers no moss
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Thank you!

Andrey Strelkov

Andrey.Strelkov@kaspersky.com
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