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Cybersecurity in Overseas Petrochemical Industries SUPCON :

3-level Industrial Security
Saudi Aramco & SUPCON ATG & SUPCON IMI & SUPCON Operations Solution
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NG Secure Control System SUPCON

Zero Trust Architect Zero Trust Architectu

Trusted User Trusted Endpoint
e Access Control Based on IAM P!

+  Verify continuously & Dynamic policy

* End-to-end Encryption
Trusted Network

Secure S Container Protectic 1
1L ecure Con
. . Developmer ZTNA GateWay E- ZTNA GateWay
Secure Container Protection e " Trusted App Trusted App
* Image signing and trust booting IEC62443 @ ® @ @ @ ® Q l_"
SDL :
* Micro-segmentation between Containers '
*  Vulnerability Scan
Trusted Computir Trusted Computis
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Software Defined Security

»Virtualization Security Resource Pool

* Distribution on demand and unified control
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Industrial Site Operation & Maintenance Security SUPCON s

As the "Gate" for computer to enter industrial control system for
maintenance, the entire maintenance operation is safely controlled.
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* Enterprise technicians

Untrusted Zone
CEll USBKey

* Technicians of BB ARE EAE A Security O&M Terminal
manufacturers computers :

+ Classified protection * Attack interception Objects to be operated and
evaluators * Outreach checks + Malicious code checking maintained

+ Superior inspectors * Peripheral checks + High-risk command interception

* Screenrecording * Access control
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Industrial Assets Monitoring and Management SUPCON
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Controller Monitoring & Recovery

&

Identify attack
specifically
targeting the
controller and
block them,
protect controller
without affecting
production.

Multiple serious
vulnerabilities

SUPCON

Professionally identify controller risks, restore baseline configuration without disruption
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Controller Attack Prevetion

Rockwell

Automation
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Configuration
Project

Reverse restore
and mapping
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Recovery Mode Judge @

Enable Configuration
Recovery Module

Controller Monitoring and Recovery
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SUPCON

RTU Secure

Security Management Center

Backup ISMP Jump Traffic Log Zero-trust
Server Server Audit Audit Server

Zero-Trust

Zero-Trust Cas
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Internet / Private line =
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Common Wireless Communication in OQilfield Wells SUPCON
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Cooperation with Kaspersky in ICS Security: Removable Media Protection & Secure Data Ferry 10

kaspersky
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NG USB Guard
(Kaspersky inside)
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Whitelist & Antivirus Protection

» Both whitelist and antivirus techniques
» World-leading anti-virus engines —— Kaspersky |
» Provides a detection rate of over 99.9% for known mallﬁlous cbde

Secure Automatic AV Update & ' 3

» Automatic online antivirus updates on IT (information te hnoldgy) networks

» Automatic offline antivirus updates on OT (operational t&:hno[ogy) netwo%s with
SUPCON Secure USB Drives

» Issues antivirus database updates to VxDefenders across the ﬁe domaln

Comprehensive Management and Au

» Allows for easy user management through Windows Active Dir
domains and supports synchronization of AD users;
» Provides security management features such as storage dew mdmg,
user authorization management, and user behavior monitorin “ ‘
d

> Multiple security audits —— time, user, operation, path, targetfi
device ID, etc.




Removable Media Protection & Secure Data Ferry
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SUPCON Secure
USB Drive

J

"I" /'E NG USB Guard

General USB Drive
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Physical Isolation

Forced scanning on
specified path
Displayed normally

\v7

Secure file path Only access to authorized
accounts, paths, and files

Unscanned path
p are allowed.

Invisible and unusable

Virus Unscanned path
Scanned & quarantined
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Restoration
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Host Security: VxDefenderPro

ER:O VxDefenderPro
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Settings
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(Kaspersky AV)
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Whitelist & Antivirus Protection

» Both whitelist and antivirus techniques

» World-leading anti-virus engine ——

» Provides a detection rate of over 99.9% for known malicious
code

Security Baseline

» Enable security baselines with using common and custom
rules that involve system configuration, account and log
management

» Provides support for the configuration of all commonly industrial
hosts

Centralized management

» Unified deployment of functional configuration
» Patch management of computer hosts
» Group immunity technology for host viruses



“1+1+2” Three-level Operations SUPCON =
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: Group Security Operations Center I
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: Extended Detection and Industrial Threat Managed Security Cloud Extert Security Customized Work Order |
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Plant Security Warning Center
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| Network Communication Computing Environment Network Boundary Protection Application and Data Security
: Detection Hardening f
o . . R RN SN RSN BN BN NN BN BN NN S BN BN NN BN SN NN SN BN BN NN S SN NN SN SN SN SN SN SN NN SN BN SN NN NS NN SN NN S SN N SN BN SN NN SN BN BN SN BN SN BN SN BN BN N RN S
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Operation Status Cybersecurity Log Information
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1 Control System Industrial Network Security Industrial Control Assets Production Process Boundary :
1 Backup and Recovery Monitoring and Audit Identification and Monitoring Protection ]
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