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3Cybersecurity in Overseas Petrochemical Industries

IMI & SUPCONATG & SUPCONSaudi Aramco & SUPCON

3-level Industrial Security 
Operations Solution 

Built-in Security Control 
System in Large Refineries

Industrial Cybersecurity 
Research Program

Application of Data Security in 
Petrochemical Industry



4NG Secure Control System

Zero Trust Architect

• Access Control Based on IAM

• Verify continuously & Dynamic policy

• End-to-end Encryption

Secure Container Protection

• Image signing and trust booting

• Micro-segmentation between Containers

• Vulnerability Scan

Software Defined Security

• Virtualization Security Resource Pool

• Distribution on demand and unified control



5Industrial Site Operation & Maintenance Security

USB Key

Operate and maintain 
computers

O&M Personnel

• Enterprise technicians
• Technicians of 

manufacturers
• Classified protection 

evaluators
• Superior inspectors

• Outreach checks
• Peripheral checks
• Screen recording

Objects to be operated and 
maintained

Security O&M Terminal

• Attack interception
• Malicious code checking

• High-risk command interception
• Access control
• Process audits

• Secondary Licensing

Untrusted Zone

As the "Gate" for computer to enter industrial control system for 
maintenance, the entire maintenance operation is safely controlled.

Trusted Zone



6Industrial Assets Monitoring and Management

Unclear assets 

status 
MonitorDiscover AnalyzeDatabase Diaplay

Clear assets 

status

Assets 
Discovery

Category
(Upper Computer, Switch, 

Controller, etc)

Information
（Hardware, Software Version, 

Fault Information）

Status 
Monitoring

Running Status
(Controller, Network Device, 

Security Device, Configuration）

Risk Identification

Baseline 
Verification

Assets
(Configuration Baseline, Device 

Baseline, Security Baseline）

Network



7Controller Monitoring & Recovery

Baseline 
Configuration 

Project

Controller Monitoring and Recovery

Configuration Tampering 
Monitoring

Recovery Mode Judge

Enable Configuration 
Recovery Module

Baseline File Restore

Controller

Multiple serious 
vulnerabilities

Patch affects 
system 

operation
Dare not install 

patches

Identify attack 

specifically 

targeting the 

controller and 

block them, 

protect controller 

without affecting 

production.

Control Behavior

Controller Attack Prevetion

Professionally identify controller risks, restore baseline configuration without disruption

Success!

Reverse restore
and mapping



8RTU Secure

FAR

OPS OPS

RTU RTU

SIS GDS

Instruments Instruments

Zero-Trust 
Gateway

Zero-Trust 
Gateway

Internet / Private line

CCR

OPS EWS
Traffic 
Audit

Log 
Audit

FAR

OPS OPS

RTU RTU

SIS GDS

Instruments Instruments

HistorianOPS

Zero-Trust 
Gateway

Zero-Trust 
Gateway

Jump 
Server

ISMP
Backup 
Server

Security Management Center

FAR

RTU

Zero-Trust 
Gateway

Zero-Trust 
Gateway

Zero-trust 
Server

RTU
Secure

RTU
Secure

RTU
Secure

RTU
Secure

RTU
Secure

SCADA 
Server

NAC

Log 
Audit

Traffic 
Audit

Log 
Audit

Traffic 
Audit

RTU Secure: Including 

motion sensors, RFID, PIN, 

sensors, etc.



9Common Wireless Communication in Oilfield Wells 

4G/5G
Intelligent Instrument

Traditional Instrument

工业5G专网 工业5G专网

Wireless Instrument

4G/5G网关

Wellhead

Wireless

Station

4G/5G Gateway 4G/5G Gateway

1. Wellhead is scattered and 
unmanned; Wireless 

communication is unsecure and 
connected to industrial control 

network

1. Open frequency bands, mixed 
use of base stations

2. Identity authentication 
devices are deployed by 

operators, authentication 
process is not visible

1. It is impossible to verify 
remote access object and 

data integrity

1. Lack of identity 
authentication methods, with 
fixed frequency band, data is 

easy to be stolen

5G Private 
Network

5G Private 
Network



10Cooperation with Kaspersky in ICS Security: Removable Media Protection & Secure Data Ferry

Whitelist & Antivirus Protection
➢ Both whitelist and antivirus techniques 
➢ World-leading anti-virus engines —— Kaspersky
➢ Provides a detection rate of over 99.9% for known malicious code

Secure Automatic AV Update

Comprehensive Management and Audit

➢ Automatic online antivirus updates on IT (information technology) networks
➢ Automatic offline antivirus updates on OT (operational technology) networks with 

SUPCON Secure USB Drives
➢ Issues antivirus database updates to VxDefenders across the whole domain

NG USB Guard
(Kaspersky inside)

➢ Allows for easy user management through Windows Active Directory 
domains and supports synchronization of AD users;

➢ Provides security management features such as storage device binding, 
user authorization management, and user behavior monitoring;

➢ Multiple security audits —— time, user, operation, path, target file, and 
device ID, etc.



11Removable Media Protection & Secure Data Ferry



12Host Security: VxDefenderPro

VxDefenderPro
(Kaspersky AV)

Whitelist & Antivirus Protection

➢ Both whitelist and antivirus techniques 
➢ World-leading anti-virus engine —— Kaspersky
➢ Provides a detection rate of over 99.9% for known malicious 

code

Security Baseline

Centralized management

➢ Unified deployment of functional configuration
➢ Patch management of computer hosts
➢ Group immunity technology for host viruses

➢ Enable security baselines with one-click using common and custom 
rules that involve system configuration, account and log 
management

➢ Provides support for the configuration of all commonly industrial 
hosts



13“1+1+2” Three-level Operations

SUPCON Control System Security Protection

Unit Security anagement center

Control System
Built-in Security

Industrial Network
Network Boundary Protection

Control System
Backup and Recovery

Industrial Workstation and
Server Hardening

Removable Media Protection 
and Data Ferry

Industrial Network Security
Monitoring and Audit

Other Control System Security Protection

Controller Behavior Protection

Controller Integrity Monitoring and
Recovery

Industrial Control Assets
ldentification and Monitoring

Industrial Workstation and
Server Hardening

Removable Media Protection and
Data Ferry

Production Process Boundary 
Protection

Plant Security Warning Center

Network Communication 
Detection

Computing Environment 
Hardening

Network Boundary Protection Application and Data Security

Control System 
Operation Status

Industrial 
Cybersecurity Log

Control Network Diagnosis 
Information

Group Security Operations Center

Extended Detection and 
Response

Customized Work OrderIndustrial Threat 
intelligence

Managed Security 
Operations

Cloud Expert
Security 

TrainingVerification
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