aKTUBMPYA
6ynyuee




[no6anbHaga aKkcnepTn3a N nepenoBble TEXHONOMNA
AONS 3alUTbl OT CETEBLIX YIPO3 U KOHTPONSA aKTUBHOCTM

NPUNOXEHUIN

e

[NokasaTenb 06HapyXeHus
1 NpefoTBpPaLLEHNS CETEBbIX YTPO3
c nomoubto IDPS (Detection Rate)*

180 |

[ToonssoguTensHOCTL Kaspersky
NGFW B pexxume L4 FW + Application
control**

5 C

PacnosHaBaemMbIx MPUNOXEHWN
C NOMOLLbIO cobeTBEHHOro DPI

70

MopaepxrBaemblx curHaTyp IDPS

20 |

MNopoepxrBaembix npaswn Firewall

Open
@ Single Management
Platform

Open Single =
KOHCOJTb MOHUTOPWHIa U YNpaBieHns
BCeMu pa3BépHyThiMn NGFW

v apyrumuv npogyktamm Kaspersky
yrnpoLaeT py TUHHbIE onepaLmmn

1 agMNHNCTPUPOBaHne

- BoamoxHOCTb pearnpoBaHs
Ha K1bepyrposbl C MOMOLLBIO
Kaspersky Symphony XDR

- [NonHag kapTuHa
KnbepbesonacHOCT
KOMMaHWUM B paMKax eauHOro okHa

* TeCcTpOBaHNe NpPoOBOANIOCH C MO
** TectupoBaHue nposoaunock ¢ 20 0

Me>xxceTeBol aKpaH HOBOIO MOKOMEHWS Ha OCHOBE F106anbHOMN
9KCNEepPTU3bl 1 NEPEAOBbIX TEXHONOIMIA. [TpOAYyKT 3almLaeT
KOPMOopaTMBHYO CETb KOMMaHWM OT LUMPOKOrO CRekTpa
KNBepyrpos, KOHTPONNPYET aKTUBHOCTb NMPUIOXEHWIA N CEPBIUCOB,
No3BonseT adPeKTUBHO YNPaBisaTb TPaPUKOM 11 ONTUMUNINPYET
NPON3BOANTENBHOCTb UHPPACTPYKTYPbI.

& ApxuTekTypa

MNop kanotom Kaspersky NGFW co6CcTBEHHbIE TEXHOMOTI
©6e30MacHOCTU N apXUTEKTYPA, KOTopas NOAAEPXNBaET
MHOrFOMOTOYHYO 06PaboTKy Tpadurka C MUHUMU3aLMEN KONNYECTBA
KOMMPOBaHWM

£ @

SddekTVBHOE NCMOb30BaHWE
pecypcoB

5 Eo
—
Bbicokume nokasatenu

MPON3BOANTENBHOCTW Ha X86
npovLeccopax

OonTMmnsaums
NPOU3BOANTENBHOCTW MPOAYKTa

Bo3MOXHOCTb KnacTepusauumn
Ha 6a3e COBCTBEHHOIO
npotokona Kaspersky High-
availability Cluster Protocol

OKOCNCTEMHbIV NOAXOA,
N LEHTPaNN30BaHHOE YyrpaBieHne

Protection status : Attempts to access social media services

183,1.

Tl =



KnoueBble TexHoNnornm

£} KOHTpOnb ceTeBbIX COEANHEHWI

—_—
BbicokoTexHONOrnyHbIA
Stateful Firewall

BT
—

User-aware NnonnTukmn

SRR
—

MpounssoguTenbHbii DPI
N e s

- OTCnexmBaeT COCTOAHNS aKTUBHbIX COEANHEHNIA 1 BO3MOXHbIE YTrpo3bl B HAX
- [prHNMaET peLleHns Ha OCHOBE KOHTEKCTa Tpaduka
- BO3MOXHOCTb 6J'IOKI/IpOBKVI YCTaHOBJ1EHHbIX ceccui

- No3BONSHOT KOHTPONMPOBATL AOCTYMbI, Kak pa3peLlaTh, Tak 1 3anpeLlaTh,

019 OTAESbHbIX MONb30BaTENEN U LIENbIX rpynn

- OBecneunBatoT 60os1ee NOJHBI KOHTPOSb CETY 1 YNPOLLAaoT paboTy CreuvanicToB

T / Vb c nHbpacTpyKTypoi

- Onpepenset B Tpaduke 6onee 5 000 NpUNoXeHNIA 1 CEPBNCOB
- CoBCTBEHHbIV LIEHTP 9KCNEePTN3bl MO pacrno3HaBaHWIO MPUIOXEHWI

36) 3awmTa OT ceTeBbIX Yrpos3

—_—

nékunm IDPS

N e
—

MpoaBnHyTasa
SSL/TLS-uHcnekuus

R
—

BbICOKOCKOPOCTHOMN
NMOTOKOBbI aHTUBNPYC
Nl a

BO3MOXHOCTb BbibOpa Hanbonee
noaxonsLLero BapmaHTa

Al-powered aHTUBUMpPYC

&5 KoHTponb Be6-Tpaduka

—_—
BbicokoToOYHbIN

Beb-kaTeropusaTop

NS e
—_—
MpoBepka penyTaumnm

URL-appecos
Noare s e
—_—

DNS Security
e

- BbIgBNYET N MpenoTBpaLlaeT aTaku B PEXNME peasibHOro BpeMeHn
- MNoppaepxka 6onee 7 000 curHaTyp
- [NokasaTenb 0BHapyXeHNs 1 NPefoTBPaLLeHNS ceTeBbIx Yrpo3d (Detection Rate)

npeBsbilLaeT 95%*

- PaclwmdpoBbiBaeT Tpaduk NobbIX MPOTOKONOB
- MNopaepkka NCKIFUYEHWN N3 paclUMPPOBKM Ha OCHOBE BEG-KaTeropuii
- [NogknoyaeT K aHann3y BCe ABUXKKN 6e30MacHOCTH

- BoisgBngeT BPeJOHOCHbIe aKTUBHOCTW Ha CaMbIX PpaHHUX aTarax
- BblCOKOe COOTHOLLEHME KayecTBa OeTeKTNPOBaHWA N MPON3BOONTENIbHOCTU

- PaspaboTaH Ha 6ase TexHonorui Kaspersky Endpoint Security, cneumansHo

ONTUMN3NPOBaHHbIX Ans Kaspersky NGFW

- OBpUCTUYECKUIN aHanm3 ¢ainnos Ha baze mexaHnamoB Machine Learning (ML)

n Artificial Intelligence (Al)

- TouHoe onpepeneHne kateropum URL
- COBCTBEHHbIE KATEropUn C MMBKMU CLIEHAPUSIMU pearnpoBaHns
- Bo3MOXHOCTb nckoYeHns KoHkpeTHbIX URL-anpecos

- OrpaHuyeHue ocTyna K onacHbIM U MOTEHLIMaNbHO OnacHbIM BE6-pecypcam

1 IP-agpecam

- BnokunpoBka pekiaMHbIX pecypcoB

- MNpoBepseT NpUHaANEXHOCTb OMEHHbBIX UMEH K MOTEHLMANbHO ONacHbIM
- MNosBongeT oNTUMU3NPOBAaTb MPOU3BOANTENBHOCTb 3a CHET GUBTPALIMM Ha YPOBHE

JOMEHOB

* TecTrpoBaHWE NPoBOAMIOCH C nomoLLsio IXIA BreakingPoint, Strike Level 3 n 5, 2521 nonbiTka aTak



AKTyanbHble AaHHble 06 yrpo3sax n oboralleHne aHannTnKon

Thi - BcTpoeHHoe aBToMaTnYeckoe oboralleHvie akTyanbHOM MHPopMaLLel 06 yrposax

|nte|| - YHUKanbHble TaKTUYECKME AaHHblE Ha OCHOBE OMblTa SKCNePTOB «JlabopaTopum Kacnepckoro»

BblICOKOCKOPOCTHOW OBBbEKTHBIN BbICOKOTOUHBI MNpoBepka penyTauum
MOTOKOBBI aHTUBUPYC aHTVBMPYC Beb-KkaTeropmsaTop URL-agpecos

Kaspersky O6orallgHne NHGoPMAaLIMEN C MOMOLLbIO rob6anbHON CeTH
Security Network obMeHa cBefeHVsIMI 06 yrpo3sax

652 106 23

OTpPaXkEHO aTak C PasnNYHbIX OBHaPY>XEeHO YHMKabHbIX 3a610KMPOBaHO
pecypcoB* BPEOOHOCHbIX CCbITOK* HexenaTesbHbIX O6beKkTOB*

NHTerpaunoHHbie cLeHapun

Kaspersky NGFW nognep>XmBaeT MHTErpaLuio ¢ opyrumMm pelleHnsmmn «Jlabopatopun Kacnepckoros
B pamMKax 9KOCMCTEMHOIO Noaxona.

Kaspersky Kaspersky

Symphony Unified Monitoring

XDR and Analysis Platform
ABTOMaTM3aLMS YNpaBneHns 6e30nacHOCTbIO C60op 1 koppenaumns cobblTh 6e30MacHOCTN

N pearnpoBaHve

Kaspersky
Anti Targeted
Attack

Policy test

General settings

MpenoTBpaLLeHME CIOXHbBIX aTaK 1 Yrpo3 HY/1IeBOro
[HS C MOMOLLbIO MPOBEPKIN NOAO3PUTENBHBIX
dannoB B cneumansHom cpege — Sandbox

Server settings

- VHTerpaums no APl Ans BOCTVXEHNS MakCUManbHOM
CKOPOCTW NONyYeHNs BEPONKTA

° KeLLII/IpOBaHI/Ie BepOVKTOB A1 ONTUMM3au i CKOPOCTN
06pPaboTKM 3aMNPOCOB Ha MOBTOPHYIO MPOBEPKY dannos

* PasBuTre nHdopMaLMIOHHbIX YIPO3 B TDETLEM KBapTase
2024 ropa. «JlabopaTtopusa Kacnepckoro»




BoO3MOXHOCTM NnpoayKTa

~ DYHKUMN yNpaBieHns 1 MOHUTOPWHIa

LleHTpanuaoBaHHoe ynpasneHne Kaspersky NGFW 1 MOHUTOPUHI COCTOSIHUS PEeLLEHNS Yepes
LleHTpanM3oBaHHyYIo KOHCOb YnpasneHusd Open Single Management Platform (OSMP)

OTnpaBka CUCTEMHBIX COBBITUM 1 COBBITUM Be3onacHOCTU, chopmMupoBaHHbIX Kaspersky NGFW, B KOHCOMb
OSMP 1 ctopoHHue SIEM-cucTemsl

AHanUTUYeCKME MaHeN MOHUTOPWIHIA U OTYETLI MO pe3ybTaTaM paboTsl pelueHnsd 8 OSMP
IMNOPT 11 KCMOPT NOANTVK 6e3onacHOCTU pelleHus B OSMP

MepepaboTaHHbI UHTEPdENC LeHTpanaoBaHHoro ynpasneHus NGFW B OSMP
LleHTpann3oBaHHOE ynpaBieHne CETEBOM KOHOUIypaLmel Npuv MOMOLL LLIaBNoOHOB
CospaHue 1 HacTpolika 30H B OSMP

Mopnepxka obHoBneHws MO NGFW

BO3MOXHOCTb HACTPOWKM Nepmoaa U UCTOYHMKa OBHOBNEHUS NokanbHbIx 6a3 NGFW

Zabbix-L1abnoH ans moHnTopuHra NGFW

3 CeTeBble GYHKLMN

Mopaepykka HaCTPOWKM CTaTuyeckon MapLpyTrsaumn IPv4 yepes CLI Kaspersky NGFW

MNopoepykka 0TKa30yCTONUMBOrO KlacTepa active-passive Ha 6a3e cobcTBeHHoro npotokona KHCP (Kaspersky
High-availability Cluster Protocol)

MNonoep>kka arpermpoBaHHbIX MHTepdeicoB
Mopoepxka L2-nHTepdencos

Monnepxka VLAN 1 cab-uHTepdelicos
MNopnep>xka VRF

MNMopnepxka DNS-knneHTa

MNopnepxka DHCP-knveHTa

Mopnepxka NTP-knneHTa

Mopaepxka SNMP

MNMopnepyxka BUpTYyanbHoro ncnonHeHns Kaspersky NGFW Ha 6ase runepsrsopos KVM n VMware ESXi
BGP

OSPF

MOHUTOPWVHF MHTEPdENCOB B KNnacTepe

DHCP Relay

BO3MOXHOCTb HACTPOWIKM TaliMay TOB CECCUI




/) dyHKUMM 6Ge30nacHOCTU

BO3MOXHOCTb CO3aaHMs FpynNOBbLIX MOANTUK 6e30mnacHOCTU

ABTOMaTNYECKOE OBHOBNEHME NOKasbHbIX 6a3 OBVXKOB 6e3onacHocTu Kaspersky NGFW: aHTuBMpYCa,
BE6- KOHTPOAH, 3awwunTl DNS-Tpaduika 1 IDPS

MexxceTeBoW SKpaH C OTCReXVBaHNeEM COCTOSAHUS ceccun (Stateful Firewall)

CucTema o6Hapy>XeHus 1 NnpeaoTBpaLleHns BTopxxeHnin (IDPS) ¢ nogaepsxkon 6onee 7 000 curHaTtyp
my6okas nposepka naketos (DPI) ¢ noaaep>xkorn koHTpons Tpaduvka 6onee 5 000 NpUnoXeHun
WHcnekTnpoBaHue SSL/TLS-Tpaduka c nopaepxkon TLS 1.1,1.21n 1.3

Bo3MOXHOCTb CO34aHNS UCKOYEH W MO BEG-KATEropUsiM 1 KOHKPETHBIM LOMEHaM
B OBV>Ke SSL/TLS-nHchekumm

[OTOKOBbIVI aHTVBMPYC

MpoBepka penyTaunn URL-agpecos (malware, phishing, c&c, adware u T.n.)

KaTeropunaaLus 1 KOHTpOsb BEG-Tpadvika

B0O3MOXHOCTb CO34aHVS MONb30BaTENbCKMX BEG-KaTeropuin

MexaHun3m [o6aBneHns UCKIIOYEHNIA B MpaBuna NpoBepkun Beb-Tpaduka

MeHep>xep Ans NpoCMOTPa yCTaHoBNEHHbIX Yepes Kaspersky NGFW ceccuin ¢ BO3MOXHOCTbIO VX cBpoca
Mopaepxka nposepky DNS-Tpaduka (DNS Security) no penyTaumoHHbIM 6a3am

MNonyyeHre akTyanbHbIX TakTU4eCKnxX AaHHbIX 06 yrpo3sax (Threat Intelligence) ans nposepku penyTavmmn URL-
adpecoB 1 oboralleHns 6as aHTVBMPYCa 1 Beb-kaTeroprsatopa

HatneHas nHterpaumsg c Kaspersky Symphony XDR nocpencTBom nnentykos

MNopoepyxka NoOANTYIK C UCMOIb30BaHNEM 30H

Mopnep>xka NAT

Mopaepkka paboThl NpaBun GULTPALLMN MO PaciCaHUio

NHTerpaumns no API c Kaspersky Anti Targeted Attack ang nposepku dainnos ¢ nomoLLblo Sandbox
Al-powered aHTVBHPYC

User-aware nonnTukm

BoamoxxHocTb ncnons3osaHusa FQDN B kavecTBe destination B mpaBunax MEXCETEBOrO akpaHa
Mopoepyxka OencTBug Reset-both B mpaBunax MexXceTeBoro akpaHa

AHTVBMPYCHas NpOoBepKa MO MOYTOBbLIM MPOTOKONaM

licnonb3oBaHne 30H B kKayecTBe KBanndukaTopoB B Npasuiax SSL/TLS-nHcnekumm




AnnapaTHble N BUPTYarbHble NnaTtdopmbl

JlnHenka KX (Kas — CEMENCTBO CETEBLIX anmnapaTHbIX N1aTPopPM, paspaboTaHHbIX
crneumnanbHo ang pelueHns Kaspersky NGFW. 91n ycTponcTBa o6ecrneymBatoT BbICOKYIO
NPOV3BOANTENBHOCTb, HAAEXHYIO 3aLUUTY OT KNBEPYTPO3 1 MacLLUTabupyeMOCTb OS5 Pas/INYHbIX CLEHAPUER
1CMNONb30BaHNS.

BHewwHm BuA, BHeLlHn Bua mogenen
mMogenu
KX-400
KX-100 &
— KX-1000
KX-3500
KX-1 KX- KX-1 KX=
MpPoN3BOANTENBHOCTD B peXMME 10 Feut/c 40 reur/c 100 réut/c 180 I'but/C
L4 FW + Application Control**
Mpon3BOANTENBHOCTb B peXMME 3 reunt/c 10 Feut/c 20 MeuTt/c 50 [but/c
NGFW (L4 FW + Application
Control + IDPS)**
NHTepdencsl - 6 x10/100/1000 - 4 x10/100/1000 - 4 x10/100/1000 - 4 x10/100/1000
Ethernet RJ45 Ethernet RJ45 Ethernet RJ45 Ethernet RJ45
RIS ERT - 8 x25G SFP28 - 8 x 25G SFP28 - 8 x25G SFP28

- 4x100G QSFP28 - 4x100GQSFP28 - 4 x100G QSFP28

B pamkax nuHelnkmn KX-Series [OCTYMNHbI Tak>Ke BUPTYasbHble UCNOoNHeHUsS — VKX. OHM NpegHasHaYeHbl

Ans passepTtbiBaHng Kaspersky NGFW Ha cobCcTBeHHbIX pecypcax 3akasunka 6e3 HeobXxoaumMocTu
NCNONb30BaHMs annapaTHbIX NnaTopm. B AaHHbIM MOMEHT OCTYMNHO BUPTYanbHoe ncnonHeHne Kaspersky
NGFW vKX-8.

VK' [ng annapaTHbIx N1aTdopM Takke OOCTYMnHa
: PaclumperHas rapaHTua Hardware MSA

MoppobHee

[oon3BOAUTENBHOCTL B PEXMME 5rewt/c
L4 FW + Application Control**

[oon3BOAUTENBHOCTL B PEXMME 2.5T6nt/c
NGFW (L4 FW + Application
Control + IDPS)**

[MnepBr30OpPbLI KVM n VMware ESXi

Bonee nogpobHo n3yunThb NuHelky KX-Series
MOXHO B HaLLeM KaTanore 060pynoBaHus

Y3HaTb noapobHee o0 MeToavike TECTUPOBAaHUS NMPON3BOANTENIBHOCTU MonpoGHee

* Mogenb 6yneT oocTynHa oceHbto 2025 roaa ¢ Bepcum Kaspersky NGFW 1.1, nokasateny npovsBoanTENbHOCT OPUEHTUPOBOYHBIE
** TectupoBaHue nposoaunock ¢ 20 000 npasun Firewall n BKIIOYEHHBIM IOrMPOBaHNEM


https://kas.pr/ngfw_licensing
https://kas.pr/ngfw_hardware_catalogue_kx
https://kas.pr/ngfw_perf_test

JInueHsnpoBaHue

PewweHne Kaspersky NGFW npenctaBneHo B OBy x BapuaHTax: Standard u Advanced.

Kaspersky

NGFW

Standard

MpenocTaBnseT Bce Heobxoanmble
WNHCTPYMEHTbI ynpaBneHus 1
MOHUTOPWHIa, KOHTPONS CETEBbIX

COEOVIHEHUI N 3aLLUTHI OT CETEBbIX yrpos.

e

.

Kaspersky
NGFW

Advanced

MpepnaraeT paclunpeHHble
BO3MOXHOCTU A1l KOHTPOSS BE6-
PEeCypCOoB 1 MOCTPOEHWS KOMMIEKCHOM
3aLLNTbl KOPNOPATMBHOM CETU.

Ka>kabii BapuaHT peLLeHNs BKIIOYAET B CEHH TEXHNYECKYIO MOOAEPXKY B COOTBETCTBIUM C BbIOPAHHbIM
YypPOBHEM 06Ny XmBaHus: Premium nnm Premium Plus.

JlnueH3unsa

®

BbibpaHHas
annapaTtHas
nnatdopma

Mpumep

@

KX-3500

@

Heobxoonmbliia

BapVaHT peLLeHns:

Stan nnu
Adve

©)

B BapuaHTe
Adv:

®

MNMooxoogawmni ypoBeHb

TEXHNYECKOM nognep>xXKu:

Prer nnn
Premit

©)

C BKJ/IIOUEHHOMN
TEXHNYECKOMN
Noanep>XXKom YPOBHS
Prer

Kaspersky NGFW Log
Analyzer — mofynb
aHanuUTVKM Ha Base
OSMP c nogxoogLmm
KOMMYEeCTBOM COBbITUN B
cekyHay (EPS, Events Per
Second)

HO 0,0 KOHLUa
5ropa

MNonpobHee o
NLEH3VPOBaHNM


https://kas.pr/ngfw_licensing

[Mouemy Kaspersky NGFW

=R

[MOAHOCTbLIO POCCUNCKIN
NPOOYKT, COOTBETCTBYIOLLI
cTpaTermm oBnxXeHns

K IMMOPTOHE3aBNCUMOCTU

l@i

)

CobcTBEHHas apxmnTekTypa

N MexaHN3Mbl 6e30MacHOCTN,
OCHOBaHHbIE Ha NNOEePCKMX
TEXHONOMNSIX

&
)
[MonHbIN KOHTPONb
1 addeKTUBHOE yrnpaBnieHne

ceTeBbIM TpadrKoM
1 aKTUBHOCTbLIO MPUIOXKEHNIN

[

Mpo3payHoe NMLEH3NPOBaHNE
6€e3 OOMNONMHUTENBHbLIX MOLYNEN
1 pacLUNpPEHNIA

AN

OKOCUCTEMHbIV NOAXOL,

K 3aLLmMTe KOPNOPaTUBHOW
VHOPaCTPYKTYpPbI

W LLEHTpann3oBaHHoOe
ynpasneHvue

©

MmobGarnbHas akcnepT3a
B 6opbbe C Knbepyrposamm,
pa3paboTke NPoayKTOB
N NOOAEPXKKE KITMEHTOB

YHUKanNbHbIN OMNbIT 9KCMEPTOB B OCHOBE PELLEHUS

Y | X
aREAT no6anbHbIA LEHTP
[} nccnepoBaHWiA N aHanmMsa yrpos s

WcenenoBaHvie CNoXHbIX Yrpo3 1 paccnefoBaHmie
}VIHAaHCOBO MOTVBUPOBAHHbIX KNBEPMPECTYMNEHNI

Al
Technolog
Researchgy

NHTeNnneKTa

O6Hapy>eHue yrpoa ¢ nomoLupsto N / ycuneHue

peLueHnii anroputMmamm

® llccnepoBaHie yrpos

* B pamkax pa3paboTki peLleHs a8 NPOMbILLAEHHbBIX MHPPAacTPYKTYR, ¢ 2026 roga

LleHTp nccneposaHus
TEXHOJIOTMNIA NCKYCCTBEHHOrO

o
LieHTp nccneposaHus
yrpos
WccnenoBaHue yrpos, cosgaHue OeTeKTUPYIoLLEin
JIOFVIKW, KOHTEHTHas GubTpaLys, 6esonacHast
pa3paboTka
| X J

@ PaccneposaHvie MHUMOEHTOB

LleHTp nccneposaHus
6e30MacHOCTY NPOMBILLIEHHbIX
cucrtem*

AHanus yrpos B HOYCTpUanbHbIX MHQPaCTPYKTypax


https://www.kaspersky.ru/top3

www.kaspersky.ru
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