STATEMENT OF COMPATIBILITY

3AABJIEHUE O COBMECTUMOCTHU

between

mexay

Kaspersky Industrial CyberSecurity for Networks
v4.0,4.1

Kaspersky Industrial CyberSecurity for Networks
Bepcun 4.0, 4.1

the product of

AB/AKWMMCA NPOAYKTOM

AQO KASPERSKY LAB,

AO «Jlabopatopua Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccua, Mocksa,
JleHuHrpaackoe wocce, a. 39A, crp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B AanbHewem umeHyembimu KICS for Networks
u «Jlaboparopus Kacnepckoro» cooTBETCTBEHHO

and “"
Software package “Extremum” AK «3KkcTpemym»
product of NPOAYKTOM

“Comita Inform” LLC

000 «Komurta UHdpopm»

123290, Moscow 1st Magistralny tupik, 5A
«Magistral plaza» BC Block C, 4 th Floor, office 402

123290, r. Mockea, MaructpanbHbit 1-i Tyn.,
bl, «Maructpanb nnasa», g. Ne 5A, baok C,atax 4,
o¢. 402

hereinafter referred to as Extremum and “Comita
Inform” respectively

B JajbHeillieM WMEHYEMbIMU  DKCTpemym
n «Komuta UHPopm» COOTBETCTBEHHO

Extremum is a software package designed to
create advanced process control systems and
procedural automation modules that optimize

production assets wusing the principles of
multiparametric management. It allows to
perform regulated, deterministic, periodically

performed procedures and scenarios for process
control, integrate adjacent systems using different
exchange protocols.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

JKcTpemMym — 3TO NPOrPamMHbIA  KOMMJEKC,
npeAHasHauyeHHbIM  ANA  CO343HWA  CUCTEM
YNpaBAeHUA TEXHONOMMYECKMMU NpoLeccamm
N Moaynei npoueaypHOM aBTOMaTU3aLUM,
obecneunBaloLLNX oNTUMU3ALUNIO
NPOM3BOACTBEHHbIX aKTUBOB C MCMO/b30BaHUEM

npUuHUHUNOB MHOronapameTpu4eckoro
ynpasneHua. OH no3eosAaeT BbIMNONHATb
pernameHTUpoBaHHbIE, AETEPMUHUNPOBAHHDbIE,
nepnognyeckum BblNnosaHAemMble npoueaypsl

M CUEHapuW NO YNpaBJAEHMWIO TEXHOJIOrMYECKUM
NPOLECCOM, MHTErPUPOBATL CMEXKHbIE CUCTEMBI
No pa3/IM4yHbIM NPOTOKOIaM 0bMeHa.

KICS for Networks — cneunannsnpoBaHHbIN
NpoayKT NPOMbILNEHHOTO Knacca,
npeaHa3HaYyeHHbIN ana MHBEHTapM3aLum,
MOHWTOPUHIa, BbIABJEHNA PUCKOB W  Yyrpos
MPOMBILNEHHbIX UHPPACTPYKTYP. ABAAACH YACTbIO
peweHuns Kaspersky Industrial CyberSecurity,
NpoayKT npepocTaBnaeT BO3MOYKHOCTb
BbIAB/IEHMA yrpos KubepbesonacHocTn
M aHOMasuM naccMBHbIM 06pa3om Ha OCHOBe
aHanu3a Konuu CETEBOrO Tpaduka,
n (onuuoHanbHO)  AaHHLIX  Te/leMeTpuu
C YCTPOMCTB, 3alluulleHHbix npogyktom KICS for
Nodes. PeweHne npefocTaBiseT WHCTPYMEHTHI
ANA paccneaoBaHUA U PYYHOTO pearnpoBaHuA Ha

“Comita Inform” and “Kaspersky" hereby agree
on the following statement regarding possibility to
use the listed products on a common system and

Yrpo3bl Ha YPOBHE 3aliUWaeMblX YCTPOWUCTB
1 ceTeBON UHPPACTPYKTYPbI.

«Komwura HUHbopm» 7 «Jlabopatopusa
Kacnepckoro»  HacToAlMM  NOATBEPKAAIOT
cnepywolee 3aaBfeHue OTHOCUTENILHO

NCNONb30BAaHNA YKA3aHHbLIX NPOAYKTOB B pamKax

KévuTa

lkaspersky



their compatibility and contribution to fulfillment
of cybersecurity requirements:

OJHOM CUCTEeMBbI, UX COBMECTMMOCTM W BK/aja
B BbINo/iHeHWe TpeboBaHMit kKnbepbesonacHoCTU:

“Comita Inform” and “Kaspersky” have carried
out extensive compatibility tests for the joint use
of their product combinations on the same
system. The outcome of the tests was that, subject
to their individual system requirements, the
products are compatible and can be used jointly
within the same system.

«Komura Nudpopm» 7 «Jlabopatopusn
KacnepcKoro» npoBesn BCECTOPOHHUE TecTbl Ha
COBMECTUMOCTb nx NpPoAYKTOB npu
oAHOBpPEeMEHHOW paboTe B coOcCTaBe enuHOM
cuctembl. B pesynbTate TecTMposaHua 6bi1o
YCTAaHOB/IEHO, 4TO MPOAYKTbl, C Y4Y4ETOM WX
UHAUBMAYANbLHbIX  CACTEMHbIX  TpeboBaHWH,
ABNAOTCA COBMECTUMBIMU " MOryT
MCMO/1b30BaTbCA B COCTABE €AUHON CUCTEMBI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B ciiy4yae ycTaHOBKM M UCNO/Ib30BAaHUA YKa3aHHbIX
NPOrpaMmHbIX MPOAYKTOB B pamMKax eauHOM
cucTembl aTto MOXeT CnocobHCTBOBATHL
BbINOJIHEHUIO OCHOBHbIX TpebosaHui,
npeabABAsemMbIX K MHPOPMAUMOHHON M
KubepbesonacHOCTM B aBTOMaTU3MPOBAHHbIX

cucTemax ynpaBaeHuUs NPOMbILNEHHbIX
06BbEKTOB.
AO KASPERSKY LAB AO «Jlabopatopus Kacnepcmsre»rb-
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