O «J1labopaTopun Kacrnepckoro»
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Y Hac npocTa4d

N MOHATHAA MNCCUS —
Mbl CTPOUM
©e3onacHbI MUP

Mbl genaem aTo yepes rnobanbHoe
NMOEPCTBO B KN6epbe30nacHOCTI.
3awmiaem LmdpoBoeE NPOCTPaHCTBO
OT KNBEPYrpo3, UTOObI KaX gl
nony4Yan OT TEXHONOIIA TOMBbKO
onaro.

AKTUBUPYEM BECKOHEYHbIE
BO3MO>XHOCTW.
AKTVBVMpYem 6e3onacHoe byayluee.

EBreHunin Kacnepckuim,
reHepanbHbI ONPEKTOP
«JlabopaTtopun Kacnepckoro»



O KkoMnaHunnm

I

KomnaHusa ocHoBaHa B 1997 ropay,
BO3rnaengeTcs EBreHnem Kacnepckm

70 MnH

aKTVBHbIX MONb3oBaTenemn
B2C-nponykToB

[NpencTaBneHa Ha 5 KOHTUHEHTAX,

B 6onee yem 200 cTpaH
N TEPPUTOPUIN

> 9,/ ThbIC.

crneunanncToB

Q

PaspabaTtbiBaeT HHOBALWIOHHbIE
IT-peLweHns n cepBnChl 419 3aWnThbl
KOPNopaTUBHbIX 1 YaCTHbIX
nonb3oBaTenen

836 MSIH $

rnobanbHas Bbipyyka B 2025 rogy



KnneHTbl

Hawwm peluerHns n cepsuchl
paspaboTaHbl, YTOObl COOTBETCTBOBATL
NOTPEOHOCTAM B KNbepbe3onacHOCTU
LUMPOKOrO Kpyra 3aKa3umkKoB —

OT YaCTHbIX NONb30BaTeNEN

N NPeanpudaTA Manoro rsHeca

00 KPYMHbIX NpeanpudaTin, OObEKTOB
KPUTNYECKOW NHPPACTPYKTYPbI

N rOCYOapPCTBEHHbIX OPraHoOB

1mnpAa

YCTPONCTB 3awmTina «Jlabopatopus Kacnepckoro»*

okono 200 TbIC.

KOPropaTUBHbIX KIIMEHTOB MO BCEMY MUPY
HaXOO4TCs NoA4 HaLlen 3aLMTOo

YacTHble Mukpo6unsHec Manblin n cpeHunin busHec MpOMBbILLNEHHbIE NPEANPUATUSA

nonb3oBaTen

I

KpynHbie

KopnopaLuun

* [anHble ¢ 2011 roga, nonyYeHHble B pesyibTaTe aBTOMaTU3POBaAHHOMO aHanmaa BpeaoHOCHOro MO ¢ MoMOLLbO rnobanbHom obnayHom MHGpacTpykTypbl Kaspersky Security Network (KSN)



Mbl MeXXayHapoaHasa KoMnaHug B 061acT KnbepbesonacHoOCTH

200 30+

CTPaH N Tepputopunn npeactTaBnTEIbCTB
tOxxHas Adpuka Benapycb Cayposckad ApaBug
KeHuns Yexng Typums
PyaHga ®paHums OAD
epmaHms
V3pansb
Utanus
BonbLuon Kntai HuaepnaHab
(KuTait, 'oHKOHr) Poccust Bpasunns
ViHama Vicnanws Mekcvika
AnoHus LLIeiuapuis Konyméus
KazaxcTaH
Manarnsus
CwHranyp
FOxxHasa Kopes
BbeTHam
Litopuix, LLiBenuapus Tokno, AnoHus
Mappwg, lcnarng Pum, Ntanna
Can-Tayny, bpasunus YTpexT, Hnaepnangpl
Kyana-Jlymnyp, Manainaus Op-Puag, CaynoBckaa Apasus
Kuranm, PyaHga Crambyn, Typuus
CwuHranyp Ceyn, KOxHas Kopes

BoroTa, Konyméus



CoBMeCTHbIE onepaunmn

«JlaBopaTopuist Kacnepckoro» MHOro neT coTpyaHnyaeT ¢ MIHTepnonom 1 Abprnonom
B pamKax oduLIManbHbIX COrNaLLeHIIA, BHOCS CBOI BKMaL, B COBMECTHYIO paboTy

MO NPOTVBOAENCTBUIO KNBEeprpecTynHOCTY. KOMMaHmUs IpeaoCcTaBnsieT AaHHbIe

0 KMBEpPYrpo3ax, MPOBOAUT TPEHUHI U CMOCOBCTBYET YKPEMNNEHNIO PEMIOHaNbHOMO INTERPOL AFRIPOL
noTeHurana ansg 6opbobl CO 3/10YMbILLIEHHVKAMI

& ¥ ¥ om © @ [ €

Africa Cyber Africa Cyber Synergia Against Serengeti Onnmnnapa- Synergiall Red Card Secure Serengeti 2.0
Surge Surge ll Grandoreiro 2024
fog 2022 2023 2024 2024 2024 2024 2024 2025 2025 2025
PesynbTathbl BbisiBneHne ApecToBaHbl HapyLeHve ApecToBaHbl ApecToBaHb! Komnanus BbisiBneHo ApecToBaHbl BbisiBneHa n ApecToBaHbl 1209
BPELOHOCHOI 14 yenoBek, a paboTbl 5 yyacTHV1KOB 6onee 1000 nomorna 100 6onee 300 3abnokMpoBaHa noaospeBaemMblx
VHOPaCTPYKTYypbl  Tak>Ke BbigBeHa VHOPaCTPYKTYpbl,  KuGeprpynnbl, noao3peBaemMblX OBHapY>XUTb noao3peBaeMblxX noao3peBaeMbIX BpenoHocHas
B CTpaHax ceTeBas VICTIONb3YEMOlA 1ICMOMb30BaBLLUEN B Knbepnpe- GULMHroBbIE B 95 cTpaHax, 11 OCTaHOBmNeHa aKTVBHOCTb
Adpuikn MHOPAacCTPYKTypa,  ANs GULLMHIOBBIX B CBOWX aTakax CTYNNeHnsx, aTakun 1 opyryto M3 HAX apecToBaH  OedATeNlbHOCTb C VICMOSIb30BaHNEM
1ICMO/Ib30BaHNe aTak, 6aHKOBCKWIA $rHaHCOoBbIN MOLLEHHMYeckylo  414enoBek KVBEPMPECTYMHBIX  MPOrpaMm-
KOTOPOW MPVBENO  PacrpOCTpaHeHNs  TPOSHEL, ywep6 ot aKTVBHOCTb ceTeli B cemun CTUNEPOB B 26
K drHaHCOBbIM BpenoHocHoro MO Grandoreiro KOTOPbIX BO BPEeMS NETHMNX cTpaHax Adppukmn CTpaHax
noTepu Ha 1 Mporpamm- COCTaBW/1 OKOJIO OnMNINACKNX AsmaTcko-
06LLYy0 CyMMY BbIMOraTesnei 193 MnH nrp 8o dpaHLummn TuxookeaHckoro
csbiwe 40 MiH ponnapos CLLIA B 2024 ropay. pervioHa
ponnapos CLLIA


https://www.kaspersky.ru/about/press-releases/operaciya-secure-laboratoriya-kasperskogo-okazala-interpolu-sodejstvie-v-borbe-s-programmami-stilerami
https://www.kaspersky.com/about/press-releases/kaspersky-contributes-to-joint-interpol-afripol-operation-combating-cybercrime-across-africa
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-pomogla-interpolu-v-operacii-synergia-ii
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-prinyala-uchastie-v-novoj-operacii-interpola-po-borbe-s-kiberprestupnostyu-v-afrike
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-pomogla-interpolu-v-borbe-s-kiberugrozami-vo-vremya-olimpijskih-igr-v-2024-godu
https://www.kaspersky.com/about/press-releases/kaspersky-supports-interpol-coordinated-action-to-disrupt-grandoreiro-malware-operation
https://www.kaspersky.com/about/press-releases/kaspersky-shares-cyberthreat-data-with-interpol-in-operation-to-disrupt-transnational-cybercrime
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-okazala-sodejstvie-interpolu-v-operacii-po-borbe-s-kiberprestupnostyu-v-stranah-afriki
https://www.kaspersky.com/about/press-releases/kaspersky-supports-interpols-operation-to-combat-cybercrime-in-african-countries
https://www.kaspersky.ru/about/press-releases/serengeti-20-laboratoriya-kasperskogo-pomogla-interpolu-provesti-operaciyu-v-rezultate-kotoroj-byli-zaderzhany-bolee-1200-podozrevaemyh

YHuKanbHaa KomaHaa a3KCcnepToB

Hawa YHWKallbHad KOMaHaa SKCrnepToB Mo I/IHCI)OpMaLI,VIOHHOI‘/JI 6e30MacHOCT 3alMLLLaeT MNP OT CaMbIX CJTOXXHbIX 1 ONacCHbIX
|<|/|6epyrpo3. HakonneHHas 6a3a 3HaHWM oborallaeT HaLlw pewerHnd n cepBUCHI, BbIBOOA NX KAYECTBO Ha HeCpaBHeHHbIIZ YPOBEHb

>5.71Tbic. >50% 35+

COTPYAHVKOB pa6OTaK)T 3KCMNepToB B KOMaHAe [NobanbHOro LeHTpa

crneunanncToB B R&D ICCNeaoBaHVs 1 aHanmaa yrpos — Kaspersky GReAT




TexHonornyeckoe NMAEPCTBO, 06OoraLlleHHoe rnodasnbHbIM OMbITOM

Expertise
Centers

MoppobHee

Ino6anbHbiiA LEHTP
VCCneaoBaHns 1 aHanmsa yrpos

VccnenoaHvie Hanbonee crioxHbix yrpos (APT, kamnaHum
KnbepLunmoHaxa, rnobanbHble Kubepanuoemmm)

AHan13 CrnoXHoro GriHaHCOBOro BesonacHocTb
BpenoHocHoro O VIHHOBALWIOHHBIX TEXHOSOM A

LieHTp nccnepoBaHns yrpos
Threat

BesonacHas paspaboTka 1 AHann3 oHnaliH-yrpoau Research
KOHCTPYKTVIBHasi 6e30MacHOCTb KOHTEHTHas dunbTpaLms m

VccnepoBarue yrpos oT BpegoHocHoro MO o APT,
co3[aHne AeTeKTVPYIOLLEN NOorukn

LleHTp nccnepgoBaHns TeXHONOrNn
NCKYCCTBEHHOI O MHTEeNNeKTa

|
OBHapyeHue yrpos ¢ nomolusto U/ ycunerve Technology
VB-petueHnii anroputmammn A Research 0

Viccneposanne

BesonacHocTb NI
reHepaTmsHoro

VlccnepoBaHne AHanms
yrpos VHUMOEHTOB

LleHTp cepBurcoB no
KnbepbesonacHoCTN
Security
Ynpasnsemas PearvipoBaHvie Ha Services
3awmnTa NHUMOEHTbI o
OueHka KoHcanTuHrosble cepBuChl

KomMnpomeTaummn ANg UEeHTPOB MOHNTOPWHIra

AHann3 3aWwpLeHHOCTN

MOHUTOPWHI LIMdPOBLIX PUCKOB

LleHTp nccnepoBaHus
6e3onacHoCTn
MPOMBILLSIEHHbIX CUCTEM

ICS
CERT

MHbPACTPYKTypax o

AHanms yrpos B MHAyCTpUarbHbIX

Wccnenosanie v oueHka
yS3BUMOCTEN HyneBoro aHs B ACY T

PaspaboTka METOAVK, CTaHAAPTOB U PErnaMeHToB
B 06/1aCTV NMPOMBILLIEHHON Knbepbe3onacHoCTH


https://www.kaspersky.ru/blog/kaspersky-expertise-centers/38006/
https://www.kaspersky.ru/about/expertise-centers

ViccnepoBaHue yrpos

2,2 Mnpa, 9,3 Mnpa

Knéepyrpos Knéepartak
OBHapy>xwunia KOMNaHns C MOMEHTAa OBHapy>xwuia KoOMnaHns
OCHOBaHW4 B 2025 roay

500 TbiCcSuY

HOBbIX BpeAOHOCHbIX ¢painnos

OBHapYy>XMBaeT KOMMaHNS
KaXXapl1 AeHb




HaLum rnaBHble OTKPbITUSA

Olympic
destroyer

O6Hapy>xeHune 2018

Hauano
aKTUBHOCTM

2017

Knaccudukauusi MNo ong

KnbepLunmoHaxa

KnGeprpynna, koTopast
aTakoBana
OpraHv3aTopos,
NOCTaBLUVIKOB 1
napTHEPOB 3MMHIX
OnMMMUIACKNX NP B
MxeHbsHe
paspyLmMTenbHbIM
ceTeBbIM YepBEM

OnucaHune

OpraHun3auun,
VIMeloLLE OTHOLLIEHNE
K SUMHIM
OnMMIUIACKUM Urpam
2018 rong;
eBponerickune
opraHusaLuv,
n3yyaroLvie
6rionoruyeckue n
XUMUYECKIME Yrposbl;
durHaHcoBbIe
opraH1saumn B
Poccun

Lenn

N

Shadow
hammer

2018

2018

MO png
KnbepLUnmoHaxa

B pesynbtate
CIOXHOI aTaku Ha
cucTemMy OBHOBNEHNS
MO nonynspHoro
npounssoauTens
KOMMblOTEPOB
BPEAOHOCHas
nporpavma,
3aMackrpoBaHHas
nop, o6HosneHve MO,
6bina
pacnpocTpaHeHa
npumepHo Ha 1
MWUAIMOH
KoMnbtoTepos ¢ OC
Windows 1
noanvcaHa ¢
MOMOLLIbO
NErUTUMHOrO
cepTudukaTa

BaHkoBckure n
durHaHcoBbIe
yupexaenus, Mo,
CMW, aHepreTvka 1
KOMMYHanbHoe
XO3SINCTBO,
CcTpaxoBaHue,
NMPOMBILLNEHHOCTb 1
CTPOUTENBCTBO,
NPOW3BOACTBO U
[pyrvie oTpacnm

Tajmahal

2019

2013

MO pns
KnGepLUMMOHaxa

TexHMYecKn CnoXxHbln APT-
PperiMBOpK Ans
KnGepLunmoHaxa. B Hero
BXoAMT okosno 80
BPEAOHOCHBIX MOAYyNen
}YHKUVMOHaNbHOCTb, paHee
He 3aMeYeHHast B CIOXHbIX
KnbepaTakax, Hanpumep
BO3MOXHOCTb KpacTb
MHPopMaLMio 13 daiinos,
CTOSILLMIX B O4epeamn Ha
nevatb, 1 3anMcbIBaTb
HOPMaLWIO,
OBHapY>XeHHYO Npw
NepPBOM NOAKIIIOUEHMN
USB-HocuTens Kk I1MK, npwn
crepytoLem noaKItoUYeHAN

CreuvanbHble
VMHCTPYKLMM BO
BPEAOHOCHOM Kofe
yCTaHaBnvBan B
KadecTBe Lenern 600
crcTem,
onpeneneHHbIX Mo
cneumanbHeiM MAC-
afpecam

Mosaicregressor

2020

2017

MO ons
KnBepLUNMoHaxa

CrIOXHbIA MOLY MbHbIA
LUMWNOHCKIIA
PpenmBOpPK, KOTOPLIN
1crnonb3yeT ByTKUT
UEFI, ocHOBaHHbIl Ha
VICXOAHMKAX yTeKLero
B CeTb ByTKMTa rpynmbl
Hacking Team

OvinnomaTuyeckre
NpencTaBuUTENbCTBA,
Ubsl AEATENBHOCTD
cBsi3aHa ¢ KHIP

Ghostemperor

2021

2020

MO ona
KnbepLUnMoHaxa

CKpbITHOE, CNOXHOEe
MHOTOCTyneHYaToe
BpeaoHocHoe M0,

BK/lOYaloLLEee PyTKAT

pexuma sapa Windows.
PasBepTbiBaeTcs Yepes

ProxyLogon vepes
HECKOJbKO AHeli nocne

PacKpbITUSA YA3BUMOCTIN

MpaBnTENbCTBEHHDbIE
opraH1saumn m
TENEeKOMMYHVKaLWIOHH
ble KOMMaHnn

Moonbounce Onepauusa
TpraHrynaums
2022 2023
2021 2019
MO pna Cno>xHas
KnbepLUnmoHaxa LileneBas aTaka

CRnoXHbIlA PYTKUT ANst
npotumekn UEFI,
KOTOPbI 3KCNepThI
NpUNCLHIBAIOT
knéeprpynne APTA41. OH
Mo3BoNgeT aTaKyoLLM
3aKpennaTbes B
crcTeme yepes
BPELOHOCHbIN ApaiiBep

3BapaxeHvie NPonCXoanNo
yepes IKCMoNTbl C
HyNeBbIM KIIMKOM Yepe3
nnatdopmy iMessage.
BpepoHocHas nporpamma
3anyckaeTcs ¢
NPVBMAErUSIMA root,
nony4ast MoMHbIA KOHTPOIb
Haf, yCTPONCTBOM 1
J[aHHbIMW Nonb3oBaTens

XonauHrosble YcTpoiicTBa Ha
KOMMaHWn 1 i0S
MOCTaBLUVKMN

MPOMBILLNIEHHOrO
ob6opynoBaHns

Grandoreiro

2024

2016
®durHaHcoBble
KnbepnpecTynieHns

CrOXHbI 6pasnnbCKuii
B6aHKOBCKUIA TPOSIHEL, 13

cemeiicTea Tetrade nossonset

aTaKyoLMM 06X0anTh
MexaH13Mbl GaHKOBCKOM
6e30MacHOCTY 1 CoBepLUaTb
MOLLEHH/YECKME onepaLun.

HecmoTps Ha apecTbl B 20211
2024 rr., Grandoreiro ocTaértcs

Hambornee aKkTVBHOM
rno6anbHol Knéepyrposoi.
HoBas, o6neryéHHas Bepcust

TposHLUa HaueneHa Ha 30
BaHkoB B Mekcuke. Ha aTakun
Grandoreiro npuwnocs
okono 5% oT Bcex aTak
6aHKOBCKUNX TPOSHLIEB,
Bcero B 2024 ropy pasHble
BEpCUM 3noBpeaa Gbinn
HaLleneHbl Ha Noslb30oBaTeNei
6onee 1700 pUHAHCOBBIX
VHCTUTYTOB

®duHaHCOoBbIE
yypexaeHns B bonee
yem 40 cTpaHax B
CeBepHoli 1 JlaTuHcKom
Amepuikax 1 EBpone

7
&

Onepauus
«POpPYMHbIN TPONbY

2025

2022

CnoxHag uenesas
aTaka

CnoxHas kaMnaH1s KNGepLUNMoHaxa,
3KCNNyaTUpYytoLLas yS3B1MMOCTb
Hynesoro gHs B Chrome. Mpynna,
CTosILLas 3a aTakol, paccbinana

NepCoHaN3NPOBaHHbIE GULLIMHIOBbIE

nvcbMa nog, BUAOM MpurnaLleHnii Ha

dopym «prmakoBcKre YTeHns». B
Xofe aHann3a kamnaHum Kaspersky
GReAT obHapy>xwuna Dante,
KoMMepueckoe wnmoHckoe MO, n
CBMAETENbCTBO B3 Memento Labs
(paHee Hacking Team) c HoBoli BONHOM
aTaK C Liesiblo KnGepLUnmMoHaxa

CMW, obpaszoBaTenbHble
WNHCTUTYTHI,
rocynapCTBeHHble
yypexaeHns, GriHaHCOBbIe
OopraHV3aLUmn, NoAUTYecKe
aHanMTUYecKme LLeHTPbI



LleneBble aTaku: XPOHOJIOIn4HA KJ1lOYEeBbIX nccnenoBaHUn

Zebrocy

DarkTequila

MuddyWater

Skygofree

Olympic
Destroyer

ZooPark

Hades

Octopus

Appledeus

020000000 :

Topinambour

ShadowHammer

SneakyPastes

DarkUniverse

OO0 PCOC000

Cycldek

SixLittleMonkeys
(aka Microcin)

CactusPete

DeathStalker

MATA

TransparentTribe

WellMess

TwoSail Junk

MontysThree

MosaicRegressor

VHD Ransomware

WildPressure

PhantomLance

SO0 PODE

GhostEmperor

ExCone

BlackShadow

BountyGlad

EdwardsPhesant

HotCousin

GoldenJackal

FerociousKitten

ReconHellcat

CoughingDown

MysterySnail

CranelLand

Tomiris PowerMagic

CommonMagic

SilentMarten

©

®
@

MoonBounce
CloudWizard
MagicKarakurt

TpuaHrynaums

CosmicStrand

[9p)]
us)
N

0000000

Dark Caracal

)
o)
®
<
<

MurenShark

000G HO

CloudSourcerer

PipeMagic

Zanubis

SambaSpy

SideWinder

BellaCPP

EastWind

PassiveNeuron

Awaken Likho

220000060

GOFFEE

GodRAT

DwWorker

GriffithRat

NIDUPICK

Cyberpartisans

GhostContainer

BlueNoroff

HoneyMyte

HeadMare

Operation
PhantomLink



bonbLue TecToB
bonbLue Harpapn
bonbLie 3aWnThl

[Mockonbky Knbepbe30nacHOCTb CTaHOBUTCY
YKN3HEHHO Ba>KHOW /191 KaXX40M OpraHn3aumm

N KaXOoro YenoBeka, JoBepre K NOCTaBLUVIKaMm
NMEET OrPOMHOE 3HaYeHMe. Mbl 3aLLmLLLaeEM
KOPMoOpaTMBHbIX KIIMEHTOB U YaCTHbIX
nonb3oBaTenen No BCEMY MUPY, N MPU3HaHME
MEXOYHaPOAHbIX HE3aBUCUMbIX areHTCTB OYEHb
BaXxHO ang Hac. B 2025 rogy Hawwm npogyKThl
npuHUMany ydacTtre B 100 He3aBUCUMbIX TECTaX U
0630pax, 94 pasa BOLW B TPOWVKY Ay4ymnx 1 90 pas
3aHaM NepBOE MECTO.

kaspersky.ru/top3

100

TecToB / 0630pOB

90

pas 3aHs NepBOe MECTO

B 94 %

CllyYaeB HallW peLLEeHNS
nonagann B Ton-3


https://www.kaspersky.ru/top3

«J1labopaTopusa Kacnepckoro» n N

KoMMnaHns akTUBHO Y4aCTBYET B POCCUINCKIX 1 MEXOYHAPOOHbIX anbsHCaX, paspabaTtbiBas aTM4eckme
CTaHOapTbl B obnactu I n npenocTaBnas aKCNepTHbIV B3rNs, B PErynaTOPHbIX OOCYXOEHNSAX

01

AnbsgHc B chepe U

«J1labopaTopus Kacnepckoro» — uneH AnbsiHca B
chepe . OH o6begrHaeT BenyLume
TEXHONOrNYecKe KOMMaHnn C LENbIO
OTBETCTBEHHOIO Pa3BUTKSA HA OCHOBE
VICKYCCTBEHHOr 0 HTennekTa B Poccum

04

[MPUHUMNBI 3 TUYHOIO NCMNOJIb30BaHNS
NN B kKnbepbesonacHOCT

Ha ®opyme no ynpasneHnio NHTepHeTom B 2023 roay
«JTabopaTopus Kacnepckoroy» npeacrasuia NPUHLMMGI,
onvicbiBatoLLme aTn4Hoe npumeHeHne VN B chepe
Knoepbe3onacHoOCTU

02

AIM Global

«J1labopaTopus Kacnepckoro» — uneH MnobanbHOro
anbsgHca No NCKYCCTBEHHOMY VHTENNEKTY AN
MNPOMBILLNIEHHOCT 1 NPOM3BOACTBA, CO34aHHOrO B
2023 rogy OOH no npoMbILLNIEHHOMY PasBUTUIO
(UNIDO)

05

PykoBogCcTBO No 6e3onacHomn
pa3paboTke N

Ha ®opyme no ynpasneHmio nHtepHeTom B 2024 rogy
«JTabopaTopusg Kacnepckoro» npenctasuna PykoBoacTso
no 6e30nacHoO paspaboTke N BHEOPEHNIO CUCTEM Ha
ocHose N, npr3BaHHOE MOMOYb paspaboTumkam n
crneuvanMcTam no Knoepbe3onacHOCTN N3bexaTb
KNoeppucKoB, cBa3aHHbIX ¢ VI

03

[MakT EBpOnenckon
KomMmuccum oo N

«J1labopaTopusa Kacnepckoro» nognmcana
[MakT 06 UW.

ST0 MHMUMaTMBa EBpOMnencKon KOMUccum,
HanpaBfeHHas Ha Co3aaHNe ObLLEN
HOPMaTVBHO-MPAaBOBO 6a3bl 414
NCMONb30BaHMS ICKYCCTBEHHOMO
NHTENnNeKTa



SkcnepTnsa B ocHoBe nopTtdonmo «Jlabopatopum Kacnepckoro»

~
PeleHns TexHonorum
Y
N
AHanunTuKa yrpos
N TPEHVHIA 3HaHW4 1 OMbIT
Y
N
DKCrnepTHble
cepBuChl OKCnepTbl MUPOBOIrO YPOBHS




kasperskyOS

BesonacHas, rmokas 1 macluTabnpyemas
ornepauroHHas crucTema ang noCTPOEHUst HaOEXHOM

ocHoBbI o151 IT-cpenbl

MwukposaepHas
apxuTeKTypa

ObecneunBaeT NPO3PaYHOCTb

N CTPOrUIA KOHTPOSb KayecTsa KOAa,

OTKa30yCTONUMBOCTb
1 MacwTabupyemoctb OC

YnpasneHve
MEXXMNPOLLECCHbIM
B3aMOOEeNCTBMEM

JTloboe B3anmMoOencTamne Mexny
KOMMOHEHTaMU, KOTOPOE SIBHO He

paspeLLeHO NONTUKOM 6e30MacHOCTY,

aBToMaTN4YeCKKM 3anpeLlaeTcd

MponpreTtapHoe
MUKPOSOpPO

N3ongums KoMnoHeHTOB

Bce KoMMOHEHTBI MONMHOCTbIO
N30MMPOBaHbI APy OT Apyra

1 OT BHELUHel cpefbl, YTO
NCKITIOYAET HEKOHTPONNPYEMbIE
B3aMOLENCTBIS

KnéeepnmmyHuntet

Co3spnaHHble B COOTBETCTBUM

CO crneupanbHoM MeTogoornemn 1
npoLieccamu, NPOAYKTbI U PELLEHS
Ha KasperskyOS obnagatoT
BCTPOEHHOI YCTOMUMBOCTBIO Aaxe K
COBEPLLEHHO HOBbLIM KNBEPYrpo3am

Cdepbl npmeHeHNs

VIHdpacTpyKTypa TOHKOro
0=

KNMeHTa
OnepaumnoHHag cnctema ans TOHKMX
KIIMEHTOB OCHOBaHa Ha MUKposape
KasperskyOS

~or
<= [paHcnopT

MO ong BbICOKONPON3BOANTENbHBIX
KOHTPOJINEPOB B aBTOMODUNSX,
KOTOpoOe coveTaeT GyHKLUMN
TenemaTnyYeCcKoro KOHTPOA

11 6e30MacHOro LWno3a

KopnopaTtviBHble

MOOWSIbHbIE YCTPONCTBA
OC png KoprnopaTuBHbIX MOBWMbHbBIX
YCTPOWCTB OCHOBaHa Ha MUKPOSaApe
KasperskyOS

* [JOCTYMNHO TOJbKO B pamKax nporpammbl Early
Access Program on1g TekyLLx 3aKa34rkoB
1 NapTHepoOB

el

Kaspersky
Thin Client

&y

Kaspersky
Automotive
Secure Gateway

Izl

KasperskyOS
Mobile



MopTdonmo npoayktToB Ha KasperskyOS

Kaspersky
Thin Client

KnbeprMmmyHHas 1 GyHKLIMOHabHas
MHDPACTPYKTYpa TOHKNX KIIMEHTOB

Kaspersky
T4t Security Center

Kaspersky
]'LTTJ’-l'[ Security Management
==m Suite
Kaspersky
USB Redirector
Kaspersky
Appicenter

MnaTtdopma ong pacnpocTpaHeHns
LMPPOBOro KOHTEHTAa, KOoTopast
ob6beaunHgeT NONb30BaTENEN, HE3aBVCUMBIX
pPa3paboTUMKOB MPUIOXEHW N FNoBanbHbIX
NPON3BOANTENEN YCTPONCTB Ha 6ase
KasperskyOS

Kaspersky

=
©
=y | Automotive Secure Gateway

MocTpoeHne HagéxHbix IT-cuctem Ansg yMHOro

aBTOTpaHcnopTa
Kaspersky
@ Automotive Adaptive
Platform

Kaspersky
‘% Automotive Secure Broker

Framework

((QO))
= =)

Kaspersky Kaspersky Kaspersky
OTA Agent Vehicle SOC Remote
Agent Diagnostic Agent

KasperskyOS
Mobile

BesonacHas OC gng KoprnopaTyBHbIX
MOBUIbHBIX YCTPOCTB

Kaspersky
T4t Security Center

KasperskyOS
[E] Mobile Device
Management

powered by

@® \asperskyOs




PewweHnsa «JTabopatopun Kacnepckoro» ansa T-cpen
3awmTa IT-MHPpacTpPyKTYypPbI

/

KoHeYHble ToYKMK

O6nayHble paboune
Harpy3km

-

CDYH,D,aMeHTaJ'IbHaﬂ 3alnTa

o, Kaspersky
k‘ Security
Ans 6usHeca

Kaspersky
Security ans
NOuTOBBIX CEpPBEPOB

Kaspersky
Kaspersky NGFW

Security ans
VHTEPHET-LNI0308

Kaspersky

,9“.0 Security Ang BUPTYanbHbIX
1 o6nayHbix cpep,

&

Kaspersky
Container Security

PacwmpeHHad 3awmTa

SD-WAN

Kaspersky Kaspersky Kaspersky
SD-WAN Fraud Prevention

Kaspersky
EDR Expert

KopropaTuBHbiii Kaspersky
Symphony

XDR XDR

Kaspersky
Anti Targeted
Attack

LieHTpann3oBaHHbI MOHUTORVIHT 11 KOpPensums cobbiTuii b

Kaspersky
Cloud Workload
Security

Kaspersky Unified Monitoring
and Analysis Platform

® @

Kaspersky Kaspersky
Secure Mobility DDoS Protection
Management

doKycHble peLueHNs

Scan Engine

KomnnekcHas 3awpmTa 1 onTUMmn3aL/ms npoLeccos obecrneverns Vb

~

/

OcBegoOMNEHHOCTb AHanuTuka yrpos
Kaspersky Kaspersky
Security Threat
Awareness Intelligence

TperuHrn prans
3alUMLLEHHOCTN
Kaspersky
Cybersecurity Kg:zj:;';y
Training Assessment

Ynpasnsemas salmra Pearviposaie Ouetika SOC-KOHCANTUHN MpodeccroHarbHele
Ha VHUVOEHTbI KOMMpomMeTaummn cepBuChbl
Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
Managed Detection Incident Compromise SOC Consulting Professional
and Response Response Assessment Services




PewweHnsa «JTabopatopun Kacnepckoro» pnasa OT-cpen

)

Open
Single Management
Platform

MpPOMBbILAEHHbIA ¢~ =

XDR

MpoaBrHYTOe yrpaBneHue akTBamm
PacLumpeHHoe 0bHapyXeHre 1 pearnpoBaHme Ha Yrposbl

AyanT 6€30nacHOCTY

Kaspersky
Industrial
Cybersecurity

®DoKyCHble peLueHust

/ KomnnekcHas 3awmrta n ontumMmmnsauums npoweccos obecneuveHus b

(&) ()

PacmmpeHHaﬂ 3amTa

Kaspersky
Industrial
CyberSecurity
for Nodes

Kaspersky
Industrial
CyberSecurity
for Networks

KoHeuHble yCTpOonCTBa,
SCADA

CeTeBoe 0b0opynoBaHue,

KOHTponnepsbl n lloT-
yCTpoOWCTBa

~

/

Kaspersky Kaspersky Kaspersky K " Kaspersky
Antidrone Machine Learning for a.sper.s Y Automotive
Anomaly Detection SD-WAN Thin Client Secure Gateway
OceepomneHHoCTs AHanuTuKa yrpo3 TpeHnHrn AHa/n3 3aMLLIEHHOCTV Ynpasnsemas salmra PearvipoBaHuie Ha MpodeccroHanbHblie
VIHUOEHTbI cepBUChHI
ics D =5V
oL Ok
Kaspersky Kaspersky Kaspersky Kaspersk_y Kaspersky Kaspersky Kaspersky
Security ICS Threat ICS CERT ICS Security Managed Detection Incident Professional
Awareness Intelligence Training Assessment and Response Response Services




Kaspersky Threat Intelligence

MalunHouTaemMble
aHannTnyeckmne gaHHble
06 yrposax
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Threat Intelligence
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Symphony

@ Kaspersky
XDR

Kak nomoraeT

YnpolaeTt
ynpaBneHve
nHPpacTpykTypon Nb
1 nomoraeT
COOTBETCTBOBATb
TPebOoBaHNAM
PErynaTopoB

XDR-nnatdopma ons sawmnTbl KOPNopaTUBHON MHPPACTPYKTYPbI

LleHTpanm3oBaHHOe ynpasneHune Bcen VIb-cuctemon nomoraeT VIb-cny>x6am
OoTpaxkaTb kKmbepaTtakim Ha BCEX YPOBHSAX 3HAUMTENBHO ObICTPEE 11 C MEHBLUMMU
ycunmamm narogaps ontTrManbHO HaCTPOEHHOW aBTOMAaTM3aUMN 3aLUUTHBIX
OEVCTBUIN, KPOCC-MPOAYKTOBOMY B3aMOLENCTBUIO 1 MHOrOYPOBHEBOMY KOHTPOJIO
NOTEHUMarnbHbIX TOYEK BXOAA 3/10YMbILLIEHHNKOB

7 @ £

)

CokpalaeT cpenHee

BPEMS OBHAPY>KEHNS [MNossongeT

CNOXHbIX Yrpo3 MaKCUMarsibHO OntTumnsnpyet Ub-
(MTTD), a Takxe aBTOMaTM3MpPOBaTh U pecypcChl 1 NoBbiLaeT
cpenHee Bpems YyNpPOCTUTb NpoLuecc onepaLioHHYO
pearnpoBaHVs Ha pearnpoBaHVs Ha a¢pPekTnBHOCTL Vb-
NMHUMOEeHTbl (MTTR) NHUMOEHTDI KOMaH[,



BceCcTOpOHHAA 3aLMTa
LPPOBOU XXN3HI

C Hawmm pasHoobpasHbIM NOPTPONO 3aLLUUTHBIX MPOAYKTOB Mbl BAOXHOBISIEM NOMb30BaTENEN NONy4YaTb BCE MPENMYLLECTBA
OT HOBbIX TEXHOJIOMIN — OHIK 3HAKOT, UTO Mbl MO3aBOTUINCH OB NX Be30MacHOCT N 6e30MacHOCTU X cemeln

Kaspersky
Standard

Win | Android | Mac | iOS | Linux

Kaspersky
Plus
Win | Android | Mac | iOS | Linux

Kaspersky Premium
Win | Android | Mac | iOS | Linux

&

Kaspersky
Safe Kids
Win | Android | Mac | iOS

Kaspersky
Password Manager

Win | Android | Mac | iOS

PetKa
Android

Kaspersky
Who Calls

Android | iOS

Kaspersky
eSIM Store

Android | iOS | Web

PelleHna png NHTepHeT-

npoBanaepoB
Kaspersky
ﬁ Safe Web
3awwmTa Ha YpoBHE CeTun
Kaspersky

Smart Home
T MpeaHasHauYeHo A5 YCTaHOBKM

Ha OOMaLLHWIA poyTeP



NN B «J1TabopaTopum Kacnepckoro»:
NCTOPUSA NCMOSIb30BaHNS

2008

ABTOQHaNNTUK,
KOTOpbI CpaBHMBaET
nocTynatowme dannbl
Mo CTaTUYECKMM
npusHakam ¢
Konnekumen y>xe
N3BECTHOro
BpenoHocHoro MO

20M

CrcTema novrcka moxoXmx
dalinoB Ha OCHOBE NaTTEPHOB
noBeLeHs B florax
3MYNMPOBaHHOIO NCMOMHEHS
nporpamMm y nonb3osaTtenei, ¢
OTNPaBKOW HOBbIX MaTTEPHOB B
o61auHble CepBUCHI KOMMaHU 1
1X aHanM3om npw nomoLm ML

2010

AHanUTVIK, ICMOMb3Y oL
NIOrn SMYNIFLMN KaK
OOMONHATESbHBIA KPUTEPWI
NS KnacTepusaumm
VCMONHIEMbIX Paiinos

2014

YMHOE XeLumpoBaHme:;
anropuTM, Co3aatoLLMiA
npaBuna AeTeKTUPOBaHS
BPELOHOCHbBIX CEMEICTB,
OCHOBaHHbI Ha
noKasnbHO-
UYBCTBUTESBHDBIX XELLlax

2013

TrueForest: cospaHne
«YMHbIX» 0ETEKTUPYHOLLINX
npaBu NPV MOMOLLN
anroprTMa peLuLatoLLmX
[EepPEBLEB U NMPUMEHEHVE
VX o5 aHansa galinos B
KOHTYpP€ KOMMNaH1n

2016-2017

ANropUTMbI peLLatoLLIX
[epeBbEB AJ19 movcka
BPELOHOCHbBIX MPOrpamMm
[OCTaBnAoTCSA U
NMPUMEHSOTCS Ha
yCTpOCTBax
rnonb3oBaTtenen

2015

Mogaynb BHyTpeHHero
aBTOaHanuTVKa,
MCMOSb3YoLWIA AN1s
KnacTepusauumn
06pasLIoB XypHasbl X
NCMONHEHNS B
«necovHuue»

2020

2023

CucTtema aHanmsa rpada Be6-
CTpaHuLL, 415 norcka
BPEOOHOCHOW aKTUBHOCTH

Monb3oBaTenbckuie ML-
mogenv B MLAD

* CucTemaKapaHTuHa
N5 cnam-nmcem Ha
OCHOBE rMyBOoKNX
HEPOHHbIX ceTel

2022

» HoBag cricTeMa OBHapyXeHns
$VLLMHra Ha ocHoBe
MaLLUHHOMO 06yyYeHs

2018

* MN-aBToaHannTuk pns Kaspersky MDR

* [Mpumenerne W ctaHoBUTCHA BCE
Bornee pacnpoOCTPaHEHHBIM B
npoayKTax, C KOTOPbIMN KOHEYUHBIV
nonb3oBaTesNb B3aMOAENCTBYET
HanpsMyto — AN aHan3a NoBeAEHS
McronHsieMblx dhaiinos

*  ApanTuBHbI KOHTPOb aHOMAMIA:
BblOengeTca TUNMYHoe NnoseaeHve
CUCTEMBI, 1 OeTEKTUPYIOTCA
OTKJIOHEHWNS OT Hero

* MLAD. cucTema paHHEro o6Hapy>eHus
aHOMasnuii B NPOMBILLIEHHbIX AaHHbIX

2025

* [oseneHvie B KUMA VM- yHKLMOHaNbHOCT
Ot OBHapY>KeHus aTak ¢ nogmeHon DLL

» [leTeKkTnpoBaHNe yKpaaeHHbIX akkayHTOB B
MDR 1 KUMA/XDR

* Hosble HaBblku accucTeHTa KIRA B npoayKTax
KUMA, XDR, EDR nKCS

¢ VHTerpauma M-arentosB VM

2024

Cepsuc
6e3onacHoCT Ha
6ase W https://ai-
cert.kaspersky.ru/
N ona KUMA/XDR
(pacuyeT cTeneHn
puvcka Ans XOCTOB)

eHepaTmBHbLIN N ons
0606LLeHNs
aHaNUTLKN Yrpos

MN-accncTeHT ang
NMOMOLL B aHanmse
Knbepyrpo3s
(Kaspersky
Investigation and
Response Assistant,
KIRA)


https://ai-cert.kaspersky.ru/

2

gaTa-ueHTpa

B LLIBeiuapun, n3BeCcTHOM BO BCEM MIUPe KaK
HeTpanbHas cTpaHa. B Hell cTporo perynmpytoTcs
BOMPOChI 3aLUUTbI AaHHbIX.

3necb Mbl 06pabaTbiBaEM 1 XpaHM OaHHbIE
nonb3osaTener n3 EBponel, CeBepHoOn 1 JlaTUHCKOM
Amepuik, BnvxxHero BocToka 1 HeCKOMbKMX CTPaH
A3znaTcKo-TNXOOKEaHCKOro pernoHa.

$10,2

C 2018 roga «/labopaTtopus Kacnepckoro»
vHBecTMpoBana 6onee $10,2 MIH B CBOIO
no6anbHyo MHNUMATMBY NO NHPOPMAaLIOHHOM
OTKPLITOCTW, B TOM umcne $7,9 MH Ha
obopynoBaHne ong fata-LeHTpos B Litopuxe

[Tpo3payvHOCTb N YHUDUMKALNS NPOLLeCCOB

15

LLleHTPOB
NpPO3pPaYHOCTU

B Bpasunun, Konyméum, Ntanum, AnoHum, Manaiismn,

Huoepnanpax, PyaHoe, Cayposckoin Apasun,
CwuHranype, FOxHoln Kopee, Vicnannw, LLBeriuapun v
Typunn

68

OpPNPUHIroB B LLEHTpPaX
NPO3PavYHOCTI

OJ191 NpeAcTaBuUTeNell rocy4apCTBEHHbIX OPraHoB U
YaCTHbIX KOMMaHNA

2

PErynsapHbIX
HEe3aBNCUMBbIX OLLeHKI

OHV NoaTBePXAaroT AOBEPEHHOCTb NPaKTUK

pa3paboTku, NPUHATLIX B «/labopaTopuin Kacnepckoro:

* Ayaut SOC 2
*  Ceptudukauma ISO 27001

81

OTYeT 06 YA3BMMOCTSAX
B pamMKax nporpamMmmbl
Bug Bounty

O6Las cymMmma BbINNaT HE3aBNCUMBIM
nccnepoBaTenam coctasnna 98,270 ponnapos CLUA



ESG

01

3TrKa N NPoO3pPavYHOCTb
* [1p0O3paYyHOCTb NCXOLHOrO Ko4a 1 npoLeccoB
° 3aLLI,I/ITa OaHHbIX 1 rMpaBa Ha NprBaTHOCTb

* YnpaBneHue Npo3payHOCTbLIO U
YCTONUYMBOCTbIO B13Heca

04

Bo3amo>xHOCTV gng nioaen

+ 3aboTa O COTpYyOHMKaXx

*  VIHKMIO3MBHOCTb W AOCTYMHOCTb TEXHOMOMIA
* PassButume tTanaHtoB B VT

02

KnbéepyctonumBocTb

»  3awmTa KpUTUYECKON MHPPAaCTPYKTYpPbI

* [NomoLb B paccnenoBaHnm
KnoepnpecTynneHn Ha rnobanbHOM YPOBHE

+ 3awyTa nonb3oBaTeneln oT KN6epyrpos

05

TexHonornm 6yayLuero

* KnbepnmMmyHUTET 4719 HOBbLIX TEXHONOT M

ESG-0TueT KOMMaHuM XpaHUTCH 30ECh:
https://esg.kaspersky.com/ru/

03

3aboTa 06 okpy>KatoLLen
cpepe

» CokpalleHie BO3OENCTBUS Ha OKPYXatOLLYO
cpeny OT paboTbl HALWMX NHPPACTPYKTYP,
ornepaumn 1 NpoayKTOB


https://esg.kaspersky.com/ru/

ObyyaemM Knbepbes3onacHOCTI

O

N

LLIkona

«JTabopaTopus Kacnepckoro»
MNPOCBELLAET LLKOJIbHNKOB BCEX
BO3PAaCTOB — OT M/IaALLMX 0O CTapLUMX
Knaccos

A3zbyka
knbepbesonacHoCTH

Ypok Lindpol

1S

YHuBepcuteT

B pamkax mexxgyHapoaHoro
0bpas3oBaTENbHOrO NPOEKTA
Kaspersky Academy mbl
COTpYyOHMYaeM C By3amMui N0 BCEMY
MVPY W NpeaiaraemM CTygeHTam
BO3MOXHOCTW 019 Ha4Yaa Kapbepbl

Kaspersky Academy Alliance

SafeBoard

Kypc «NT-XypHanucTmnka»

NB-cneumnanncTbl

«JlabopaTtopusa Kacnepckoro»
3anycTwuna B Poccum nnatdopmy ¢
OHManH-TpeHnHramu ans NT- n VIb-
cneuvancToB

OKCNEPTHbIE TPEHUHII

KapTa npodeccuin B b



https://academy.kaspersky.ru/academy-alliance
https://safeboard.kaspersky.ru/?ysclid=mg6nybt5ro62465366
https://academy.kaspersky.ru/course/enter-it
https://www.hse.ru/edu/courses/1048901916
https://cyberpathways.kaspersky.com/ru
https://kids.kaspersky.ru/article/azbuka_kiberbezopasnosti
https://урокцифры.рф/lessons
https://www.kaspersky.ru/go/xtraining

[MoBbILLEHNE YPOBHS LNPPOBON NPaMOTHOCTI

Bonpockl nprBaTHOCTM B LMPPOBOM MPOCTPAHCTBE CTAHOBATCS BCE Bosiee akTyanbHbiMW. Bce 6onbLue ntogen CTpeMsaTcy
N3MEHNTb CBOW MPWBbLIYKIN, YTODbI CAeMaTb CBOE NPUCYTCTBUE B CETU Bonee 3alumLLeHHbIM. Kak KoMnaHus, paboTatoLLas B
cdepe He TONMbKO MHPOPMALIMIOHHOW 6€30MacHOCTI, HO 1 LMMPOBOM NpMBaTHOCTWY, «/TabopaTopus Kacnepckoro»
paspabaTbiBaeT MHCTPYMEHTbI AN 3aLLMTbl MPUBATHOCTM 1 KYPChl A4/19 MOBbILLEHNS LLMDPOBOIN rPaMOTHOCTIA.

v= _—
v - <
BecnnaTHbin YBepnomneHne MpoBepka Cepunano
OHﬂaVIH-Kpr O CneXke HaCTpoeK KI/I6epMOLIJeHHVILIeCTBe
«KnbeprurneHa»
B npunoxeHun Kaspersky
€CTb QYHKLUMS YBELOMEHNS
BecnnaTHbI OHNaH-KypC O nonb3oBaTens o
6e30MnacHoOCT B NHTEepHeTe I'IO,EI,6pOLLIeHHbIX Bluetooth- Cantc NHCTPYKUNAMW MO ﬂ,OKYMeHTaﬂbeIIZ cepuman
paccuymnTaH Ha LUMPOKYIO YCTpOVICTBaX, B TOM Yncne HaCTpOMKaM npmBaTHOCTW B «SBOJ'I}OLI,VI‘;I obmaHa» —
ayonTopuio 1 OXBaTbiBaeT 6eCI'IpOBO,EI,HbIX MeTKaXx, N counalibHbIX CEeT4HAX, COBMECTHBbI
OCHOBHbIE BOMPOCHI PYHKUMS 3aLNTLI OT c6opa 6pay3epax, onepaunoHHbIX npOCBeTI/ITeﬂbCKIAVI npoeKkT
LI,I/ICprBOI7| 6e30nacHoOCTU OaHHbIX O NoJib30oBaTene cnctemMax C M.BVI,EI,eO 3ﬂb,£l,0pa,EI,O


https://academy.kaspersky.ru/course/cyberhygiene
https://www.kaspersky.ru/about/press-releases/kaspersky-dlya-android-teper-uvedomlyaet-o-sledyashih-za-polzovatelem-bluetooth-ustrojstvah
https://privacy.kaspersky.com/ru
https://www.mvideo.ru/blog/evolyuciya-obmana

CnoHcopcTBa 1 NapTHEPCTBA

Kaspersky Race — 3TO eXXeroaHbii
CMOPTVIBHbIN decTmBasb, KOTOPbIV
nposoauntca ¢ 2020 roga. Bknag,
KOMMaH1 B CMNOPTUBHOE KOMBIOHUTV
Benapycwn. Ha Hem npeacTaBneHsl
ONCTaHLM Pa3HOrO YPOBHS
CNOXHOCTW 19 6EryHoB 1
BEIOCUNEANCTOB, AETEW N B3POC/IbIX

NckyccTBo

«JlabopaTtopusa Kacnepckoro» —
napTHepP No knbepbe3onacHOCTH
bonbloro TeaTpa

kaspersky | @ ==

KnéepcnopTt

«JlabopaTtopusa Kacnepckoro» —
NapTHEP HECKOIbKMX
KNBEepCnopTUBHBIX KOMaHA 13
pPasHbIX CTpaH
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