«JTabopaTopusn Kacnepckoro»:
LLeHHOCTU, OU3HecC,
peleHns n cepBUCHI



«Y Hac rmpocmas u rnoHaIMHas MUCCUS — Mbl CITPOUM 6e30r7acHsitl mup. Mbr 0eraem 3mo
Yyepes 2/106a/16Hoe /108 pCmeo 8 KLUOepbe30IacHOCINY — 3aLULUEEM YUGPO8OE
1IPOCITPAHCINEO Om KUOEPYEPO3, YIM0ObI KaKObIL 10/7)4aIT OIM IMEXHOIOSUL IMOSTLKO 671820.
Axmueupyem 6yoyujees

EBreHnn Kacnepckumn, reHepanbHbin gupekTop «Jlabopatopumn Kacnepckoro»

Ctpounm 6e3onacHbIn Mup yxe noutu 30 nert

«JlabopaTtopusa Kacnepckoro» — mexayHapoaHasa komnaHud, paboTatoLwasa B cepe NHpopMaLoHHON
6esonacHocTn 1 uudposor npusaTHocTn NodTK 30 net. 3a 3TO Bpems Mbl NpOLAN NyTb OT Npou3BoauTENs
aHTVBUPYCOB A0 NOCTaBLLMKa BCECTOPOHHEN 3almTbl A4ns BusHeca n YacTHbIX Nonb3oBaTenen.

Bonee 6 TbicAY BbICOKOKBaNMMULMPOBAHHbLIX CMELNanncTOB CO34al0T peLleHmnsl, KOTopble CMOryT OTBEYaTb Ha BCe
notpebHocTn B knbepbesonacHocTn n obecneunTb KnbepMMmmyHHoe byaylee.

Mbl BHOCMM HOBOE B UHAYCTPUIO:
KN6epuMMYHHbIN noaxoa

TexHornormyeckune nNpopbiBbl Beceraa o0bycrnoBneHbl CTPEMIIEHUEM K MHHOBALMSIM, HO 3TO YBENMYMBAET PUCK,

YTO TEXHOSOrMM ByayT UCMONb30BaHbl He NO HasHaveHuto. BoraTeii onbIT «JlabopaTopumn Kacnepckoro» B 6opbbe
CO CINOXHbIMU KNBGepyrposamMmn No3BONMIT KOMMaHWU NEPBO B MHAYCTPUK BbipaboTaTb KMbepuMMYHHbIN Noaxom.
OH nosBonseT co3naeaTh UcxoaHo 6e3onacHble kKubepduanyeckne cucTeMbl. Ta KOHLEMNLMS NEXUT B OCHOBE

KasperskyOS.

Hawwun TexHonoruu sawmtunm 1 Mmunnuapg ycTpomcTs
no BCcemy Mupy

PeweHuns «J1labopatopun Kacnepckoro» obecneuvmsaioT 6e3onacHoCTb 6GusHeca, NPOMbILLIIEHHBLIX UHPACTPYKTYP,
rocygapCTBEHHbIX OPraHoB 1 pPsSAoBbIX Nonb3oBaTenen. ObwmpHoe nopTdonno BkMnoyaeT B cebs nepenosble
NpoayKTbl AN 3aLLMTbl KOHEYHbIX YCTPOWCTB, a Takke psif Creunanm3npoBaHHbIX PeLLEHU 1 CePBUCOB

Ans 6opbObI CO CNOXHBIMU Y MOCTOSIHHO 3BOJTIOLMOHMPYIOLLIMMI KNOEpyrpo3amum.

KomnnekcHas 3awuTta

Mol npeaocTtaBndeM KnnmeHTam He oTAaernbHble NPoAYKTbl U CEPBUCHI, a Lenyto I'IJ'IaT('*)OpMy — KOMMNJ1EKCHbIEe
peLLeHuns, KOTopble AOMOMHSAIOT U NOBLILWAKT 3PEEKTUBHOCTL APYr Apyra. Mbl He TOMbKO peLlaem KOHKPETHYHO
3afady, HO 1 cTpaTermyeckm ob6ayMbIBaeM, YTO MOXET NOHAA0BUTLCA KOMMAHWUAM cerogHs n B byayuiem.
Hawwm npoaykThbl 1 ycrnyrm oCHOBaHbl Ha OBLUMPHBIX PErynsipHbIX MCCrefoBaHUsiX U pa3paboTkax B obrnacTu
3aLLMThbl OT Yrpo3 — B KOMMaHUM paboTatoT cBblle 6 ThiCsSY COTPYAHUKOB, Goriee NoNoBUHbI U3 KOTOPbIX R&D-
cneumanucTbl. Halwm nHHoBaumMmM roBopsT camu 3a cebsl, Mbl nony4nnu 6onee 1600 naTeHTOB Mo BCEMY MUPY
1 npogormkaeM MeHaTb Byayuiee knbepbesonacHocTu. [JokasaTernbCTBOM 3TOMY CIYXXUT TOT oakT, YTO HaLUK
NPOAYKTLI Nony4atoT borblie Harpag B 60MnbLUEM KONMYECTBE HE3ABUCUMbIX TECTOB, YEM MPOAYKThLI APYTUX
nocTasLLMKoB B obnactu knbepbeszonacHocTy.

Hawe nopTtdonuo paspaboTaHo Anst NogaepXkn NnpeanpuaTuin ntoboro pasmepa — oT HeEOOMbLUMX KOMMNAHWN

00 rmobanbHbIX kopropauui. Mbl 3Haem, 4TO NO Mepe TOro, Kak OpraHn3aLumn MEHSIOTCS U pacTyT, BHEAPSOT
HOBbIE TEXHONMOrMK, NOMyYalT AOCTYN K 6oNbLUMM pecypcaMm, OHU cTarnkuBatoTcs ¢ 6onee cepbE3HbIMM
npobrnemammn 6e3onacHoOCTH, a NX NOTPeOHOCTUN B KNbepbe3onacHOCTM TOXEe MEHSAIOTCS U pacTyT. Hall noaTanHbIn
NoAxo[ COOTBETCTBYET 3TOMY ECTECTBEHHOMY Pa3BUTHIO.


https://os.kaspersky.ru/
https://www.kaspersky.ru/top3

AHanuTuKa yrpo3s no-HacTosiLieMy MMpPOBOro maciutaba

Mbl Begém cBoto gesTenbHocTb B 200 cTpaHax U TeppuTopusX Mupa 1 cobrpaem aHanuTuKy o kubepyrposax

CO BCEro MUpa B peXnMe pearnbHOro BpeMeHu. 3almilaem nonb3oBaTeneii oT yrpo3s, KoTopble OCTalTCs

He 3aMeYeHHbIMU APYTVIMU KOMMaHusiMK, paboTaowmmm B cepe knbepbesonacHocTu. MNepBbiMU y3HAEM O HOBbIX
yrpo3ax u 6narogapsi MexayHapogHOMy NPUCYTCTBUIO MOMOraemM ornepaTMBHO OCTAHOBUTL UX A0 TOro, Kak OHM
pacnpocTpaHATCSA Mo BCeMy MUpY.

YHUKanbHaa KoMmaHaa 3KCnepToB No KnbepbesonacHoctTu

Hawwm onbITHbIe KOMaHAbl B NATU 3KCNEPTHLIX LEeHTpax paboTatoT KpYrnoCcyTO4HO, BOPSCh C MacCOBbIMU aTakamu,
BpenoHocHbIM MO, uenesbiMn n APT-aTtakamu, oTpacnesbiMy U MHAPPACTPYKTYPHbBIMU Yrpo3amu,
4yTobbl 06ecneunTb 6€30NacHOCTb KITMEHTOB.

e [nobGanbHbIM LEHTP UccneaoBaHUA U aHanu3a yrpo3 (Kaspersky GReAT), ocHosaH B 2008 roay.

Ero 3apgaya — BbigBnsaTbL APT-ataku, kamnaHum kubepLunuoHaxa, spegoHocHoe MO, nporpammel-
BbIMOraTenu u Tpenasl B kubepnpecTtynHoctu no scemy mupy. CerogHs B komaHae Kaspersky GReAT
bonee 40 akcnepToB, paboTatwmx no scemy mmpy — B EBpone, Poccuun, CesepHon u KOxHon Amepuke,
A3uun, Ha brivkHem BocTtoke. TanaHTnmBble npodeccroHanbl B cpepe knbepbe3onacHOCTU UrpatoT
BeOYLLY porb B uccnegosaHum BpegoHocHoro MO 1 co3gaHnm MHHOBALMOHHbBIX METOA0B GOpb0bI C HUM.
Wx BoraTtbii onbIT, MOTUBaUUS M NHOOO3HATENBHOCTE CNOCOOCTBYIOT 3PEKTMBHOMY OBHAPYXEHWIO

1 aHanuay knbepyrpos;

e LleHTp nccnepoBaHus yrpo3s (Kaspersky Threat Research). Skcneptbl Kaspersky Threat Research
obecneynBaloT 3alMTy HalluX nonb3oBaTenen ot nboro Tvna knbepsna: BpegoHocHoe MO, cnoxHele
W NPOABUHYTbIE aTaku, pumrHr, cnam 1 T. 4. OHM KPYrnoCcyTOYHO cneaaT 3a 06CTaHOBKOW B MUpe
Knbepyrpos 1 NPOEKTUPYIOT Nyylune TexHonornm anga kmbepsawmTtel. brnarogapsa pabote akcnepTos
LeHTpa Halwu KIMEeHTbI, BKMOYasi YaCTHbIX MONb30BaTenen n opraHm3aumm noboro macwraba, nonyyatoT
WHCTPYMEHTbI U 3HaHUSA ANs HaOEXHON 3anThl CBOMX CUCTEM;

e WccnepoBaTtenbCKUM LIEHTP TEXHONOIMMA UCKYCCTBEHHOro nHtennekra (Kaspersky Al Technology
Research). 3kcnepTol Kaspersky Al Technology Research nomoratoT 3alumiiaTe HalMX KNMEHTOB
OT LUMpOYaNLLEro cnekTpa yrpo3 1 co3gaBaTtb 6e3onacHble 1 HagéxHble cuctemel Ha 6ase NW. 3HaHus
W OMbIT HALLMX CNEeLNanncToB, OCHOBaHHbIE Ha NoyTu 20 rogax uccnegoBaHUm U NPaKTUKA MPUMEHEHUS
MW B peanbHbIx 3agadvax kmbepbesonacHocTu B «JlabopaTtopum Kacnepckoroy», nomoratoTt
COBEpPLUEHCTBOBATb HALUW peLleHns, Ha4YMHas ¢ aBTOMaTU3NPOBaHHOrO OBHaPYXXeHNS HOBbIX Yrpo3
W 3aKaH4YMBas aHann3oM yrpo3 C MOMOLLbHO FeHepaTMBHOIO NCKYCCTBEHHOIO NHTENNEKTa;

e LleHTp cepBucoB no kmbepbeszonacHocTn (Kaspersky Security Services) — exerogHo akcnepThbl
peanuayloT coTHM NpoekToB B obnactn Nb ans opraHusaumii us cnvcka Fortune 500 no Bcemy mupy:
3aHUMalOTCA pearpoBaHNEM Ha MHLMAEHThI, OOHapY>XeHWEM Yrpo3, NPOBOASAT KOHCYNbTauum
co cneuunanuctamm SOC, cumynsuuio knbeparak, TECTUPYIOT CUCTEMbI Ha NPOHWKHOBEHNE, obecneynBaoT
6e30NacHOCTb MPUMNOXEHUI U 3aLUNUTY OT LIMPPOBBIX PUCKOB;

e LleHTp uccnenoBaHus 6€30MNaCHOCTU NPOMBILLNIEHHbLIX CUCTEM U pearMpoBaHUsA Ha MHLMAEHTbI
nHdopmaumnoHHomn 6esonacHocTu (Kaspersky ICS CERT). OcHoBHasa 3agaya 3Toro ueHTpa —
BbISIBfIEHNE N YCTPAHEHUE Yyrpo3 cuctemam NpPOoMBbILLSIEHHON aBToMaTM3aunm n pasnmyHsim M2M-
nHdpacTpykTypam. 3a Bpems cBoen paboTbl KOMaHAa BbiSBUIIA COTHU YSA3BUMOCTEN B LUMPOKO
ncnonb3dyembix ACY TI1, cuctemax TpaHcnopTa u obwux TexHonorusax. KomaHga akTmBHO coTpyaHM4aeT
C pa3paboTymKaMmy KOMMEPYECKMX MPOAYKTOB Y TEXHOMOIMIM N UX KOHEYHBIMU NOTPEBUTENAMN,
4YTOObI MOBLICMTL 6GE30MACHOCTb U YCTOMYMBOCTb KPUTMYECKN BaXKHBIX OOBEKTOB K CNOXHbLIM KubepaTtakam.

Mbl ucnonb3dyem pesynbTaTthl paboTbl 3KCNEPTHbIX LLEHTPOB «JlabopaTtopun Kacnepckoro» B CBOMX peLUEHUSX
N cepBucax, 4YTobbl obecrneunTs 6€30MacHOCTb KITMEHTOB M ONEPEANTb CaMble€ U3OLPEHHbIE YTrPo3bl.



CoueTaHue onbiTa B 0051aCTU KNOEepbGe3onacHOCTHU
Cc Bo3mMmoxHocTtamu UA

TexHonorum MalmMHHOro obyyeHns NPOAOIKAOT pa3BMBaTbCH, UMPOBU3NPYSt MHOTME OTpacnn —

OT YMHbIX AIOMALUHMX YCTPOWCTB A0 po60OTM3MpOBaHHOIO NPON3BOACTBA U OM3Heca.

Y «JlabopaTopumn Kacnepckoro» 60nbLuon onbiT padoTsl ¢ A: TexHONormm MalmHHOro obyyYeHnst MCNonb3yHTCs
B kOMMNaHuu yxxe 6onee 20 ner.

TexHonorum MalmHHOro obyyeHns — HeoTbeMriemMas 4acTb HaLIMX PeLUeHUA U NPOAYKTOB, OHW BKITIOYEHbI

Kak B COOCTBEHHYIO MH(PACTPYKTYPY KOMMaHWUK, TaK U B KIMEHTCKME peLueHns. BoT nuLib HeKoTopble U3 HKX:
Kaspersky Security Network (KSN) — obnauHas cuctema o6paboTkm gaHHbIX O Kubepyrposax co Bcero mupa,
oBHapyXuBaeT HOBble BPEAOHOCHbIE NPOorpamMmbl U MOMOraeT co3faBaTth HOBbIE NOKarnbHble MOAENU OBHapyXeHns
ANd nocregylowero BHegpPeHWs!.

Pewenns Kaspersky Industrial CyberSecurity (KICS) n Machine Learning for Anomaly Detection (MLAD)
ncnonb3ytoT anroputMbl M ons BeISIBNEHUS KOCBEHHbBIX MHAMKATOPOB aTak U HESIBHbIX aHOManui
B BblCOKOCMNELMMDUYHBLIX MPOMbILLNIEHHbIX cpeaax.

Mnatdopma Managed Detection and Response (MDR) npumeHsieT noMmoLb aBToaHanuTuka Ha 6ase M, kotopbii
ocBoboxgaeT aHanuTnkoB SOC oT 3HaunTeNnbHOro obbema py4Hon paboThbl.

Mbl cuntaem, 4To Ha coBpeMeHHOM aTane pa3suTua N Hanbonee apdekTnBHbIE peLLeHns CO30atoTCH B Xoae
COBMECTHOMN paboTbl YernoBeka U TEXHOMOMIA, YTO NO3BOMSIET UCTONBb30BaTb MX BO3MOXHOCTU MO MakCUMYyMY.
KomaHga Kaspersky Al Technology Research Center yxe no4tu 20 neT ncnonb3dyet TEXHONOrMU MaLMHHOIO
oby4yeHuns, nomoras obHapyxmBaTb U NPOTUBOCTONATH LUMPOYanLLEMY CNEKTPY knbepyrpos. PaboTta aTon komaHabl
AOKa3sblBaeT, YTo coveTaHme Bo3mMoxHocTen N ¢ yenoBeyeckMm OnbITOM 1 BCECTOPOHHUM aHanu3oMm yrpos

Ha OCHOBE BONbLUMX AaHHbIX MO3BOMSET Co3a4aTb caMyto 3PMEKTUBHYIO N HAOEXKHYIO 3aLUNTY.

BbiCOKOe Ka4eCTBO MHOIOKpPaTHO NOATBEPXAEHO TeCTaMu
W Harpagamm

Haww npoayKkTbl perynspHO y4acTBYyHOT B HE3aBUCUMbIX TECTUPOBAHMSAX U MOJTyYaloT BbICOYaNLLMNE OLLEHKN

n Harpagbl. CornacHo onpocy AV-Comparatives Security Survey 2025, «JlabopaTopusi Kacnepckoro»

Oblna Ha3BaHa camMbiM NOMYMSIPHBIM NPOM3BOAMTENEM 3aLUTHBIX PELLEHWI NS CTaLMOHAPHbIX KOMMNBIOTEPOB
B EBpone, Asun, LleHTpanbHoli 1 KOxHon Amepukax, a IDC Ha3Bana eé BEeHAOPOM, N3MEHUBLUNM rof, B CBOEM
ot4yeTe IDC's Worldwide Consumer Digital Life Protection Market Shares. 3awwmTHble pelleHns koMnaHum
nonyyunu 6onee 800 Harpaz, u «Jlabopatopusa Kacnepckoro» octaérca Hanbonee TUTYNoBaHHLIM BEHOOPOM
Ha pblHKe. Halm TexHonornm 1 npouecchbl NPOXoAaT BCECTOPOHHUM ayanUT U CEPTUAIULNPOBAHBLI HEKOTOPLIMM
13 Hanbonee aBTOPUTETHLIX OpraHn3aLuni, YTo NOATBEPXKAAeT HaAEXHOCTb 3aLUUThI.

«JlabopaTtopusa Kacnepckoro» npogormkaeT B3anmMogencTsoBaTb C BCEMUPHO M3BECTHLIMU OPraHmn3aLmMsmu,
4YTOObI NOSYYNTb HE3ABUCUMYHO OLIEHKY CBOUX BHYTPEHHUX MPOLIECCOB:

o «JlabopaTtopus Kacnepckoroy» npoxogut ayamtsl SOC ¢ 2019 roga. B 2025 rogy KomMnaHusi BHOBb
ycnelHo npowrna ayaut SOC 2 BTOporo Tuna — BCEMUPHO NPU3HaHHbIN CTaHaapT OTYéTa ANA CUCTEMBI
yrnpaBneHus puckamm knbepbesonacHoCTH.

ISO/IEC 27001: mexgyHapoaHbI cTaHAapT, BoOOpaBLLMi B cebs ny4ylune MMpOoBbIE MPAKTUKK YNpaBrieHnst
nHdopmaLmoHHoM Be3onacHocTbIo, 6bin yecnewHo npongeH B 2020 rogy. B 2025 rogy cnctembl koMnaHmm
Obinn pecepTndULMpoBaHbl, MacluTab ayanTta Obin paclumMpeH.


https://www.av-comparatives.org/av-comparatives-security-survey-2025-published/
https://www.kaspersky.ru/about/awards
https://www.kaspersky.com/about/compliance-soc2
https://media.kaspersky.com/en/recertification_IS0_27001.pdf
https://media.kaspersky.com/en/recertification_IS0_27001.pdf
https://www.kaspersky.ru/about/press-releases/standart-kachestva-laboratoriya-kasperskogo-vnov-uspeshno-proshla-nezavisimyj-audit-soc-2
https://www.kaspersky.ru/about/iso-27001

Mpo3payHoCTb B Nnpoueccax U sawmTre

«J1abopaTtopust Kacnepckoro» — aTo nepsasi koMnaHus B o6ractu knbepbesonacHocTu, koTopas nyonnyHo
packpbina CBOM UCXOOHbIV KoA, ANl BHELLHEN OUEeHKM U caenana AOCTYMNHbIM A5s NapTHEPOB 1 KIMEHTOB CNNCOK
CTOPOHHUX KOMMNOHEHTOB B cBOEM [10. B mexayHapoaHow ceTu LIeHTpoB Npo3paYHOCTy KIMEHTbI U NapTHEPHI
«Jlabopatopum Kacnepckoro» MoryT 03HaKOMUTLCS C TEM, KaK YCTPOEHbI BHYTPEHHME NPOLECChl U KakMe NPaKTUKu
ynpaeneHus gaHHbIMU MPUHATBI B KOMMAHUM,

Hawa 3agaya — obHapyxuBaTb U HENTpann3oBbIBaTb BCe BUAbl KNOEPYrpo3 He3aBUCHMO OT MX Lienu

nny npoucxoxaeHus. Ytobbl noaTBEPAMTDL, YTO HaLla 3awWwmTa HagéxHa, a Bce BHYTPEHHME onepaumm Npo3paYHsbl,
Mbl 3anycTunu nobanbHyo MHULMaTMBY No MHPOPMaLUMOHHON OTKpbITocTn — Global Transparency Initiative.

E€ ocHoBHas Lenb — npuBreYb LUMPOKOE 3KCnepTHoe coobLyecTBo B chepe knbepbesonacHoCTH K BepudmkaLmm
HaLlnX NpoAyKTOB, BHYTPEHHUX NpoLEeccoB 1 busHec-onepauuin. Kpome T0Oro, ata nHMuuaTtmMea npegycMmartpusaeT
OOMONHUTENbHbIE MEXaHWU3Mbl OTYETHOCTU. C MX MOMOLLIbIO KOMNAHWSA MOXEeT eLUé pas NpoAeMOHCTPUpOBaThb,

41O OHa BesoTnaraTenbHO U TLaTeNnbHO paccMaTpuBaeT Mbble BONPOCH!, UMEoLLMe OTHOLLEHNE K 6e30MacHOCTH
€€ NpoadyKTOB.

Peanusauusa MobanbHon nHMLMaTMBLI N0 I/IH(bOpMBLI,VIOHHOVI OTKPbLITOCTU BKINKOYa€ET B cebsi KOHKPETHbIE MepbI
n waru:

e He3aBUCMMbIWA aHaNU3 MCXOZHOIo KoAa, NPOrpamMMHbIX OGHOBIEHWI U NpaBui 0GHapYXXeHUs yrpos;

e He3aBMUCUMas oLeHKa npouecca 6e3onacHoin pa3paboTkv 1 cTpaTerm No MUHUMU3aLMKU PUCKOB
B LIenoyke NnocTaBLLMKOB M B NPOrpaMMHOM oGecneyeHuy;

e nepeHoc B LLBenyaputo nHcppacTpykTypbl o 06paboTke U XxpaHEHUIO AaHHbIX NOofib30oBaTenemn
n3 EBponbi, CeBepHou u JlatuHckon Amepuku, BnvxHero BocTtoka n HeKOoTopbIX cTpaH A3naTcko-
TxooKkeaHCKOro permoHa;

e OTKpbITUE B pa3HbIX cTpaHax Mupa LleHTpoB npo3pa4yHoCTH, B KOTOPbIX NAPTHEPLI U KINEHTI
KOMMaHU1 MOTYT MOSy4YnUTb MHCpOPMaLIMIO O MPOrpaMMHOM Kode NpoaykToB «JlaGopaTtopumn Kacnepckoro»,
NX 0GHOBINEHUAX, aHTUBUPYCHbIX Ba3ax, NpaBunax pacrnosHaBaHus yrpos;

e yBeNUYeHue pa3mMepa Bo3HarpaxageHus B nporpamme bug bounty no 100 Tteicay gonnapos CLUA
3a obHapyxeHne Hanbonee cepb€3Hblx ya3BumocTen B 10 «Jlabopatopum Kacnepckorox». C 2022 roga
«J1labopaTtopus Kacnepckoro» npoBogMT CBOK NyBANYHYIO MpOrpaMmy BO3HaArpaXKgeHus 3a oLwmoku
Ha nnatdopme Yogosha. Takke Mbl nogaepxmeaem npoekT Disclose.io, koTopbii npeactaBnsieT cobom
BesonacHyto nnowaaky (Safe Harbor) ans uccnegosartenen yassumocteit, 06eCNOKOEHHbIX BO3MOXHbLIMU
HeraTMBHbIMU IOPUANYECKUMU MOCNEACTBUSIMU CBOUX PACKPbITUNA;

e paspaboTka ¥ Ny6nuKauusa 3TUYECKUX NMPUHLMIMNOB OTBETCTBEHHOIO PacKpbITUS YsI3BUMOCTEMH;

e nyo6Gnukauus OTYETOB C MHAOPMAaLMEN O TOM, CKOMbKO 3anpocoB Ha NONyYeHue AaHHbIX Nonb3oBaTenen
N TEXHUYECKOW MHdOpMaLMn AN paccnefoBaHns KWbepMHUNMAEeHTOB NOCTYNaeT B KOMMNAHWUIO
OT MPaBOOXPaHUTENbHbLIX OPraHOB U rOCY4apPCTBEHHbIX CTPYKTYP;

e 3anyck obyu4arwuen nporpammbl Cyber Capacity Building Program, koTopas no3sonsiet nonyymTb
HaBbIKW OLIEHKM YPOBHSA 6e3onacHocTu IT-uHdpacTpykTypsbl. [lporpamma 4OCTYNHa U OHMaNH.


https://www.kaspersky.com/transparency-center
https://app.yogosha.com/programs/2txVAqyf9hp4SYWOLzArMA

NMpocBelweHne n coTpyaHUYECTBO NOMOryT co3fiaTh
6e3onacHoe uudpoBoe byayuiee

«JlabopaTtopusa Kacnepckoro» noBbIlLAeT ypoBEHb LUGPOBON rPamMOTHOCTM NOMb3oBaTenemn n NPoCcTbIM A3bIKOM
pacckasbiBaeT O CIOXHbIX LMdpoBbIX TeMax. KomnaHus 3aboTtutca o6 oHnarH-6e3onacHoCT aetern u nomoraet
CTyOeHTaMm BNUTbCS B MexayHapoaHoe IT-coobwectso. Mbl Takke BO3rnaBnsem MexgyHapoaHble accoumaumm
N BEAEM COBMECTHbIE MPOEKThI, HANPaBIEHHbIE HA 3ALUUTY TEX, KOMY 3TO HE0OX0AMMO. BmecTe Mbl CMOXeM
nocTpouTtb Gornee 6e3onacHbI MUp.

O6beanHeHne ycunuin — Hanbonee addekTnBHbIN cnocob 6opbObl ¢ KMdepnpecTynHOCTLI0. Mbl yBEPEHI,

4yTO 9Ta 6opbba MmeeT rnobanbHoe 3Ha4YeHne N 'y HEé HET rpaHul,. MNMosTomy Mbl AENMMCS CBOVM OMbITOM,
3HaAHUAMM N TEXHUYECKUMWN OTKPLITUSIMU C MUPOBLIM CO0bLLLECTBOM MO kKnbepbesonacHocTH.

«J1labopaTtopusi Kacnepckoro» nposoguna paccnegoBannsi KN6epUHUMAEHTOB COBMECTHO C TaKMMU KOMMaHUSIMMU,
kak Adobe, AlienVault Labs, Novetta, CrowdStrike, OpenDNS. Bonee Toro, «Jlabopatopusa Kacnepckoro» 6bina
BKIOYEHa B CMMCOK Hanbornee BaxHbIX uccregosartenen yassmumocten (Vulnerability Top Contributors) Microsoft.
Mbl ropgmmcs Tem, 4To paboTaem BMeECTE C KPYMNMHENLLNMM KOMNAHUSIMU, 3aHUMAKLLUMUCS MHAOPMALMOHHOM
©e3onacHoOCTbI0, COTPYAHMYAEM C MEXAYHapOoAHbIMM OpraHn3aLmsaMn 1 NPaBoOXpPaHMTENBHBIMY OpraHamm

no BCcemMy Mupy.

B nene 6opbbbl ¢ knbepnpectynHocTbio «JlabopaTopua Kacnepckoro» cotpyaHuyaeTt ¢ VIHTepnonom,
npeaocTaBnsast MeXayHapoaHOW MOMULMM SKCNEPTHYHO NOSAEPKKY, TEXHONMOMMU U aHannTuYeckne gaHHble,
a Takke NpoBoAsA TPEHMHIUN AN eé coTpyaHukoB — ¢ 2019 roga 6bino npoeeaeHo 6onee 10 Taknx TPEHMHIOB.

B 2024 rogy koMnaHusa 3aknioyuna naTuneTHee cornalleHne o coTpyaHuydecTee ¢ Adpunonom, YTobbl co3gaBaTb
Honee 6e3onacHyo LMGpPOBYIO cpealy Ha KOHTUHeHTe. Y «JlabopaTopun Kacnepckoro» n Adppunona gnnHHas
NCTOPUS COBMECTHbIX NpoekToB. OpraHusauun caenanv 60nblIon COBMECTHbIV BKNag B OLLEHKY naHaladTa
knbepyrpos B Adpuike, a Takke akTUBHO y4yacTBoBanu B AesaTensHocTu MHTepnona B Adpuke, NnpenmyLLecTBEHHO
B onepauuax Africa Cyber Surge Operation n Africa Cyber Surge Operation |l.

Takke koMnaHus aensieTcs YneHoMm KoHcopunyMa npombilinieHHoro nHtepHeta (Industrial Internet Consortium);
nHuumaTmBebl Securing Smart Cities, HanpaBneHHoOW Ha peLleHue nNpobnem NHPOpMaLMoHHON Ge3onacHOCTH
COBPEMEHHBIX YMHbIX ropofoBs; koHcopumyma AUTOSAR; MexayHapogHOro coto3a arieKTpocBsian

n MexagyHapogHOoW opraHusaummn no ctaHgaptusaumm. Mel sBnsiemcst YneHamm-ocHoBatensamu Koanuumm

no 6opbbe co ctankepckum MO n namuymnatmeel No More Ransom, a Takke y4acTByeM B Ka4eCTBE NApTHEPOB

B YKeHeBcKkom guanore — rpynne, BeayLlen MexayHapoaHbln npoLuecc obcyxaeHnss Bonpocos 6e3onacHoOCTU
unppoBbIX NpoAaykToB. Mbl NpYHUMaeM yvacTue B COBMECTHBIX paccnefoBaHunsx knbepnpectynneHuim

N NPOBOAMM TPEHUHIU AN cneunannucToB no knbepbes3onacHOCTM U MeXayHapoaHbIX NOMULLENCKMX OpraHm3auuin.
Bnarogaps cotpygHudecty «JlabopaTtopum Kacnepckoro» un nonuuun HnagepnanaoB Obiniv 3agepkaHbl
nogospeBaeMble B OpraHmM3auumn atak ¢ UCnofib3oBaHNeM nporpaMmmbl-BoiMoratens CoinVault.

«J1labopaTtopust Kacnepckoroy» akTmBHO yvacTteyeT B nHuymnatmeax OOH, Bkntodas MobanbHbIn Lmudposoin
porosop, Pabouyto rpynny oTkpbiToro coctaea (PFOC) OOH no Bonpocam 6e3onacHocTu B cdhepe UCNosb30BaHNS
NHOPMALMOHHO-KOMMYHUKaLMOHHbLIX TexHonorun (UKT) n CneumanbHbIn KOMUTET No pa3paboTke
BCeOObEMNNIOLLEN MeXOyHapOAHOW KOHBEHLMM O NpOoTUBOAeNCTBUU ncnonb3osaHuio VKT B NnpecTynHbIX Lensx.
«JlabopaTtopusa Kacnepckoro» Takke perynspHo ydactesyeT B Popyme no ynpaBneHuo MHTEPHETOM NOA arnaon
OOH. KomnaHus npegcraBuna B €ro pamkax aTMyeckmne npuHumnnel paspaboTky U UCMNOb30BaHUSA CUCTEM
MaLLVHHOro 0by4yeHns n pyKOBOACTBO NO Ge3onacHow pa3paboTKe 1 BHEAPEHWIO CUCTEM Ha OCHOBE
NCKYCcCTBEHHOro nHrennekta (UA).

B 2025 rogy «JlabopaTtopusi Kacnepckoro» nognucana cornallieHne o CoTpyaHUYecTBe C MCNaHCKMM NPogdCO30M
JUPOL (Justicia Policial) ¢ uenbto ykpenneHus so3amoxHocten HaunoHansHon nonvuumn MicnaHum B cipepe
knbepbesonacHocTn. B pamkax napTHEPCTBA KOMMNAHWsSI COCPEAOTOUUTCS HA NPOBESEHUN TPEHWHIOB


https://securelist.com/blackoasis-apt-and-new-targeted-attacks-leveraging-zero-day-exploit/82732/
https://securelist.com/operation-blockbuster-revealed/73914/
https://securelist.com/operation-blockbuster-revealed/73914/
https://securelist.ru/novy-j-botnet-hluxkelihos-obezvrezhen-istoriya-eshh/2700/
https://securelist.ru/the-roof-is-on-fire-otklyuchenie-komandny-h-serverov-flame/2757/
https://msrc-blog.microsoft.com/2019/07/25/microsoft-announces-top-contributing-partners-in-the-microsoft-active-protections-program-mapp/
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-i-afripol-podpisali-soglashenie-o-sotrudnichestve
https://www.interpol.int/en/content/download/21048/file/24COM005030-AJFOC_Africa%20Cyberthreat%20Assessment%20Report_2024_complet_EN%20v4.pdf
https://www.interpol.int/en/content/download/21048/file/24COM005030-AJFOC_Africa%20Cyberthreat%20Assessment%20Report_2024_complet_EN%20v4.pdf
https://www.kaspersky.com/about/press-releases/kaspersky-supports-interpols-operation-to-combat-cybercrime-in-african-countries
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-okazala-sodejstvie-interpolu-v-operacii-po-borbe-s-kiberprestupnostyu-v-stranah-afriki
https://www.nomoreransom.org/ru/index.html
https://www.kaspersky.ru/blog/criminals-behind-coinvault-arrested/8927/
https://media.kasperskydaily.com/wp-content/uploads/sites/92/2023/10/06063920/Principles_of_ethical_use_of_AI_systems_in_cybersecurity_0610.pdf
https://media.kasperskydaily.com/wp-content/uploads/sites/92/2023/10/06063920/Principles_of_ethical_use_of_AI_systems_in_cybersecurity_0610.pdf
https://content.kaspersky-labs.com/se/media/en/business-security/guidelines-for-secure-development-and-deployment-of-ai-systems.pdf
https://content.kaspersky-labs.com/se/media/en/business-security/guidelines-for-secure-development-and-deployment-of-ai-systems.pdf

ANA NOBbILLEHUS KBanUUKaLUM COTPYOAHUKOB UCMAHCKOW MOMULIMKA, COBEPLLEHCTBOBAHUSA UX HABLIKOB
pearmpoBaHusi Ha KMOEepNpecTyNieHNs U YKpenneHun CoOTpyaHUYECTBa MeXAY rocy4apCTBEHHbIMW OpraHamMu
M YaCTHLIMW KOMMaHUSMU.

Hawmn npocBeTUTENbCKNE NHNLINATUBDI

Mbl BepUM, 4TO peanuaaumsa obydaroLmx nporpaMmmMm — BaXkKHbIN LIar B pa3BUTUN UHOYCTPUM MHADOPMALNOHHOM
©e3onacHoCcTU. MIMEHHO NOSTOMY B KOMMaHUKN eCTb MeXAyHapoaHbI NpoekT Kaspersky Academy, OCHOBHas Lienb
KOTOPOro — pacnpocTpaHsiTb 3HaHWs B obnactu knbepbe3onacHOCTU MO BCEMY MUPY.

«J1labopaTtopus Kacnepckoroy» 3anyctuna 6ecnnaTHbI oHnanH-kypc o 6e3onacHocTu B MHTepHeTe. OH paccumTaH
Ha LLUMPOKYIO ayaMUTOPUIO U COCTOUT U3 16 KOPOTKMX ypokoB No 15-20 MuHyT. [1na 3akpenneHus maTepmnana B KOHLEe
Ka)kKOoW TeMbl criyliateny MoryT NonyyYnTb NamMsaTKK, a Takke COBEThI MO KnbepbesonacHoCTy.

B «JlabopaTopum Kacnepckoro» cylecTByeT nporpaMma onnavymBaemMblx CTaXKMPOBOK ANs CTyAeHTOB MocCKBbI
n MockoBckon obnactn — SafeBoard. YyacTHMKM 3TOM NporpaMmmbl MOMyT NOMAYYUTb NPaKTUYECKME HABbIKN,
paboTas Hag peanbHbIMW MPOEKTaMM MO CaMblM Pa3HbIM TEXHUYECKUM HanpaBrieHNsiM BHYTPW KOMMaHUW.
YUTobbl NONacTb Ha CTaXXMPOBKY, HY>KHO NPOWTU cneumarnbHbI oToop. 3a 10 neT cylecTBoOBaHMS NporpamMmel
fonble 700 CTy4eHTOB MPOLUNKM 3Ty CTAXUPOBKY M DOrbLUE MOMOBMHBI OCTANoch paboTaTb B KOMMaHUW.

B «Jlabopatopun Kacnepckoro» gencTByeT napTHEPCKas nporpamMmma Ans BbICLUNX y4eBHbIX 3aBeAeHnn —
Kaspersky Academy Alliance. OHa no3BonseT MHTerpupoBaTth B y4ebHbIN NPOLECC OMbIT U TEXHONOrMU KOMNaHWUm
B cdpepe knbepbesonacHocTu. B uenom «Jlabopatopua Kacnepckoro» Aenutca NnpakTU4eCcKMMm 3HaHUSMK

co ctygeHTamu no4ytn 200 yHMBEpPCUTETOB NO BCeMy Mupy B 42 cTpaHax. bonee 60 y4yeGHbIX 3aBeAeHWI U3 3TOro
yucna HaxogaTesa B Poccumn n CHI.

«J1abopaTtopust Kacnepckoroy» pasmecTtuna Ha nnatdopme Stepik 6ecnnatHbii OHNaH-Kypc Anst LWKONIbHUKOB
«Matematuka B knbepbeszonacHocTu». Kypc COCTONT M3 TEOPETUHECKON N NPAKTUYECKOW YacTen u BKNoYaeT

B cebs pasHoobpasHble 3agaHus ¢ aBTOMaTU4EeCKoN NPOBEPKON U MOMEHTanNbHON obpaTHOM CBA3LI0. [1porpamma
OXBaTbIBaET creaylolme maremartmyeckue obnactu: apudpmeTtmka, anrebpa nornkm, kKomorMHaTopmka

N Teopusi BEPOATHOCTEN.

KomnaHus npyHMMaeT akTMBHOE y4acTue B «Ypoke undpbl», BCEpOCCUACKOM 0bpa3oBaTenbHOM NPoeKTe,
KOTOpbIN peanusyeTcs B noaaepxky denepansHoro npoekta «Kaapbl Ans LMOPOBON SKOHOMUKUY . 3aHATUS
Ha TeMaTUYECKMX TPEHaxXEpPax NpoeKTa «YpoK LMdpbl» peannu3oBaHsl B BUAe yBreKaTelnbHbIX OHNanH-urp
AN TPéX BO3PACTHLIX rPpynn — yyallmxca mraglien, cpegHen u ctapuen wkonsl. B 2026 rogy
«JlabopaTtopusa Kacnepckoro» paspaboTana u nposena ypok «Knbepbe3onacHocTb B KOCMOCEY.

B «JlabopaTopun Kacnepckoro» NoHMMaroT, Kak BaXXHO MOMOYb AETAM MOMAYYUTb HaBbIKU 1 3HAHWS, KOTOpbIE
npurogdatcst um B Oyayuien npodeccun. B 2018 rogy KomnaHust 3anyctuna obpasoBaTesibHbIA KypC C aKLLEHTOM
Ha NporpaMMMpoBaHne 1 MHPOPMaLMOHHYIO 6e30NMacHOCTb ANA CTONMMYHBIX LUKOSIbHUKOB, YYaLLMXCsl B Kraccax
«MatemaTtnueckon septukanuy. B 2023 rogy nepsble y4acTHUKM NpOrpamMMmebl, TO €CTb T€, KOTOpble Havyanu
obyyeHune nNo HeMy B 7-M Knacce, 3aKoH4unu wkony. OHKU y4acTBOBasnu BO MHOXECTBE COPEBHOBAHWMN,

B TOM ymcne ctanu pyHanucTammn n naypeatamm HaumoHanbHOM TEXHONOIMYECKon onumnuaapl

no nHdopmMmaLMoHHON 6e30nacHOCTH.

B 2023 roay «Jlabopatopwusi Kacnepckoro» npeacraBuna oHnamH-Kypc no knbepbesonacHoCcTy A1is LWKOMbHUKOB.
MepBble maTepuansl kypca « OCHOBbI MHpOPMALIMOHHON 6e30NacHOCTMY ANs YH4EHWKOB 7 Krnacca yxe AOCTYMHbI
Ha canTte komnaHuu. MNMo3aHee 6yaeT gocTyneH kypc anst 8—11 knaccos. Ero MoryT ucnonb3oBaTtb yuntens

Ha ypokax MHOPMAaTUKM U B paMKax BHEYPOUYHOM AEATENbHOCTH, a Takke poauTeny n camu yvalimnecs.

C ero nomoLpblo AeTW He TOMbKO YCBOAT OCHOBbI KWGEPrpaMoTHOCTU, HO U CCHOPMUPYIOT PasfnyHble HaBblKU

B 0bractu nHopmMaLmMoHHON 6e3onacHOCTW, HanpumMep HaBblK MPOrPaMMUPOBaHUSA Ha CKPUNTOBbLIX SA3blKaXx,
HaCTPONKM Be3onacHbIX MHAPOPMAaLMOHHBLIX CUCTEM, WNpoBaHUA 1 gewmndpoBaHns AaHHbIX, CO3A4aHUSA
3aWMLLEHHBIX NPUMOXEHWUN.


https://academy.kaspersky.ru/?from=RU
https://academy.kaspersky.ru/course/cyberhygiene
https://safeboard.kaspersky.ru/
https://academy.kaspersky.com/academy-alliance
https://stepik.org/course/62247/promo
https://xn--h1adlhdnlo2c.xn--p1ai/lessons/cybersecurity-space

«JlabopaTtopusa Kacnepckoro» paspaboTana 6ecnnaTtHbii OHNanH-Kypc «K1o 1ol B VIT», NOCBALWEHHbIN
npodeccusam B chepe UT n knbepbeszonacHocTn. OH paccumTaH Ha ydeHnKoB 8-11 KnaccoB, a Takke CTYAEHTOB
MepBbIX KYPCOB BY30B, KONNEAXeN U TeXHUKYMOB. C ero NoMoLLbo OHU MOTYT Y3HaTb 06 OCHOBHbIX ponsix B UT-
KOMMaHUsIX, a Takke ONPeAEeNNTLCS C HanpaBneHNeM s KapbepHOro PasBUTUS.

B 2025 roay «JlabopaTtopusi Kacnepckoro» Bnepsble opraHn3oBana MexayHapoaHoe OHManH-CopeBHOBaHWe
Kaspersky{CTF}, B xoge KkoTOpOro kopnopaT1BHbI€ 1 akageMU4ecKkMe KoMaHabl peLlany pasnuyHble 3agaym
B obnacTtu knbepbesonacHocTu. MNobeantenn npuHanu yyactue B mHane gpyroro copesHoaHus, SAS CTF
2025, KOTOpbIN XXEroAHO NPOBOANTCH BO BPEMS MEXAYHapOLHON KOHdepeHUun no kmbepbesonacHoCcTH
Security Analyst Summit.

B 2025 roay akcnepTbl KOMNaHUy noarotoBunm cOopHyto Poccun k nepeor MexayHapogHon onumnunage
no knbepbesonacHOCTM Ansi LKOSIbHUKOB, HA KOTOPOW OHa 3aBoeBana 8 meganen.

Hawwn coumanbHble MPOEKTbI

Mbl cTponm 6e3onacHoe byayllee 1 3aMHTeEpecoBaHbl HE TOMNBKO B LMPOBON COXpaHHOCTU Mupa. CHmkeHne
HeraTMBHOrO BO3AENCTBUSA Ha OKpYXaloLLyto cpedy, 3aboTa 0 COTpyaHMKax, JOCTYNHOCTb TEXHONOMMIN —
KntoueBble HanpaeBneHust Ans komnaHun. KomnaHus BbinyckaeT 0T4E€Thl 06 ycTonunsom passutum ¢ 2023 roaa,
COCTaBnsis UX B COOTBETCTBUU C MexayHapoaHbiMu cTtaHgaptammn GRI n SASB. OT4éT ¢ AaHHbIMM 3a BTOpOE
nonyrogue 2022 roga n 2023 rog 0OCTYNeH 34eChb.

«J1abopaTtopus Kacnepckoroy» Begét aktuBHyto 60pbby co ctankepckum 1O — KoMMepyeckMMmn nporpaMmmamm,
KOTOpbI€ 4YacTO UCMNONb3YTCS OIS CKPbITOro HabMAEHUS U BTOPXKEHMS B YaCTHYHO XXU3Hb YEroBeka, B TOM Yncne
UHUUmnaTopamm gomaluHero Hacunus. B 2019 rogy komnaHus nepeson B MHAYCTPUKN Npeanoxuna gyHKUmo
onoBeLLeHnss 06 obHapyxeHNM Ha yCTPOUCTBE KOMMEPYECKOrO LWNUOHCKOro MO ¢ onMcaHnem BO3MOXHBLIX PUCKOB.
B Tom xe rogy «JlabopaTtopusa Kacnepckoro» BeICTynumna COOCHoBaTenem koanuumm no 6opsbe co crankepckum
MO — Coalition Against Stalkerware, koTopas o6beanHSET YacTHble NT-koMnaHum, HEKOMMepYeckme
NpaBo3alUNTHbIE OpraHM3aLumm, uccrnenoBaTenbCkue MHCTUTYThI U MpaBOOXpaHUTENbHbIE OpraHbl B Aerne 60pbobl
¢ N0 ansa cnexku n NoBbILWEHNS OCBEAOMIEHHOCTN O HACUINNW C NPUMEHEHNEM OHITaNH-UHCTPYMEHTOB.
Koanuuuio nogaepxusaet MIHTepnon, cenyac B e€ coctaBe 6onee 40 y4acTHUKOB.

Takke «Jlabopatopusa Kacnepckoro» nogaepXxvnBaeT HEKOMMeEpPYECKUE OpraHu3auum, NoOMorarLme xepTeam
JOMaLLHEero Hacunusl.

KomnaHus Bknoumnna yHKUMIO onoBeLleHnst 06 oBHapy>KeHUM Ha YCTPONCTBE KOMMEPYECKOro LwnunoHckoro MO
C OnMcaHMeM BO3MOXHbIX PUCKOB B CBOW peLLeHna Ana YCTPOoNCTB no ynpasneHvem Android. MpunoxeHns

He TONbKO AeTeKkTUpYLoT cTankepckoe MO, HO 1 yBegoMnAOT Nonb3oBaTens o NoabpoLueHHbIx Bluetooth-
yCTpoWcTBax, B TOM Yncrne 6ecnpoBogHbIX MeTKax.

Takke «Jlabopatopus Kacnepckoro» — napTHEp eBponerckoro npoekta DeStalk, koTopomy okasbiBaeT
noanepxky Esponenckas kommccms — B pamkax CBoen nporpaMmbl No npasaM, PaBeHCTBY U FpaXaaHCTBY.
Llenb npoekta — obpaTtnTb BHUMaHWe Ha NpobriemMbl UMAPOBOro Hacunus u ctankepckoro MO, nokasaTb, KakNM
00pa3om HacunmMe MOXeT OCYLLECTBMATLCS C MOMOLLbIO MHTEPHeTa.
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