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Accelerate threat detection, .
automate response and real-time
visibility with a superior XDR solution: .
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Existing challenges and threats to an organization's
information security

To combat sophisticated targeted attacks, cybersecurity personnel must manually analyze and assess a large
number of incidents. Additionally, they must use information security tools that are managed via separate

consoles.

This lack of a consolidated view of information leads to poor decision making, while the volume and complexity
of attacks, the expanding attack surface, and the global shortage of skilled cybersecurity professionals make
it difficult to stay ahead of the adversary.

XDR's ease of use in detecting common threats reduces the need for in-house expertise and reduces the
manpower required to operate disparate XDR components from different vendors.
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About Kaspersky Next XDR Expert

The ultimate cybersect
against c

As the most advanced tier of the Kaspersky Next product line,
we offer a robust cybersecurity solution that defends against
sophisticated cyberthreats, providing full visibility, correlation and
automation, leveraging a diverse range of response tools and data
sources, including endpoint, network and cloud data.

Easy to deploy and manage, Kaspersky Next XDR Expert is backed by
advanced analytics capabilities and a strong track record of security
expertise. We offer an Open XDR solution with an Open Single
Management Platform — the next step in the evolution of Kaspersky
Security Center.

At the core of Kaspersky Next XDR Expert is the functionality of our
leading solutions — Kaspersky Unified Monitoring and Analysis Platform
(SIEM), Kaspersky Next EDR Expert, Kaspersky Hybrid Cloud Security
and Kaspersky Security for Mail Server. In addition to the above
products, other integrations can be added on demand (NDR, OT, Tl,
Awareness, etc.).

Besides the main Kaspersky Next XDR Expert offering, our solution is also available as Kaspersky Next XDR

Core:

Kaspersky N Kaspersky |

combines best-in-class endpoint protection, is for customers who already have endpoint and
mail and hybrid environment security with the EDR solutions in place and don’t want to repurchase
advanced detection capabilities of Kaspersky Next them, preferring to extend the functionality with a
EDR Expert, a correlation engine and automated correlation engine, automated responses and third-
responses. Third-party connectors can be added to party connectors.

pull all the data together.
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The solution comes with dashboards
and reporting, Open API, deployment
toolkit, 50 free Threat Lookup
requests, as well as monitoring and
response capabilities in hybrid cloud
environments and corporate email
networks. Upon request, the solution
can be integrated with a range of
Kaspersky or third-party solutions:
NDR, OT, Threat Intelligence, Security
Awareness and more on demand.

Breakdown of functionality

The solution covers the following areas of

cybersecurity out of

®

Automated protection of
physical and virtual endpoints
from mass threats

®

Cross-correlation engine for
data collection, normalization,
monitoring and correlation

®

Investigation and proactive
search

Solution architecture

©)

Advanced detection and
response to complex threats at
the endpoint level

@

Incident response and case
management

©

Response automation and
orchestration

Act quickly and make the right decisions using the best security products, seamlessly integrated into

Kaspersky Next XDR Expert.
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Attack Awareness Platform
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and more Kaspersky or
Third party third-party integrations

on demand

Threat Intelligence

Kaspersky Next
XDR Expert

Investigation graph

Playbooks

Case management

EDR with sandbox

-~ Kaspersky
E7| Security for
© Mail Servers

| Kaspersky Next XDR Core

Log management and

Dashboards and

Deployment toolkit

Threat detection and
data lake cross-correlation

Centralized asset
reporting management

3rd party connectors
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NB: Endpoints need to be activated via Kaspersky EDR Expert license



Why choose us?

—y
e

Reduce total cost of ownership
with a scalable solution based
on modern te such
as microservices and REST API.
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We have 200+ pre
integrations al

more. With built-in integrations
we can receive data from
various solutions.
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Kaspersky Extended Detection and Response (XDR) has received Leader ste
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Our stack of technologies for
both industrial and corporate
sectors allows us to provide
Single I
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Seamless and
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reaches a level unattainable by
third-party solutions.
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We are one of the few vendors
that can offer data so
without c with our
on-premises installation.
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To ensure XDR covers all stages
from prevention to investigation,
we have built our solution on top
of the best-in-c
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Services Group) for the second year in a row, reaffirming its technological excellence and ability to combat

new and complex threats.

Learn more

www.kaspersky.com
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https://www.kaspersky.com
https://www.kaspersky.com/enterprise-security/xdr
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