STATEMENT OF COMPATIBILITY

3AABNEHUE O COBMECTUMOCTH

between

Mexay

Kaspersky Industrial CyberSecurity for Networks
4.3

Kaspersky Industrial CyberSecurity for Networks
4.3 .

product of

NPOAYKTOM

AQO KASPERSKY LAB,

AO «Jlabopatopua Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccus, MocCKBa,
JNleHnHrpagckoe wocce, A. 39A, cTp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B AanbHenwem umenyembimu KICS for Networks
n «JlabopaTtopua Kacnepckoro» COOTBETCTBEHHO

and "

“KASKAD 4.0” software platform MporpammHbim kKomnaekcom «KACKAZA 4.0»

product of NpoAYyKTOM

SCD R&D LLC 000 HUL «CKU»

450078, RB, Ufa, st. Jalilya Kiekbaeva, 2, office 106 | 450078, Pb, r. Yda, ya. Oxkanuna Kuekbaesa, g, 2
oduc 106

hereinafter referred to as KASKAD 4.0 and “SCD
R&D” respectively

B AanbHelwem umeHyembimmu KACKAZ 4.0 n HUL,
«CKL» cooTBETCTBEHHO

KASKAD 4.0 is a SCADA (Supervisory Control And
Data Acquisition) software package designed to
collect, process, display and transmit information
for remote monitoring and control of production
facilities and technological processes.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

KACKAL, 4.0 — nporpammHbiid KOMMAEKC Knacca

SCADA  (Supervisory Control And Data
Acquisition), npeaHasHauyeHHbIl pana  cbopa,
06paboTKku, oTobparKeHns " nepegayu
UHpopmaumm, obecneunsatoen
AWCTaHUMOHHBIA  KOHTPO/b U yMpaB/ieHue
NPOM3BOACTBEHHbBIMU o6beKkTamu

M TEXHONOTMYECKMMMU MPOLIECCaMM.
KICS for Networks —-— cneuuannsMpoBaHHbI

NpPoAayKT NPOMBILL/IEHHOTO Knacca,
npegHasHayeHHbIN ana MHBEHTapuU3auum,
MOHWUTOPWUHTA, BbIABAEHUA PUCKOB W  yrpos
NPOMbILWAEHHBIX WHPaCTPYKTYP. flBnadace
4acTblo pelwieHuns Kaspersky Industrial
CyberSecurity, NPOAYKT npegocrasnaer
BO3MOXHOCTb BbIIB/IEHUA yrpos

Knbep6e3onacHOCTM M aHOMANAUM MacCUBHbIM
o6pa3om Ha OCHOBE aHanM3a KONUU CEeTeBOro
Tpadmka, n (ONUMOHANBLHO) AAHHbIX TenemeTpum
C  YCTPOUCTB, 3aLMLLEHHDbIX NpPoayKTOM
KICS for Nodes. PeweHue npeagoctaBnseT
MHCTPYMEHTbl A5 paccnefoBaHUA WU PYYHOTO

pearMpoBaHMA  Ha  yrpo3bl Ha  ypOBHe
3aWwmLLaeMbix YCTPOWCTB 7 ceTeBOM
MHOPACTPYKTYPBI.
“SCD R&D” and “Kaspersky” hereby agree on the | HALU, «CKLU» u «J/labopatopus Kacnepckoro»
following statement regarding possibility to use | HacToAwmUm noaTBepPXAAI0T cneaywoulee
the listed products on a common system and their | 3aaBneHune OTHOCUTENLHO McnoJsib3oBaHuA
compatibility and contribution to fulfillment of | ykasaHHbIX NpPOAYKTOB B pamMKax eAWHOWN
cybersecurity requirements: CUCTEMbI, UX COBMECTMMOCTM W  BKaaga

B BbiNosiHeHWe TpeboBaHuii KubepbesonacHocTu:

lkaspersky



“SCD R&D” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

HULU «CKL» u «JlabopaTtopua Kacnepckoro»
npoBesin BCECTOPOHHME TeCTbl HAa COBMECTUMOCTb
WX NpoOAYKTOB Npu OAHOBpPEMEHHOM paboTe
B COCTaBe eguHOU cuctembl. B  pesynbraTte
TecTupoBaHMA BblN0 YCTAHOBAEHO, YTO NPOAYKTHI,
C VYY4ETOM MX WHOMBUAYANbHbIX CUCTEMHbIX
TpeboBaHMit, ABNAIOTCA COBMECTUMbIMU U MOIYT
NCNoAb30BaThCA B COCTaBe ANHOIN CUCTEMDI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B cnyyae ycTaHOBKM M UCMO/Tb30BAHMA YKa3aHHbIX
NPOrPammHbIX MPOAYKTOB B pamKkax eauHon

CUCTEMBI 3TOo MOXeT cnocobcTBOBaTh
BbIMOAHEHUIO OCHOBHbIX TpeboBaHui,
npegbABAfEMbIX K nHbOpPMaLMOHHO

n Knbepbe3onacHOCTM B aBTOMATU3IUPOBAHHbIX
cucTemax ynpasneHua NPOMbILLINEHHbIX
0b6beKToB.
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