Agenda

Kaspersky Industrial
Cybersecurity
Conference — APAC

9-11 October 2024

kaspersky




9 October

15:00 Guests arrival and check-in
19:00 Welcome dinner
10 October

Main Program Day

9:30
10:00

10:00
10:30

10:30
10:50

10:50
1110

11:10
11:30

11:30
11:50

11:50
12:50

12:50
13:10

Event Registration

Opening speech

Siang Tiong Yeo, General Manager,
SEA, Kaspersky

Hacktivism, Ransomware, APT — top cyberthreats for OT environments,
transportation and industrial infrastructures seeking for the new targets.

Evgeniy Goncharov, Head of ICS CERT, Kaspersky

Evolution of OT/ICS cybersecurity — A complex approach to critical
infrastructure protection with the Kaspersky OT ecosystem

: Kirill Naboyshchikov, Product Marketing
‘ Team Lead, Kaspersky

Cybersecurity Policies and Regulations for Operational Technology (OT)
iIn Thailand

AVM Chalermchai Wonggate, Director for Critical Information
Infrastructure Management Office, NCSA Thailand

(P Coffeebreak

Panel discussion: Modern approach to OT Cybersecurity

Kaspersky representative

NCSA Thailand representative

ARC Advisory Group representative

Security Vision representative

Mohammed Fadzil, Ex-SANS, Security Expert Professional Advisor

Moderator: Vladimir Dashchenko, Principal
Security Researcher, Kaspersky

NG SOAR: Maximum automation from detection to response

', 5 . EvaBelyaeva, Expert,
| S ; Security Vision



13:10
13:30

13:30
14:40

14:40
15:00

15:00
15:20

15:20
15:40

19:40
16:00

16:00
16:20

16:20
16:40

16:40
17:00

17:00
17:20

Topic under development
APAC Customer representative

= Lunch

KICS solution overview — A native XDR platform for critical
infrastructure protection

Dmitry Astapov, Senior Product manager,
Kaspersky

From security assessment to security operations

Gleb Gritsay, Head of Security
Services, Kaspersky

The 2024 threat landscape: Real case studies of the most severe
OT threats from Kaspersky’s Incident Response team
and ICS CERT analysts

Vladimir Dashchenko, Principal Security
Researcher, Kaspersky

How to improve business continuity management by engaging
business and IT. integrating and automating processes with BCM

Andrey Abashev, Head of cybersecurity
methodology and innovations
PJCS «GMK «Norilski Nikel»

Maxim Annenkov, Expert, Security Vision

OT vulnerability Research - why open source vulnerability databases

are not good for ICS

Artem Zinenko, Head of ICS CERT Vulnerability
Research and Assessment, Kaspersky

(2 Coffee break

IT/OT convergence - challenges, solutions, seamless threat detection

Vikram Kalkat, Director Strategic Services,
ARC Advisory Group

Dress for success with KOStumes. How to protect your business from

a $5B worth mistake

@) Elena Sivenkova, Head of KasperskyOS
() Marketing, Kaspersky



17:20 Analysis of a devastating attack on a civilian infrastructure company
17:40 .

Grigory Sablin, Lead Incident

Response Specialist, Kaspersky

Exclusive content for the offline guests only. No online broadcasting planned

19:00 Gala dinner

11 October

7:00 Breakfast & check-out
9:00

3.00 Workshop
10:30 “Investigation of cyber incidents in industrial control systems”

O  Sergey Paltov,
Kaspersky expert

O Alexander Trofimov,
() Kaspersky expert

14.00  Lunch & airport transfer

Partners

General

Security
Vision

Market intelligence

ARC

Advisory’Group



