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40% KN6eprHLUMOEHTOB Bbinn
CB$13aHbl C 3KCnyaTaumen
nerntumHoro MoO.

AHanutuyeckui otuet Kaspersky
Global Emergency Response Team,
2021
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Tpanmumonnblx cpeancTe
3alnTbl HeaoCTaTOvYHO

PeLuenns knacca EPP (Endpoint
Protection Platforms) ycnewwHo
MPOTVBOAENCTBYIOT OCHOBHOWM
Macce Yrpo3, HO 310YMbILLNEHHKA
MOCTOSIHHO M30BPETaOT CMOCOGH
0BX0OAUTb MPEBEHTUBHYIO 3aLLATY.
370 NoaBepraeT KOMMaHn

pUCKY — BOBPEMS HEOBHAPYKEHHAS
aTaka MOXET HapyLUWTb
613HEC-MPOLIECCHI, MOBMEYb
PUHAHCOBbIN 11 PEMYTaLWIOHHBI
yLepH, a Takxke cTaTb MPUYMHON
MPOBEPOK U LLTPadOB CO CTOPOHLI
PErynMpYoLLX OpraHn3aLmi.

64% opraHusaunii y>xe nogsepraamcb
aTakam nporpamMmM-BbIMOraTene.
79% w3 HVIX 3annaTn BbiKyT

3710y MbILLIEHHUKaM

Onpoc «JlabopaTopum Kacnepckoro»
06 aTakax nporpamMm-BbiMoraTenei,
2022

OnTumanbHaga 3awmTa

Kaspersky EDR ansg 6usHeca
OnTyManbHbIA COOEPXUT MOLLIHbIE
CpencTBa 3aLyTbl KOHEYHbIX
TOYeK, KOTOPble OOMNONHEHbI
6a30BbIMM HCTPYMeHTamu EDR.
A ecnu Ballla KOMMNaHWs BbibepeT
CEPBVIC YNPaBIgIeMON 3aLLnThI
Kaspersky Managed Detection
and Response, MOHUTOPUHT
CO6bITUI Be30MacHOCTA U
pearvpoBaHe Ha MHUWMOEHTb ByayT
OCYLLUECTBNATHCS C MOMOLLIO
aKcnepToB «JlabopaTopun
Kacnepckoro.

Mouemy 3TO aKkTyanbHO?

BpenoHocHble MporpaMMbl, B TOM YMciie LWndpoBasblLLvKK 1 6ecdalinosble
BUPYCBbI, TOCTOSIHHO COBEPLLEHCTBYIOTCS U YMEIOT 06X0OUTb TPaanLMOHHbIE
CPEACTBa 3alMTI. A eLle VX MOXHO NEerko 1 AeLleBO NPUoBpecTy B AaPKHETE,
NMO3TOMY KOMMaHVSM Hy>XHa COBpeMeHHas 1 addeKTUBHas 3aLLTa OT yrpo3

nogo6Horo Tna.
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HoBble TEXHNKWN N TaKTUKK
YCNOXHSIIOT O6Hapy)keHue

Kak 310oyMbILLNEHHNKN OBXOOSAT
TPaAVLMOHHYIO 3alLuTy? Hanpumep,
NCMoNb3yoT nerutumMHoe MO

1 MPUMEHSIOT CoLManbHYyO
NHXXEHEPWIKD, YTOBbI MPOHVKHY Th

B KOpropaTVBHYO ceTb. Kpome Toro,
B YCNOBUISIX YAaNeHHON paboThl
NePUMETP 3alLMThI Pa3MbIBaETCS,

I BDEAOHOCHbIE OENCTBIA YaCTo
YCKOMb3atoT 13 MONS 3peHUs
CneunanMcToB No NHOOPMALIMOHHOM
Be3onacHoCTL.

PeweHune

o
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PecypcoB He xBaTaeT Ha BCé

Ha ckopOoCTb 1 TOYHOCTb
pearvpoBaHUs Ha CIOXHbIE aTaku
HaNPSIMYO BASIET KONMYECTBO
PECYPCOB BalLlen komaHas! Vb,

a Tak>Xe KaueCTBO MHCTPYMEHTOB,
KOTOpbIE OHW NCTIONBb3YIOT

B NOBCEOHEBHOM paboTe.
Paspo3HeHHbIe MHCTPYMEHTD,
3arpy>KEHHOCTb PY TUHHBIMU
3aJa4amMu, KaapoBbl 4ePULINT —
CTaHOapTHbIE SBMEHNS, KOTOPbIE
MOryT MOMeLLlaTb CBOEBPEMEHHO
OBHaPYXUTb 1 NIMKBUOMPOBATb

Yrpoasy.

Kaspersky Optimum Security — 3To onTuManbHOe codeTaHne NPoayKTOB
N CEPBNCOB /19 3DPEKTBHOrO OBHaPYXKEHNS YIPO3 1 pearnpoBaHng Ha HIX
cunamMm coOBCTBEHHOM Cny>k6bl VB 1an ¢ MOMOLLBIO 3KCNepTOoB «/labopaTopun

Kacnepckoron.
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OnTumanbHbie MHBECTULN

YTO6bI MONb30BATLCS MPOOYKTaMU
Kaspersky Optimum Security,

HE HY>KHO 1CKaTb HOBbIX
CMeunanMcToOB N 3aHNMaTLCS
TPYOOEMKVM BHEAPEHMEM. DTU
PELLEeHNS — MPOCThIE B YCTaHOBKE,
BHEOPEH 1 NCMOSIb30BaHM,
MaKCUMasibHO aBTOMAaT3VPOBaHDI
1 NOOCTPAaMBalOTCH MOA, BaLLn
3apa4n. OHW 3KOHOMST PECYPChI U
MOBbILIAIOT MPOOYKTUBHOCTb BaLLiel
kKomMargbl VB, a Takxe CcHxXaroT
CNOXHOCTb YNPaBNeHNs CUCTEMOW
6€30MacHOCTW, YTO YCKOpPSIET
CKOPOCTb BO3BpaTa MHBECTULINIA.

OonTumanbHbI 6anaHc

MponykTbl Kaspersky Optimum
Security — 3TO ONTUManbHbIN
BanaHc Mexay NpoCToToM

1 3PPEKTUBHOCTIO,
aBTOMaTU3aLMEN N LLMPOKMMM
OYHKUMOHANBHBIM BOZMOXHOCTAMM.
OHW yCUNMBAIOT KaYeCTBO 3aLLUThI
OT CMOXHbIX YrPO3 1 MOMOraioT
BaLLEW KOMMaHUN N36exaTb
yllep6a 3a CYET NOHATHOro
npoLecca pearnpoBaHis,
0By4eHNs COTPYAHNKOB OCHOBaM
KN6ep6e30nacHOCTY 1 MoyYeHVs
onepaTMBHbIX AaHHbIX 06 Yrpo3ax.



CocrtaB Kaspersky Optimum Security

Bbl MOXeETe BbIGpaTh My Tb MOCTPOEHWS 3aLUMTLI — Ha OCHOBE BHY TPEHHE! aKCrepTabl ¢ MOMOLLbIO Kaspersky EDR

A5 BrsHeca OnTUMAasbHbIA AV C MOMOLLIBIO 3KCMepToB «/labopaTopuin Kacnepckoros, ecv 6yaeTe NCnonb30BaTh CEPBIC
Kaspersky Managed Detection and Response. Kpome Toro, Bbl MOXETE MOBLICUTb YPOBEHb 3aLLNTHI, OBYUMB COTPYAHVKOB
HaBblkaM K1bepbesonacHOro NnoBedeHs, 1 MPoBoaMTL 6osiee adPEKTVBHbIE PacCcnefoBaHa 3a cueT 4oCTYyrna

K [IOCTOBEPHbIM 1 ONepaTBHO OBHOBSIEMbIM AaHHBIM O KMBEpyrpo3ax.

Kaspersky EDR Kaspersky
ans 6usHeca Managed Detection
OnTuManbHsIii and Response
Kaspersky
Kaspersky ! @3¢ | Kaspersky
Security Awareness .\@:) ;2::: Intelligence ( i‘ Sandbox

B 2021 rony 82% HapyLUeHW Gbln
CBs13aHbl C YeNIoBEYEeCKUM GaKTOPOM.

Mo paHHbIM Verizon Data Breach
Report 2022

He npocTo 3awmTa paboumx mecT

Kaspersky Optimum Security npegocTaBnaeT psaa AONONHUTENbHBIX
BO3MOXXHOCTEN, KOTOPbIE PaCcLUMPSAOT CPEeACTBa 3alLMThl Ppabourx MecT
I MOMOTatoT BaM YKPEMUTb 3aLLMTY BaLLEN KOMMaHUN.

HaBbiku KnéeprurneHnol

HTepaKTVBHbIE TPEHWHI
Kaspersky Security Awareness
MOMOrYT BaLLMM COTPYAHMKaM
Pa3BUTb HaBbIKV KnBepBe3onacHoro
noBeaeHVs. STO CHU3UT YCO
VHUVOEHTOB, CBA3aHHbIX

C YenoBeyeck M pakTopom. Bce
KYPCbl MOCTPOEHbI Ha OCHOBE
MPVIMEPOB 113 pearnbHO MPaKTUKIA

1 yOOBHO yNpaBnstoTCS.

Kak aTo paboTaeT

HASH

p,aHHble Ang aHananTmnkos

MNopTtan Kaspersky Threat
Intelligence Portal nomoxeT
BaLLMM creLanicTam nomyymThb
onepaTuBHbIE 1 TOUHbIE AaHHbIE,
oBoralLeHHblE KOHTEKCTOM.

A pelerne Kaspersky EDR

Ang 6nsHeca ONTUManbHbIA
MO3BOSSET MPOBECTU aHaNM3
NepBONPUYMH BOSHUKHOBEHNS
VHUWOEHTA, YTOOb! NPefoTBPaTUTL
NoAo6HbIE NHUMAOEHTbI B By OyLLEM.
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MpodeccunoHanbHas

noaaepXxka

MNpodeccmoHanbHble cepBuCsl
Kaspersky Professional Services
MOMOTYT BaM U3BeYb MakCUMYM

N3 YCTAHOB/EHHbIX Y BAC PeLLEH
«JTabopaTtopum Kacnepckoro». Hatum
cneumanncTel MOMOrYT BaM Ha BCex
aSTanax BHeOpPEHUs, yCTaHOBKIM

I HACTPOVIKM MPOOYKTOB.

Kaspersky Optimum Security BkmiouaeT B Ce65 BO3MOXHOCTW MPEA0TBPALLEHIS, OOHAPYXXEHNS 1 aHanm3a yrpos,
pearpoBaHNS Ha HIX, @ TakK)Ke TREHUHI ONs COTPYOHVKOB. BCe KOMMOHEHTbBI MOXHO MPUOBPECTY OTAENBHO, HO OHU MOy T
paboTaTb COObLLA 1 OOMOMHATL OPYr ApYra.
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Banyck 1 KOHTpONL
TpeHuHra
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ABTOMaTV3MPOBaHHbIN NOUCK Yrpo3
 ynpaBnsieMoe pearmpoBaHmne Ha HUX

O6oralueHHble
RaHHble 06 yrposax

Kaspersky
Threat Intelligence
Portal
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Bba3soBas 3awuTa

3alumTa OT MacCOoBbIX YrpO3 44
KOMMaHui ntoboro pasmepa

1 chepbl AeATENBHOCTHU

www.kaspersky.ru

© AO «JlabopaTopust Kacnepckoroy, 2023.
3apervcTprpoBaHHbIe TOBAPHbIE 3HAKW 11 3HaKW
0BCnyXMBaHUS SBNSIOTCS COBCTBEHHOCTbIO UX
npaBoo6nagatene.

[MBKMIn Nnogxopn K 3awmTe busHeca

MoHVIMag B3aIMOCBS3b CIIOXHOCTI KMBEepYrpos 1 HeoBXoAMMOU SKCNepTU3b
LISl MX OTpakeHns, «/labopaTopna Kacnepckoro» cosaana TpexypoBHEBbIN
NOOXO[, K MOCTPOEHMIO 3aLLINTLI, OCHOBaHHBIM Ha MHOTOIETHEM OMblTe

W YUMTbIBaIOLLMIA CTEMEHb 3PEoCTY KopriopaTuBHol IT 6esonacHoCTu.

Kaspersky Kaspersky
@ Optimum Expert
Security Security

SKcnepTHas 3awWmTa

3almTa OT uenesbix atak n APT-
Yrpo3 0719 CPEAHNX U KPYMHbIX
KOMMaHUM C OMnbITHOM VIB-cny»6om

OonTumanbHas 3alWmTa

3alluTa OT NepenoBbIX Yrpos Ang
HeBOoNbLUVX KOMMaHWA C 6a30BOM
VB-akcnepTn3on

Harpa,ubl n npmn3HaHme

MponykTbl «JlabopaTopui Kacnepckoro» MHOrme rodpl Nosy4YatoT BbICOKVe
OLIEeHKIM OT HEe3aBUCVMbIX aHaNUTVKOB. [oapobHee 0 Nobenax B HE3aBUCKMbIX
TecTnpoBaHugx: kaspersky.ru/top3.

MpocTon nepexon

Bbl MOXETE NepelTi Ha NPoAyKThl «JTabopaTopun Kacnepckoros, B TOM Yncne
Ha peLueHus ypoBHsa Kaspersky Optimum Security, Ha BbIrOOHbIX YCIOBYSIX.
MNonpobHee 06 ycnoBusx — Ha CTpanuLe migration.kaspersky.ru.

Y3HaTb 60nbLue

YT06bI Y3HaTb 60MbLLE O MPoaykTax Kaspersky Optimum Security, nocetute
CTPpaHuLYy peLleHns ¢ nomoLLbio QR-koaa Huke. A 4Tobbl MPUOBPECTY MPOLYKTHI
3TOro YPOBHY, 0BpaTUTECh K HaLWKIM MapTHEPaM B BalLeM pernoHe.

Kaspersky
Optimum
Security

» Y3HaTb 60onbLLe
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