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MexxceTeBol aKpaH HOBOIO
MOKONEHUS Ha OCHOBE robanbHOM
39KCMEPTU3bI U MEPEAOBbIX
TexHonorun. MpoaykT 3almiiaeT
KOPMopaTuBHYO CETb KOMMaHUI
OT LUMPOKOro cnekTpa
Knbepyrpos, KOHTPONMPYET
aKTUMBHOCTb MPUNOXEHNI

11 CEepBMCOB, MO3BONSET

3 DEKTNBHO YNpaBsaTh
TpadVKoM 1 ONTUMNINPYET
NPOV3BOANTENBHOCTb

NHPPACTPYKTYPbI.

9!

[NokasaTenb O6HapyKeHNs
1 MPEAOTBPALLEHNS CETEBBIX YTPO3
¢ nomoubto IDPS (Detection Rate)*

5 O

PacrnosHaBaeMbIX MPUIOXEHWIA
C MOMOLLIbIO cobeTBeHHOro DPI

6 O

MoooepxwvsaeMbix curHaTyp IDPS

20 ¢

MNopaepxrBaembix npasun Firewall

Al-powered

Ha 6a3e onTMn3npoBaHHbIX
TexHonorun Kaspersky Endpoint
Security

KnacTep &

Ha 6a3e cobcTBEHHOrO MPOTOKOSA
Kaspersky High-availability Cluster
Protocol

Threat Int

ABTOMaTUYeCKoe oboralleHne
peLeHNs YHNKaIbHbIMU SaHHBIMU
06 yrpo3sax co BCero mvpa

Komnnekc

VHTerpaumng ¢ peLueHamm
knacca XDR, Sandbox 1 SIEM
«JlTabopaTtopum Kacnepckoro,
a Takxxe SIEM-cuctemamm
CTOPOHHUX Npown3BoauTenen

[Noka3zaTe.

HageXHble 1 NpusHaHHble
TEeXHONornnm

JInHenka annapaTHbIX NnaTdopm

KX-Series

JlnHeika KX (Kaspersky Extension) — ceMencTBo CeTeBbIX
annapaTHbIx NnaTdopM, pa3paboTaHHbIX CheLranbHO A5 PeLEHNS
Kaspersky NGFW. 9Tu ycTpolicTBa o6ecrneumBatoT BbICOKYO
NPON3BOANTENBHOCTb, HAAEXHYIO 3aLLUNTY OT KMBEpyrpos

N MacLITabrpyeMoCTb AN Pa3NINYHbIX CLEHAPVIEB NCMOSIb30BaHNS.

& Kaspersky NGFW KX-Beta 2

AnnapaTHas nnatdopma NnpefHa3HayeHa A9 MakCUManbHOro
packpbITUs NoTeHumana pelwweHns Kaspersky NGFW 1 paboThbl

B CNTOXHbIX MHPpPaCTPyKTypax. DTO YCTPONCTBO obecrneunsaeT
BbICTPYIO 06pPaboTKy ceTeBOro Tpadrika, aHanns yrpos B peanbHOM
BPEeMEHW 1 CTabunbHyto paboTy pelleHns. KX-Beta2 nogongeT
KOMMaHnsM, KOTopble Hanbonee TpeboBaTeNbHO OTHOCSTCS

K peweHnam knacca NGFW.

© Ocob6eHnHocTn KX-Beta 2

180 eunTt/c

[Mpon3BOANTENBHOCTL B pEXUME
L4 FW + Application control**

ApxutekTtypa x86

Bbicokas npon3BoanTENbHOCTb
6€3 1CMob30BaHWS BHELLHWX
yCcKopuUTenen

1 Rack Unit

Ypo6HOe NCMOSHEHNE 1 SKOHOMUS
MecTa B CEPBEPHO CTOWKe

QSFP28

BbICOKOCKOPOCTHbIE MOPTHI
05 obecneyeHns CBI3HOCTY
1 YNPOLLIEHNS An3aiiHa
BbICOKOHAarpy>XeHHOW CETU


https://www.kaspersky.ru/top3

[MapameTpbl annapaTHOW NnaTdopMbI

Mapar 3Ha!

[MponsBoaNTENBHOCTL* 180 I'eut/c (B pexxnume L4 FW + Application control)
18 F'éeuT/c (B pexxume L4 FW + Application control + IDPS)

CKOpOCTb YCTaHOBEHWS 1000 000
HOBbIX CECCUIN B CEKYHLOY

(CPS)*

MakcumanbHoOe KOnnyecTBO 2 000 000
OOHOBPEMEHHO

yCTaHOBEHHbIX ceccum (CC)*

Mpoueccop Intel Xeon Genb
VHTepdeincsl - 4x10 /100 /1000 Ethernet RJ45
8 x SFP28
4 x QSFP28
MNuTanne [Ba 6noka nntaHunsa 220B (hot-swap)
OHepronoTpebneHne <700 BTt
Pasmepsbl (W x I x B) 440x635x43 MM
Bec 10 kr
OxnaxpgeHve AKTBHOE, 5 BeHTUNATOPOB (hot-swap)
HanpaeneHne Bo3ayLUHOMo OT nepenHen NaHenn K 3agHemn
rnoToka (Front to back)
Kpennenne PasmelleHne B cepBepHOM

cTourke 19"



Bo3MOXHOCTM NnpoayKTa

~ DYyHKUMN YNpaBneHns 1 MOHUTOPWHra

LleHTpannsosaHHoe ynpasneHne Kaspersky NGFW 11 MOHUTOPUHI COCTOSIHNSA PeLLEHNS
yepes LIEHTPann3oBaHHYo KOHCOb ynpaeneHus Open Single Management Platform
(OSMP)

OTnpaBka CUCTEMHbIX COBBITUI N COBBITUI Be3onacHOCTU, CPOPMUMPOBaHHbIX Kaspersky
NGFW, B koHCconb OSMP 1 cTtopoHHme SIEM-cuctembl

AHanUTN4eckne naHen MOHUTOPWHIa N OTYETbl NO pe3ynsTaTam PaboTbl PeLleHNs
B OSMP

IMROpT 1 3KCMOPT NOANTUK 6e3onacHOCTU peLleHns B OSMP

3 CeTeBble GYHKLUM

MNopaep>kka HAaCTPONKM cTaTnyeckon MmapwpyTnudauunu IPv4 yepes CLI Kaspersky NGFW

MNopaep>kka OTKa30yCTOMUMBOro KnacTepa active-passive Ha 6ase CO6CTBEHHOIO
npotokona KHCP (Kaspersky High-availability Cluster Protocol)

MNopaep>kka arpermpoBaHHbIX MHTEPDENCOB
Moppepxka L2-nHtepdeincos

MNMopnepxka VLAN n cab-nHTepdeincos
MNoppoepxka VRF

MNMopnepxka DNS-knneHTa

MNMoppep>xka DHCP-knneHTa

MNoppoepxka NTP-knueHTa

MNMopaep>xka SNMP

MNMopaepyka BUpPTYanbHoro ncnonHeHus Kaspersky NGFW Ha 6a3se runepsusopa KVM




/) DyHKUMM Be30nacHOCTU

Bo3mMoXxHOCTb co3gaHmng rPynnoBbIX NOJINTUK 6e3onacHoCTU

ABTOMaTMYECKOE OBHOBNEHME NOKanbHbIX 6a3 OBXKOB 6e3onacHocTu Kaspersky NGFW:
aHTMBUPYCa, BEB- KOHTPONH, 3awnTbl DNS-Tpaduka n IDPS

MexxceTeBOI aKpaH C OTCNeXMBaHNeM CoCcTosaHUs ceccuin (Stateful Firewall)
CucTtema OBHapYy>XeHNS N NPEeAOTBPALLEHNS BTOPXXEHWMIA (IDPS)

[Mny6okas npoBepka nakeToB (DPI) ¢ nogaep ko KOHTpons Tpaduka
6onee 5 000 npunoXxeHWn

NHcnekTuposaHme SSL / TLS-Tpadwuka c nogaep>kkon TLS 11,1.2 n 1.3

BO3MOXHOCTb CO34aHNS UCKITIOYEHNIA MO BED-KaTEropmnsamM 1 KOHKPETHBIM AOMEHaM
B oBuxke SSL / TLS Inspection

[NOTOKOBBI/ aHTUBUPYC

lNpoBepka penyTaunn URL-agpecos (malware, phishing, c&c, adware 1 T.n.)
KaTeropusaums n KOHTponb Beb-Tpaduka

BO3MOXHOCTb CO30aHNS MNOMb30BaTENbCKNX BEO-KaTEropuin

MexaHnam gobaBneHns NCKIKOYEHWN B MpaBuia NpoBEPKY BEB-Tpadurka

MeHep>kep ang NpocMoTpa YCTaHOBEHHbIX Yeped Kaspersky NGFW ceccun
C BO3MOXHOCTbIO NX cbpoca

MNopaep>kka nposepkn DNS-Tpadurka (DNS Security) no penyTaunmoHHbIM 6a3am

MonyuyeHne akTyanbHbIX TAaKTUYECKMX AaHHbIX 06 yrpo3sax (Threat Intelligence)
Ans nposepkun penyTaumm URL-agpecos n oboraileHns 6as3 aHTmBMpyca 1 Beb-
KaTeropusaTtopa

HaTunBHas nHterpaums ¢ Kaspersky Symphony XDR nocpeacTBom nnenbykos
Mopnepykka NoANTYK C MCNOb30BaHNEM 30H

Mopoepxka NAT

PaclwmpeHmne 6a3bl npunoxeHuni DPI

MNMopnepykka paboThl NpaBua GUNLTPaLvn
no pacnucaHuio

WHTerpaums no APl c Kaspersky Anti Targeted Attack ons nposepku dannos
C rnomoLubio Sandbox

Al-powered aHTVBUpPYC
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