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PacnpepeneHHasa $nHaHcoBas
opraHnsauus

Komnanus pacnonoxexa B JOMUHVKAHCKOM
Pecnybnvike (NatuHckast Aveprika). Ee mmccria —
OTKPBIBATb KIMEHTAM HOBBIE FOPU3OHTHI,
okasblBast GUHAHCOBbIE YCMYTI, U CITY>XXUTb
06PAa3LOM O/15 NOAPAaXKaHNS B CBOEN HULLIS.

OpraHunsaLms 06Cny>XMBaET KIMEHTOB,
KOTOPbIX TRaAULMOHHbIE PUHAHCOBLIE

OpraHM3aL OCTaBUIM 3a BOPTOM, HaNpPUMEP:

MVKPOBU3HEC 1 HEBOMBLIME KOMMaHN,
KOTOPBIM TPeByeTca 060POTHLIN KanuTarn,
KanuTanbHbIA PEMOHT U HOBOE
0B0PYLOBAHNE; COTPYLHVKOB, KOTOPLIE
NoMy4YatoT AOXOL, Ha OCHOBAHNA 3aKMIOUYEHHBIX
[OrOBOPOB; @ Takxke CpeaHUii BU3HEC, LUKOMbI
1 PENUMMO3HBIE YUPEXOEHS.

«MblI TLLATENBHO N3Y4Nn
HECKOJIbKO MHCTPYMEHTOB

N BbIOPanM KOMMIEKCHoe
peLlleHve "JlabopaTopum
Kacnepckoro" — OHO He TONbKO
obecrneunBaeT 3alnTy, HO

1 npennaraeT BO3MOXHOCTU
MOHUTOpPWHrax». [ NaBa otaena
NHPOPMALMOHHBIX TEXHONOT A
1 udpPOBbLIX CTPaTErin

LLITaT komnaHum cocTaBnseT 6onee 500
UenoBek, KOTOpbIE TPYASTCH B 28 dunnanax.
Bocemb opucos ob6cnyxmBaloT 6onee

200 000 KNMEHTOB, a aKTMBbl KOMMaHWN
oLieHBatoTCs 6onee Yem B 50 MIH 0OM1apoB
CLIA.

Komnarusa cTaBuT nepepn cobor ambuumosHele Lenu. C 2013 roga opranvsaums
OCYLLECTBNSET MUKPOKPEANTOBAHME Manoro 1 MUKPOBU3HECa, KOTOPOMY TPebyeTCs
OBOPOTHBIN KanuTan, a Takxe BblAaeT MUKPO3aiMbl GU3NYECKUM NULLAM, Y KOTOPbIX HET
BaHKoBCKMX cueToB. KomnaHus obenyxumnsaeT yxe 6onee 200 000 knnMeHToB.

BaxxHbIM yCnoBrem pasBuTIS Br3Heca 9BnseTcs GopMMpPOBaHE 6e30macHO LdPOBOI
cpenbl, 1 ANs peanvsaunm 3TN Uen KoMnaHvs Buelbpana pellerns «/labopatopun
Kacnepckoro». Knbepbe3onacHOCTb — OCHOBA KOPNOpaTVBHOM CTpaTern. busHec
CTPEMUTCS BbITb Ha LUar BNepey BO BCEX acrnekTax AeSTENbHOCTY: B ayauTe, yrpaBneHum
prcKkamu, B COOTBETCTBUN HOPMAaTMBHbIM TPeBoBaHaM. KOMNaHns onnpaeTcs Ha
HaKOMNEHHBI MMPOBOW OMbIT, YTOBL! NOAAEPXMBATH 3DDEKTUBHOCTbL 1 MPO3PaYHOCTb
B13HEC-Onepauni 1 B3aMOAECTBOBATL C NMapTHeEpaMm B 6e30omnacHoO LdpoBo cpene,
OCTaBasiCb 06pa3sLOBON GMHAHCOBOW OpraHn3aLmer B CBOEM pervoHe. [ng AOCTUKEHNS
3TOW Lienn OpraHn3aumns NCronb3yeT CaMble COBPEMEHHBIE MHCTRYMEHTbI, KOTOPbIE
ofecneynBaloT 6e30MacHOCTb Y HEMPEPBLIBHOCTb €€ AEATENbHOCTH.

Mpo6nema

KomnaHnus pelumna 3abnaroBpeMeHHO MOArOTOBUTLECS K M3MEHEHNSIM B 3aKOHOAATENLCTEE,
YTOBbI 06ECNEUNTL YCTONUMBOE Pa3BUTVIE B3HECA, 1 AN PELLEHNS 3TOM 3aiaun Beibpana
NpoayKThl «JlabopaTopum Kacnepckoro». B cBoen AedaTensHOCTY KOMMNaHUs UCNonb3yeT
MHOXECTBO TEXHOMOTIA, 1 CBOE FNaBHOW 3aaa4elt HabiBaeT obecneveHe VX 6e30MacHOCTI.
MHO>ecTBY GUHAHCOBBIX MHCTPYMEHTOB TPebOoBanach elle 6onee HaaexHas 3awmTa;
OpraHu3auVs xoTena bbiTb TOTOBOW Ha BCE CTO K BO3MOXHbBIM YrpO3aM.

YnpaBneHe TEXHONOrMIMI — OCHOBHas 3a4aya OTAENa 6e30MacHOCTM KOMMaHNM.
MeHeKMEHT KOMMaHWM OTMeYaeT, YTo BO Bpems naHaemum Covid-19 y Nb-
CreLnancToB NOSBANUCE AOMONHUTENbHBIE MHCTPYMEHTbI NS 3alUMTHl OPraHM3aumm oT
MOTEHUMANBHBIX YrPO3, YMICIO KOTOPbIX BO3POCIO MO BCEMY MVPY.

HecMOTPS Ha MHOrOUMCTIEHHBIE aTakw, BOSIHA KOTOPbIX MPOKaTUAack No BCE CTpaHe,
KOMMaH11 y4anoch 136exaThb Yrpo3abl. /1 TeM HE MeHee B CNOXVIBLLENCS CUTYyaLN
PYKOBOZLCTBO MPUHSO PELLEHVE O BHELPEHN HOBbIX, 50M1E€ HALEXHBIX, 3aLLMTHBIX
MPOLYKTOB, KOTOPbIE CMOCOGHBI 8A,aNTUPOBATLCS Kak K TEKYLLMM, TaK 1 K BYAYLLVM
NOTPEBHOCTAM OpraHusaumv. OpraHn3aLys paccMaTpyBasa TONbKO PeLLEHNsS MUPOBOTO
Knacca C rapaHTpOBaHHOM NOIHOM MOAAEPXKOM CO CTOPOHbI 3KCMEPTOB NO 6E30MacHOCTW.



PeweHns

+ Mnatdopma Kaspersky
Anti Targeted Attack

+ Kaspersky Total Security
ons 6r3Heca

+ Kaspersky Endpoint Detection
and Response Expert
(EDR Expert)

- Kaspersky Managed Detection
and Response (MDR)

+ PaclumpeHHas noanepxka
N YCNYTU MeHebkepa
MO TEXHNYECKOV MOAAEOXKE

+ MNpodeccroHansHbie cepsrchl
«JlabopaTtopun Kacnepckoro»

PeweHune «JlabopaTopunm Kacnepckoro»

MpoaHanM3npoBas CBOW NOTPEGHOCTH, BUHAHCOBast OPraH3aLVs pelwnna NprobpecT
LLOMONHUTENBHBIE VHCTPYMEHTbI «JlaBopaTopuiv Kacnepckoros, KoTopble Mo3BoNstoT
NpenoTBpalaTh Yrpo3ssl. KoMnaHus Bbibpana HaaexHoe 3alimTHoe peweHue. [1o peansaumn
MPOEKTa Y KINEHTa HE BbINIO COBPEMEHHBIX MHCTPYMEHTOB, KOTOPLIE Bbl OTBEYANN
NOTPEBHOCTSM PacTyLLEro 6rnsHeca. Habnoaas 3a pOCTOM KMG6EPNPECTYNMHOCTU B PEMVIOHE
1 BO BCEM MIPE, KOMMaHWs 1ckana ahdeKTVBHbIE UHCTPYMEHTbI, KOTOPLIE CMOTV Bbl
3aLUNTUTL €€ OT HOBbIX YrPO3.

PaccmaTpuBas pelenmns, KOTopble MOrv Bl MPeaoTBpaLlaTh KnéepaTakm 1 obecneyvBaTb
HEMPEPLIBHOCTb B13HEC-0MEpaLIii, OpraH/3aLIs OCTaHOBWNA CBOV BLIOOP Ha HAaTVBHOM
nnatdopme XDR, KOTopas 06 beanHIeT BO3IMOXHOCTU Kaspersky Anti-Targeted Attack
Platform (KATA), Kaspersky Endpoint Detection and Response Expert (EDR Expert),
Kaspersky Total Security ans 6usHeca, Kaspersky Managed Detection and Response (MDR)
1 MNMpodeccroHanbHbIx cepBMCOB «JlabopaTopun Kacnepckoro», No3BONSs NosyyaTb
PaCLUMPEHHYIO MOAAEPXKY C BblAENEHHEIM MEHELXKEPOM.

KomnaHus oTkasanack OT PaspO3HEHHBIX HCTPYMEHTOB A1 3aLLNTbI Paboumx MeCcT

1 SNEKTPOHHOM MOYTI, TaKVX Kak aHTUBMPYC 1 CETEBOW 3KPaH, B Mosb3y KOMMNEKCHOrO
PELUEHMSI CO BCTPOEHHBIMU TEXHONOMMSAMI BE30MACHOCTU 1 KRYTIOCY TOYHOrO MOHUTOPWHTa.
«Tenepb KOMMaHVs HaAEXHO 3alLMLLEeHa AaXe OT CaMblX CIIOXHbIX KMbepaTak», — FOBOPUT
[LyaiH Mopp Necnn (Dwayne Porr Leslie), MeHenxep no patoTe ¢ KOpnopaTUBHLIMY
KnveHTamu «JlabopaTtopum Kacnepckoros.

Bnaronaps aHannay ceTeBbIx AaHHbIX, KMMEHT MOXET OBHaPYXMBaTb YrpO3bl C MOMOLLBIO
TENEMETPUN, KOTOPAas MPEAOCTaBASET MNOHYIO KaPTVHY MPOVICXOASLLErO B MHPPACTPYKTYPE.
Takve AaHHble 06NafatoT BbICOKOM LEHHOCTbBIO, MOCKOSbKY B BOMbLUNHCTBE ClyYaes Ans
NPOBEAEHNS aTaku MPECTYMHNKaM HEOBXOAVMO MPOHVKHY Tb B KOPMOPAaTVBHYIO CETb, NMPU
3TOM peLleHns knacca EDR crnoco6Hbl 0OBHapyXmBaTh MPUCY TCTBME 3710y MbILUNEHHKOB
elLe A0 Havana aTaku. s paclumpens BO3MOXHOCTEN OBHapYXeHMs 1 pearpoBaHg
dUHaHCOBas OpraHM3aLUVis Mprobpena NMUEH3NIO Ha pelleHre Kaspersky Extended Detection
and Response (XDR), KOTOpOe 0BHapPYXMBAET W HENTPANV3YET Yrpo3bl HE TONBKO Ha
pabounx MecTax, HO 1 Ha OPYrX y4acTkax MHOPacTRYKTYPbl C MOMOLLBIO HOBbIX CEHCOPOB
N TEXHONOT WA — CEHCOPa 3NEKTPOHHON MOYTbI, NECOUHMLbI, @HANUTUKN YTPO3 U APYTUX.

MnaHbl Ha 6ypywiee

MeHeIXXMEHT KOMMaHWUM OTMEYaET, YTO SKCMEPTbI KOMMaHM MPOaHaNM3npoBanii BCE MOLY N

W X KOMMOHEHTBI, @ TEXHNYECKIME CNELManmCTbl TLLATENbHO U3y Y N MPEANOXEHHbIE
VHCTPYMEHTbI U HALLMW TO, UTO 1CKanu. Bce MHCTRYMEHTbI paboTaloT BMECTE Kak e4MHOE Liernoe
N PYKOBOACTBO KOMMaHW OCTanoch AOBOIBHO TEXHONOMSIMU, KOTOPbIE CNOCOBHbI HEMPEPLIBHO
OBHapYyXMBaTh 1 OBE3BPEXMBATL YCIOXKHSIOLLMECS YTPO3b.



BHeopeHviem peLueHIin 3aHManiiCb TPOE CNeLVaniCTOB CO CTOPOHI KIMEHTa MPY MOLAEPXKKE
aKCrepToB «/labopaTopun KacrepcKoro» 1 MECTHOMO MapTHEPa. Ha STO YLLIO OKOMO TPEX MECSILIEB.

KomnaHus npvienekana k 3ToMy MPOLLECCY 1 OBbIYHbIX MOb30BaTENEN Kak 113 FONOBHOMO
oduca, Tak U 13 Grnmanos. 3Has, Kakve 3Tarbl BKIYAET Kaxaas kndepaTaka, KOMNaHus
NpVHSNa peLueHne nprodpecT Moay b MDR v nuueHauio Ha Kaspersky Anti Targeted
Attack Platform (KATA), n Teneps 4yBCTBYET cebs B NONHOW 6e3onacHocTw. Bce
NOTEHUManbHbIE TOUKM BXOAA YIPO3 HaXOAATCS Mo KOHTponem. MNnatdopma obecneunsaeT
MOMHYIO MPO3PAYHOCTb CETU, UHTEPHETA, SNEKTPOHHON MOYTbI, HACTOSBbHBIX KOMMBIOTEPOB

N HOYTOYKOB, CEPBEPOB W BUPTYabHbIX MaLLIVH.

Tenepsb VIB-cneumanicTam KnneHTa OCTYNMHbI COBPEMEHHbIE NHCTPYMEHTHI, 6narouap91
KOTOPbIM KOMMaHNs CMOXET MOBLICUTb LIEHHOCTb CBOErO KOMMEPYECKOr O NpeaoXeHs,
OCTaBaviCb O6p83LLOM 019 IoApaXaHVs Ha pbiHKe GrHaAHCOBbLIX YCnyr. UT-pykoBOAUTE b
KOMMNaHny OTMEYaEeT, YTO OHW TLLATENTbHO N3YYIN HECKONBbKO MHCTPYMEHTOB U Bbl6paﬂl/l
peweHne <<J'Ia6opaToplA9| Kacnepckoro» noTomy, 4To OHO He TOJbKO obecrneuBaeT 3aunTy,
HO 1 MpenfiaraeT BOSMOXHOCTU MOHUTOPUHIA. KNMEHT TakxXe OTMEYaeT, YTO NPOLECC
BHEOPEHNA OKazanCs AOBOJIbHO MPOCTbIM.

B cBOE AESTENbHOCTY KOMMaHNS MCMOMb3YET MHOXECTBO TEXHOMOMIA, 11 €€ rnaBHas
3aa4a — 06ECNeYnTb VX 6E30MaCHOCTb. DT 38[1auK, B TOM YMC/E COBEPLLEHCTBOBAHIE
DUHAHCOBbIX HCTPYMEHTOB, NIEXAaT B OCHOBE KOPMOPETVBHOIO MaHPOBaHIS, @ 3TO 3HAYNT,
YTO KOMIMaHVIS JOMKHa OCTaBaTbCS MAEPOM PbiHKa. KIMEHT HE MNaHpyeT OCTaHaBIMBATLCS
Ha AOCTUrHy TOM. Ero crefytollas 3aaada OB6ecreunTb BHELLHIOK 3aLUMTY, U peLleH/s
«JlaBopaTopust Kacnepckoro» 0TBEYaIOT BCEM MOTPEBHOCTSIM 3aKasuika, Mpeiaras Bce
HEOBXOAVIMbIE VHCTRYMEHTbI L1 MOHUTOPVIHIA V1 3aLLATHI IHPPACTPYKTYPbI.

PesynbTaT

DrHaHCOBasl OPraHU3aLVis NepeLLa Ha PELLIEHIS, rapaHTVPYIOLVE HAAEXHYIO 3aLUMTY
OT MPOABVHYTHIX YrP0O3 1 0BecreursatoLLme 3hdOEKTUBHOCTb 1 HEMPEPLIBHOE PasBUTue
Bur3Heca.

HoBocTn 0 knbepyrposax: www.securelistru

HosocTu IT-6e3onacHocT: business kaspersky.ru

KnBepbesonacHocTb jist Marnoro 1 cpegHero BusHeca: kaspersky.ru/business
KnBepbesonacHocTb Asis KpYNHbIX MpeanpusTin: kaspersky.ru/enterprise
MapTHepckas nporpamma gnst MSP: kaspersky.ru/partners

www.kaspersky.ru
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6ynyuee SHAKI V1 BHAK OBCTIYXKVIBAHVIS SBNFKOTCH COBCTBEHHOCTHIO VX MPABOOBNALATENEN.
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