STATEMENT OF COMPATIBILITY

3AABZIEHUE O COBMECTUMOCTHU

between

Mexay

Kaspersky Industrial CyberSecurity for Networks
4.2

Kaspersky Industrial CyberSecurity for Networks
4.2

the product of

ABNAIOWNMMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «Jlabopatopua Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccua, MoCKBa,
NennHrpaackoe wocce, a. 39A, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHeiwem umeHyembimu KICS for Networks
n «Jlabopatopua Kacnepckoro» COOTBETCTBEHHO

and

n

Distributed Control System ENSMAS CHITIC 9
based on the ENEMAS hardware automation
platform consisting of MAS400, EFP2400,
EPC9600

PacnpepenéHHas cuctema ynpasneHua ENSMAS
CHITIC 9 Ha 6ase annapatHoi nnatdopmbi
aBTomatusaumm ENSMAS 8 cocrase MAS400,
EFP2400, EPC9600

products of

NpoAyKTaMmu

“Chint Electric” LLC

000 «YUHT-3NEKTPUK»

115280, Moscow, Avtozavodskaya str.,
building 2, office 701

23A,

115280, Mocksa, yn. AsTo3aBoackas, A23A, Kopn 2,
odpunc701

hereinafter referred to as ENSMAS CHITIC 9 and
“Chint Electric” respectively

8 JanbHewnwem nmeHyembimu ENSMAS CHITIC 9 1
«YUHT-31eKTPHK» COOTBETCTBEHHO

ENSMAS CHITIC 9 is a distributed process control
system designed for continuous-cycle production
systems. It forms the basis of the DCS software
and hardware complex and is used for
parameterization of the MAS400, EFP2400 and
EPCS600  hardware  platforms, database
management, development and debugging of
control algorithms and creation of graphical forms
of the human-machine interface.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

ENSMAS CHITIC 9 — 310 pacnpegeneHHaa cuctema
ynpasaeHua TEXHONOTMYECKUM npougeccom,
npegHasHavyeHHas A8 NPOU3BOACTBEHHbIX CUCTEM
HenNpepbLIBHOrO  LMKAA,  COCTAaBNAET  OCHOBY
nporpamMmmHo-annapaTHOro KOMMeKca PCY
" CAYRAT ans napameTpuMpoBaHuAa
noaaepRuBaemMblx annapaTtHbIX nnatdpopm
MAS400, EFP2400 n EPC9600, ynpaBneHuns 6asamu
AaHHbIX, pa3paboTKM W OT/NagKWM aANrOPUTMOB
ynpasneHua u co3gaHua rpaduueckux ¢dopm
4ye/0BeKO-MaLWNHHOTO UHTepdelica.

KICS for Networks — cneunannanpoBaHHbli
npoAayKT NPOMbILLIEHHOTO Knacca,
npeaHa3HayeHHbIA ans MHBEHTapu3auum,
MOHWUTOPUHIA, BbIABMIEHUA PUCKOB W Yrpos
NPOMbILWNEHHbIX MHPPACTPYKTYP. ABAAACL YacTbio
pewenua Kaspersky Industrial CyberSecurity,
NPOAYKT NpeAoCTaBAAET BO3MOXKHOCTb BbiABAEHUA
yrpos knbepbeszonacHoCTH
M aHomanuid naccuBHbIM 06pasom Ha OCHOBe
aHanusa Konuu CeTeBoro Tpadmka,
] (onumMoHanbHoO) OaHHbIX TenemeTpum
C YCTPONCTB, 3aluMuieHHbIX npoayktom KICS for
Nodes. PewieHune npenocTaBAseT MHCTPYMEHTLI ANA
paccnefoBaHMA M PY4YHOrO  pearupoBaHuA
Ha yrpo3bl Ha YypOBHE 3alUMLIAEMbIX YCTPOWUCTB
1 ceTeBOM MHPPACTPYKTYPbI.

ENSMAS

The Energy of Smart Solutions

lkaspersky




“Chint Electric” and “Kaspersky" hereby agree on
the following statement regarding possibility to
use the listed products on a common system and
their compatibility and contribution to fulfillment
of cybersecurity requirements:

«MuHT-3/1eKTPUK» U «Jlabopatopus Kacnepckoro»
HacTOALMM NoATBEPKAAOT cneayouiee
3aABneHue OTHOCUTE/IbHO UCNo/Ib30BaHUA
yKa3aHHbIX MPOAYKTOB B pamKax OAHOMN CUCTeMbl,
nx COBMECTUMOCTH M BK/1aja
B BbiNosHeHWe TpeboBaHni KubepbesonacHoCTK:

“Chint Electric” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

«YuHT-3neKTpUK» 1 «JlabopaTtopua Kacnepckoro»
NPOBe/AN BCECTOPOHHUE TECTbl HA COBMECTUMOCTb
MX nNPOAYKTOB nNpW OJHOBpEeMeHHOn paboTe
B COCTaBe eauHOW cuctembl. B pesynbrate
TECTUPOBAHUA 6blNI0 YCTAHOBAEHO, YTO NPOAYKTbI,
C YYETOM UX WHAMBMAYANBHBIX  CUCTEMHbIX
TpebOBaHMWA, ABNAIOTCA COBMECTUMbBIMW W MOTYT
MCNO/Ib30BaThHCA B COCTaBE AUHON CUCTEMDI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of  essential information  security and
cybersecurity  requirements in  industrial
automation process control systems.

B cnyyae ycTaHOBKM M UCMO/Ib30BAHMA YKa3aHHbIX
NPOrpammHbIX MNPOAYKTOB B paMKax enauHOWM
CUCTEMBI 3TO MOXKET CNOCcO6CTBOBATL BbIMOJHEHMUIO
OCHOBHbIX TpeboBaHuii, npeabaBAAeMbIX
K UHPOPMALMOHHOM 6e3onacHoCcTH
M Knbepbe3onacHOCTM B aBTOMATU3MPOBAHHBIX
CUCTEMAX YNPaB/eHWUA NPOMbILLTIEHHbIX 06 EKTOB.

AO KASPERSKY LAB
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