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PeBepC NMHXXNHNPWHI
019 HaUNHaoLWMX

CoenaiTe nepsble Larv B 06/1acT PeEBEPC VHXUHNPYHIE 1 HAYHNTE
Kapbepy crneumanicTa rno noncky KNbepyrpos nnm aHannmTmka
BPEOOHOCHBIX MPOorpaMm

Bnarogaps 3TOMy TPEHUHTY Bbl CMOXKETE:

« VI8yunTb OCHOBBbI 913blka accembnepa . CoenaTb nepBble LWaru B UCNob30BaHn
VNHCTPYMEHTOB OBPAaTHOIO NHXVHVPVHIa

« OcBoUTb NEPEBO, BbICOKOYPOBHEBbLIX CTRYKTYP MNpoBOOUTL aHan13 anropPUTMOB 1 CTRYKTYP
KOOa C MOMOLLbHO KOMMISTOPOB C KOMBUHaLEN KOMMAALMM pparMeHTOB Koaa
1 VX An3accemMbnpoBaHNS

» PaboTaTb C KOHTEVHEPaMK OT MPOCTOrO
nosb3oBaTebCKoro cnmcka B C o
LIaBAOHM3MPOBaHHbIX KapT 1 BEKTOPOB C++ B Rust

A3bIK Kypca - AHFANNCKUIA

TpeboBaHns okecnepThl

« bazoBble 3HaHVS B MpOrpamMM1pOBaHA
« 3HaKOMCTBO C 913blkOM accembnepa x86/64
« HavanbHbIM OnbIT paboThl ¢ C++

ng koro

OTAenbHble CneuvaniCThbl, KOTOPbIE XOTAT OCBOUTb
HaBbIKV PEBEPC-VHXVHVPUHIA 1 HaYaTb Kapbepy
BV/PYCHOIro aHanmTmka WM uccnegosatens

Knbepyrpos MBaH KBaTKOBCKWU LeHunc Jlereso

ViccnepoBaTtenb ViccnepoBaTtenb
6e30MnacHoOCTU 6e30nacHoCcTu




Mporpamma Kypca

@ Theory

The basics of the assembly
language

Working with assembly
instructions

Understanding function calls
Recognizing argument

@ Stuck in the heap

@ Pain In The Containers

The difference between main
places to store the data

Conception of stack and
heapAutomatic, dynamic and
static memory

How the programmer’s decision
where to store data affects the
resulting binary

Creating massive custom
structures on stack and heap

Analyzing them in resulting
executable binary file to see
the difference in these memory
types

Reversing the code with static
variables, understand their
position in executables

analysis C++ STL containers in
compiled programs, creating
proper structures

Inserting and searching for
operations in std:map, std:set
The difference between map
and set on binary code level

Practicing surface std:map, set,
pair analysis in binarie
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C-language “Hello
World”

reverse-engineering of
programs written in C language
Getting familiar with IDA and
using the software to navigate
inside assembly code

Lists and tricky
pointers

How custom C list looks on a
binary level

How to handle lists with pointers
that point to the middle of next
element

Understanding custom data
types, which you would metin
binaries, further

Using simple custom list to
move towards real C++ STL
containers

Practice shifted pointers

e Introduction to Golang

Reverse-engineering

The basics of the Go language

reverse-engineering when faced
with binaries generated by its
compiler

Using a debugger in order
to easily obtain program
arguments and return values
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@ Simple Lambdas

The difference between values
and pointers

Transmitting the arguments by
value and by reference

Old-style C-like memory
management, where
programmer is in charge of
keeping proper references

Reconstructing custom
structures

@ C++ And OOP

Recognizing C++ classes in
assembly form
Experimenting with IDA's
disassembler

Working with code coming from
the C++ STL

@ ‘Rusty’ Code

Understanding non-stripped
Rust code

Dividing runtime and custom
Rust code

Demangling Rust function
names
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