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IT-OT Convergence Landscape

Information Technology (IT) + iOperational Technology (OT)

systems manage data and , - systems control physical processes
communication environments . inindustrial environments NS
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IT-OT Convergence Landscape 4
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Digital transformation and Enhanced Efficiency ¥ 7l
Industry 4.0 Real-Time Data Insightsl.* [%\ ) %
0T integration Improved Predictive Maintenénce
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Historical Context of OT Attacks
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) Discovered in 2010 Need for Security forbﬂ*_‘]k
) First known digital weapon m Incident Response Planning (
) Cltargeted and compromised Understanding Attack Vectors €
) Exposed significant OT system IT and OT Collaborations .
vulnerabilities p N ’
Awareness and Training  {
) Raised awareness of potential

cyber warfare Regulatory Compliance = {
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Current Cybersecurity Landscape 6
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Implications of OT Attacks b . s Why ICS is Important
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Safety Risks . Increased Vulnerabilities;; 1 “ =
Operational Down Time - Operational Continuity | ]I 2
Data Loss and Theft . Critical Infrastructure Protec;;fé;/n |
Regulatory Consequences . Data Integrity and Confidenti ity
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Compliance and Legal Frameworks : 7

@ International Standards @ Cybers?curlty - Dat%
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IEC 62443 Cybersecurity and Data Protection
" Industrial automation and control g Laws China, Malaysia, Singapore,
_ systems (IACS) | - Thailand, India
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- 1SO/IEC 27001 :
- International standard for information
- security management systems (ISMS) |
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Compliance and Legal Frameworks

8
Compliance to Safeguard Impact of Data Protection Laws

) Risk Mitigation ) Data Handling Requirﬁmehtsf

) Enhanced Security Posture ) Data Breach Protocgs j | =

) Legal and Financial Implications ) Increased Security I\#easlgﬁés *

) Operational Continuity

) Stakeholder Trust
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Present and Future of IT-OT Convergence

Present Trends

Enhanced Security
Protocols

Artificial Intelligence and
Machine Learning
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Challenges in IT- OT Convergence
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Business Needs and Expectations 1
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~ Compliance and Risk #
~ Management

_______________________________________________
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Pressure to Maintain
| Operational Continuity
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Comprehensive Security Approach

-

Sy Processes

Risk Assessment

Incident Response
Planning

Change Management

Compliance Monitoring
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... People

Awareness Training

Cross-Department
Collaboration

Role-Based Access

Threat Intelligence Sharing

-

it Technologies

Unified Security Solutions

Endpoint Security

Network Segmentation

Advanced Analytics and Al
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Mono-Vendor Versus Multi-Vendor Approach

( Mono-Vendor)

. Seamless !
Pros Cons ' Communication:
simplified | | Vendor |
i Management | i Lock-in :
TR - M \ Adaptability to |
i Seamless e Limited } Change i
i Integration . | Customisation ... T ;
Unified - Single Point i
Support L of Failure )| S G S |
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{ Multi-Vendor )

_______________________

Flexibility in
Customisation
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Reduced Risk
of Lock-in
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Ecosystematic Approach to Cybersecurity 14
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ECoIIaborative Defencei EShared Intelligence Holistic Security Posture
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- Unified and Centralised System ' $ NN 2
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/ Centralised . Streamlined | CostEfficiency | Comp jslve ;
~ Monitoring | |IncidentResponse; Security policies
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Takeaways 15
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Comprehensive and
. Holistic Cybersecurity
Strategies and Solutions
Integration Increases are Essential
; Risks and
Complexities of Risks
Increasing IT-OT /-
Convergence /
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Together We Build A Safer World

Yeo Siang Tiong

General Manager, Southeast Asia
and Asia Emerging Countries

siangtiong.yeo@kaspersky.com
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