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MoHuTopuHr b n nonck yrpos

[TO3HaKOMbTECH C COBPEMEHHBIMU TaKTUKaMMN, TEXHUKaAMV
N npouenypamMm atak n ysHamTe, kak SOC nomMoraeT CnpaBuUTbCH

C HAMW

Bnarogaps 3TOMy TPEHWUHTY Bbl CMOXKETE:

« [oHMMaTb CTPYKTYPY ONepaLyioHHOrO LIEHTPa
BesonacHocTu (SOC) kak YacTy YCyr no 3aLimTe
B6e30MnacHOCT

« Vlcnonb3oBaTh pasnyHbIE UCTOUHVIK MHDOPMALIMA
06 yrposax /151 MoucKa HOBbIX COBPEMEHHbIX Yrpo3

o /IByunTb MHGPACTPYKTYPY NoMCKa Yrpo3 Ha OCHOBE
ELK (Elasticsearch, Logstash, Kibana).

A3bIK Kypca - AHFNINCKUIA

TpeboBaHns

» BazoBble 3HaHKS 11 0BLLMIA OMbIT paboTel ¢ OC
Windows, 3HakomcTBO ¢ komaHaamm OC Linux.

 bBasoBble 3HaHUs O CeTEBOM AOMEHE
(apPXUTEKTYPA, MPOTOKOSbI, aTaKM).

» basoBble 3HaHMs © METOOAX aTaK.

Ins koro

OpraHn3aLmm, KOTOpble CTPEMSITCS MOBLICUTb
KBanM®UKaLMIO CBOVX KOMaHL;

o SOC-LEHTPLI

« [pynnbl pearpoBaHg Ha UHLIAEHTI

« [pynnbl CCNeaoBaHns yrpo3

OTOenbHble 3KCMepTbl, KOTOPbIE XOTAT PaCLUMPUTb
cBov komneTeHuumn B Ub:

« CneumanncTbl Mo pearnpoBaHMio Ha
NHUOEHTbI

o SOC-aHannTVKK

« VlccnegoBaTtenn kKmbepyrpos

. YMETb MIaHnpPOoBaTb 1 OPraHnM3oBbIBATb MOHANTOPRWHI
6€30MacHOCTU B CBOE OpFaHVI3aLI,I/IVI/KOMI'IaHI/IVI

« OBHapy>umBaTb 1 NCCNeaoBaTb BPEAOHOCHYO
aKTVIBHOCTb B HPpacTpykTypax Windows n
Linux Ha OCHOBE TaKTUKW, TEXHVKM 1 MPOLIEYP
3/10YMbILLNEHHVIKA

akecnepThl

PomaH Hazapos

Pykosogutens SOC
KoHcanTuHr
“JlabopaTtopun
Kacnepckoro”

OMuTpurin YuaknH

ViccnepoBaTtenb
6e30nacHoOCTU
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Mporpamma Kypca

@ Introduction to SOC

General Cybersecurity Concepts: the nature of
targeted attacks and SOC's role in responding to
them

SOC people: structure of and roles in the SOC team
SOC service model

SOC use cases and playbooks

SOC process tree

Security monitoring and incident handling

Threat intelligence and threat hunting

TTP hunting

WMI consumer hunting

Linux service hunting

Domain anomaly hunting

Linux security, attack vectors
and hunting

Linux general info: distros, package management,
important features, etc.

Linux security components
Linux monitoring
Linux capabilities and auditing system

System tool privilege abuse hunting and investigation
(openssl)

Auditd telemetry for hunting and investigation
Sudo misconfiguration abuse hunting and investigation

@ Windows environment threat hunting

Windows OS main cybersecurity features
Processes, places and sensitive information storage
Kerberos attacks and exploitation

Windows active directory audit management

Preventing account manipulation, privilege escalation
and lateral movement

Mapping offensive activities onto logs
Searching for the actions of adversaries from the logs

Matching attacking techniques with the MITRE ATT&CK
matrix

Using Windows audit for investigations

@ Network threat hunting

Basics of network technologies

Common approaches to the network security
Network security monitoring

Specialized network devices

Investigation spoofing and replying attacks
Investigation server-side attacks
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