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ǬșȑȕȡȑȕȘȟȠȐȢȞȟȢȣȭ 
țȐț ȠȡȕșȝȤȪȕȢȣȒȟ 
ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ



1. ǰȑȘȟȡ ȠȡșȟȡșȣȕȣȟȒ ȟȣȡȐȢȜș% ȓȜȐȒȞȬȦ 
ȣȡȕȞȔȟȒ ș ȒȬȘȟȒȟȒ ȧșȥȡȟȒșȘȐȧșș

2. ǵȓȡȟȘȬ țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș

3. ǣȢȕȟȑȫȕȝȜȯȪșȚ ȠȟȔȦȟȔ ț ȘȐȪșȣȕ

4. ǬȐȡȣȟȨțș ȠȡȟȔȤțȣȟȒ ș ȢȕȡȒșȢȟȒ

5. ǰȠȬȣ% ȞȐȩș țȜșȕȞȣȬ ș șȢȣȟȡșș ȤȢȠȕȦȐ

6. ǱȟȨȕȝȤ 7ǭȐȑȟȡȐȣȟȡșȰ ǬȐȢȠȕȡȢțȟȓȟ8

ǳȟȔȕȡȗȐȞșȕ



ǰȑȘȟȡ 
ȠȡșȟȡșȣȕȣȟȒ 
ȟȣȡȐȢȜș% ȓȜȐȒȞȬȦ 
ȣȡȕȞȔȟȒ ș ȒȬȘȟȒȟȒ 
ȧșȥȡȟȒșȘȐȧșș
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ǪȞȒȕȢȣșȧșȟȞȞȬȕ
ș ȡȟȘȞșȨȞȬȕ ȑȐȞțș

ǶșȞȣȕȦ

ǱȡȟȒȐȚȔȕȡȬ 
ȧșȥȡȟȒȬȦ 
ȠȜȐȣȕȗȞȬȦ 
ȢȕȡȒșȢȟȒ

ǳȣȡȐȦȟȒȬȕ 
țȟȝȠȐȞșș

ǰȠȕȡȐȣȟȡȬ 
ȠȜȐȣȕȗȞȬȦ 
ȢșȢȣȕȝ

ǣȐȜȯȣȞȬȕ ș 
ȥȟȞȔȟȒȬȕ ȑșȡȗș

ǰȑȘȟȡ ȥșȞȐȞȢȟȒȟȚ 
ȟȣȡȐȢȜș

ǰȢȞȟȒȞȬȕ ȤȨȐȢȣȞșțș 
ȥșȞȐȞȢȟȒȟȓȟ ȢȕțȣȟȡȐ

ǲȕȓȤȜȰȣȟȡ
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ǰȑȘȟȡ ȠȡșȟȡșȣȕȣȟȒ 
ȟȣȡȐȢȜș

ǶșȞȐȞȢȟȒȬȕ ȣȕȦȞȟȜȟȓșș 
ȢȣȐȞȟȒȰȣȢȰ ȞȕȟȣȫȕȝȜȕȝȟȚ 
ȨȐȢȣȭȯ ȒȢȕȦ ȒșȔȟȒ ȥșȞȐȞȢȟȒȬȦ 
ȤȢȜȤȓ% ȟȞș ȣȡȐȞȢȥȟȡȝșȡȤȯȣ 
ȑșȘȞȕȢ-ȝȟȔȕȜș ș ȠȟȒȬȩȐȯȣ șȦ 
țȜșȕȞȣȟȟȡșȕȞȣșȡȟȒȐȞȞȟȢȣȭ

3

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǲȕȐȜșȘȐȧșȰ ȠȡȟȕțȣȟȒ Ƞȟ ȢȟțȡȐȪȕȞșȯ 
ȑȐȡȭȕȡȟȒ Ȓ ȠȡȟȧȕȢȢȕ ȒȘȐșȝȟȔȕȚȢȣȒșȰ 
țȜșȕȞȣȟȒ Ȣ ȑȐȞțȟȝ% ȒȞȕȔȡȕȞșȕ 
ȑȕȢȩȟȒȞȟȓȟ țȜșȕȞȣȢțȟȓȟ ȟȠȬȣȐ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǵȒȕȜșȨȕȞșȕ ȣȕȦȞȟȜȟȓșȨȕȢțȟȚ 
ȓșȑțȟȢȣș ș ȝȐȢȩȣȐȑșȡȤȕȝȟȢȣș 
ȔȜȰ ȟȠȣșȝȐȜȭȞȟȚ ȠȟȔȔȕȡȗțș 
ȑșȘȞȕȢ-ȘȐȔȐȨ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǩȐȪșȣȐ țȜșȕȞȣȢțșȦ ȔȐȞȞȬȦ ș ȡȐȘȒșȣșȕ 
ȠȕȡȢȠȕțȣșȒȞȬȦ ȑșȘȞȕȢ-ȝȟȔȕȜȕȚ ȞȐ ȑȐȘȕ 
ȘȐȪșȪȕȞȞȟȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ% 
ȢȟȟȣȒȕȣȢȣȒȤȯȪȕȚ ȣȡȕȑȟȒȐȞșȰȝ ȡȕȓȤȜȰȣȟȡȐ

ȟȢȞȟȒȞȬȦ ȠȡșȟȡșȣȕȣȐ 
ȥșȞȐȞȢȟȒȬȦ ȟȡȓȐȞșȘȐȧșȚ&
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ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǲȕȐȜșȘȐȧșȰ ȠȡȟȕțȣȟȒ Ƞȟ ȢȟțȡȐȪȕȞșȯ 
ȑȐȡȭȕȡȟȒ Ȓ ȠȡȟȧȕȢȢȕ ȒȘȐșȝȟȔȕȚȢȣȒșȰ 
țȜșȕȞȣȟȒ Ȣ ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșȕȚ% 
ȒȞȕȔȡȕȞșȕ ȑȕȢȩȟȒȞȟȓȟ țȜșȕȞȣȢțȟȓȟ 
ȟȠȬȣȐ

ÅǵȜȤȨȩȕȞșȕ ȝȟȑșȜȭȞȟȓȟ 
ȑȐȞțȐ șȜș ȠȡșȜȟȗȕȞșȰ ș 
ȠȡȟȔȒșȗȕȞșȕ 
ȟȝȞșțȐȞȐȜȭȞȟȓȟȟȠȬȣȐ 

ÅǴȐȡȓȕȣșȡȟȒȐȞȞȬȕ 
țȜșȕȞȣȢțșȕ 
ȤȒȕȔȟȝȜȕȞșȰ 

ÅǱȕȡȢȟȞȐȜșȘșȡȟȒȐȞȞȬȕ 
ȧșȥȡȟȒȬȕ ȠȡȕȔȜȟȗȕȞșȰ 
ȠȡȟȔȤțȣȟȒ ș ȢȕȡȒșȢȟȒ

ǬȡȐȣțȟȢȡȟȨȞȬȕ ȠȜȐȞȬ

ÅǣșȡȣȤȐȜȭȞȬȕ ȐȢȢșȢȣȕȞȣȬ 
ș ȤȠȡȐȒȜȕȞșȕ 
țȟȞȣȐțȣȞȬȝ ȧȕȞȣȡȟȝ

ÅǲȐȘȒșȣșȕ ȢȕȡȒșȢȟȒ ȞȐ 
ȑȐȘȕ șȞȥȟȡȝȐȧșș ȟ 
ȣȡȐȞȘȐțȧșȰȦ

ÅǰȠȣșȝșȘȐȧșȰ ȧȕȞȞȟȢȣș% 
ȓȕȞȕȡșȡȤȕȝȟȚ ȟȔȞșȝ 
țȜșȕȞȣȟȝ

ǳȡȕȔȞȕȢȡȟȨȞȬȕ ȠȜȐȞȬ

ÅǶșȞȐȞȢȟȒȐȰ ȮțȟȢșȢȣȕȝȐ

ÅǶșȞȐȞȢȟȒȬȕ ȟȠȕȡȐȧșș% 
ȒȢȣȡȟȕȞȞȬȕ Ȓ 
ȠȟȒȢȕȔȞȕȒȞȬȚ ȟȑȡȐȘ 
ȗșȘȞș țȜșȕȞȣȐ

ÅǳȣȡȐȣȕȓșȨȕȢțȐȰ 
ȟȠȣșȝșȘȐȧșȰ 
ȧȕȞȟȟȑȡȐȘȟȒȐȞșȰ Ȣ 
șȢȠȟȜȭȘȟȒȐȞșȕȝ 
ȑȟȜȭȩșȦ ȔȐȞȞȬȦ 

ǥȟȜȓȟȢȡȟȨȞȬȕ ȠȜȐȞȬ

ǲȐȘȒșȣșȕ ȧșȥȡȟȒȬȦ 
țȐȞȐȜȟȒ

ǱȕȡȢȟȞȐȜșȘșȡȟȒȐȞȞȬȚ 
ȠȟȔȦȟȔ

ǱȟȒȬȩȕȞșȕ ȤȔȟȑȢȣȒȐ 
ȠȟȜȭȘȟȒȐȣȕȜȕȚ 

ǸȕȜș&

1
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ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǵȒȕȜșȨȕȞșȕ ȣȕȦȞȟȜȟȓșȨȕȢțȟȚ 
ȓșȑțȟȢȣș ș ȝȐȢȩȣȐȑșȡȤȕȝȟȢȣș
ȔȜȰ ȟȠȣșȝȐȜȭȞȟȚ ȠȟȔȔȕȡȗțș 
ȑșȘȞȕȢ-ȘȐȔȐȨ

ÅǱȟȢȣȕȠȕȞȞȟȕ 
ȠȕȡȕȝȕȪȕȞșȕ ȑșȘȞȕȢ-
ȠȡșȜȟȗȕȞșȚ Ȓ ȟȑȜȐțȟ 

ÅǱȟȔȓȟȣȟȒțȐ ȥȡȕȚȝȒȟȡțȐ 
ȔȜȰ ȐȔȐȠȣȐȧșș ȟȑȜȐȨȞȬȦ 
ȢȕȡȒșȢȟȒ

ÅǥȕțȟȝȠȟȘșȧșȰ 
ȝȟȞȟȜșȣȞȬȦ ȠȡșȜȟȗȕȞșȚ 
ȞȐ ȝșțȡȟȢȕȡȒșȢȬ

ǬȡȐȣțȟȢȡȟȨȞȬȕ ȠȜȐȞȬ

ÅǱȡșȟȡșȣșȘȐȧșȰȡȐȑȟȨșȦ 
ȞȐȓȡȤȘȟț ȔȜȰ 
ȣȡȐȞȢȥȟȡȝȐȧșș Ƞȟ 
ȞȟȒȬȝ ȝȕȣȟȔȟȜȟȓșȰȝ

ÅǣȬȑȟȡ ȡȐȑȟȨșȦ ȞȐȓȡȤȘȟț 
ȔȜȰ ȝșȓȡȐȧșș Ȓ ȟȑȜȐțȟ

ÅǰȠȣșȝșȘȐȧșȰ ȡȐȑȟȨșȦ 
ȠȡȟȧȕȢȢȟȒ ȔȜȰ ȤȢțȟȡȕȞșȰ 
ȒȬȒȟȔȐ ȠȡșȜȟȗȕȞșȚ

ǳȡȕȔȞȕȢȡȟȨȞȬȕ ȠȜȐȞȬ

Å ǮȟȞșȣȟȡșȞȓ ȒȢȕȦ ȠȡșȜȟȗȕȞșȚ 
ș ȡȐȑȟȨșȦ ȞȐȓȡȤȘȟț Ȓ ȡȕȗșȝȕ 
ȡȕȐȜȭȞȟȓȟ ȒȡȕȝȕȞș

Å ǪȢȠȟȜȭȘȟȒȐȞșȕ ǪǪ ȔȜȰ 
ȝȟȞșȣȟȡșȞȓȐ șȞȥȡȐȢȣȡȤțȣȤȡȬ
ș ȠȡȟȐțȣșȒȞȟȓȟȡȐȘȡȕȩȕȞșȰ 
șȞȧșȔȕȞȣȟȒ

Å ǵȠȡȐȒȜȕȞșȕ Tc\ ȔȜȰ 
ȢȒȰȘȐȞȞȟȢȣș ȝȕȗȔȤ ȒȢȕȝș 
ȤȢȣȡȟȚȢȣȒȐȝș% ȠȡșȜȟȗȕȞșȰȝș 
ș ȔȐȞȞȬȝș

ǥȟȜȓȟȢȡȟȨȞȬȕ ȠȜȐȞȬ

ǵȢȣȟȚȨșȒȐȰ ȠȜȐȣȥȟȡȝȐ 
ȧșȥȡȟȒȟȓȟ ȑȐȞțșȞȓȐ 

ǡțȣșȒȞȟȕ șȢȠȟȜȭȘȟȒȐȞșȕ 
ȟȑȜȐȨȞȬȦ ȢȕȡȒșȢȟȒ

ǳȟȘȔȐȞșȕ ȓșȑțȟȚ
ș ȝȐȢȩȣȐȑșȡȤȕȝȟȚ \g-
ȐȡȦșȣȕțȣȤȡȬ

ǸȕȜș&

1

2

3
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ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ
ș țȟȞȣȡȟȜȭ

ǩȐȪșȣȐ țȜșȕȞȣȢțșȦ ȔȐȞȞȬȦ ș ȡȐȘȒșȣșȕ 
ȠȕȡȢȠȕțȣșȒȞȬȦ ȑșȘȞȕȢ-ȝȟȔȕȜȕȚ ȞȐ ȑȐȘȕ 
ȘȐȪșȪȕȞȞȟȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ% 
ȢȟȟȣȒȕȣȢȣȒȤȯȪȕȚ ȣȡȕȑȟȒȐȞșȰȝ ȡȕȓȤȜȰȣȟȡȐ

ÅǰȠȣșȝșȘȐȧșȰ ȧșȥȡȟȒȬȦ 
ȠȡȟȧȕȢȢȟȒ 
șȔȕȞȣșȥșțȐȧșș țȜșȕȞȣȟȒ 

ÅǰȣȢȜȕȗșȒȐȞșȕ ș 
ȟȣȨȕȣȞȟȢȣȭ Ƞȟ 
șȞȧșȔȕȞȣȐȝ Ȓ ȡȕȗșȝȕ 
ȡȕȐȜȭȞȟȓȟ ȒȡȕȝȕȞș

ÅǵȠȡȐȒȜȕȞșȕ 
ȟȠȕȡȐȧșȟȞȞȬȝș ȡșȢțȐȝș ș 
ȤȢȣȟȚȨșȒȟȢȣȭȯ

ǬȡȐȣțȟȢȡȟȨȞȬȕ ȠȜȐȞȬ

Å ǱȡȟȔȒșȞȤȣȬȕ ȠȡȟȧȕȔȤȡȬ 
ȠȡȟȒȕȡțș țȜșȕȞȣȟȒ ?Know
Your Customer, KYC) / 
(Customer DueDiligence, 
CDD)

Å ǪȞȣȕȜȜȕțȣȤȐȜȭȞȐȰ ȢșȢȣȕȝȐ 
ȝȟȞșȣȟȡșȞȓȐȔȜȰ
ȠȡȟȣșȒȟȔȕȚȢȣȒșȰ 
ȟȣȝȬȒȐȞșȯ ȔȟȦȟȔȟȒ

Å ǵȠȡȐȒȜȕȞșȕ ȡșȢțȐȝș Ȣȟ 
ȢȣȟȡȟȞȬ ȣȡȕȣȭșȦ Ȝșȧ

ǳȡȕȔȞȕȢȡȟȨȞȬȕ ȠȜȐȞȬ

ÅǳțȟȡșȞȓȟȒȬȕ ȝȟȔȕȜș ȔȜȰ 
ȟȧȕȞțș ȡșȢțȟȒ 
șȔȕȞȣșȥșțȐȧșș țȜșȕȞȣȟȒ

ÅǰȑȜȐȨȞȬȕ ȢȕȡȒșȢȬ 
șȞȥȟȡȝȐȧșȟȞȞȟȚ 
ȑȕȘȟȠȐȢȞȟȢȣș

ÅǡȞȐȜșȘ ȘȔȟȡȟȒȭȰ 
țȡȕȔșȣȞȟȓȟ ȠȟȡȣȥȕȜȰ ș ȕȓȟ 
ȢȟȟȣȒȕȣȢȣȒșȰ 
ȣȡȕȑȟȒȐȞșȰȝ ȡȕȓȤȜȰȣȟȡȐ

ǥȟȜȓȟȢȡȟȨȞȬȕ ȠȜȐȞȬ

ǳȟȒȡȕȝȕȞȞȬȕ 
ȣȕȦȞȟȜȟȓșș 
șȔȕȞȣșȥșțȐȧșș țȜșȕȞȣȟȒ 

ǵȢșȜȕȞȞȐȰ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣȭ 

ǬȟȝȠȜȕțȢȞȟȕ 
ȤȠȡȐȒȜȕȞșȕ ȡșȢțȐȝș 

ǸȕȜș&

1

2

3



9ǴȡȕȞȔȬ Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș
ǰȑȜȐȨȞȬȕ ȢȕȡȒșȢȬ

ǤșȑȡșȔȞȟȕ ȟȑȜȐțȟ

ǹȐȢȣȞȟȕ ȟȑȜȐțȟ

ǱȤȑȜșȨȞȟȕ ȟȑȜȐțȟ

ǪȢțȤȢȢȣȒȕȞȞȬȚ 
șȞȣȕȜȜȕțȣ

ǤșȠȕȡȐȒȣȟȝȐȣșȘȐȧșȰ

ǹȐȣ-ȑȟȣȬ

ǰȑȡȐȑȟȣțȐ ȣȕțȢȣȟȒ ȞȐ 
ȕȢȣȕȢȣȒȕȞȞȟȝ ȰȘȬțȕ

ǮȞȟȓșȕ ȟȑȟȘȞȐȨȕȞȞȬȕ 
ȣȡȕȞȔȬ Ȥȗȕ ȔȐȒȞȟ 
ȢȤȪȕȢȣȒȤȯȣȞȐ ȡȬȞțȐȦ% 
ȟȔȞȐțȟ ȟȞș ȠȡȟȔȟȜȗȐȯȣ 
ȝȐȢȩȣȐȑșȡȟȒȐȣȭȢȰ ș ȒȢȕ 
ȑȟȜȭȩȕ ȢȣȐȞȟȒȰȣȢȰ 
7ȞȟȒȟȚ ȡȕȐȜȭȞȟȢȣȭȯ8

* ǸșțȜ ȘȡȕȜȟȢȣș ?Zn ¢{r  [§}r V§pyr@ ȣȡȕȞȔȟȒ Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș

ǣȡȕȝȰ

Ǵȡșȓȓȕȡ 
șȞȞȟȒȐȧșȚ

Ǳșț ȘȐȒȬȩȕȞȞȬȦ 
ȟȗșȔȐȞșȚ

ǯșȗȞȰȰ ȣȟȨțȐ 
ȡȐȘȟȨȐȡȟȒȐȞșȰ

ǳțȜȟȞ 
ȠȡȟȢȒȕȪȕȞșȰ

ǱȜȐȣȟ 
ȠȡȟȔȤțȣșȒȞȟȢȣș

ǰȣțȡȬȣȬȚ ȑȐȞțșȞȓ

ǢȐȞț țȐț ȤȢȜȤȓȐ

ǣȢȣȡȟȕȞȞȬȕ 
ȥșȞȐȞȢȬ

ǤșȑȡșȔȞȟȕ 
ȟȑȜȐțȟ

ǱȤȑȜșȨȞȟȕ 
ȟȑȜȐțȟ

ǥȕȧȕȞȣȡȐȜșȘȟȒȐȞȞȬȕ ȥșȞȐȞȢȬ

ǪǪ& ǬȜșȕȞȣȢțșȕ ȝȐȩșȞȬ

ǪǪ& ǤșȠȕȡȐȒȣȟȝȐȣșȘȐȧșȰ

ǰȑȡȐȑȟȣțȐ ȣȕțȢȣȟȒ ȞȐ ȕȢȣȕȢȣȒȕȞȞȟȝ ȰȘȬțȕ

ǹȐȢȣȞȟȕ 
ȟȑȜȐțȟ

ǸșȥȡȟȒȬȕ 
ȒȐȜȯȣȬ

ǶșȞȐȞȢȟȒȬȕ 
ȝȐȡțȕȣȠȜȕȚȢȬ

ǸșȥȡȟȒȟȚ ȔȒȟȚȞșț

ǪǪ& ȨȐȣ-ȑȟȣȬ

ǪȞȒȕȢȣșȧșȟȞȞȟȕ 
țȟȞȢȤȜȭȣșȡȟȒȐȞșȕ

ǸșȥȡȟȒȟȚ ȑȐȞțșȞȓ

ǢȟȜȭȩșȞȢȣȒȟ ȣȡȕȞȔȟȒ ȞȕȡȐȘȡȬȒȞȟ ȢȒȰȘȐȞȟ Ȣ șȞȥȟȡȝȐȧșȟȞȞȬȝș ȣȕȦȞȟȜȟȓșȰȝș
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ǤȜȐȒȞȬȕ ȣȡȕȞȔȬ
Ȓ ȥșȞȐȞȢȟȒȟȚ șȞȔȤȢȣȡșș 

ǯȟȒȬȕ ȣȕȦȞȟȜȟȓșș=ȟȔșȞ
șȘ ȢȠȟȢȟȑȟȒ ȠȟȔȔȕȡȗȐȣȭ 
ȠȡșȟȡșȣȕȣȬ ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ% Ȟȟ ȟȞș ȞȕȢȤȣ
Ȓ Ȣȕȑȕ ȞȟȒȬȕ ȡșȢțș#

ǰȣțȡȬȣȬȚ 
ȑȐȞțșȞȓ

ǰȣțȡȬȣȬȚ ȑȐȞțșȞȓ ȠȟȘȒȟȜȰȕȣ ȠȟȒȬȢșȣȭ țȐȨȕȢȣȒȟ țȜșȕȞȣȢțȟȓȟ ȟȑȢȜȤȗșȒȐȞșȰ ș ȔȐȣȭ 
ȒȟȘȝȟȗȞȟȢȣȭ țȟȝȠȐȞșȰȝ-ȠȐȡȣȞȕȡȐȝ șȢȠȟȜȭȘȟȒȐȣȭ ȔȐȞȞȬȕ ȑȐȞțȐ# ǣȞȕȔȡȕȞșȕ ȢȣȐȞȔȐȡȣȟȒ 
ȟȣțȡȬȣȬȦ Tc\ ȣȡȕȑȤȕȣ ȢȟȑȜȯȔȕȞșȰ ȠȟȒȬȩȕȞȞȬȦ ȝȕȡ șȞȥȟȡȝȐȧșȟȞȞȟȚ ȑȕȘȟȠȐȢȞȟȢȣș% Ȓ ȣȟȝ 
ȨșȢȜȕ ȠȡȟȒȕȔȕȞșȰ ȐȤȔșȣȐ țȒȐȜșȥșȧșȡȟȒȐȞȞȬȝș ȢȠȕȧșȐȜșȢȣȐȝș#

ǰȑȜȐȨȞȬȕ 
ȢȕȡȒșȢȬ

ǰȑȜȐȨȞȬȕ ȢȕȡȒșȢȬ ȠȟȝȟȓȐȯȣ ȝȐȢȩȣȐȑșȡȟȒȐȣȭ ȑșȘȞȕȢ ș ȑȬȢȣȡȟ ȘȐȠȤȢțȐȣȭ ȞȟȒȬȕ ȠȡȟȕțȣȬ 
ȑȕȘ ȢȤȪȕȢȣȒȕȞȞȬȦ țȐȠșȣȐȜȭȞȬȦ ȒȜȟȗȕȞșȚ# 

ǸșȥȡȟȒȟȚ 
ȑȐȞțșȞȓ

ǢȐȞțș ȠȡȟȔȟȜȗȐȯȣ ȡȐȘȒșȒȐȣȭ ȔșȢȣȐȞȧșȟȞȞȬȚ ȔȟȢȣȤȠ% ȧșȥȡȟȒșȘȐȧșȯ ȠȡȟȔȤțȣȟȒ ș ȟȞȜȐȚȞ-
ȢȕȡȒșȢȬ#

ǪȢțȤȢȢȣȒȕȞȞȬȚ 
șȞȣȕȜȜȕțȣ

ǪȢțȤȢȢȣȒȕȞȞȬȚ șȞȣȕȜȜȕțȣ ȒȢȕ ȐțȣșȒȞȕȕ șȢȠȟȜȭȘȤȕȣȢȰ ȔȜȰ ȟȑȡȐȑȟȣțș ȔȐȞȞȬȦ ș 
ȐȒȣȟȝȐȣșȘȐȧșș ȡȤȣșȞȞȬȦ ȟȠȕȡȐȧșȚ# \WV ȠȡȟȓȞȟȘșȡȤȕȣ% Ȩȣȟ ț ʬʪʬʰ ȓȟȔȤ ʲʯ̩ ȟȡȓȐȞșȘȐȧșȚ Ƞȟ 
ȒȢȕȝȤ ȝșȡȤ ȑȤȔȤȣ șȢȠȟȜȭȘȟȒȐȣȭ șȢțȤȢȢȣȒȕȞȞȬȚ șȞȣȕȜȜȕțȣ ș țȟȝȠȭȯȣȕȡȞȟȕ ȘȡȕȞșȕ#

ǸșȥȡȟȒȬȕ 
ȒȐȜȯȣȬ

ǸșȥȡȟȒȬȕ ȒȐȜȯȣȬ ȞȐȧȕȜȕȞȬ ȞȐ ȠȟȒȬȩȕȞșȕ ȮȥȥȕțȣșȒȞȟȢȣș ȠȜȐȣȕȗȕȚ ș ȥșȞȐȞȢȟȒȟȚ 
ȔȟȢȣȤȠȞȟȢȣș% Ȑ ȣȐțȗȕ ȞȐ ȢȞșȗȕȞșȕ ȡșȢțȟȒ% ȢȒȰȘȐȞȞȬȦ Ȣ șȢȠȟȜȭȘȟȒȐȞșȕȝ ȞȐȜșȨȞȬȦ ȔȕȞȕȓ#

2

3

1

4

ÅǣȢȣȡȟȕȞȞȬȕ ȥșȞȐȞȢȬ

ÅǢȐȞț țȐț ȤȢȜȤȓȐ ?BaaS)

ÅǥȕȧȕȞȣȡȐȜșȘȟȒȐȞȞȬȕ 
ȥșȞȐȞȢȬ ?WrYv@

ÅǶșȞȐȞȢȟȒȬȕ ȝȐȡțȕȣȠȜȕȚȢȬ

ÅǸșȥȡȟȒȬȕ ȔȒȟȚȞșțș

ÅǪȞȒȕȢȣșȧșȟȞȞȟȕ 
țȟȞȢȤȜȭȣșȡȟȒȐȞșȕ 

ǥȡȤȓșȕ ȣȡȕȞȔȬ

5
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ǱȡșȟȡșȣȕȣȬǩȐȣȡȐȓșȒȐȕȝȬȕ 
ȣȡȕȞȔȬ

ǱȡșȒȜȕȨȕȞșȕ ș 
ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ
ș țȟȞȣȡȟȜȭ

ǴȡȕȞȔȬ ǱȡȕșȝȤȪȕȢȣȒȐ

ǰȣțȡȬȣȬȚ 
ȑȐȞțșȞȓ

Å ǱȟȒȬȩȕȞȞȐȰ ȔȟȢȣȤȠȞȟȢȣȭ 
ȥșȞȐȞȢȟȒȬȦ ȢȕȡȒșȢȟȒ

Å ǬȟȞțȤȡȕȞȣȟȢȠȟȢȟȑȞȟȢȣȭ ș ȡȐȘȒșȣșȕ 
șȞȞȟȒȐȧșȚ

Å ǵȜȤȨȩȕȞȞȬȚ țȜșȕȞȣȢțșȚ ȟȠȬȣ

ǰȑȜȐȨȞȬȕ 
ȢȕȡȒșȢȬ

Å ǢȟȜȕȕ ȝȐȢȩȣȐȑșȡȤȕȝȐȰ ș 
ȤȢȣȟȚȨșȒȐȰ șȞȥȡȐȢȣȡȤțȣȤȡȐ

Å ǳȟțȡȐȪȕȞșȕ ȘȐȣȡȐȣ ȞȐ 
șȞȥȡȐȢȣȡȤțȣȤȡȤ

Å ǢȬȢȣȡȐȰ ȟȑȡȐȑȟȣțȐ ȠȜȐȣȕȗȕȚ

ǸșȥȡȟȒȟȚ 
ȑȐȞțșȞȓ

Å ǢȟȜȭȩȐȰ țȜșȕȞȣȢțȐȰ ȑȐȘȐ
Å ǵȜȤȨȩȕȞȞȬȚ țȜșȕȞȣȢțșȚ ȟȠȬȣ
Å ǳȟțȡȐȪȕȞȞȟȕ ȒȡȕȝȰ ȒȬȒȟȔȐ ȞȟȒȬȦ 
ȤȢȜȤȓ ȞȐ ȡȬȞȟț

ǪȢțȤȢȢȣȒȕȞȞȬȚ 
șȞȣȕȜȜȕțȣ

Å ǰȠȣșȝșȘȐȧșȰ ȡȤȣșȞȞȬȦ ȘȐȔȐȨ
Å ǬȟȞțȤȡȕȞȣȟȢȠȟȢȟȑȞȟȢȣȭ ș ȡȐȘȒșȣșȕ 
șȞȞȟȒȐȧșȚ

Å ǵȜȤȨȩȕȞȞȬȚ țȜșȕȞȣȢțșȚ ȟȠȬȣ

ǸșȥȡȟȒȬȕ 
ȒȐȜȯȣȬ

Å ǱȟȒȬȩȕȞȞȐȰ ȔȟȢȣȤȠȞȟȢȣȭ 
ȥșȞȐȞȢȟȒȬȦ ȢȕȡȒșȢȟȒ

Å ǬȟȞțȤȡȕȞȣȟȢȠȟȢȟȑȞȟȢȣȭ ș ȡȐȘȒșȣșȕ 
șȞȞȟȒȐȧșȚ

Å ǵȜȤȨȩȕȞȞȬȚ țȜșȕȞȣȢțșȚ ȟȠȬȣ

2

3

1

4

31 4

2 31 4

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

2 3

5

5

5

ǳȕȓȟȔȞȰ ȧșȥȡȟȒșȘȐȧșȰ 
ȠȟȝȟȓȐȕȣ ȥșȞȐȞȢȟȒȬȝ 
ȟȡȓȐȞșȘȐȧșȰȝ 
ȡȐȢȩșȡȰȣȭ ȢȠȕțȣȡ ȤȢȜȤȓ% 
ȐȒȣȟȝȐȣșȘșȡȟȒȐȣȭ 
ȡȤȣșȞȞȬȕ ȠȡȟȧȕȢȢȬ ș 
ȮțȟȞȟȝșȣȭ ȡȕȢȤȡȢȬ% Ȟȟ 
Ƞȡș Ȯȣȟȝ ȤȒȕȜșȨșȒȐȯȣȢȰ 
țșȑȕȡȡșȢțș.

ǣȬȘȟȒȬ% ȢȒȰȘȐȞȞȬȕ 
Ȣ țȜȯȨȕȒȬȝș ȣȡȕȞȔȐȝș

ÅǩȐȪșȣȐ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ ș 
ȔȐȞȞȬȦ țȜșȕȞȣȟȒ

ÅǳȟȟȣȒȕȣȢȣȒșȕ 
ȣȡȕȑȟȒȐȞșȰȝ 
ȡȕȓȤȜȰȣȟȡȟȒ

5



12ǳșȣȤȐȧșȟȞȞȬȕ ȣȡȕȞȔȬ ȔȜȰ ǲȟȢȢșș

ÅǪȝȠȟȡȣȟȘȐȝȕȪȕȞșȕ Ȓ ǪǴ ș ǪǢ

ÅǵȢșȜȕȞșȕ ȡȕȓȤȜȰȣȟȡȞȬȦ ȣȡȕȑȟȒȐȞșȚ

ÅǳȜșȰȞșȰ-ȠȟȓȜȟȪȕȞșȰ

ǶșȞȐȞȢȟȒȬȕ ȟȡȓȐȞșȘȐȧșș

ǲȐȑȟȣȐȯȣ
Ȣ 7ȗșȒȬȝș8 ȔȕȞȭȓȐȝș

ǰȑȡȐȑȐȣȬȒȐȯȣ ȟȓȡȟȝȞȟȕ 
țȟȜșȨȕȢȣȒȟ ȣȡȐȞȘȐțȧșȚ

ǱȡșȒȜȕțȐȯȣ ȞȐșȑȟȜȕȕ 
ȠȡȟȔȒșȞȤȣȬȦ țșȑȕȡȠȡȕȢȣȤȠȞșțȟȒ

ÅǣȞȤȣȡȕȞȞȰȰ ȡȐȘȡȐȑȟȣțȐ

ÅǲȟȢȣ ȟȑȫȕȝȐ ȣȡȐȞȢȓȡȐȞșȨȞȬȦ 
ȠȕȡȕȒȟȔȟȒ



ǰȠȡȟȢ ȡȤțȟȒȟȔșȣȕȜȕȚ
ș ȔșȡȕțȣȟȡȟȒ Ƞȟ ǪǢ ?V\fb@,

, ǰȣȒȕȣȬ ȞȐ ȟȢȞȟȒȕ ȓȜȤȑșȞȞȬȦ șȞȣȕȡȒȭȯ% țȟȣȟȡȬȕ ȠȡȟȒȟȔșȜȐ 7ǭȐȑȟȡȐȣȟȡșȰ ǬȐȢȠȕȡȢțȟȓȟ8

ǸșȥȡȟȒȐȰ ȣȡȐȞȢȥȟȡȝȐȧșȰ 
ȔȟȜȗȞȐ ȤȨșȣȬȒȐȣȭ ȡșȢțș 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș#

ǹȣȟ Ȓ ȞȐȢȣȟȰȪȕȕ ȒȡȕȝȰ ȒȜșȰȕȣ
ȞȐ țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣȭ ȑȐȞțȟȒ ȑȟȜȭȩȕ ȒȢȕȓȟ? 

ǢȬȢȣȡȐȰ 
ȧșȥȡȟȒșȘȐȧșȰ 
ȟȣȡȐȢȜș

ǲȐȢȩșȡȕȞșȕ ș ȤȢȜȟȗȞȕȞșȕ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ% țȟȣȟȡȐȰ 
ȣȡȕȑȤȕȣ ȘȐȪșȣȬ# 

ǳȣȡȟȓȟȕ 
ȡȕȓȤȜșȡȟȒȐȞșȕ 
ȟȣȡȐȢȜș

ǱȟȢȣȡȟȕȞșȕ ȢșȢȣȕȝ 
șȞȥȟȡȝȐȧșȟȞȞȟȚ ȑȕȘȟȠȐȢȞȟȢȣș
Ȣ ȤȨȕȣȟȝ ȣȡȕȑȟȒȐȞșȚ ȡȕȓȤȜȰȣȟȡȟȒ# 

ǬșȑȕȡȑȕȘȟȠȐȢȞȟȢȣȭ ȔȟȜȗȞȐ 
ȢȣȡȟșȣȭȢȰ Ȣ ȤȨȕȣȟȝ ȣȡȕȑȟȒȐȞșȚ 
ȡȕȓȤȜȰȣȟȡȟȒ# 
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ǸșȥȡȟȒșȘȐȧșȰ 
ȥșȞȐȞȢȟȒȟȓȟ 
ȢȕțȣȟȡȐ

ǢȬȢȣȡȐȰ 
ȧșȥȡȟȒșȘȐȧșȰ

ǯȕȟȑȦȟȔșȝȐ ȘȐȪșȣȐ 
ȑȟȜȕȕ ȢȜȟȗȞȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ

ÅǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ÅǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ÅǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ ?legacy)ȢșȢȣȕȝ

ÅǵȠȡȐȒȜȕȞșȕ ș ȘȐȪșȣȐ ȢȜȟȗȞȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ

ÅǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ÅǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ÅǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

Åǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǣȬȘȟȒȬ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș

ÅǰȑȪȐȰ ȘȐȪșȣȐ șȞȥȡȐȢȣȡȤțȣȤȡȬ 

ÅǩȐȪșȣȐ ȠȜȐȣȥȟȡȝȬ ȟȞȜȐȚȞ-ȑȐȞțșȞȓȐ ș ȕȕ 
țȜșȕȞȣȟȒ

ÅǩȐȪșȣȐ ȥșȞȐȞȢȟȒȬȦ ȟȠȕȡȐȧșȚ% ȠȡȟȒȟȔșȝȬȦ 
ȨȕȡȕȘ ȡȐȘȜșȨȞȬȕ țȐȞȐȜȬ<ȑȐȞțȟȝȐȣȬ% ȠȜȐȣȕȗȞȬȕ 
ȣȕȡȝșȞȐȜȬ ș ȟȞȜȐȚȞ-ȑȐȞțșȞȓ

ÅǩȐȪșȣȐ ȔȐȞȞȬȦ țȜșȕȞȣȟȒ ȟȣ ȒȘȜȟȝȐ ș țȡȐȗș

ÅǵȢȣȡȐȞȕȞșȕ ȡșȢțȟȒ% ȢȒȰȘȐȞȞȬȦ Ȣȟ ȢȣȟȡȟȞȞșȝș 
ȠȟȢȣȐȒȪșțȐȝș ș ȠȡȟȒȐȚȔȕȡȐȝș

ÅǰȑȕȢȠȕȨȕȞșȕ ȢȟȟȣȒȕȣȢȣȒșȰ ȞȟȡȝȐȣșȒȞȬȝ 
ȣȡȕȑȟȒȐȞșȰȝ

ǱȡșȝȕȡȬ ȞȕȟȑȦȟȔșȝȬȦ 
ȔȕȚȢȣȒșȚ

ÅǣȐȩȐ ȢșȢȣȕȝȐ ȝȟȗȕȣ ȠȟȔȒȕȡȓȐȣȭȢȰ ȐȣȐțȕ ȠȡȰȝȟ 
ȢȕȚȨȐȢ

ÅǹȐȢȣȐȰ ȠȡȟȑȜȕȝȐ=ȘȜȟȤȝȬȩȜȕȞȞșțș ȒȞȤȣȡș 
țȟȝȠȐȞșș

ÅǡȣȐțș ȞȐ Ǹǰǥ ȝȟȓȤȣ ȠȡșȨșȞșȣȭ ȢȕȡȭȕȘȞȬȚ ȤȪȕȡȑ

ÅǺșȥȡȟȒȐȜȭȪșțș ȝȟȓȤȣ ȘȐȑȜȟțșȡȟȒȐȣȭ ȒȐȗȞȬȕ 
ȔȐȞȞȬȕ ș ȤȢȣȡȟȚȢȣȒȐ

ÅǵȣȕȨțȐ țȟȞȥșȔȕȞȧșȐȜȭȞȬȦ ȔȐȞȞȬȦ ȒȜȕȨȕȣ Ȟȕ 
ȣȟȜȭțȟ ȔȕȞȕȗȞȬȕ% Ȟȟ ș ȡȕȠȤȣȐȧșȟȞȞȬȕ Ƞȟȣȕȡș

ÅǯȕȟȑȦȟȔșȝȟ ȠȟȜȞȟȢȣȭȯ ȢȟȑȜȯȔȐȣȭ ȢȜȟȗȞȬȕ 
ȣȡȕȑȟȒȐȞșȰ ȡȕȓȤȜșȡȤȯȪșȦ ȟȡȓȐȞȟȒ

ǲșȢțș



ǱȟȞșȝȐȕȝ ȒȐȗȞȟȢȣȭ 
ȡȕȓȤȜȰȣȟȡȞȬȦ ȣȡȕȑȟȒȐȞșȚ 
ȔȜȰ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș 

ǳȟȟȣȒȕȣȢȣȒșȕ     
ǤǰǳǴ ǲ ʯʱʯʲʪ

ǢȕȘȟȠȐȢȞȟȢȣȭ ȥșȞȐȞȢȟȒȬȦ 
?ȑȐȞțȟȒȢțșȦ@ ȟȠȕȡȐȧșȚ# ǩȐȪșȣȐ 
șȞȥȟȡȝȐȧșș ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ# ǢȐȘȟȒȬȚ ȞȐȑȟȡ 
ȟȡȓȐȞșȘȐȧșȟȞȞȬȦ ș ȣȕȦȞșȨȕȢțșȦ ȝȕȡ#

ǱȕȡȕȨȕȞȭ ȔȟțȤȝȕȞȣȟȒ ȢȟȟȣȒȕȣȢȣȒșȰ

ǳȣȐȞȔȐȡȣȬ 

ÅǤǰǳǴ ǲ ʯʱʯʲʪ#ʫ-2017

ÅǤǰǳǴ ǲ ʯʱʯʲʪ#ʬ-2018

ÅǪ ȔȡȤȓșȕ

ǯȟȡȝȐȣșȒȞȬȕ 
ȐțȣȬ ǢȐȞțȐ 
ǲȟȢȢșș

ÅǶǩ L ʲʰ

ÅǶǩ L ʫʰʫ

ÅǱȟȜȟȗȕȞșȕ ʲʬʫ-Ǳ

ÅǱȟȜȟȗȕȞșȕ ʱʯʱ-Ǳ

ÅǱȟȜȟȗȕȞșȕ ʰʲʭ-Ǳ 

ǩȐȔȐȨș ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș



ǱȟȞșȝȐȕȝ ȒȐȗȞȟȢȣȭ 
ȡȕȓȤȜȰȣȟȡȞȬȦ ȣȡȕȑȟȒȐȞșȚ 
ȔȜȰ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș 

ǳȟȘȔȐȞșȕ ȢșȢȣȕȝȬ 
șȞȥȟȡȝȐȧșȟȞȞȟȚ 
ȑȕȘȟȠȐȢȞȟȢȣș

ǳȟȑȜȯȔȕȞșȕ ȣȡȕȑȟȒȐȞșȚ Ƞȡș 
ȠȟȢȣȡȟȕȞșș ȢșȢȣȕȝȬ țșȑȕȡȘȐȪșȣȬ
ȠȟȘȒȟȜȰȕȣ ȟȑȕȢȠȕȨșȣȭ ȒȬȢȟțșȚ 
ȤȡȟȒȕȞȭ ȘȐȪșȣȬ șȞȥȟȡȝȐȧșș% 
ȞȕȚȣȡȐȜșȘȟȒȐȣȭ ȐțȣȤȐȜȭȞȬȕ ȤȓȡȟȘȬ#

ǱȕȡȕȨȕȞȭ ȔȟțȤȝȕȞȣȟȒ ȢȟȟȣȒȕȣȢȣȒșȰ

ǤǪǳ

ÅǶǩ L ʫʮʳ

ÅǱȡșțȐȘ ǶǳǴǿǬ 
ǲȟȢȢșș L ʫʱ

ÅǱȡșțȐȘ ǶǳǢ 
ǲȟȢȢșș L ʯʬʮ

ǪǳǱǥȞ

ÅǶǩ L ʫʯʬ

ÅǱǱ L ʫʫʫʳ

ÅǱȡșțȐȘ ǶǳǴǿǬ 
ǲȟȢȢșș L ʬʫ

ÅǱȡșțȐȘ ǶǳǢ 
ǲȟȢȢșș L ʭʱʲ

ǬǪǪ

ÅǶǩ L ʫʲʱ

ÅǱǱ L ʫʬʱ

ÅǱȡșțȐȘ ǶǳǴǿǬ 
ǲȟȢȢșș Lʬʭʳ

ÅǱȡșțȐȘ ǶǳǴǿǬ 
ǲȟȢȢșș L ʬʭʯ

ǩȐȔȐȨș ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș



ǱȟȞșȝȐȕȝ ȒȐȗȞȟȢȣȭ 
ȡȕȓȤȜȰȣȟȡȞȬȦ ȣȡȕȑȟȒȐȞșȚ 
ȔȜȰ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș 

ǱȟȔȓȟȣȟȒțȐ
ț ȐȣȣȕȢȣȐȧșș

ǸȕȜȭȯ ȐȣȣȕȢȣȐȧșș ȰȒȜȰȕȣȢȰ 
ȠȡȟȒȕȡțȐ ȢȟȟȣȒȕȣȢȣȒșȰ ȟȑȫȕțȣȐ 
șȞȥȟȡȝȐȣșȘȐȧșș ȤȢȣȐȞȟȒȜȕȞȞȬȝ 
ȣȡȕȑȟȒȐȞșȰȝ% ȒȬȰȒȜȕȞșȕ ȒȟȘȝȟȗȞȬȦ 
ȤȰȘȒșȝȟȢȣȕȚ ș ȡșȢțȟȒ#

ǱȕȡȕȨȕȞȭ ȔȟțȤȝȕȞȣȟȒ ȢȟȟȣȒȕȣȢȣȒșȰ

ǤǪǳ

ÅǱȡșțȐȘ ǶǳǴǿǬ 
ǲȟȢȢșș L ʫʱ

ÅǱȡșțȐȘ ǶǳǢ ǲȟȢȢșș 
L ʯʬʮ

ǡȣȣȕȢȣȐȧșȰ

ÅǱȡșțȐȘ ǶǳǢ ǲȟȢȢșș 
L ʱʱ

ǩȐȔȐȨș ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș



ǱȟȞșȝȐȕȝ ȒȐȗȞȟȢȣȭ 
ȡȕȓȤȜȰȣȟȡȞȬȦ ȣȡȕȑȟȒȐȞșȚ 
ȔȜȰ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș 

ǩȐȔȐȨș ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș

ǱȟȔȓȟȣȟȒțȐ
ț țȐȣȕȓȟȡșȡȟȒȐȞșȯ

ǸȕȜȭȯ țȐȣȕȓȟȡșȡȟȒȐȞșȰ ȰȒȜȰȕȣȢȰ 
ȟȠȡȕȔȕȜȕȞșȕ ȤȡȟȒȞȰ ȘȞȐȨșȝȟȢȣș 
ȟȑȫȕțȣȐ ǬǪǪ% Ȩȣȟ ȠȟȘȒȟȜȰȕȣ 
ȠȡșȝȕȞșȣȭ ȞȕȟȑȦȟȔșȝȬȕ ȝȕȡȬ 
ȘȐȪșȣȬ șȞȥȟȡȝȐȧșș#

ǱȕȡȕȨȕȞȭ ȔȟțȤȝȕȞȣȟȒ ȢȟȟȣȒȕȣȢȣȒșȰ

ǬǪǪ

ÅǶǩ aÁ187

ÅǱȡșțȐȘǶǳǴǿǬ 
ǲȟȢȢșșL ʬʭʳ

ÅǱȡșțȐȘǶǳǴǿǬ 
ǲȟȢȢșșL ʬʭʯ

ǬȐȣȕȓȟȡșȡȟȒȐȞșȕ

ÅǱǱ L ʫʬʱ



ǱȟȞșȝȐȕȝ ȒȐȗȞȟȢȣȭ 
ȡȕȓȤȜȰȣȟȡȞȬȦ ȣȡȕȑȟȒȐȞșȚ 
ȔȜȰ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș 

ǪȞȣȕȓȡȐȧșȰ 
ȢǤȟȢǳǰǱǬǡ

ǴȡȕȑȤȕȣȢȰ Ƞȡș ȞȕȟȑȦȟȔșȝȟȢȣș 
ȒȘȐșȝȟȔȕȚȢȣȒșȰ Ȣ ȓȟȢȤȔȐȡȢȣȒȕȞȞȟȚ 
ȢșȢȣȕȝȟȚ ȟȑȞȐȡȤȗȕȞșȰ% 
ȠȡȕȔȤȠȡȕȗȔȕȞșȰ ș ȜșțȒșȔȐȧșș 
ȠȟȢȜȕȔȢȣȒșȚ țȟȝȠȭȯȣȕȡȞȬȦ ȐȣȐț ȞȐ 
șȞȥȟȡȝȐȧșȟȞȞȬȕ ȢșȢȣȕȝȬ ǲǶ#
ǥȜȰ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș ȣȐțȗȕ 
ȒȐȗȞȟ ȟȑȕȢȠȕȨșȣȭ ȒȟȘȝȟȗȞȟȢȣȭ 
ȠȕȡȕȔȐȨș șȞȥȟȡȝȐȧșș ȟȑ 
șȞȧșȔȕȞȣȐȦ ȨȕȡȕȘ ǶșȞǸǦǲǴ.

ǱȕȡȕȨȕȞȭ ȔȟțȤȝȕȞȣȟȒ ȢȟȟȣȒȕȣȢȣȒșȰ

ǬǪǪ

ÅǶǩ Lʫʰʱ

ÅǶǩ Lʫʲʱ

ÅǱȡșțȐȘ ǶǳǢ ǲȟȢȢșș 
L ʭʰʱ

ÅǱȡșțȐȘ ǶǳǢ ǲȟȢȢșș 
L ʬʲʬ

ÅǱȡșțȐȘ ǶǳǢ ǲȟȢȢșș 
L ʫʳʰ

ǰȠȕȡȐȣȟȡȬ 
ȠȕȡȢȟȞȐȜȭȞȬȦ 
ȔȐȞȞȬȦ

ÅǶǩ Lʫʯʬ

ÅǱȡșțȐȘ ǶǳǢ ǲȟȢȢșș 
L ʱʱ

ǩȐȔȐȨș ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș



ǵȓȡȟȘȬ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș

02
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ǲȐȢȠȡȟȢȣȡȐȞȕȞȞȬȕ ȤȓȡȟȘȬ Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș 

* Ǳȟ ȔȐȞȞȬȝ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȘȐ ʬʪʬʮȓ#

13%
ȡȟȢȣ ȐȣȐț Ȣ ȧȕȜȭȯ țȡȐȗș ȔȕȞȕȗȞȬȦ ȢȡȕȔȢȣȒ
Ȓ ǲȟȢȢșș

ǶȡȟȔ

42%
ȒȢȕȦ șȞȧșȔȕȞȣȟȒ Ȓ ʬʪʬʮ ȓȟȔȤ ȑȬȜȟ ȢȒȰȘȐȞȟ Ȣ șȢȠȟȜȭȘȟȒȐȞșȕȝ 
ȩșȥȡȟȒȐȜȭȪșțȟȒ,

ǺșȥȡȟȒȐȜȭȪșțș

ǬȐȗȔȟȕ ʫʮ-ȕ 
ȘȐȡȐȗȕȞșȕ ȤȢȣȡȟȚȢȣȒȐ ȠȟȜȭȘȟȒȐȣȕȜȰ șȞȥȟȢȣșȜȕȡȟȝ ȝȟȗȕȣ 
ȠȡșȒȕȢȣș ț țȡȐȗȕ ȑȐȞțȟȒȢțȟȚ țȐȡȣȬ*

ǪȞȥȟȢȣșȜȕȡȬ

ǣ ʰ ȡȐȘ
ȒȬȡȟȢȜȟ țȟȜșȨȕȢȣȒȟ DDoS-ȐȣȐț Ȓ ǲȟȢȢșș ȘșȝȟȚ ʬʪʬʭ-ʬʪʬʮ ȓȟȔȐ 
Ƞȟ ȢȡȐȒȞȕȞșȯ Ȣ ȐȞȐȜȟȓșȨȞȬȝ ȠȕȡșȟȔȟȝ ȓȟȔȟȝ ȡȐȞȕȕ,

DDoS
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ǲȐȢȠȡȟȢȣȡȐȞȕȞȞȬȕ ȤȓȡȟȘȬ Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș 

* Ǳȟ ȔȐȞȞȬȝ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȘȐ ʬʪʬʮȓ#

24%
ȒȢȕȦ țșȑȕȡșȞȧșȔȕȞȣȟȒȒ ʬʪʬʮ ȓȟȔȤ ȠȡȟșȘȟȩȜȟ
Ȣ șȢȠȟȜȭȘȟȒȐȞșȕȝ ȥșȩșȞȓȐ,

ǶșȩșȞȓ

17%
ȒȢȕȦ țșȑȕȡșȞȧșȔȕȞȣȟȒȒ ʬʪʬʬ<2023ȓȟȔȐȦ ȑȬȜș 
ȒȬȘȒȐȞȬ ȘȜȟȞȐȝȕȡȕȞȞȬȝș ȔȕȚȢȣȒșȰȝș ȢȟȣȡȤȔȞșțȟȒ,

ǪȞȢȐȚȔȕȡȬ

ǲȐȢȠȡȟȢȣȡȐȞȕȞȞȬȕ ȤȓȡȟȘȬ ȝȟȓȤȣ 
ȢȣȐȣȭ ȠȕȡȒȬȝ ȩȐȓȟȝ ȔȜȰ ȡȕȐȜșȘȐȧșș 
ȑȟȜȕȕ ȠȡȟȔȒșȞȤȣȟȚ ȐȣȐțș

ǱȡȟȔȒșȞȤȣȬȕ ȤȓȡȟȘȬ
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ǰȢȞȟȒȞȬȕ ȠȡȟȔȒșȞȤȣȬȕ ȤȓȡȟȘȬ Ȓ ȥșȞȐȞȢȟȒȟȚ 
ȟȣȡȐȢȜș 

1ȝȜȡȔ ȔȟȜȜȐȡȟȒǳǺǡ
Carbanak =ȝȐȢȩȣȐȑȞȐȰ țȐȝȠȐȞșȰ Ƞȟ țȡȐȗȕ 
ȔȕȞȕȓ% ȟȑȪșȚ ȤȪȕȡȑ ȟȣ țȟȣȟȡȟȚ ȔȟȢȣșȓ ʫȝȜȡȔ 
ȔȟȜȜȐȡȟȒǳǺǡ

ǬȟȝȠȜȕțȢȞȬȕ 
ȧȕȜȕȒȬȕ ȐȣȐțș 
(APT)

ǩȐ ȠȟȢȜȕȔȞșȕ ʬ ȓȟȔȐ 7ǭȐȑȟȡȐȣȟȡșȰ ǬȐȢȠȕȡȢțȟȓȟ8 
ȟȑȞȐȡȤȗșȜȐ ʯ țȡȤȠȞȬȦ Tcg-țȐȝȠȐȞșȚ % Ȥ țȟȣȟȡȬȦ ȟȔȞȟȚ 
șȘ ȓȜȐȒȞȬȦ ȧȕȜȕȚ ȑȬȜș ȥșȞȐȞȢȟȒȬȕ ȟȡȓȐȞșȘȐȧșș

BlindEagle

Dark Caracal

LoneZerda Zanubis

SideWinder

2023 2024
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ǰȢȞȟȒȞȬȕ ȠȡȟȔȒșȞȤȣȬȕ ȤȓȡȟȘȬ Ȓ ȥșȞȐȞȢȟȒȟȚ 
ȟȣȡȐȢȜș 

ǢȮțȔȟȡ XZ
ȠȟȣȕȞȧșȐȜȭȞȟ ȢȐȝȐȰ ȟȠȐȢȞȐȰ ȐȣȐțȐ ȞȐ ȧȕȠȟȨțȤ 
ȠȟȢȣȐȒȟț Ȓ ʬʪʬʮ ȓȟȔȤ ș ȘȐ ȒȢȕ ȒȡȕȝȰ 
ȢȤȪȕȢȣȒȟȒȐȞșȰ Linux-ȢșȢȣȕȝ,

Google Chrome
Ȓ ʬʪʬʮ ȓȟȔȤ ȮțȢȠȕȡȣȬ 7ǭȐȑȟȡȐȣȟȡșș 
ǬȐȢȠȕȡȢțȟȓȟ8 ȟȑȞȐȡȤȗșȜș ȤȰȘȒșȝȟȢȣȭ 
7ȞȤȜȕȒȟȓȟ ȔȞȰ8 Ȓ ȢȐȝȟȝ ȠȟȠȤȜȰȡȞȟȝ ȑȡȐȤȘȕȡȕ,

ǡȣȐțș
Ȣ șȢȠȟȜȭȘȟȒȐȞșȕȝ 
ȤȰȘȒșȝȟȢȣȕȚ 
7ȞȤȜȕȒȟȓȟ ȔȞȰ8

ǡȣȐțș ȞȐ ȧȕȠȟȨțș 
ȠȟȢȣȐȒȟț

* Ǳȟ ȔȐȞȞȬȝ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȘȐ ʬʪʬʮȓ#
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Coyote
ȝȞȟȓȟȮȣȐȠȞȬȚ ȑȐȞțȟȒȢțșȚ ȣȡȟȰȞȕȧ% 
ȞȐȧȕȜȕȞȞȬȚ ȞȐ țȜșȕȞȣȟȒ ȑȟȜȕȕ Ȩȕȝ 
ʰʪ ȑȐȞțȟȒȢțșȦ ȤȨȡȕȗȔȕȞșȚ% Ȣ ȟȢȟȑȟ 
ȢȜȟȗȞȟȚ ȧȕȠȟȨțȟȚ ȘȐȡȐȗȕȞșȰ,

ǢȐȞțȟȒȢțșȕ 
ȣȡȟȰȞȬ

ȐȣȐț MamontȟȣȡȐȘșȜș ȞȐȩș ȘȐȪșȣȞȬȕ 
ȡȕȩȕȞșȰ ȘȐ ȟțȣȰȑȡȭ ș ȞȟȰȑȡȭ ʬʪʬʮ ȓȟȔȐ

>ʭʫ ȣȬȢ#
Mamont

ȥșȞȐȞȢȟȒȬȦ șȞȢȣșȣȤȣȟȒ ș șȦ 
ȠȟȜȭȘȟȒȐȣȕȜȕȚ ȢȣȐȜș ȧȕȜȭȯ Grandoreiro
Ȓ ʬʪʬʮ ȓȟȔȤȠȟ ȝșȡȤ

1 700
Grandoreiro

ǰȢȞȟȒȞȬȕ ȠȡȟȔȒșȞȤȣȬȕ ȤȓȡȟȘȬ Ȓ ȥșȞȐȞȢȟȒȟȚ 
ȟȣȡȐȢȜș 

* Ǳȟ ȔȐȞȞȬȝ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȘȐ ʬʪʬʮȓ#



ǪȘȒȕȢȣȞȟȕ ȒȡȕȔȟȞȟȢȞȟȕ Ǳǰ% ȞȐȧȕȜȕȞȞȟȕ 
ȞȐ ȥșȞȐȞȢȟȒȬȕ ȟȡȓȐȞșȘȐȧșș

SecurelistE ǪȢȢȜȕȔȟȒȐȞșȰ ȤȓȡȟȘ ș ȟȣȨȕȣȬ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8

* APK (Android PackageKit)<ȥȟȡȝȐȣ ȥȐȚȜȟȒ% șȢȠȟȜȭȘȤȕȝȬȚ ȟȠȕȡȐȧșȟȞȞȟȚ ȢșȢȣȕȝȟȚ AndroidȔȜȰ ȤȢȣȐȞȟȒțș ș ȡȐȢȠȡȟȢȣȡȐȞȕȞșȰ ȠȡșȜȟȗȕȞșȚ#

ǢȐȞțȟȒȢțșȚ 
ȣȡȟȰȞ QBot
ǴȐțȗȕ șȘȒȕȢȣȕȞ țȐț QuackBotș Pinkslipbot# ǣȠȕȡȒȬȕ 
ȟȑȞȐȡȤȗȕȞ Ȓ ʬʪʪʱȓȟȔȤ ș Ȣ ȣȕȦ Ƞȟȡ ȠȟȢȣȟȰȞȞȟ ȡȐȘȒșȒȐȕȣȢȰ#
ǣ ȞȐȢȣȟȰȪȕȕ ȒȡȕȝȰ ȑȐȞțȕȡȔȟȢȣȐȒȜȰȕȣȢȰ ȠȟȣȕȞȧșȐȜȭȞȬȝ 
ȗȕȡȣȒȐȝ ȨȕȡȕȘ Ȥȗȕ ȠȡșȢȤȣȢȣȒȤȯȪȕȕ ȞȐ șȦ țȟȝȠȭȯȣȕȡȐȦ 
ȒȡȕȔȟȞȟȢȞȟȕ Ǳǰ% Ȑ ȣȐțȗȕ Ƞȡș ȠȟȝȟȪș ȢȟȧșȐȜȭȞȟȚ 
șȞȗȕȞȕȡșș ș ȢȠȐȝ-ȡȐȢȢȬȜȟț#
ǲȕȩȕȞșȰ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȔȜȰ ȔȟȝȐ ș ȑșȘȞȕȢȐ 
șȢȠȟȜȭȘȤȯȣ ȝȞȟȓȟȤȡȟȒȞȕȒȬȚ ȠȟȔȦȟȔ% Ȓ ȣȟȝ ȨșȢȜȕ 
ȠȟȒȕȔȕȞȨȕȢțșȚ ȐȞȐȜșȘ% ȔȜȰ ȟȑȞȐȡȤȗȕȞșȰ ș ȑȜȟțșȡȟȒțș 
ȮȣȟȚ ȤȓȡȟȘȬ#

ǣȡȕȔȟȞȟȢȞȟȕ 
Ǳǰ Prilex
Prilex<ȓȡȤȠȠșȡȟȒțȐ țșȑȕȡȠȡȕȢȣȤȠȞșțȟȒ% țȟȣȟȡȐȰ ȟȦȟȣșȣȢȰ
ȘȐ ȔȐȞȞȬȝș ȑȐȞțȟȒȢțșȦ țȐȡȣ Ȣ ʬʪʫʮȓȟȔȐ# ǣ ȠȟȢȜȕȔȞȕȕ ȒȡȕȝȰ 
ȟȞș ȢȟȢȡȕȔȟȣȟȨșȜșȢȭ ȞȐ ȐȣȐțȐȦ ȨȕȡȕȘ cbf-ȣȕȡȝșȞȐȜȬ#
PrilexȠȡȟȔȟȜȗȐȕȣ ȮȒȟȜȯȧșȟȞșȡȟȒȐȣȭ# ǳȡȕȔș 
ȤȢȟȒȕȡȩȕȞȢȣȒȟȒȐȞșȚ =ȒȟȘȝȟȗȞȟȢȣȭ ȑȜȟțșȡȟȒȐȣȭ 
ȣȡȐȞȘȐțȧșș ȨȕȡȕȘ aYV#
ǮȟȩȕȞȞșțș ȤȢȣȐȞȐȒȜșȒȐȯȣ Ȓ cbf-ȣȕȡȝșȞȐȜ ȒȡȕȔȟȞȟȢȞȟȕ 
Ǳǰ% ȠȡșȑȕȓȐȰ ț ȝȕȣȟȔȐȝ ȢȟȧșȐȜȭȞȟȚ șȞȗȕȞȕȡșș# 
ǹȐȪȕ ȒȢȕȓȟ ȐțȣșȒȞȟȢȣȭ PrilexȞȐȑȜȯȔȐȕȣȢȰ Ȓ ȡȕȓșȟȞȕ 
ǭȐȣșȞȢțȟȚ ǡȝȕȡșțș# ǴȐțȗȕ ȘȜȟȒȡȕȔȑȬȜ șȢȠȟȜȭȘȟȒȐȞ Ȓ 
ǤȕȡȝȐȞșș#

https://securelist.ru/


ǪȘȒȕȢȣȞȟȕ ȒȡȕȔȟȞȟȢȞȟȕ Ǳǰ% ȞȐȧȕȜȕȞȞȟȕ 
ȞȐ ȥșȞȐȞȢȟȒȬȕ ȟȡȓȐȞșȘȐȧșș

ǢȐȞțȟȒȢțșȚ 
ȣȡȟȰȞ PixPirate

ǴȡȟȰȞ Emotet

ǳ ȠȟȝȟȪȭȯ Emotet ȘȜȟȤȝȬȩȜȕȞȞșțș ȠȟȜȤȨȐȯȣ ȔȟȢȣȤȠ ț 
țȟȞȥșȔȕȞȧșȐȜȭȞȬȝ ȔȐȞȞȬȝ ȞȐ ȨȤȗșȦ ȤȢȣȡȟȚȢȣȒȐȦ# 
Emotet șȘȒȕȢȣȕȞ ȣȕȝ% Ȩȣȟ Ȥȝȕȕȣ ȟȑȝȐȞȬȒȐȣȭ ȑȐȘȟȒȬȕ 
ȐȞȣșȒșȡȤȢȬ ȣȐț% Ȩȣȟ ȣȕ Ȟȕ ȝȟȓȤȣ ȕȓȟ ȡȐȢȠȟȘȞȐȣȭ# ǱȟȢȜȕ 
ȘȐȓȡȤȘțș ȠȡȟȓȡȐȝȝȐ ȒȕȔȕȣ ȢȕȑȰ% țȐț țȟȝȠȭȯȣȕȡȞȬȚ ȨȕȡȒȭ% 
ȢȣȡȕȝȰȢȭ ȠȡȟȞșțȞȤȣȭ ȞȐ ȔȡȤȓșȕ ȤȢȣȡȟȚȢȣȒȐ Ȣȕȣș#
ǣ ȟȢȞȟȒȞȟȝ ȣȡȟȰȞȕȧ ȡȐȢȠȡȟȢȣȡȐȞȰȕȣȢȰ ȨȕȡȕȘ ȥșȩșȞȓȟȒȬȕ 
ȠșȢȭȝȐ# ǣ ȮȜȕțȣȡȟȞȞȟȝ ȠșȢȭȝȕ ȢȟȔȕȡȗșȣȢȰ ȒȡȕȔȟȞȟȢȞȐȰ 
ȢȢȬȜțȐ șȜș ȘȐȡȐȗȕȞȞȬȚ ȔȟțȤȝȕȞȣ# 
Emotet ȒȠȕȡȒȬȕ ȟȑȞȐȡȤȗșȜș Ȓ ʬʪʫʮ ȓȟȔȤ<ȣȡȟȰȞȕȧ ȐȣȐțȟȒȐȜ 
țȜșȕȞȣȟȒ ȞȕȝȕȧțșȦ ș ȐȒȢȣȡșȚȢțșȦ ȑȐȞțȟȒ# ǳȕȚȨȐȢ Emotet
ȡȐȢȠȡȟȢȣȡȐȞșȜȢȰ Ƞȟ ȒȢȕȝȤ ȝșȡ ș ȝȟȗȕȣ ȐȣȐțȟȒȐȣȭ țȟȝȠȐȞșș 
ȜȯȑȟȚ ȟȣȡȐȢȜș% ȣȐțȗȕ ȓȟȢȤȔȐȡȢȣȒȕȞȞȬȕ ȤȨȡȕȗȔȕȞșȰ# 

ǱȟȢțȟȜȭțȤ PixPirateȟȣȞȟȢșȣȢȰ ț ȠȟȢȜȕȔȞȕȝȤ ȠȟțȟȜȕȞșȯ 
ȑȐȞțȟȒȢțșȦ ȣȡȟȰȞȧȕȒ ȔȜȰ ȤȢȣȡȟȚȢȣȒ ȞȐ ȑȐȘȕ Android% ȟȞ ȝȟȗȕȣ 
ȘȐȔȕȚȢȣȒȟȒȐȣȭ ȥȤȞțȧșș ȢșȢȣȕȝȬ ȐȒȣȟȝȐȣșȘȐȧșș ȔȕȞȕȗȞȬȦ 
ȠȕȡȕȒȟȔȟȒ ?Tgf@# ǿȣȐ ȒȟȘȝȟȗȞȟȢȣȭ ȠȟȘȒȟȜȰȕȣ 
ȘȜȟȤȝȬȩȜȕȞȞșțȐȝ ȐȒȣȟȝȐȣșȘșȡȟȒȐȣȭ ȠȡȟȧȕȢȢ ȒȡȕȔȟȞȟȢȞȬȦ 
ȔȕȞȕȗȞȬȦ ȠȕȡȕȒȟȔȟȒ ȨȕȡȕȘ ȠȜȐȣȥȟȡȝȤ ȝȓȞȟȒȕȞȞȬȦ ȠȜȐȣȕȗȕȚ 
Pix% ȐțȣșȒȞȟ șȢȠȟȜȭȘȤȕȝȤȯ ȞȕȢțȟȜȭțșȝș ȑȡȐȘșȜȭȢțșȝș ȑȐȞțȐȝș#
ǱȡșȜȟȗȕȞșȰ-ȔȡȟȠȠȕȡȬ% șȢȠȟȜȭȘȤȕȝȬȕ ȔȜȰ ȔȟȢȣȐȒțș PixPirate, 
ȝȐȢțșȡȤȯȣȢȰ ȠȟȔ ȠȡșȜȟȗȕȞșȰ-ȐȤȣȕȞȣșȥșțȐȣȟȡȬ% ȟȑȬȨȞȟ 
ȡȐȢȠȡȟȢȣȡȐȞȰȕȝȬȕ Ȓ ȒșȔȕ ȥȐȚȜȟȒ Tc^, ȞȐ ȥșȩșȞȓȟȒȬȦ ȢȐȚȣȐȦ#

SecurelistE ǪȢȢȜȕȔȟȒȐȞșȰ ȤȓȡȟȘ ș ȟȣȨȕȣȬ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8

* APK (Android PackageKit)<ȥȟȡȝȐȣ ȥȐȚȜȟȒ% șȢȠȟȜȭȘȤȕȝȬȚ ȟȠȕȡȐȧșȟȞȞȟȚ ȢșȢȣȕȝȟȚ AndroidȔȜȰ ȤȢȣȐȞȟȒțș ș ȡȐȢȠȡȟȢȣȡȐȞȕȞșȰ ȠȡșȜȟȗȕȞșȚ#

https://securelist.ru/
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Crimeware
ș ȥșȞȐȞȢȟȒȬȕ 
țșȑȕȡȤȓȡȟȘȬ 
Ȓ ʬʪʬʮȓȟȔȤ

https://securelist.ru/ksb -financial-and-crimeware-predictions-2025/114565/

ǣȬȡȟȢȜȟ ȨșȢȜȟ ȐȣȐț
Ȣ șȢȠȟȜȭȘȟȒȐȞșȕȝ ǪǪ

1

ǮȟȩȕȞȞșțș ȨȐȪȕ ȐȣȐțȟȒȐȜș 
ȢșȢȣȕȝȬ ȝȓȞȟȒȕȞȞȬȦ ȠȜȐȣȕȗȕȚ

2

ǣȬȝȟȓȐȣȕȜș ȣȪȐȣȕȜȭȞȕȕ 
ȒȬȑșȡȐȜș ȧȕȜș

3

ǢȡȐȘșȜȭȢțșȕ ȑȐȞțȟȒȢțșȕ 
ȣȡȟȰȞȧȬ ȢȞȟȒȐ ȑȬȜș Ȓ ȣȡȕȞȔȕ

4

ǢȬȜȟ ȑȟȜȭȩȕ 
ȑȮțȔȟȡȟȒ Ȓ ȠȐțȕȣȐȦ 
ȠȡȟȓȡȐȝȝ Ȣ ȟȣțȡȬȣȬȝ 
șȢȦȟȔȞȬȝ țȟȔȟȝ

5

ǱȡȕȢȣȤȠȞșțș ȨȐȪȕ 
șȢȠȟȜȭȘȟȒȐȜș ȟȩșȑțș
Ȓ țȟȞȥșȓȤȡȐȧșș ȤȢȣȡȟȚȢȣȒ
ș ȢȕȡȒșȢȟȒ

6

ǳȣȡȤțȣȤȡȐ ȠȡȕȢȣȤȠȞȬȦ 
ȓȡȤȠȠ ȢȣȐȜȐ ȑȟȜȕȕ ȓșȑțȟȚ

7

ǩȜȟȤȝȬȩȜȕȞȞșțș ȠșȢȐȜș 
ȘȜȟȒȡȕȔȬȞȐ ȞȕȠȟȠȤȜȰȡȞȬȦ 
șȜș țȡȟȢȢȠȜȐȣȥȟȡȝȕȞȞȬȦ 
ȰȘȬțȐȦ

8

ǷȐțȣșȒșȢȣȬ ȢȣȐȜș ȐțȣșȒȞȕȕ

9

https://securelist.ru/ksb-financial-and-crimeware-predictions-2025/114565/
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ǱȡȟȓȞȟȘȬ
Ƞȟ p vzr¥n r 
ș ȥșȞȐȞȢȟȒȬȝ 
țșȑȕȡȤȓȡȟȘȐȝ 
ȞȐ ʬʪʬʯȓȟȔ

https://securelist.ru/ksb -financial-and-crimeware-predictions-2025/114565/

ǣȢȠȜȕȢț ȐțȣșȒȞȟȢȣș 
ȢȣșȜȕȡȟȒ

1

ǡȣȐțș ȞȐ ȧȕȞȣȡȐȜȭȞȬȕ ȑȐȞțș ș 
ȝȕȦȐȞșȘȝȬ ȟȣțȡȬȣȟȓȟ ȑȐȞțșȞȓȐ

2

ǲȟȢȣ ȐȣȐț ȞȐ ȧȕȠȟȨțȤ 
ȠȟȢȣȐȒȟț Ȓ ȠȡȟȕțȣȐȦ Ȣ 
ȟȣțȡȬȣȬȝ șȢȦȟȔȞȬȝ țȟȔȟȝ

3

ǯȟȒȬȕ ȤȓȡȟȘȬ ȞȐ ȟȢȞȟȒȕ 
ȑȜȟțȨȕȚȞȐ

4

ǪȢțȤȢȢȣȒȕȞȞȐȰ ȠȟȡȨȐ 
ȔȐȞȞȬȦ Ȣ ȠȟȝȟȪȭȯ 
ȩșȥȡȟȒȐȜȭȪșțȟȒ

5

7ǯȟȡȝȐȣșȒȞȬȚ8 ȩȐȞȣȐȗ Ȓ 
ȐȣȐțȐȦ ȩșȥȡȟȒȐȜȭȪșțȟȒ

6

ǲȐȢȠȡȟȢȣȡȐȞȕȞșȕ ȝȟȔȕȜș 
7ȩșȥȡȟȒȐȜȭȪșț țȐț 
ȤȢȜȤȓȐ8 ?RaaS)

7

ǢȟȜȭȩȕ șȢțȤȢȢȣȒȕȞȞȟȓȟ 
șȞȣȕȜȜȕțȣȐ ș ȝȐȩșȞȞȟȓȟ 
ȟȑȤȨȕȞșȰ Ȓ ȢșȢȣȕȝȐȦ 
ȑȕȘȟȠȐȢȞȟȢȣș

8

ǲȟȢȣ ȨșȢȜȐ ȥșȞȐȞȢȟȒȬȦ țșȑȕȡȐȣȐț ȨȕȡȕȘ ȢȝȐȡȣȥȟȞȬ

9

https://securelist.ru/ksb-financial-and-crimeware-predictions-2025/114565/


31,72%

14,52%

16,13%

12,90%

4,30%

0,54%

2,69%

32,95%

16,19%

13,64%

8,90%

2,34%

2,26%

2,03%

ǱȡȟȝȬȩȜȕȞȞȟȢȣȭ

ǶșȞȐȞȢȟȒȬȚ Ȣȕțȣȟȡ

ǴȡȐȞȢȠȟȡȣ

ǪǴ

ǤȟȢ# ȤȨȡȕȗȔȕȞșȰ

ǩȔȡȐȒȟȟȦȡȐȞȕȞșȕ

ǲșȣȕȚȜ

ǬșȑȕȡșȞȧșȔȕȞȣȬ
Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș

ǥȟȜȰ ȘȐȡȕȓșȢȣȡșȡȟȒȐȞȞȬȦ șȞȧșȔȕȞȣȟȒ ȒȬȢȟțȟȚ ȢȣȕȠȕȞș ȣȰȗȕȢȣș Ȓ 
țȟȞțȡȕȣȞȟȚ ȟȣȡȐȢȜș ȟȣ ȟȑȪȕȓȟ ȨșȢȜȐ șȞȧșȔȕȞȣȟȒ ȒȬȢȟțȟȚ ȢȣȕȠȕȞș 
ȣȰȗȕȢȣș Ȓȟ ȒȢȕȦ ȟȣȡȐȢȜȰȦ

ǥȟȜȰ ȘȐȡȕȓșȢȣȡșȡȟȒȐȞȞȬȦ șȞȧșȔȕȞȣȟȒ Ȓ țȟȞțȡȕȣȞȟȚ ȟȣȡȐȢȜș 
ȟȣȟȑȪȕȓȟ ȨșȢȜȐ șȞȧșȔȕȞȣȟȒ Ȓȟ ȒȢȕȦ ȟȣȡȐȢȜȰȦ

ǳȣȐȞȔȐȡȣȞȬȕ

ǬȡșȣșȨȕȢțșȕ

* Ǳȟ ȔȐȞȞȬȝ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8% ȟȣȨȕȣ MDR2025 ȓ#

Ƞȟ ȢȣȐȞȔȐȡȣȞȬȝ 
șȞȧșȔȕȞȣȐȝ

ȝȕȢȣȟ

Ƞȟ țȡșȣșȨȕȢțșȝ 
șȞȧșȔȕȞȣȐȝ

ȝȕȢȣȟ

https://www.kaspersky.com/enterprise-security/industrial-solution


, Ǳȟ ȔȐȞȞȬȝ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8% ȟȣȨȕȣ `We ʬʪʬʯȓ#

ȔȟȜȰ ȘȐȡȕȓșȢȣȡșȡȟȒȐȞȞȬȦ șȞȧșȔȕȞȣȟȒ 
Ȓ ʬʪʬʮȓȟȔȤ Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș Ȓ 
ǲȟȢȢșș,

16,19%

ȢȡȕȔȞșȚ ȡȐȘȝȕȡ ȤȪȕȡȑȐ ȟȣ ȧȕȜȕȒȟȚ ȐȣȐțș 
ȔȜȰ ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș

̟ ʲʪ ȝȜȞ ̏
ȠȡȕȔȤȠȡȕȗȔȕȞșȚ ȑȕȘȟȠȐȢȞȟȢȣș 
ȘȐȥșțȢșȡȟȒȐȞȟ Ȓ ʬʪʬ4ȓȟȔȤȠȟ ȒȢȕȝȤ 
ȝșȡȤ,

~ 270 000

ȔȟȜȰ ȘȐȡȕȓșȢȣȡșȡȟȒȐȞȞȬȦ 
țȡșȣșȨȕȢțșȦ șȞȧșȔȕȞȣȟȒ Ȓ ʬʪʬʮȓȟȔȤ 
Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș Ȓ ǲȟȢȢșș,

14,52%

** Ǳȟ ȔȐȞȞȬȝ ȐȞȐȜșȣșȨȕȢțȟȓȟ ȟȣȨȕȣȐ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ǭȐȞȔȩȐȥȣ ȤȓȡȟȘ ȔȜȰ ǲȟȢȢșș ș ǳǯǤ Ȓ ʬʪʬʮ ȓȟȔȤ

> 50%
ȤȢȠȕȩȞȬȦ ȐȣȐț ȠȡȟșȘȟȩȜȟ 
ȒȢȜȕȔȢȣȒșȕ ȮțȢȠȜȤȐȣȐȧșș 
ȤȰȘȒșȝȟȢȣȕȚ Ȓ șȞȥȡȐȢȣȡȤțȣȤȡȕ 
ȥșȞȐȞȢȟȒȬȦ ȟȡȓȐȞșȘȐȧșȚ Ȓ 
ʬʪʬʭ ȓȟȔȤ

ǣ ʬʪʬʮ ȓȟȔȤ ȥșȞȐȞȢȟȒȬȚ 
Ȣȕțȣȟȡ ȨȐȪȕ ȟȢȣȐȜȭȞȬȦ 
ȢȣȐȜțșȒȐȜȢȰ Ȣ 
țșȑȕȡȤȓȡȟȘȐȝș**

ǬșȑȕȡșȞȧșȔȕȞȣȬ
Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș

https://media.kasperskycontenthub.com/wp-content/uploads/sites/58/2024/05/20212017/Report_Threat-Landscape_for_Russia_and_CIS.pdf
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Ǳȡșȝȕȡ șȞȥȡȐȢȣȡȤțȣȤȡȬ țȜșȕȞȣȐ Ȣ ȣȟȨțȐȝș ȒȦȟȔȐ ȐȣȐț ș ȒȟȘȝȟȗȞȬȝș 
ȤȓȡȟȘȐȝș

ǣșȔȬ 
țșȑȕȡȐȣȐț

DDoS 

ǡȣȐțș ȞȐ ȧȕȠȟȨțș ȠȟȢȣȐȒȟț

ǪȞȥȟȢȣșȜȕȡȬ

ǶșȩșȞȓ

SQL-șȞȫȕțȧșș

ǥȗȕțȠȟȣȣșȞȓ

ǳțșȝȝȕȡȬ

ǥșȠȥȕȚțș

ǣȞȕȩȞșȕ ȠșȢȭȝȐ

ǣȞȤȣȡȕȞȞȰȰ 
ȡȐȘȡȐȑȟȣțȐ 

ǰȑȬȨȞȬȕ ȢȕȡȒșȢȬ 
ș ȠȡșȜȟȗȕȞșȰ

ǣȞȤȣȡȕȞȞșȕ ȠȡșȜȟȗȕȞșȰ% 
Ȟȕ ȢȟȔȕȡȗȐȪșȕ 
ȨȤȒȢȣȒșȣȕȜȭȞȤȯ 
șȞȥȟȡȝȐȧșȯ ȟ țȜșȕȞȣȐȦ

ǬȡșȣșȨȕȢțș ȒȐȗȞȬȕ ȢȕȡȒșȢȬ 

ÅǱȡȟȧȕȢȢșȞȓ ȠȜȐȣȕȗȞȬȦ țȐȡȣ
ÅǬȡȕȔșȣȞȬȚ ȢțȟȡșȞȓ
Å CRM-ȢșȢȣȕȝȐ
ÅǰȧȕȞțȐ ȡșȢțȟȒ ș ȢȟȟȣȒȕȣȢȣȒșȰ 
ȣȡȕȑȟȒȐȞșȰȝ

ÅǳȕȡȒșȢ ȔșȢȣȐȞȧșȟȞȞȟȓȟ ȑȐȞțșȞȓȐ

ǣȕȑ-ȣȡȐȥșț

ǳȣȟȡȟȞȞȰȰ 
ȡȐȘȡȐȑȟȣțȐ ȢȐȚȣȟȒ% 
ȠȡșȜȟȗȕȞșȚ

API

ǴȟȞțșȕ țȜșȕȞȣȬ

ǮȟȑșȜȭȞȬȕ 
ȤȢȣȡȟȚȢȣȒȐ

Win /
Linux / Mac

ǵȢȜȤȓș
ȔȜȰ ȑșȘȞȕȢȐ

ǿȜȕțȣȡȟȞȞȬȕ 
ȟȨȕȡȕȔș

ǱȟȨȣȟȒȬȚ ȩȜȯȘǣȕȑ-ȩȜȯȘ

ǶșȜșȐȜȬ

ǢȐȞțȟȝȐȣȬ
POS-
ȣȕȡȝșȞȐȜȬ

ǰȞȜȐȚȞ-
ȑȐȞț

ǮȟȑșȜȭȞȬȚ 
ȑȐȞț 

ǣȢȣȡȟȕȞȞȬȕ 
ȥșȞȐȞȢȬ

ǮȟȑșȜȭȞȬȕ 
ȤȢȣȡȟȚȢȣȒȐ

Linux Windows Server ǬȟȞȣȕȚȞȕȡȬ I ȒșȡȣȤȐȜȭȞȬȕ ȢȡȕȔȬ

ǩȐȡȠȜȐȣȞȬȕ ȠȡȟȕțȣȬǣȐȜȯȣȞȬȕ ȟȠȕȡȐȧșșǿțȒȐȚȡșȞȓ

ǬȡȐȗȐ ȐțțȐȤȞȣȐ

7ǹȕȜȟȒȕț ȠȟȢȕȡȕȔșȞȕ8 ?MiTM)

ǶȡȟȔ

ǢȐȞțȟȒȢțșȕ ȣȡȟȰȞȬ

Win / Linux / Mac

ǪȞȢȐȚȔȕȡȬ

ǺșȥȡȟȒȐȜȭȪșțș

ǬȟȝȠȜȕțȢȞȬȕ ȧȕȜȕȒȬȕ ȤȓȡȟȘȬ ?APT)

ǵȰȘȒșȝȟȢȣș 7ȞȤȜȕȒȟȓȟ ȔȞȰ8 ǱȟȔȡȟȑȞȕȕ ȟ ȣȟȝ% țȐț ȘȐȪșȣșȣȭȢȰ
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ǵȣȕȨțȐ 
ȔȐȞȞȬȦ

ǯȐȡȤȩȕȞșȕ 
ȑșȘȞȕȢ-ȠȡȟȧȕȢȢȟȒ

ǬȡȐȗȐ 
ȔȕȞȕȓ

ǲȕȠȤȣȐȧșȟȞȞȬȚ 
ȤȪȕȡȑ

ǱȟȢȜȕȔȢȣȒșȰ țșȑȕȡȐȣȐț 
ȔȜȰ ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ

ÅǺșȥȡȟȒȐȜȭȪșțș

ÅǪȞȥȟȢȣșȜȕȡȬ

ÅǶȡȟȔ

ÅǶșȩșȞȓ

ÅǪȞȢȐȚȔȕȡȬ

ÅDDoS

ÅǬȟȝȠȜȕțȢȞȬȕ ȧȕȜȕȒȬȕ ȤȓȡȟȘȬ 
(APT)

ÅǡȣȐțș Ȣ șȢȠȟȜȭȘȟȒȐȞșȕȝ 
ȤȰȘȒșȝȟȢȣȕȚ 7ȞȤȜȕȒȟȓȟ ȔȞȰ8

ÅǡȣȐțș ȞȐ ȧȕȠȟȨțș ȠȟȢȣȐȒȟț

ÅǢȐȞțȟȒȢțșȕ ȣȡȟȰȞȬ



ǣȢȕȟȑȫȕȝȜȯȪșȚ 
ȠȟȔȦȟȔ ț ȘȐȪșȣȕ

03
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ǬȐț ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș 
ȘȐȪșȣșȣȭȢȰ ȟȣ ȢȟȒȡȕȝȕȞȞȬȦ 
țșȑȕȡȐȣȐț*

ǣȞȕȔȡșȣȕ ȧȕȜȟȢȣȞȤȯ ȢȣȡȐȣȕȓșȯ% țȟȣȟȡȐȰ 
Ƞȟȝȟȗȕȣ ȒȟȟȡȤȗșȣȭ% ȠȡȟșȞȥȟȡȝșȡȟȒȐȣȭ
ș ȠȟȔȓȟȣȟȒșȣȭ ț ȑȟȡȭȑȕ Ȣȟ ȒȢȕȝ ȢȠȕțȣȡȟȝ 
ȢȟȒȡȕȝȕȞȞȬȦ ȤȓȡȟȘ ș ȐȣȐț ȩȣȐȣȞȬȦ 
ȢȠȕȧșȐȜșȢȣȟȒ șȜș ȢȒȟȕȒȡȕȝȕȞȞȟ ȠȡșȒȜȕȨȭ 
ȞȐȩșȦ ȮțȢȠȕȡȣȟȒ#

ǰȑȕȢȠȕȨȭȣȕ ȞȕȟȑȦȟȔșȝȬȝ 
șȞȢȣȡȤȝȕȞȣȐȡșȕȝ ȒȐȩșȦ 
ȩȣȐȣȞȬȦ ǪǢ-ȮțȢȠȕȡȣȟȒ 
ȔȜȰ ȤȢȣȡȐȞȕȞșȰ 
țșȑȕȡșȞȧșȔȕȞȣȟȒ

ǱȟȜȟȗșȣȕȢȭ ȞȐ ȒȞȕȩȞșȦ ȮțȢȠȕȡȣȟȒ 
ȔȜȰ ȐȞȐȜșȘȐ ȘȐȪșȪȕȞȞȟȢȣș% 
ȟȠȕȡȐȣșȒȞȟȚ ȠȟȝȟȪș ș ȠȟȜȤȨȕȞșȰ 
ȔȟȠȟȜȞșȣȕȜȭȞȟȚ ȘȐȪșȣȬ ș 
ȡȕțȟȝȕȞȔȐȧșȚ

ǢȤȔȭȣȕ Ȓ țȤȡȢȕ ȢȟȒȡȕȝȕȞȞȬȦ 
ȤȓȡȟȘ ș ȠȟȒȬȩȐȚȣȕ 
țȒȐȜșȥșțȐȧșȯ ȢȒȟșȦ 
ȮțȢȠȕȡȣȟȒ% ȨȣȟȑȬ ȢȠȡȐȒșȣȭȢȰ 
Ȣ țșȑȕȡșȞȧșȔȕȞȣȐȝș

ǪȞȢȣȡȤȝȕȞȣȬ
ǲȕȩȕȞșȰ

ǩȞȐȞșȰ
ǡȞȐȜșȣșțȐ ș ȣȡȕȞșȞȓș

ǱȟȔȔȕȡȗțȐ
ǳȕȡȒșȢȬ

1 2 3

0

ǰȠȣșȝșȘșȡȤȚȣȕ ȠȡȟȧȕȢȢȬ ș ȐțȣȤȐȜșȘșȡȤȚȣȕ șȞȥȟȡȝȐȧșȟȞȞȬȕ ȐțȣșȒȬ
Ȣ ȠȟȝȟȪȭȯ șȞȒȕȞȣȐȡșȘȐȧșș ȒȢȕȚ ȥșȞȐȞȢȟȒȟȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ țȟȝȠȐȞșș ?ȒȬȠȟȜȞȰȕȣȢȰ 
ȒȞȤȣȡȕȞȞșȝș ȢȠȕȧșȐȜșȢȣȐȝș țȟȝȠȐȞșș șȜș ȒȞȕȩȞșȝș ȮțȢȠȕȡȣȐȝș@

ǱȟȔȓȟȣȟȒțȐ
ǡȤȔșȣ

https://www.kaspersky.com/enterprise-security/industrial-solution
https://www.kaspersky.com/enterprise-security/industrial-solution
https://www.kaspersky.com/enterprise-security/industrial-solution
https://www.kaspersky.com/enterprise-security/industrial-solution


ǣȢȕȟȑȫȕȝȜȯȪșȚ ȠȟȔȦȟȔ ț ȘȐȪșȣȕ,ǯȐȗȝșȣȕ ȞȐ șțȟȞțș ȠȡȟȔȤțȣȟȒ%
ȨȣȟȑȬ ȤȘȞȐȣȭ ȑȟȜȭȩȕ

1 ǪȞȢȣȡȤȝȕȞȣȬ

2 ǩȞȐȞșȰ

3 ǱȟȔȔȕȡȗțȐ

ǶȟțȤȢȞȬȕ ȡȕȩȕȞșȰ

ǢȐȘȟȒȐȰ ȘȐȪșȣȐ ȟȣ ȝȐȢȢȟȒȬȦ ȤȓȡȟȘǲȐȢȩșȡȕȞȞȐȰ ȘȐȪșȣȐ ȟȣ ȢȜȟȗȞȬȦ ȤȓȡȟȘ

ǩȐ ȠȡȕȔȕȜȐȝș 
ȣȡȐȔșȧșȟȞȞȟȚ ǪǢ 

ǬȟȝȠȜȕțȢȞȐȰ ȘȐȪșȣȐ ȟȣ ȤȓȡȟȘ ȡȐȘȞȟȚ ȢȣȕȠȕȞș ȢȜȟȗȞȟȢȣș

ǴȡȕȞșȞȓșǡȞȐȜșȣșțȐ ȤȓȡȟȘǰȢȒȕȔȟȝȜȕȞȞȟȢȣȭ ǡȞȐȜșȘ ȘȐȪșȪȕȞȞȟȢȣșǵȠȡȐȒȜȰȕȝȐȰ ȘȐȪșȣȐǲȕȐȓșȡȟȒȐȞșȕ 
ȞȐ șȞȧșȔȕȞȣȬ

SOC-țȟȞȢȐȜȣșȞȓǰȧȕȞțȐ țȟȝȠȡȟȝȕȣȐȧșș

Kaspersky
Thin Client

Kaspersky
DDoS Protection

Kaspersky 
Container
Security

Kaspersky
Anti Targeted 

Attack 

Kaspersky
Embedded System 

Security

Kaspersky
ATM Security
Assessment

Kaspersky
Security 

Awareness

Kaspersky
SOC Consulting

Kaspersky
Incident

Response

Kaspersky
Threat 

Intelligence

Kaspersky
Security

Assessment

Kaspersky
Cybersecurity

Training

Kaspersky
Compromise 
Assessment

Kaspersky
Managed Detection

and Response

Kaspersky
SD-WAN

Kaspersky
Fraud Prevention

Kaspersky
Who Calls 

SDK / REST API

Kaspersky
Mobile Security 

SDK

Kaspersky 
Unified Monitoring 

and Analysis Platform

Kaspersky
Security

ȔȜȰ ȒșȡȣȤȐȜȭȞȬȦ
ș ȟȑȜȐȨȞȬȦ ȢȡȕȔ

Kaspersky
Security ȔȜȰ șȞȣȕȡȞȕȣ-

ȩȜȯȘȟȒ

Kaspersky
Security ȔȜȰ ȠȟȨȣȟȒȬȦ 

ȢȕȡȒȕȡȟȒ

Kaspersky
Scan Engine

Kaspersky
Security
ȔȜȰ ȑșȘȞȕȢȐ

Kaspersky
Professional

Services

ǱȡȟȥȕȢȢșȟȞȐȜȭȞȬȕ 
ȢȕȡȒșȢȬ

Kaspersky
NGFW

Kaspersky
Secure Mobility
Management

Kaspersky
EDR Expert  

1

2 3

* ǱȡȕȔȢȣȐȒȜȕȞȬ ȟȢȞȟȒȞȬȕ ȓȡȤȠȠȬ ȠȡȟȔȤțȣȟȒ ș ȢȕȡȒșȢȟȒ



Ǳȡșȝȕȡ șȢȠȟȜȭȘȟȒȐȞșȰ ȡȕȩȕȞșȚ 
ȔȜȰ ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș

șȜș



38ǲȕȘȤȜȭȣȐȣȬ ȒȞȕȔȡȕȞșȰ țȟȝȠȜȕțȢȞȟȓȟ ȠȟȔȦȟȔȐ

ǶȟțȤȢ ȞȐ ȧȕȜȕȒȬȦ ȘȐȔȐȨȐȦ 
ȑșȘȞȕȢȐ

ǥȟȒȕȡșȕ țȜșȕȞȣȟȒ ș ȠȐȡȣȞȕȡȟȒ

ǯȕȠȡȕȡȬȒȞȟȢȣȭ ȑșȘȞȕȢȐ
ș ȔȟȢȣȤȠȞȟȢȣȭ ȢȕȡȒșȢȟȒ

ǰȣțȐȘȟȤȢȣȟȚȨșȒȐȰ șȞȥȡȐȢȣȡȤțȣȤȡȐ

ǬȟȞȥșȔȕȞȧșȐȜȭȞȬȕ ȔȐȞȞȬȕ Ȓ ȑȕȘȟȠȐȢȞȟȢȣș

ǯșȘțșȚ ȡșȢț ȥșȞȐȞȢȟȒȬȦ Ƞȟȣȕȡȭ

ǳȟȟȣȒȕȣȢȣȒșȕ ȣȡȕȑȟȒȐȞșȰȝ ȡȕȓȤȜȰȣȟȡȟȒ



ǬȐȡȣȟȨțș 
ȠȡȟȔȤțȣȟȒ ș 
ȢȕȡȒșȢȟȒ

04
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ǿȥȥȕțȣșȒȞȐȰ ȢȣȡȐȣȕȓșȰ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș: 
șȞȢȣȡȤȝȕȞȣȬ

ǪȞȢȣȡȤȝȕȞȣȬ1

ǩȐ ȠȡȕȔȕȜȐȝș 
ȣȡȐȔșȧșȟȞȞȟȚ ǪǢ 

ǮȬ Ȟȕ ȣȟȜȭțȟ ȘȐȪșȪȐȕȝ \g-
ȣȕȦȞȟȜȟȓșș ș ȠȡȟȧȕȢȢȬ 
ȥșȞȐȞȢȟȒȬȦ ȟȡȓȐȞșȘȐȧșȚ% Ȟȟ ș 
ȟȑȕȢȠȕȨșȒȐȕȝ ȧȕȜȟȢȣȞȟȢȣȭ ș 
ȘȐȪșȣȤ Ȣȕȣș% ȓȐȡȐȞȣșȡȤȕȝ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣȭ ș 
ȡȐȘȒșȒȐȕȝ ȔȡȤȓșȕ ȞȐȠȡȐȒȜȕȞșȰ

ǶȟțȤȢȞȬȕȡȕȩȕȞșȰ 
ȔȜȰ ȞȤȗȔ ȟȣȡȐȢȜș

ǥȕȚȢȣȒșȕ Ȣ ȤȨȕȣȟȝ ȢȠȕȧșȥșțș 
ș ȞȟȡȝȐȣșȒȞȬȦ ȣȡȕȑȟȒȐȞșȚ 
ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș% Ȑ ȣȐțȗȕ 
ȟȢȟȑȕȞȞȟȢȣȕȚ ȜȐȞȔȩȐȥȣȐ 
ȤȓȡȟȘ

ǬȟȝȠȜȕțȢȞȐȰ ȘȐȪșȣȐ 
ȟȣ ȤȓȡȟȘ ȡȐȘȞȟȚ 
ȢȣȕȠȕȞș ȢȜȟȗȞȟȢȣș 

ǬșȑȕȡțȟȞȣȡȟȜȭȒȢȕȦ 
ȒȟȘȝȟȗȞȬȦ ȒȕțȣȟȡȟȒ ȐȣȐț% 
ȘȐȪșȣȐ ȒȢȕȦ ȐțȣșȒȟȒ 
ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș ș 
ȟȦȒȐȣ ȒȢȕȦ ȢȧȕȞȐȡșȕȒ 
ȑȕȘȟȠȐȢȞȟȢȣș



ǬȟȝȠȜȕțȢȞȐȰ 
ȘȐȪșȣȐ ȟȣ ȤȓȡȟȘ 
ȡȐȘȞȟȚ ȢȣȕȠȕȞș 
ȢȜȟȗȞȟȢȣș



ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǶȤȞȔȐȝȕȞȣȐȜȭȞȐȰ ȝȞȟȓȟȤȡȟȒȞȕȒȐȰ ȘȐȪșȣȐ țȟȞȕȨȞȬȦ ȣȟȨȕț Ȣ 
ȥȟțȤȢȟȝ ȞȐ ȐȒȣȟȝȐȣșȨȕȢțȤȯ ȑȜȟțșȡȟȒțȤ ȝȐȢȢȟȒȬȦ ȤȓȡȟȘ ȡȐȘȞȟȚ 
ȢȣȕȠȕȞș ȢȜȟȗȞȟȢȣș% Ȓ ȣȟȝ ȨșȢȜȕ ȩșȥȡȟȒȐȜȭȪșțȟȒ ș ȑȕȢȥȐȚȜȟȒȬȦ
ȐȣȐț# ǣțȜȯȨȐȕȣ ȓșȑțșȕ șȞȢȣȡȤȝȕȞȣȬ țȟȞȣȡȟȜȰ țȟȞȕȨȞȬȦ ȣȟȨȕț ș 
ȠȟȘȒȟȜȰȕȣ ȤȠȡȐȒȜȰȣȭ ȑȕȘȟȠȐȢȞȟȢȣȭȯ șȘ ȕȔșȞȟȚ țȟȞȢȟȜș# 

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǪȞȢȣȡȤȝȕȞȣȬ1

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȕȔșȞȤȯ 
țȟȞȢȟȜȭ ȔȜȰ 
ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟȓȟ 
ȤȠȡȐȒȜȕȞșȰ țȟȞȕȨȞȬȝș 
ȣȟȨțȐȝș

ǱȟȝȟȓȐȕȣ țȟȞȣȡȟȜșȡȟȒȐȣȭ 
ȠȡȟȓȡȐȝȝȬ% ȤȢȣȡȟȚȢȣȒȐ ș 
ȡȐȑȟȣȤ ȠȡșȜȟȗȕȞșȚ% 
ȘȐȠȤȪȕȞȞȬȦ ȞȐ ȢȕȡȒȕȡȐȦ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȑȕȘȟȠȐȢȞȟȢȣȭ țȐȗȔȟȚ 
ȟȣȔȕȜȭȞȟȚ țȟȞȕȨȞȟȚ ȣȟȨțș 
ȥșȞȐȞȢȟȒȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǩȐȪșȪȐȕȣ ȟȣ ȮțȢȠȜȟȚȣȟȒ ș 
ȩșȥȡȟȒȐȜȭȪșțȟȒ% 
ȟȧȕȞșȒȐȕȝ ș ȤȢȣȡȐȞȰȕȝ 
ȤȰȘȒșȝȟȢȣș ȞȐ ȤȡȟȒȞȕ 
țȟȞȕȨȞȬȦ ȣȟȨȕț 

ǱȟȔȔȕȡȗșȒȐȕȣ ȒȢȕ 
ȟȢȞȟȒȞȬȕ ǰǳ ș ȢȡȕȔȢȣȒȐ 
ȒșȡȣȤȐȜșȘȐȧșș% ȒțȜȯȨȐȰ 
ȠȟȠȤȜȰȡȞȬȕ ȡȟȢȢșȚȢțșȕ 
ȟȠȕȡȐȧșȟȞȞȬȕ ȢșȢȣȕȝȬ

ǱȟȔȔȕȡȗșȒȐȕȣ 
ȠȟȜȞȟȧȕȞȞȤȯ ȡȐȑȟȣȤ ȞȐ 
ȡȟȢȢșȚȢțșȦ ǰǳ ș ȑȐȘȐȦ 
ȔȐȞȞȬȦ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/endpoint


ǳȣȡȐȞșȧȐ 
ȠȡȟȔȤțȣȐ

ǲȕȩȕȞșȕ ȢȞșȗȐȕȣ ȡșȢțș ȑȕȘȟȠȐȢȞȟȢȣș% ȦȐȡȐțȣȕȡȞȬȕ ȔȜȰ ȟȑȜȐȨȞȬȦ 
ȢȡȕȔ% ȒțȜȯȨȐȰ ȒȡȕȔȟȞȟȢȞȟȕ Ǳǰ% ȥșȩșȞȓ ș ȢȕȣȕȒȬȕ ȤȓȡȟȘȬ ș 
ȢȟțȡȐȪȐȕȣ ȠȟȣȡȕȑȜȕȞșȕ ȡȕȢȤȡȢȟȒ ȒșȡȣȤȐȜșȘȐȧșș# ǱȡȟȔȤțȣ 
ȠȟȒȬȩȐȕȣ ȤȢȣȟȚȨșȒȟȢȣȭ ȑșȘȞȕȢȐ ș ȟȑȕȢȠȕȨșȒȐȕȣ ȮȥȥȕțȣșȒȞȤȯ 
ȘȐȪșȣȤ ȓșȑȡșȔȞȟȚ ȢȡȕȔȬ ȒȞȕ ȘȐȒșȢșȝȟȢȣș ȟȣ șȢȠȟȜȭȘȤȕȝȬȦ ȣșȠȟȒ 
ȟȑȜȐțȟȒ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȟȝȟȓȐȕȣ 
ȢȟȟȣȒȕȣȢȣȒȟȒȐȣȭ 
ȣȡȕȑȟȒȐȞșȰȝ 
ȡȕȓȤȜȰȣȟȡȟȒ ȞȐ 
ȠȟȢȣȟȰȞȞȟȚ ȟȢȞȟȒȕ

ǩȐȪșȪȐȕȣ ȓșȑȡșȔȞȬȕ 
ȢȡȕȔȬ ȒȞȕ ȘȐȒșȢșȝȟȢȣș 
ȟȣ ȣșȠȐ ȡȐȑȟȨȕȚ 
ȞȐȓȡȤȘțș ș 
șȢȠȟȜȭȘȤȕȝȬȦ ȟȑȜȐțȟȒ 

ǿțȟȞȟȝșȣ șȞȒȕȢȣșȧșș 
Ȓ ȓșȑȡșȔȞȤȯ 
șȞȥȡȐȢȣȡȤțȣȤȡȤ ȘȐ 
ȢȨȕȣ șȢȠȟȜȭȘȟȒȐȞșȰ 
ȟȠȣșȝșȘșȡȟȒȐȞȞȬȦ 
ȜȕȓțșȦ ȐȓȕȞȣȟȒ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȕȔșȞȤȯ 
ȣȟȨțȤ ȤȠȡȐȒȜȕȞșȰ ȒȢȕȚ 
ȟȑȜȐȨȞȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȟȚ

ǱȟȔȔȕȡȗșȒȐȕȣ ȩșȡȟțșȚ 
ȢȠȕțȣȡ ȟȑȜȐȨȞȬȦ 
ȠȜȐȣȥȟȡȝ ș ȢȡȕȔ 
ȒșȡȣȤȐȜșȘȐȧșș% Ȓ ȣ#Ȩ# 
ȡȟȢȢșȚȢțșȕ

ǱȟȒȬȩȐȕȣ ȠȡȟȘȡȐȨȞȟȢȣȭ 
ȓșȑȡșȔȞȬȦ 
șȞȥȡȐȢȣȡȤțȣȤȡ ș 
ȢȟțȡȐȪȐȕȣ țȟȜșȨȕȢȣȒȟ 
ǪǴ-șȞȧșȔȕȞȣȟȒ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/cloud-security


ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǲȕȩȕȞșȕ ȟȑȕȢȠȕȨșȒȐȕȣ ȑȕȘȟȠȐȢȞȟȕ șȢȠȟȜȭȘȟȒȐȞșȕ ȟȢȞȟȒȞȟȓȟ 
țȐȞȐȜȐ ȑșȘȞȕȢ-țȟȝȝȤȞșțȐȧșș<ȮȜȕțȣȡȟȞȞȟȚ ȠȟȨȣȬ# ǩȐȪșȪȐȕȣ ȟȣ 
ȢȠȐȝȐ% ȒȡȕȔȟȞȟȢȞȬȦ ȠșȢȕȝ% ȜȯȑȬȦ ȥȟȡȝ ȥșȩșȞȓȐ ș ȔȡȤȓșȦ ȤȓȡȟȘ#
ǰȞȟ ȣȐțȗȕ țȟȞȣȡȟȜșȡȤȕȣ ȑȕȘȟȠȐȢȞȟȢȣȭ ȠȕȡȕȔȐȨș șȞȥȟȡȝȐȧșș% 
ȢȞșȗȐȰ ȡșȢțș ȥșȞȐȞȢȟȒȬȦ Ƞȟȣȕȡȭ șȘ-ȘȐ ȝȟȩȕȞȞșȨȕȢȣȒȐ ș ȤȣȕȨȕț 
ȔȐȞȞȬȦ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ ?legacy) ȢșȢȣȕȝ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȟȘȒȟȜȰȕȣ ȐȞȐȜșȘșȡȟȒȐȣȭ 
ȟȑȫȕțȣȬ Ȓ șȘȟȜșȡȟȒȐȞȞȟȚ 
ȢȡȕȔȕ ș ȒȬȰȒȜȰȣȭ ȔȐȗȕ 
ȣȪȐȣȕȜȭȞȟ 
ȘȐȝȐȢțșȡȟȒȐȞȞȟȕ 
ȒȡȕȔȟȞȟȢȞȟȕ ǱǰȘȐ ȢȨȕȣ 
șȞȣȕȓȡȐȧșș Ȣ KATA

ǭȕȓțȟ șȞȣȕȓȡșȡȤȕȣȢȰ 
Ȣ ȢȤȪȕȢȣȒȤȯȪȕȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȟȚ% 
ȠȟȨȣȟȒȬȝș ȠȜȐȣȥȟȡȝȐȝș 
ș Ȥȗȕ șȢȠȟȜȭȘȤȕȝȬȝș 
ȡȕȩȕȞșȰȝș ȔȜȰ ȘȐȪșȣȬ 
ȠȟȨȣȬ

ǩȐȪșȪȐȕȣ ȟȣ ȒȢȕȦ 
ȐțȣȤȐȜȭȞȬȦ ȤȓȡȟȘ -ȢȠȐȝȐ% 
ȥșȩșȞȓȐ% BEC,APT% ȐȣȐț 
ȨȕȡȕȘ QR-țȟȔȬș Ȕȡ# <Ȣ 
ȠȟȝȟȪȭȯ ȣȕȦȞȟȜȟȓșȚ ȞȐ 
ȑȐȘȕ ML

ǳȟțȡȐȪȐȕȣ ȡșȢțș 
ȘȐȡȐȗȕȞșȰ ș ȤȣȕȨțș ȔȐȞȞȬȦ 
ȑȜȐȓȟȔȐȡȰ ȡȐȢȩșȡȕȞȞȬȝ 
ȒȟȘȝȟȗȞȟȢȣȰȝ ȥșȜȭȣȡȐȧșș 
țȟȞȣȕȞȣȐ

ǪȢȠȟȜȭȘȤȕȣ ȞȐȔȕȗȞȬȕ 
ȒȞȕȩȞșȕ șȢȣȟȨȞșțș 
ȐȞȐȜșȣșȨȕȢțșȦ ȔȐȞȞȬȦ ȟȑ 
ȤȓȡȟȘȐȦ% Ȑ ȣȐțȗȕ 
ȢȟȑȢȣȒȕȞȞȬȕ ȠȕȡȕȔȟȒȬȕ 
șȢȢȜȕȔȟȒȐȞșȰ ș ȔȐȞȞȬȕ TI

ǰȑȕȢȠȕȨșȒȐȕȣ ȞȐȔȕȗȞȬȚ
ș ȘȐȪșȪȕȞȞȬȚ ȟȑȝȕȞ 
țȟȡȠȟȡȐȣșȒȞȟȚ ȠȟȨȣȟȚ ȑȕȘ 
Ƞȟȣȕȡȭ Ȓ ȢțȟȡȟȢȣș 
țȟȝȝȤȞșțȐȧșȚ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/mail-server-security


ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǲȕȩȕȞșȕ ȞȐȔȕȗȞȟ ȘȐȪșȪȐȕȣ ȟȣ ȝȐȢȢȟȒȬȦ ȢȕȣȕȒȬȦ ȤȓȡȟȘ% ȒțȜȯȨȐȰ 
ȒȡȕȔȟȞȟȢȞȟȕ Ǳǰ% ȠȡȟȓȡȐȝȝȬ-ȩșȥȡȟȒȐȜȭȪșțș ș ȝȐȚȞȕȡȬ. 
ǰȑȕȢȠȕȨșȒȐȕȣ țȟȞȣȡȟȜȭ ȔȟȢȣȤȠȐ ț Ȓȕȑ-ȡȕȢȤȡȢȐȝ% Ȩȣȟ ȠȟȘȒȟȜȰȕȣ 
ȝșȞșȝșȘșȡȟȒȐȣȭ ȡșȢț ȒȟȘȞșțȞȟȒȕȞșȰ țșȑȕȡșȞȧșȔȕȞȣȟȒȠȟ ȒșȞȕ 
ȢȟȣȡȤȔȞșțȟȒ% Ȑ ȣȐțȗȕ ȠȟȒȬȢșȣȭ ȠȡȟșȘȒȟȔșȣȕȜȭȞȟȢȣȭ ȣȡȤȔȐ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǮșȞșȝșȘșȡȤȕȣ 
ȠȟȢȜȕȔȢȣȒșȰ 
ȠȡșȝȕȞȕȞșȰ ȢȟȧșȐȜȭȞȟȚ 
șȞȗȕȞȕȡșșȒ ȟȣȞȟȩȕȞșș 
ȢȟȣȡȤȔȞșțȟȒ ȘȐ ȢȨȕȣ 
țȟȞȣȡȟȜȰ ȢȕȣȕȒȬȦ 
ȠȟȔțȜȯȨȕȞșȚ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȠȟȜȞȟȧȕȞȞȤȯ ȘȐȪșȣȤ 
ȠȟȜȭȘȟȒȐȣȕȜȕȚ
ș ȡȐȑȟȨșȦ ȝȕȢȣ ȟȣ ȒȢȕȦ
ȒșȔȟȒ ȟȞȜȐȚȞ-ȤȓȡȟȘ

ǴȪȐȣȕȜȭȞȟ țȟȞȣȡȟȜșȡȤȕȣ 
ȔȟȢȣȤȠȠȟȜȭȘȟȒȐȣȕȜȕȚ ț 
Ȓȕȑ-ȡȕȢȤȡȢȐȝ Ȓ 
ȢȟȟȣȒȕȣȢȣȒșș Ȣ ȠȟȜșȣșțȐȝș 
ȑȕȘȟȠȐȢȞȟȢȣș țȟȝȠȐȞșș

ǿȥȥȕțȣșȒȞȟ ȒȬȰȒȜȰȕȣ% 
ȐȞȐȜșȘșȡȤȕȣ ș ȑȜȟțșȡȤȕȣ 
ȒȡȕȔȟȞȟȢȞȟȕ Ǳǰ% 
ȒțȜȯȨȐȰ ȩșȥȡȟȒȐȜȭȪșțș% 
ȝȐȚȞȕȡȬ% ȥșȩșȞȓ ș Ȕȡ#

ǱȟȘȒȟȜȰȕȣ ȟȑȕȢȠȕȨșȣȭ 
ȢȟȟȣȒȕȣȢȣȒșȕ ȣȡȕȑȟȒȐȞșȰȝ 
ȡȕȓȤȜȰȣȟȡȟȒ ȘȐ ȢȨȕȣ 
ȠȡȟȒȕȡțș Ȓȕȑ-ȣȡȐȥșțȐ

ǰȑȞȐȡȤȗșȒȐȕȣ ș 
ȥșȜȭȣȡȤȕȣ ȒȡȕȔȟȞȟȢȞȬȕ 
he_ Ȣ ȠȟȝȟȪȭȯ 
ȢȟȑȢȣȒȕȞȞȟȚ ȓȜȟȑȐȜȭȞȟȚ 
ȡȕȠȤȣȐȧșȟȞȞȟȚ ȑȐȘȬ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/internet-gateway
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ǲȕȩȕȞșȕ ȔȜȰ ȤȠȡȐȒȜȕȞșȰ ȠȐȡțȟȝ ȝȟȑșȜȭȞȬȦ ȤȢȣȡȟȚȢȣȒ% ȢȟȨȕȣȐȯȪȕȕ Ȓ Ȣȕȑȕ 
ȣȕȦȞȟȜȟȓșș ȘȐȪșȣȬ ș ȠȕȡȕȔȟȒȬȕ ȠȡȐțȣșțș ȤȠȡȐȒȜȕȞșȰ ȗșȘȞȕȞȞȬȝ ȧșțȜȟȝ 
ȝȟȑșȜȭȞȬȦ ȤȢȣȡȟȚȢȣȒ# ǰȞȟ ȠȟȔȔȕȡȗșȒȐȕȣ ȒȢȕ ȟȢȞȟȒȞȬȕ ȠȜȐȣȥȟȡȝȬ% Ȑ 
ȠȟȜȞȐȰ șȞȣȕȓȡȐȧșȰ Ȓ ȮțȟȢșȢȣȕȝȤ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȠȡȕȒȡȐȪȐȕȣ 
ȝȟȑșȜȭȞȬȕ ȤȢȣȡȟȚȢȣȒȐ Ȓ ȑȕȘȟȠȐȢȞȬȚ țȟȝȠȟȞȕȞȣ \g-șȞȥȡȐȢȣȡȤțȣȤȡȬ% 
ȟȠȣșȝșȘșȡȤȕȣ ȡȐȑȟȨșȕ ȠȡȟȧȕȢȢȬ ș ȠȟȒȬȩȐȕȣ ȟȑȪȤȯ ȮȥȥȕțȣșȒȞȟȢȣȭ 
ȡȐȑȟȣȬ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ ?legacy) ȢșȢȣȕȝ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ 
ȣȡȕȑȟȒȐȞșȰ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȟȘȒȟȜȰȕȣ ȑȕȘȟȠȐȢȞȟ 
șȢȠȟȜȭȘȟȒȐȣȭ Ȓ ȑșȘȞȕȢȕ 
ȡȐȘȞȟȡȟȔȞȬȚ ȠȐȡț 
ȝȟȑșȜȭȞȬȦ ȤȢȣȡȟȚȢȣȒ 
?ȒțȜȯȨȐȰ ȟȢȞȟȒȐȞȞȬȕ ȞȐ 
ȟȣȕȨȕȢȣȒȕȞȞȟȚ AuroraOS) 

ǰȑȕȢȠȕȨșȒȐȕȣ ȑȕȘȟȠȐȢȞȟȢȣȭ 
ș ȤȠȡȐȒȜȕȞșȕ ȡȐȘȜșȨȞȬȝș 
ȒșȔȐȝș ȝȟȑșȜȭȞȬȦ ȤȢȣȡȟȚȢȣȒ 
Ȣ ȠȟȝȟȪȭȯ ȕȔșȞȟȓȟ 
șȞȣȕȓȡșȡȟȒȐȞȞȟȓȟ ȡȕȩȕȞșȰ

ǳȟțȡȐȪȐȕȣ ȟȠȕȡȐȧșȟȞȞȬȕ 
ȡȐȢȦȟȔȬ ș ȞȐȓȡȤȘțȤ ȞȐ 
ȢȟȣȡȤȔȞșțȟȒ ȑȜȐȓȟȔȐȡȰ 
ȐȒȣȟȝȐȣșȘȐȧșș ȠȟȒȣȟȡȰȯȪșȦȢȰ 
ȘȐȔȐȨ% ȢȒȰȘȐȞȞȬȦ Ȣ ȗșȘȞȕȞȞȬȝ 
ȧșțȜȟȝ ȝȟȑșȜȭȞȬȦ ȤȢȣȡȟȚȢȣȒ

ǱȟȘȒȟȜȰȕȣ ȤȠȡȐȒȜȰȣȭ 
ȝȟȑșȜȭȞȬȝș ȤȢȣȡȟȚȢȣȒȐȝș țȐț 
ȞȕȟȣȫȕȝȜȕȝȟȚ ȨȐȢȣȭȯ \g-
șȞȥȡȐȢȣȡȤțȣȤȡȬ Ȣ 
ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟȚ 
ȡȕȓșȢȣȡȐȧșȕȚ ȢȟȑȬȣșȚ

ǰȑȕȢȠȕȨșȒȐȕȣ ȠȟȜȞȟȧȕȞȞȟȕ 
șȝȠȟȡȣȟȘȐȝȕȪȕȞșȕ 
ȠȟțșȞȤȒȩșȦ ȡȬȞȟț ȘȐȡȤȑȕȗȞȬȦ 
ȡȕȩȕȞșȚ țȜȐȢȢȐ X`` I hX`

ǱȟȝȟȓȐȕȣ ȟȑȕȢȠȕȨșȣȭ ȢȟȟȣȒȕȣȢȣȒșȰ 
ȞȟȡȝȐȣșȒȞȬȝ ȣȡȕȑȟȒȐȞșȰȝ 
ȑȜȐȓȟȔȐȡȰ ȩșȡȟțȟȝȤ ȢȠȕțȣȡȤ 
ȢȡȕȔȢȣȒ ȤȠȡȐȒȜȕȞșȰ% ȘȐȪșȣȬ ș 
ȠȡȕȔȟȣȒȡȐȪȕȞșȰ ȞȐȡȤȩȕȞșȰ 
ȠȟȜșȣșț ȑȕȘȟȠȐȢȞȟȢȣș

https://www.kaspersky.ru/enterprise-security/mobile
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ǮȕȗȢȕȣȕȒȟȚ ȮțȡȐȞ ȞȟȒȟȓȟ ȠȟțȟȜȕȞșȰ ȞȐ ȟȢȞȟȒȕ ȜșȔȕȡȢțșȦ 
ȣȕȦȞȟȜȟȓșȚ ȠȡȕȔȟȢȣȐȒȜȰȕȣ ȘȐȪșȣȤ ȥșȞȐȞȢȟȒȬȦ țȟȝȠȐȞșȚ ȟȣ 
ȩșȡȟțȟȓȟ ȢȠȕțȣȡȐ țșȑȕȡȤȓȡȟȘ% țȟȞȣȡȟȜșȡȤȕȣ ȐțȣșȒȞȟȢȣȭ 
ȠȡșȜȟȗȕȞșȚ ș ȢȕȡȒșȢȟȒ% ȠȟȘȒȟȜȰȕȣ ȮȥȥȕțȣșȒȞȟ ȤȠȡȐȒȜȰȣȭ 
ȣȡȐȥșțȟȝ ș ȟȠȣșȝșȘșȡȤȕȣ ȠȡȟșȘȒȟȔșȣȕȜȭȞȟȢȣȭ șȞȥȡȐȢȣȡȤțȣȤȡȬ# 
ǿȣȟ ȠȟȜȞȟȢȣȭȯ ȡȟȢȢșȚȢțșȚ ȠȡȟȔȤțȣ Ȣ ȢȟȑȢȣȒȕȞȞȟȚ ȐȡȦșȣȕțȣȤȡȟȚ 
ș ȔȒșȗțȐȝș ȑȕȘȟȠȐȢȞȟȢȣș% țȟȣȟȡȬȚ ȢȟȟȣȒȕȣȢȣȒȤȕȣ ȢȣȡȐȣȕȓșș 
ȔȒșȗȕȞșȰ ț șȝȠȟȡȣȟȞȕȘȐȒșȢșȝȟȢȣș.

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǵȠȡȐȒȜȕȞșȕ ș ȘȐȪșȣȐ ȢȜȟȗȞȟȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȕȔșȞȤȯ 
ȣȟȨțȤ ȤȠȡȐȒȜȕȞșȰ ȒȢȕȝș 
ȡȐȘȒȕȡȞȤȣȬȝș NGFWș 
ȔȡȤȓșȝș ȠȡȟȔȤțȣȐȝș 
Kaspersky

ǰȠȣșȝșȘșȡȤȕȣ ȡȤȣșȞȞȬȕ 
ȠȡȟȧȕȢȢȬ ȝȟȞșȣȟȡșȞȓȐ ș 
ȐȔȝșȞșȢȣȡșȡȟȒȐȞșȰ Ȣȕȣș% 
ȒȬȢȒȟȑȟȗȔȐȰ ȡȕȢȤȡȢȬ 
ȠȡȟȥșȜȭȞȬȦ ȢȠȕȧșȐȜșȢȣȟȒ

ǩȐȪșȪȐȕȣ ȥșȞȐȞȢȟȒȬȕ 
ȟȡȓȐȞșȘȐȧșș ȟȣ ȐțȣȤȐȜȭȞȬȦ 
ȢȕȣȕȒȬȦ ȤȓȡȟȘ ȑȜȐȓȟȔȐȡȰ 
ȠȡȟȔȒșȞȤȣȬȝ ȔȒșȗțȐȝ 
ȑȕȘȟȠȐȢȞȟȢȣș ș ȡȕȓȤȜȰȡȞȟ 
ȟȑȞȟȒȜȰȯȪșȝȢȰ ȑȐȘȐȝ 

ǱȟȝȟȓȐȕȣ ȡȕȐȜșȘȟȒȐȣȭ 
țȟȝȠȜȕțȢȞȬȚ ȠȟȔȦȟȔ ț 
ȘȐȪșȣȕ șȞȥȡȐȢȣȡȤțȣȤȡȬ 
ȑȜȐȓȟȔȐȡȰ șȞȣȕȓȡȐȧșș Ȣ 
ȡȕȩȕȞșȰȝș țȜȐȢȢȐ XDR, 
SIEM, Sandbox

ǱȟȝȟȓȐȕȣ ȢȟȑȜȯȔȐȣȭ 
ȣȡȕȑȟȒȐȞșȰ ȡȕȓȤȜȰȣȟȡȟȒ ș 
ȢȟȟȣȒȕȣȢȣȒȟȒȐȣȭ 
ȢȣȡȐȣȕȓșș 
șȝȠȟȡȣȟȘȐȝȕȪȕȞșȰ

ǰȑȕȢȠȕȨșȒȐȕȣ ȠȟȜȞȬȚ 
țȟȞȣȡȟȜȭ ȢȕȣȕȒȟȓȟ ȣȡȐȥșțȐ 
ș ȐțȣșȒȞȟȢȣș ȠȡșȜȟȗȕȞșȚ 
ȔȜȰ ȤȠȡȐȒȜȕȞșȰ ȔȟȢȣȤȠȟȝ ț 
șȞȣȕȡȞȕȣ-ȡȕȢȤȡȢȐȝ ș 
ȝșȣșȓȐȧșșȧȕȜȟȓȟ ȢȠȕțȣȡȐ 
ȤȓȡȟȘ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/ngfw
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ǮȟȪȞȟȕ ȡȕȩȕȞșȕ țȜȐȢȢȐ XWe% țȟȣȟȡȟȕ ȠȡȕȔȟȢȣȐȒȜȰȕȣ 
ȢȠȕȧșȐȜșȢȣȐȝ ǪǢ ȠȟȜȞȤȯ țȐȡȣșȞȤ ȢȟȑȬȣșȚ Ȓ șȞȥȡȐȢȣȡȤțȣȤȡȕ 
ȡȐȑȟȨșȦ ȝȕȢȣ ș ȢȕȡȒȕȡȟȒ ș ȮȥȥȕțȣșȒȞȟ ȘȐȪșȪȐȕȣ șȦ ȟȣ ȢȜȟȗȞȬȦ 
ȤȓȡȟȘ ș Tcg-ȐȣȐț# ^n¡}r ¡x§ XWe ExpertȟȑȕȢȠȕȨșȒȐȕȣ 
ȒșȘȤȐȜșȘȐȧșȯ țȟȞȕȨȞȬȦ ȣȟȨȕț% ȮȥȥȕțȣșȒȞȟȕ ȟȑȞȐȡȤȗȕȞșȕ ȤȓȡȟȘ ș 
ȡȕȐȓșȡȟȒȐȞșȕ ȞȐ șȞȧșȔȕȞȣȬ% Ȑ ȣȐțȗȕ ȠȡȕȔȟȢȣȐȒȜȰȕȣ șȞȢȣȡȤȝȕȞȣȬ 
ȔȜȰ ȠȡȟȐțȣșȒȞȟȓȟȠȟșȢțȐ ȤȓȡȟȘ ș ȐȞȐȜșȘȐ ȠȕȡȒȟȠȡșȨșȞ# 

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǡȒȣȟȝȐȣșȘșȡȤȕȣ ȠȡȟȧȕȢȢȬ Ƞȟ 
ȢȑȟȡȤ ȔȐȞȞȬȦ% ȒȬȰȒȜȕȞșȯ 
ȤȓȡȟȘ ș ȡȕȐȓșȡȟȒȐȞșȯ ȞȐ ȞșȦ

ǵȢșȜșȒȐȕȣ țȟȞȣȡȟȜȭ ș 
ȠȟȒȬȩȐȕȣ ȒșȔșȝȟȢȣȭ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ ȡȐȑȟȨșȦ ȝȕȢȣ 
ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș 

ǱȟȒȬȩȐȕȣ ȮȥȥȕțȣșȒȞȟȢȣȭ 
ȠȟțȐȘȐȣȕȜȕȚ ȢȡȕȔȞȕȓȟ 
ȒȡȕȝȕȞș ȟȑȞȐȡȤȗȕȞșȰ ș 
ȡȕȐȓșȡȟȒȐȞșȰ ȞȐ șȞȧșȔȕȞȣȬ 

ǳȟțȡȐȪȐȕȣ ȣȡȤȔȟȘȐȣȡȐȣȬ
ȞȐ ȠȡȟȧȕȢȢ ȟȑȡȐȑȟȣțș 
ȢȜȟȗȞȬȦ șȞȧșȔȕȞȣȟȒ ȞȐ 
ȤȡȟȒȞȕ țȟȞȕȨȞȬȦ ȣȟȨȕț

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟȕ 
ȡȕȐȓșȡȟȒȐȞșȕ Ȓ 
ȡȐȢȠȡȕȔȕȜȕȞȞȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȕ ȡȐȑȟȨșȦ ȝȕȢȣ 
ș ȢȕȡȒȕȡȟȒ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ șȞȢȣȡȤȝȕȞȣȐȡșȚ 
ȔȜȰ ȠȡȟȐțȣșȒȞȟȓȟȠȟșȢțȐ ȤȓȡȟȘ ș 
ȢȟȠȟȢȣȐȒȜȕȞșȰ Ȣ ȝȐȣȡșȧȕȚ 
MITRE

ǰȑȕȢȠȕȨșȒȐȕȣ ȤȢșȜȕȞșȕ 
țȜȐȢȢșȨȕȢțȟȚ ȘȐȪșȣȬ ȡȐȑȟȨșȦ 
ȝȕȢȣ ȠȕȡȕȔȟȒȬȝș ȣȕȦȞȟȜȟȓșȰȝ 
Ƞȟ ȠȡȟȣșȒȟȔȕȚȢȣȒșȯ ȢȜȟȗȞȬȝ 
ȤȓȡȟȘȐȝ

ǱȟȝȟȓȐȕȣ ȢȟȟȣȒȕȣȢȣȒȟȒȐȣȭ 
ȣȡȕȑȟȒȐȞșȰȝ ȔȕȚȢȣȒȤȯȪȕȓȟ 
ȘȐțȟȞȟȔȐȣȕȜȭȢȣȒȐ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/endpoint-detection-response-edr


ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǬȟȝȠȜȕțȢȞȟȕ ȡȕȩȕȞșȕ ȔȜȰ ȘȐȪșȣȬ ȟȣ Tcg-ȐȣȐț ș ȔȡȤȓșȦ ȢȜȟȗȞȬȦ 
țșȑȕȡȤȓȡȟȘ% ȒțȜȯȨȐȯȪȕȕ ȒȟȘȝȟȗȞȟȢȣș ȢȕȣȕȒȟȚ ȠȕȢȟȨȞșȧȬ% aWe 
ș ȔȟȠȟȜȞșȣȕȜȭȞȟ XWe# ǲȕȩȕȞșȕ țȟȞȣȡȟȜșȡȤȕȣ ȑȕȘȟȠȐȢȞȟȢȣȭ țȐț 
ȞȐ ȤȡȟȒȞȕ Ȣȕȣș% ȣȐț ș ȞȐ ȤȡȟȒȞȕ ȡȐȑȟȨșȦ ȝȕȢȣ% ȠȡȕȔȟȢȣȐȒȜȰȰ 
ȠȟȜȞȤȯ țȐȡȣșȞȤ \g-șȞȥȡȐȢȣȡȤțȣȤȡȬ ș ȘȐȪșȣȤ ȟȣ ȧȕȜȕȒȬȦ ȐȣȐț#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǮșȞșȝșȘșȡȤȕȣ ȡșȢțș 
ȤȣȕȨȕț ș ȥșȞȐȞȢȟȒȬȕ 
Ƞȟȣȕȡș ȑȜȐȓȟȔȐȡȰ 
ȠȡȟȐțȣșȒȞȟȝȤȒȬȰȒȜȕȞșȯ 
ȡșȢțȟȒ% ȠȟșȢțȤ ȤȓȡȟȘ ș 
ȐȞȟȝȐȜșȚ

ǣȬȰȒȜȰȕȣ ȐȣȐțș% 
ȞȐȠȡȐȒȜȕȞȞȬȕȞȐ 
șȞȥȡȐȢȣȡȤțȣȤȡȤ% ȑȜȐȓȟȔȐȡȰ 
ȢȟȒȡȕȝȕȞȞȬȝ ȣȕȦȞȟȜȟȓșȰȝ 
ȔȕȣȕțȣșȡȟȒȐȞșȰ ș 
ȠȡȟȐțȣșȒȞȟȓȟȠȟșȢțȐ ȤȓȡȟȘ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȠȡȟȔȒșȞȤȣȤȯ ȘȐȪșȣȤ ȟȣ 
ȧȕȜȕȒȬȦ ȐȣȐț ȞȐ ȤȡȟȒȞȕ 
ȢȕȣȕȒȟȓȟ ȣȡȐȥșțȐ% ȠȟȨȣȬ 
ș ȡȐȑȟȨșȦ ȝȕȢȣ

ǪȢȠȟȜȭȘȤȕȣ ȔȐȞȞȬȕ 
ȓȜȟȑȐȜȭȞȟȚ ȐȞȐȜșȣșțș ȟȑ 
ȐțȣȤȐȜȭȞȬȦ APT ș ȤȓȡȟȘȐȦ 
ȔȜȰȥșȞȐȞȢȟȒȟȓȟ ȢȕțȣȟȡȐ 

ǥȐȕȣ ȠȟȜȞȟȕ ȠȡȕȔȢȣȐȒȜȕȞșȕ 
ȟȑȟ ȒȢȕȦ ȤȢȣȡȟȚȢȣȒȐȦ Ȓ Ȣȕȣș% 
ȢȒȰȘȐȞȞȬȦ Ȣ Ȟșȝș ȤȓȡȟȘȐȦ ș 
ȟȑȫȕțȣȐȦ% ȣȡȕȑȤȯȪșȦ 
ȒȞșȝȐȞșȰ Ȓ ȠȕȡȒȤȯ ȟȨȕȡȕȔȭ

ǡȞȐȜșȘșȡȤȕȣ ȣȡȐȥșț ș 
ȒȬȰȒȜȰȕȣ țȐț ȒȞȕȩȞșȕ% ȣȐț ș 
ȒȞȤȣȡȕȞȞșȕ ȢȕȣȕȒȬȕ 
ȤȓȡȟȘȬ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform


ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǣȬȢȟțȟȠȡȟșȘȒȟȔșȣȕȜȭȞȟȕ ȡȕȩȕȞșȕ țȜȐȢȢȐ f\X`% 
ȠȡȕȔȞȐȘȞȐȨȕȞȞȟȕ ȔȜȰ ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟȓȟ ȢȑȟȡȐ% ȐȞȐȜșȘȐ ș 
țȟȡȡȕȜȰȧșș ǪǢ-ȢȟȑȬȣșȚ șȘ ȡȐȘȜșȨȞȬȦ șȢȣȟȨȞșțȟȒ ȔȜȰ 
ȒȬȰȒȜȕȞșȰ țșȑȕȡșȞȧșȔȕȞȣȟȒș ȢȒȟȕȒȡȕȝȕȞȞȟȚ șȦ 
ȞȕȚȣȡȐȜșȘȐȧșș# ȁȒȜȰȕȣȢȰ țȜȯȨȕȒȟȚ ȣȕȦȞȟȜȟȓșȕȚ ȔȜȰ 
ȠȟȢȣȡȟȕȞșȰ SOCȒ ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȡȕȩȕȞșȕ ȔȜȰ 
ȞȐȔȕȗȞȟȓȟ ș ȮțȟȞȟȝșȨȞȟȓȟ 
ȦȡȐȞȕȞșȰ ȜȟȓȟȒ Ȣ ȤȔȟȑȞȬȝ 
ȠȟșȢțȟȝ Ƞȟ ȦȡȐȞȰȪșȝȢȰ ȔȐȞȞȬȝ

ǰȑȞȐȡȤȗșȒȐȕȣ ȐȣȐțș ȞȐ 
șȞȥȡȐȢȣȡȤțȣȤȡȤȑȐȞțȟȒ% 
ȟȢȤȪȕȢȣȒȜȰȰ Ȣȑȟȡ% 
ȞȟȡȝȐȜșȘȐȧșȯ% ȦȡȐȞȕȞșȕ ș 
țȟȡȡȕȜȰȧșȯ ȢȟȑȬȣșȚ șȘ 
ȝȐȢȢșȒȐ ȡȐȘȞȬȦ șȢȣȟȨȞșțȟȒ

ǰȠȣșȝșȘșȡȤȕȣ ȡȤȣșȞȞȬȕ 
ȠȡȟȧȕȢȢȬ ȝȟȞșȣȟȡșȞȓȐ% 
ȠȡșȟȡșȣșȘȐȧșșȐȜȕȡȣȟȒ% 
ȠȡȟȐțȣșȒȞȟȓȟ ȠȟșȢțȐ ȘȐ 
ȢȨȕȣ șȢȠȟȜȭȘȟȒȐȞșȰ ǪǪ

ǱȟȝȟȓȐȕȣ ȢȟȟȣȒȕȣȢȣȒȟȒȐȣȭ 
ȣȡȕȑȟȒȐȞșȰȝ ȡȕȓȤȜȰȣȟȡȟȒ Ȓ 
ȟȑȜȐȢȣș ȑȕȘȟȠȐȢȞȟȢȣș ǬǪǪ% Ȓ 
ȣȟȝ ȨșȢȜȕ ȒȘȐșȝȟȔȕȚȢȣȒȟȒȐȣȭ Ȣ 
ǯǬǸǬǪ <ȠȟȜȤȨȐȣȭ ș ȟȣȠȡȐȒȜȰȣȭ 
ȔȐȞȞȬȕ ȟȑ șȞȧșȔȕȞȣȐȦ

ǵȜȤȨȩȐȕȣ ȒȡȕȝȕȞȞȬȕ 
ȠȟțȐȘȐȣȕȜș Ƞȟ 
ȟȑȞȐȡȤȗȕȞșȯ ȢȜȟȗȞȬȦ ȐȣȐț 
ȞȐ șȞȥȡȐȢȣȡȤțȣȤȡȤ 
ȥșȞȐȞȢȟȒȬȦ ȟȡȓȐȞșȘȐȧșȚ 

ǮșȞșȝșȘșȡȤȕȣ Ƞȟȣȕȡș ȟȣ 
ȝȟȩȕȞȞșȨȕȢțșȦ ȣȡȐȞȘȐțȧșȚ ȠȤȣȕȝ 
ȢȒȟȕȒȡȕȝȕȞȞȟȓȟ șȦ ȒȬȰȒȜȕȞșȰ ș 
ȠȡșȟȢȣȐȞȟȒȜȕȞșȰ șȦ ȟȑȡȐȑȟȣțș% Ȑ 
ȣȐțȗȕ ȠȡȟȣșȒȟȔȕȚȢȣȒȤȕȣ ȔȡȤȓșȝ 
ȔȕȚȢȣȒșȰȝ țșȑȕȡȠȡȕȢȣȤȠȞșțȟȒ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/unified-monitoring-and-analysis-platform


1. Security (EPP)

ǭșȞȕȚțȐ ȡȕȩȕȞșȚ ^n¡}r ¡x§ f§z}u|{§# ʮ ȤȡȟȒȞȰ ȘȐȪșȣȬ

Kaspersky Symphony

ǤșȑțșȚ 

Kaspersky Symphony

Kaspersky Symphony

Kaspersky Symphony

Kaspersky Symphony=Ȯȣȟ ȜșȞȕȚțȐ ȡȕȩȕȞșȚ% țȟȣȟȡȐȰ ȔȐȕȣ ȟȡȓȐȞșȘȐȧșȰȝ ȒȢȕ ȞȕȟȑȦȟȔșȝȟȕ ȔȜȰ 
ȠȟȢȣȕȠȕȞȞȟȚ șȜș ȟȔȞȟȨȐȢȣȞȟȚ ȡȕȐȜșȘȐȧșș ȠȟȔȦȟȔȐ ț ȠȟȢȣȡȟȕȞșȯ ȞȐȔȕȗȞȟȚ ș ȐȔȐȠȣșȒȞȟȚ ȢșȢȣȕȝȬ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș# ǣȢȕ ȮȜȕȝȕȞȣȬ ȮȣȟȚ ȮțȟȢșȢȣȕȝȬ ȔȟȠȟȜȞȰȯȣ ș ȤȢșȜșȒȐȯȣ ȔȡȤȓ ȔȡȤȓȐ#

ǪȞȢȣȡȤȝȕȞȣȬ1



ǶȤȞțȧșȟȞȐȜȭȞȟȕ ȢȡȐȒȞȕȞșȕ ȤȡȟȒȞȕȚ ^n¡}r ¡x§ f§z}u|{§

Kaspersky Symphony

ǵȡȟȒȕȞȭ ȘȐȪșȣȬ ǢȐȘȟȒȐȰ
ȢȟȑȢȣȒȕȞȞȐȰ ȘȐȪșȣȐ

ǱȕȡȕȔȟȒȐȰ ȤȠȡȐȒȜȰȕȝȐȰ 
ȘȐȪșȣȐ

ǱȕȡȕȔȟȒȐȰ ȢȟȑȢȣȒȕȞȞȐȰ 
ȘȐȪșȣȐ

ǲȐȢȩșȡȕȞȞȐȰ ȢȟȑȢȣȒȕȞȞȐȰ 
ȘȐȪșȣȐ

ǡȒȣȟȝȐȣșȨȕȢțȐȰ ȘȐȪșȣȐ țȟȞȕȨȞȬȦ ȣȟȨȕț ?ȥșȘșȨȕȢțșȦ% ȝȟȑșȜȭȞȬȦ 
șȒșȡȣȤȐȜȭȞȬȦ@ ȟȣ ȝȐȢȢȟȒȬȦ ȤȓȡȟȘ 9 9 9 9
ǱȕȡȕȔȟȒȟȕ ȟȑȞȐȡȤȗȕȞșȕ ȢȜȟȗȞȬȦ ȤȓȡȟȘ ȞȐ ȤȡȟȒȞȕ țȟȞȕȨȞȬȦ 
ȣȟȨȕț ș ȡȕȐȓșȡȟȒȐȞșȕ ȞȐ ȞșȦ 9 9 9
ǥȕȣȕțȣșȡȟȒȐȞșȕ Ȣ ȠȟȝȟȪȭȯ ȠȕȡȕȔȟȒȟȚ ȠȕȢȟȨȞșȧȬ
ș ȡȕȐȓșȡȟȒȐȞșȕ ȞȐ ȟȑȞȐȡȤȗȕȞșȰ 9
ǬȟȝȠȜȕțȢȞȬȚ ȝȟȞșȣȟȡșȞȓ ș țȟȡȡȕȜȰȧșȰ ȢȟȑȬȣșȚ ǪǢ ?f\X`@% 
ȒȢȣȡȟȕȞȞȬȚ ȝȟȔȤȜȭ ǤȟȢǳǰǱǬǡ% șȞȣȕȓȡȐȧșȰ Ȣ ȡȐȘȜșȨȞȬȝș ǪǢ-ȢșȢȣȕȝȐȝș 9
ǦȔșȞȬȚ ȓȡȐȥ ȡȐȢȢȜȕȔȟȒȐȞșȰ% ȠȜȕȚȑȤțș% ȤȠȡȐȒȜȕȞșȕ șȞȧșȔȕȞȣȐȝș ȑȜȐȓȟȔȐȡȰ 
ȠȜȐȣȥȟȡȝȕ ȤȠȡȐȒȜȕȞșȰ Open Single Management Platform 9
ǵȠȡȐȒȜȕȞșȕ ȐȞȐȜșȣșȨȕȢțșȝș ȔȐȞȞȬȝș ȟ țșȑȕȡȤȓȡȟȘȐȦ(TI Platform) 
ș ȒȢȣȡȟȕȞȞȬȕ Ƞȟȣȟțș ȔȐȞȞȬȦ ?data feeds) 9
ǩȐȪșȣȐ ȮȜȕțȣȡȟȞȞȟȚ ȠȟȨȣȬ ?fXZ@ ș Ȓȕȑ-ȣȡȐȥșțȐ ?fjZ@

9
ǤȜȤȑȟțșȚ ȐȞȐȜșȘ ȢȕȣȕȒȟȓȟ ȣȡȐȥșțȐ ?agT@ 
ș ȡȕȐȓșȡȟȒȐȞșȕ ȞȐ ȤȡȟȒȞȕ ȩȜȯȘȟȒ 9
ǱȟȒȬȩȕȞșȕ țșȑȕȡȓȡȐȝȟȣȞȟȢȣș

9
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ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜșǲȕȩȕȞșȕ ȔȜȰ ȟȑȕȢȠȕȨȕȞșȰ ȥȤȞȔȐȝȕȞȣȐȜȭȞȟȚ ȑȕȘȟȠȐȢȞȟȢȣș ȒȢȕȦ 

ȣșȠȟȒ țȟȞȕȨȞȬȦ ȣȟȨȕț& țȟȝȠȭȯȣȕȡȬ% ȢȕȡȒȕȡȬ% ȝȟȑșȜȭȞȬȕ 
ȤȢȣȡȟȚȢȣȒȐ% ȒșȡȣȤȐȜȭȞȬȕ ȡȐȑȟȨșȕ ȝȕȢȣȐ% ȠȤȑȜșȨȞȬȕ ȟȑȜȐțȐ#
ǣ ȟȢȞȟȒȕ ȡȕȩȕȞșȰ =ȠȕȡȕȔȟȒȬȕ ȣȕȦȞȟȜȟȓșș ȘȐȪșȣȬ ȔȐȞȞȬȦ ȟȣ 
ȒȡȕȔȟȞȟȢȞȟȓȟ Ǳǰ ș ȒȣȟȡȗȕȞșȚ% ȠȡȟȔȒșȞȤȣȬȕ șȞȢȣȡȤȝȕȞȣȬ 
țȟȞȣȡȟȜȰ ș ȐȔȝșȞșȢȣȡșȡȟȒȐȞșȰ ș ȤȞșțȐȜȭȞȐȰ ȓȜȟȑȐȜȭȞȐȰ 
ȮțȢȠȕȡȣșȘȐ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8#

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȕȔșȞȤȯ 
țȟȞȢȟȜȭ ȔȜȰ 
ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟȓȟ 
ȤȠȡȐȒȜȕȞșȰ țȟȞȕȨȞȬȝș 
ȣȟȨțȐȝș

ǱȟȝȟȓȐȕȣ țȟȞȣȡȟȜșȡȟȒȐȣȭ 
ȠȡȟȓȡȐȝȝȬ% ȤȢȣȡȟȚȢȣȒȐ ș 
ȡȐȑȟȣȤ ȠȡșȜȟȗȕȞșȚ% 
ȘȐȠȤȪȕȞȞȬȦ ȞȐ ȢȕȡȒȕȡȐȦ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȑȕȘȟȠȐȢȞȟȢȣȭ țȐȗȔȟȚ 
ȟȣȔȕȜȭȞȟȚ țȟȞȕȨȞȟȚ ȣȟȨțș 
ȥșȞȐȞȢȟȒȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ% Ȓ ȣ#Ȩ# Ȓ 
ȒșȡȣȤȐȜȭȞȬȦ ȢȡȕȔȐȦ

ǩȐȪșȪȐȕȣ ȟȣ ȮțȢȠȜȟȚȣȟȒ 
ș ȩșȥȡȟȒȐȜȭȪșțȟȒ% 
ȟȧȕȞșȒȐȕȣ ș ȤȢȣȡȐȞȰȕȣ 
ȤȰȘȒșȝȟȢȣș ȞȐ ȤȡȟȒȞȕ 
țȟȞȕȨȞȬȦ ȣȟȨȕț 

ǱȟȔȔȕȡȗșȒȐȕȣ ȒȢȕ 
ȟȢȞȟȒȞȬȕ ǰǳ ș ȢȡȕȔȢȣȒȐ 
ȒșȡȣȤȐȜșȘȐȧșș% ȒțȜȯȨȐȰ 
ȠȟȠȤȜȰȡȞȬȕ ȡȟȢȢșȚȢțșȕ 
ȟȠȕȡȐȧșȟȞȞȬȕ ȢșȢȣȕȝȬ

ǢȜȟțșȡȤȕȣ ȥȐȚȜȟȒȬȕ% 
ȠȟȨȣȟȒȬȕ ș Ȓȕȑ-ȤȓȡȟȘȬ% 
ȠȡȕȔȟȣȒȡȐȪȐȕȣ 
ȒȣȟȡȗȕȞșȰ

ǪȞȢȣȡȤȝȕȞȣȬ1

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/small-to-medium-business-security/symphony-security


ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜșǲȕȩȕȞșȕ% ȡȐȘȡȐȑȟȣȐȞȞȟȕ ȔȜȰ ȮțȢȠȕȡȣȟȒ Ȓ ȟȑȜȐȢȣș ǪǢ% țȟȣȟȡȟȕ Ȓ 

ȢșȞȕȡȓșș Ȣ ȒțȜȯȨȕȞȞȟȚ ȑȐȘȟȒȟȚ ȘȐȪșȣȟȚ țȟȞȕȨȞȬȦ ȣȟȨȕț 
ȠȟȘȒȟȜȰȕȣ ȑȜȟțșȡȟȒȐȣȭ ȝȐȢȢȟȒȬȕ ȤȓȡȟȘȬ% ȐȒȣȟȝȐȣșȨȕȢțș ș 
ȠȡȟȐțȣșȒȞȟșȢțȐȣȭ ȢȜȟȗȞȬȕ țșȑȕȡȤȓȡȟȘȬ% ȠȡȟȒȟȔșȣȭ 
ȡȐȢȢȜȕȔȟȒȐȞșȰ șȞȧșȔȕȞȣȟȒ ș ȠȡȕȔȟȢȣȐȒȜȰȕȣ
ǪǢ-ȢȠȕȧșȐȜșȢȣȐȝ ȟȑȩșȡȞȬȚ șȞȢȣȡȤȝȕȞȣȐȡșȚ ȔȜȰ ȡȕȐȓșȡȟȒȐȞșȰ ȞȐ 
ȤȡȟȒȞȕ țȟȞȕȨȞȬȦ ȣȟȨȕț#

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǿȥȥȕțȣșȒȞȟ ȑȜȟțșȡȤȕȣ 
ȝȐȢȢȟȒȬȕ ȤȓȡȟȘȬ% 
ȟȑȞȐȡȤȗșȒȐȕȣ ș 
ȠȟȝȟȓȐȕȣ ȡȐȢȢȜȕȔȟȒȐȣȭ 
ȢȜȟȗȞȬȕ ȤȓȡȟȘȬ Ȓ ȡȐȝțȐȦ 
ȒȢȕȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ 
țȟȞȕȨȞȬȦ ȣȟȨȕț 

ǱȟȔȔȕȡȗșȒȐȕȣ 
ȡȐȘȜșȨȞȬȕ
ȝȕȡȬ Ƞȟ ȡȕȐȓșȡȟȒȐȞșȯ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȒȢȕȢȣȟȡȟȞȞșȚ ȟȑȘȟȡ ȒȢȕȦ 
ȡȐȑȟȨșȦ ȝȕȢȣ 
Ȓ șȞȥȡȐȢȣȡȤțȣȤȡȕ 
ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș

ǱȡȕȔȟȢȣȐȒȜȰȕȣ șȞȢȣȡȤȝȕȞȣȬ 
ȔȜȰ ȠȡȟȐțȣșȒȞȟȓȟȠȟșȢțȐ 
ȤȓȡȟȘ ș ȡȕȣȡȟȢȠȕțȣșȒȞȟȓȟ 
ȐȞȐȜșȘȐ

ǰȠȣșȝșȘșȡȤȕȣ ȘȐȣȡȐȣȬ 
ȞȐ ȠȡȟȧȕȢȢ ȟȑȡȐȑȟȣțș 
șȞȧșȔȕȞȣȟȒ ȞȐ ȤȡȟȒȞȕ 
țȟȞȕȨȞȬȦ ȣȟȨȕț

ǱȟȒȬȩȐȕȣ țȐȨȕȢȣȒȟ 
ȟȑȞȐȡȤȗȕȞșȰ ȢȜȟȗȞȬȦ 
ȤȓȡȟȘ ș ȧȕȜȕȒȬȦ ȐȣȐț% 
ȟȑȫȕȔșȞȰȰ Ȓ ȟȔȞȟȝ 
ȡȕȩȕȞșș ȣȕȦȞȟȜȟȓșș 
EPP ș EDR

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/symphony
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ǲȕȩȕȞșȕ ȔȜȰ țȡȤȓȜȟȢȤȣȟȨȞȟȚ ȘȐȪșȣȬ ȑșȘȞȕȢȐ ȢșȜȐȝș ȮțȢȠȕȡȣȟȒ 
fbV ^n¡}r ¡x§% Ȓ ȣȟȝ ȨșȢȜȕ ȒțȜȯȨȐȯȪȕȕ Ȓ ȢȕȑȰ ȡȕȩȕȞșȕ țȜȐȢȢȐ 
Xcc# ǬȟȝȐȞȔȐ `We ȡȐȢȢȜȕȔȤȕȣ ȢȟȑȬȣșȰ ȑȕȘȟȠȐȢȞȟȢȣș% 
ȟȢȤȪȕȢȣȒȜȰȕȣ ȞȕȠȡȕȡȬȒȞȬȚ ȝȟȞșȣȟȡșȞȓ șȞȥȡȐȢȣȡȤțȣȤȡȬ 
ȟȡȓȐȞșȘȐȧșș ș ȐȞȐȜșȘșȡȤȕȣ ȣȕȜȕȝȕȣȡșȯ ȞȐ ȠȡȕȔȝȕȣ șȞȧșȔȕȞȣȟȒ# 
ǵȞșțȐȜȭȞȬȕ șȞȔșțȐȣȟȡȬ ȐȣȐț ȠȟȘȒȟȜȰȯȣ ȟȑȞȐȡȤȗșȣȭ ȢțȡȬȣȬȕ 
ȤȓȡȟȘȬ% Ȑ ȒȢȣȡȟȕȞȞȬȕ ȝȕȦȐȞșȘȝȬ ǪǪ ȠȟȝȟȓȐȯȣ ȤȢțȟȡșȣȭ ȠȡȟȧȕȢȢ 
ȟȑȡȐȑȟȣțș ȢȟȑȬȣșȚ ȑȕȘȟȠȐȢȞȟȢȣș#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǳȣȡȟȓșȕ ȣȡȕȑȟȒȐȞșȰ ȡȕȓȤȜȰȣȟȡȟȒ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȒȟȘȝȟȗȞȟȢȣȭ 
ȠȟȜȭȘȟȒȐȣȭȢȰ țȜȯȨȕȒȬȝș 
ȠȡȕșȝȤȪȕȢȣȒȐȝș SOC, Ȟȕ 
șȝȕȰ ȕȓȟ ȒȞȤȣȡș țȟȝȠȐȞșș

ǮȟȞșȣȟȡșȣ ș 
ȟȑȞȐȡȤȗșȒȐȕȣ ȤȓȡȟȘȬ ʬʮIʱ% 
ȔȐȗȕ ȕȢȜș Ȕȟ ȠȟȔțȜȯȨȕȞșȰ 
ȡȕȩȕȞșȰ țȟȝȠȡȟȝȕȣȐȧșȰ 
Ȥȗȕ ȢȜȤȨșȜȐȢȭ

ǩȐȪșȪȐȕȣ ȒȢȕ ȒșȔȬ 
ȦȟȢȣȟȒ <ȥșȘșȨȕȢțșȕ% 
ȝȟȑșȜȭȞȬȕ ș ȒșȡȣȤȐȜȭȞȬȕ

ǰȑȕȢȠȕȨșȒȐȕȣ ȟȑȘȟȡ 
ȒȢȕȦ ȘȐȪșȪȐȕȝȬȦ 
ȡȕȢȤȡȢȟȒ Ȣ șȦ ȣȕțȤȪșȝ 
ȢȣȐȣȤȢȟȝ

ǳȞșȗȐȕȣ ȒȡȕȝȰ 
ȡȕȐȓșȡȟȒȐȞșȰ ȞȐ șȞȧșȔȕȞȣȬ 
Ȣ ȠȟȝȟȪȭȯ 
ȐȒȣȟȝȐȣșȘșȡȟȒȐȞȞȬȦ 
ȢȧȕȞȐȡșȕȒ

ǱȟȒȬȩȐȕȣ ȮȥȥȕțȣșȒȞȟȢȣȭ 
șȢȠȟȜȭȘȟȒȐȞșȰ 
ȒȡȕȝȕȞȞȬȦ% ȨȕȜȟȒȕȨȕȢțșȦ 
ș ȔȡȤȓșȦ ȡȕȢȤȡȢȟȒ ȒȐȩȕȚ 
țȟȝȐȞȔȬ ǪǢ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ ǪȞȢȣȡȤȝȕȞȣȬ1

https://www.kaspersky.ru/enterprise-security/symphony
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ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜșǳȐȝȟȕ ȠȡȟȔȒșȞȤȣȟȕ ȡȕȩȕȞșȕ ȜșȞȕȚțșKaspersky SymphonyȠȟ 

ȒȬȢȣȡȐșȒȐȞșȯ țȟȝȠȜȕțȢȞȟȚ ȘȐȪșȣȬȒȢȕȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ 
ȟȡȓȐȞșȘȐȧșș# ǲȕȩȕȞșȕ ȠȟȘȒȟȜȰȕȣ ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟ ȤȠȡȐȒȜȰȣȭ ȒȢȕȚ 
ǪǢ-șȞȥȡȐȢȣȡȤțȣȤȡȟȚ ș ȘȐȪșȪȐȣȭ ȝȞȟȓȟȨșȢȜȕȞȞȬȕ ȣȟȨțș ȒȦȟȔȐ ȟȣ 
ȠȟȣȕȞȧșȐȜȭȞȬȦ ȤȓȡȟȘ# ǳ ^n¡}r ¡x§ SymphonykWe ȮțȢȠȕȡȣȬ Ƞȟ ǪǢ 
ȠȟȜȤȨȐȯȣ ȠȟȜȞȬȚ ȞȐȑȟȡ șȞȢȣȡȤȝȕȞȣȟȒ% țȟȣȟȡȬȕ ȠȟȘȒȟȜȰȯȣ 
ȒȬȰȒȜȰȣȭ țșȑȕȡȐȣȐțș ȞȐ ȒȢȕȦ ȮȣȐȠȐȦ șȦ ȡȐȘȒșȣșȰ% ȠȡȟȒȟȔșȣȭ ȐȞȐȜșȘ 
ȠȕȡȒȟȠȡșȨșȞ ș ȟȠȕȡȐȣșȒȞȟ ȡȕȐȓșȡȟȒȐȣȭ ȞȐ ȢȜȟȗȞȬȕ șȞȧșȔȕȞȣȬ#

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ 
(legacy) ȢșȢȣȕȝ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟȕ 
ȤȠȡȐȒȜȕȞșȕ ȑȕȘȟȠȐȢȞȟȢȣȭȯ 
ȒȢȕȚ ǪǴ-șȞȥȡȐȢȣȡȤțȣȤȡȬ 
ȥșȞȐȞȢȟȒȟȚ țȟȝȠȐȞșș

ǱȟȝȟȓȐȕȣ ȢȮțȟȞȟȝșȣȭ 
ȡȕȢȤȡȢȬ ȘȐ ȢȨȖȣ 
ȐȒȣȟȝȐȣșȘȐȧșș ȡȤȣșȞȞȬȦ 
ȠȡȟȧȕȢȢȟȒ ǪǢ ș ȢȞșȗȕȞșȰ 
ȠȟȣȕȞȧșȐȜȭȞȬȦ Ƞȟȣȕȡȭ 
ȟȣ țșȑȕȡȐȣȐț 

ǬȟȝȠȜȕțȢȞȟ ȘȐȪșȪȐȕȣ 
ȒȢȯ ǪǴ-șȞȥȡȐȢȣȡȤțȣȤȡȤ ș 
ȒȢȕ ȠȟȣȕȞȧșȐȜȭȞȬȕ 
7ȣȟȨțș ȠȡȟȞșțȞȟȒȕȞșȰ8 ȟȣ 
țșȑȕȡȤȓȡȟȘȜȯȑȟȓȟ 
ȤȡȟȒȞȰ ȢȜȟȗȞȟȢȣș

ǱȟȝȟȓȐȕȣ ȣȕȢȞȟ 
șȞȣȕȓȡșȡȟȒȐȣȭ 
șȞȢȣȡȤȝȕȞȣȬ ǪǢ Ȓ ȒȐȩș 
ȠȡȟȧȕȢȢȬ Ȣ ȠȟȔȔȕȡȗțȟȚ 
ȡȐȘȜșȨȞȬȦ țȡȟȢȢ-
ȠȡȟȔȤțȣȟȒȬȦ ȢȧȕȞȐȡșȕȒ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȒȢȣȡȟȕȞȞȤȯ 
ȠȕȡȕȔȟȒȤȯ ȐȞȐȜșȣșțȤ% 
ȠȟȒȬȩȐȰ ȮȥȥȕțȣșȒȞȟȢȣȭ 
ȡȐȑȟȣȬ Ȣ șȞȧșȔȕȞȣȐȝș

ǳȠȟȢȟȑȢȣȒȤȕȣ ȟȑȕȢȠȕȨȕȞșȯ 
ȢȟȟȣȒȕȣȢȣȒșȰ ȡȕȓȤȜȰȣȟȡȞȬȝ 
ȣȡȕȑȟȒȐȞșȰȝ Ȓ ȒȟȠȡȟȢȐȦ ǪǢ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/symphony-xdr


ǶȟțȤȢȞȬȕ 
ȡȕȩȕȞșȰ ȔȜȰ 
ȞȤȗȔ ȟȣȡȐȢȜș
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ǳȠȕȧșȐȜșȘșȡȟȒȐȞȞȟȕ ȡȕȩȕȞșȕ ȔȜȰ ȘȐȪșȣȬ ȑȐȞțȟȝȐȣȟȒ% cbf-
ȣȕȡȝșȞȐȜȟȒ ș ȔȡȤȓșȦ ȒȢȣȡȐșȒȐȕȝȬȦ ȤȢȣȡȟȚȢȣȒ ȑȐȘȕ Windowsș 
Linux% Ȑ ȣȐțȗȕ ȡȐȑȟȨșȦ ȢȣȐȞȧșȚ ȠȟȔ ȤȠȡȐȒȜȕȞșȕȝ Ȥȗȕ Ȟȕ 
ȠȟȔȔȕȡȗșȒȐȕȝȬȦ ȟȠȕȡȐȧșȟȞȞȬȦ ȢșȢȣȕȝ# ǲȕȩȕȞșȕ ȠȡȕȔȜȐȓȐȕȣ 
țȟȞȣȡȟȜȭ ȠȡșȜȟȗȕȞșȚ Ȓ ȢȟȨȕȣȐȞșș Ȣ ȟȠȧșȟȞȐȜȭȞȟȚ ȘȐȪșȣȟȚ ȟȣ 
ȒȡȕȔȟȞȟȢȞȟȓȟ Ǳǰ ș ȢȕȣȕȒȬȦ ȤȓȡȟȘ% țȟȞȣȡȟȜȕȝ ȧȕȜȟȢȣȞȟȢȣș ș 
ȔȡȤȓșȝș ȣȕȦȞȟȜȟȓșȰȝș ȟȑȕȢȠȕȨȕȞșȰ ȑȕȘȟȠȐȢȞȟȢȣș#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ

ǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ 
(legacy) ȢșȢȣȕȝ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǩȐȪșȪȐȕȣ ȑȐȞțȟȝȐȣȬ% 
ȠȜȐȣȕȗȞȬȕ ȣȕȡȝșȞȐȜȬ ș 
ȔȡȤȓșȕ ȒȢȣȡȐșȒȐȕȝȬȕ 
ȢșȢȣȕȝȬ

ǩȐȪșȪȐȕȣ 
ȞșȘțȟȠȡȟșȘȒȟȔșȣȕȜȭȞȬȕ
ȤȢȣȡȟȚȢȣȒȐ Ȣȟ ȢȜȐȑȬȝ 
șȞȣȕȡȞȕȣ-ȠȟȔțȜȯȨȕȞșȕȝ

ǰȑȕȢȠȕȨșȒȐȕȣ ȒȬȢȟțȤȯ 
ȤȢȣȟȚȨșȒȟȢȣȭ ț 
ȒȝȕȩȐȣȕȜȭȢȣȒȤ șȘȒȞȕ ș 
ȐȣȐțȐȝ șȞȢȐȚȔȕȡȟȒ

ǱȟȘȒȟȜȰȕȣ ȟȠȣșȝșȘșȡȟȒȐȣȭ ȑȕȘȟȠȐȢȞȟȢȣȭ șȞȥȡȐȢȣȡȤțȣȤȡȬ 
ȒȢȣȡȐșȒȐȕȝȬȦ ȤȢȣȡȟȚȢȣȒ ȞȐ ȑȐȘȕ ȤȢȣȐȡȕȒȩșȦ ȟȠȕȡȐȧșȟȞȞȬȦ 
ȢșȢȣȕȝ ș ȟȑȟȡȤȔȟȒȐȞșȰ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

ǱȟȔȔȕȡȗșȒȐȕȣ ȩșȡȟțșȚ 
ȢȠȕțȣȡ ȒȢȣȡȐșȒȐȕȝȬȦ 
ȠȜȐȣȥȟȡȝ ș ȢȟȒȝȕȢȣșȝȟȢȣȭ 
Ȣ ȤȢȣȡȟȚȢȣȒȐȝș ȡȐȘȞȬȦ 
ȣșȠȟȒ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

https://www.kaspersky.ru/enterprise-security/embedded-systems
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ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜșǳȕȢȢșȟȞȞȬȚ ȐȞȣșȥȡȟȔ% ȠȟȘȒȟȜȰȯȪșȚ ȒȬȰȒȜȰȣȭ ȔȐȗȕ ȢȐȝȬȕ 

ȢȜȟȗȞȬȕ ȢȦȕȝȬ ȝȟȩȕȞȞșȨȕȢȣȒȐ ȞȐ ȡȐȞȞȕȚ ȢȣȐȔșș Ȓ ȡȕȗșȝȕ 
ȡȕȐȜȭȞȟȓȟ ȒȡȕȝȕȞș Ȓ ȧșȥȡȟȒȬȦ țȐȞȐȜȐȦ <ȞȐ ȒȕȑȢȐȚȣȐȦ ș 
ȝȟȑșȜȭȞȬȦ ȠȡșȜȟȗȕȞșȰȦ# ǩȐ ȢȨȕȣ țȟȝȑșȞȐȧșș ȧȕȜȟȓȟ ȢȠȕțȣȡȐ 
ȣȕȦȞȟȜȟȓșȚ KasperskyFraud PreventionȠȟȒȬȩȐȕȣ ȑȕȘȟȠȐȢȞȟȢȣȭ 
țȜșȕȞȣȟȒ ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș ș ȤȜȤȨȩȐȕȣ șȦ țȜșȕȞȣȢțșȚ ȟȠȬȣ#

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǰȑȞȐȡȤȗșȒȐȕȣ țȡȐȗȤ ȤȨȕȣȞȬȦ 
ȘȐȠșȢȕȚ ȠȟȜȭȘȟȒȐȣȕȜȕȚ% 
ȞȕȢȐȞțȧșȟȞșȡȟȒȐȞȞȬȚȔȟȢȣȤȠ 
ș ȝȟȩȕȞȞșȨȕȢțșȕ ȐțțȐȤȞȣȬ

ǳȞșȗȐȕȣ țȟȜșȨȕȢȣȒȟ 
ȝȟȩȕȞȞșȨȕȢțșȦ ȢȟȑȬȣșȚ ș 
ȤȜȤȨȩȐȕȣțȜșȕȞȣȢțșȚ ȟȠȬȣ

ǱȟȘȒȟȜȰȕȣ ȟȑȞȐȡȤȗșȣȭ
ȟȣȝȬȒȐȞșȕ ȔȕȞȕȗȞȬȦ 
ȢȡȕȔȢȣȒ ș ȥșȞȐȞȢșȡȟȒȐȞșȕ 
ȣȕȡȡȟȡșȘȝȐ

ǣȬȰȒȜȰȕȣ ȝȟȩȕȞȞșȨȕȢȣȒȟ Ȣ 
șȢȠȟȜȭȘȟȒȐȞșȕȝ ȢȟȧșȐȜȭȞȟȚ 
șȞȗȕȞȕȡșș

ǳȞșȗȐȕȣ ȘȐȣȡȐȣȬ ȞȐ 
ȠȡȕȣȕȞȘșȟȞȞȤȯ ȡȐȑȟȣȤ ș 
ȡȐȢȦȟȔȬ ȞȐ ȒȣȟȡȟȚ ȥȐțȣȟȡ 
?ǳǮǳ% ȠȤȩ-ȤȒȕȔȟȝȜȕȞșȰ ș Ƞȡ#@

ǱȟȝȟȓȐȕȣ ȢȟȟȣȒȕȣȢȣȒȟȒȐȣȭ 
ȣȡȕȑȟȒȐȞșȰȝ Ȓ ȟȑȜȐȢȣș 
ȠȡȟȣșȒȟȔȕȚȢȣȒșȰ 
ȟȣȝȬȒȐȞșȯ ȔȕȞȕȓ ș 
ȒȬȰȒȜȕȞșȰ ȥȡȟȔȐȒ ȢșȢȣȕȝȕ 
ȑȬȢȣȡȬȦ ȠȜȐȣȕȗȕȚ

ǱȟȒȬȩȐȕȣ ȮȥȥȕțȣșȒȞȟȢȣȭ 
ȥȡȟȔȝȟȞșȣȟȡșȞȓȐȠȡș 
ȠȟȝȟȪș ȟȑȟȓȐȪȕȞșȰ 
ȔȟȠȟȜȞșȣȕȜȭȞȬȝș ȔȐȞȞȬȝș

ǰȑȞȐȡȤȗșȒȐȕȣ
ȘȜȟȤȠȟȣȡȕȑȜȕȞșȕ 
ȝȐȡțȕȣșȞȓȟȒȬȝș ȐțȧșȰȝș ș 
ȑȟȞȤȢȞȬȝș ȠȡȟȓȡȐȝȝȐȝș

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

https://www.kaspersky.ru/enterprise-security/fraud-prevention
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ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜșǲȕȩȕȞșȕ ȝșȞșȝșȘșȡȤȕȣ ȒȜșȰȞșȕ DDoS-ȐȣȐț% ȟȑȕȢȠȕȨșȒȐȰ 

ȠȟȢȣȟȰȞȞȤȯ ȔȟȢȣȤȠȞȟȢȣȭ ȒȢȕȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ ș ȒȐȗȞȕȚȩșȦ 
ȟȞȜȐȚȞ-ȡȕȢȤȡȢȟȒ% ȞȐȠȡșȝȕȡ țȜșȕȞȣȢțșȦ ȢȕȡȒșȢȟȒ# ǲȕȩȕȞșȕ 
ȒțȜȯȨȐȕȣ ȒȢȕ ȞȕȟȑȦȟȔșȝȟȕ ȔȜȰ ȘȐȪșȣȬ ȟȣ ȜȯȑȬȦ ȒșȔȟȒ DDoS-ȐȣȐț 
ș ȤȝȕȞȭȩȕȞșȰ șȦ ȠȟȢȜȕȔȢȣȒșȚ <ȞȕȠȡȕȡȬȒȞȬȚ ȐȞȐȜșȘ ȣȡȐȥșțȐ% 
ȟȠȟȒȕȪȕȞșȰ ȟ ȒȟȘȝȟȗȞȬȦ ȐȣȐțȐȦ% ȠȕȡȕȞȐȠȡȐȒȜȕȞșȕ ȣȡȐȥșțȐ Ȓ 
ȧȕȞȣȡȬ ȟȨșȢȣțș ș ȒȟȘȒȡȐȣ ȟȨșȪȕȞȞȟȓȟ ȣȡȐȥșțȐ Ȓ Ȣȕȣȭ#

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǥȕȣȕțȣșȡȤȕȣ ș 
ȥșȜȭȣȡȤȕȣ DDoS-ȐȣȐțș 
Ȣ ȠȕȡȒȟȓȟ ȠȐțȕȣȐ

ǩȐȪșȪȐȕȣ ȩșȥȡȟȒȐȞȞȬȚ 
ȣȡȐȥșț ȑȕȘ ȡȐȢțȡȬȣșȰ 
TLS-ȢȕȡȣșȥșțȐȣȐ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȔȟȢȣȤȠȞȟȢȣȭ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ ș 
ȢȕȡȒșȢȟȒ ȞȐ ȒȬȢȟțȟȝ 
ȤȡȟȒȞȕ ?ʳʳ%ʳʯ̩@

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȑȕȘȟȠȐȢȞȟȢȣȭ Ȓȕȑ-
ȡȕȢȤȡȢȟȒ ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ ș 
ȝșȣșȓșȡȤȕȣȐȣȐțș ȑȟȣȟȒ

ǱȟȝȟȓȐȕȣ 
ȢȟȟȣȒȕȣȢȣȒȟȒȐȣȭ 
ȣȡȕȑȟȒȐȞșȰȝ ȡȕȓȤȜȰȣȟȡȟȒ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȒȟȘȝȟȗȞȟȢȣș șȞȣȕȓȡȐȧșș 
Ȣ ȡȕȩȕȞșȰȝș țȜȐȢȢȐ WAF
ȔȜȰ ȘȐȪșȣȬ ȟȣ ȤȓȡȟȘ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/ddos-protection
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ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜșǲȕȩȕȞșȕ ȔȜȰ ȟȑȞȐȡȤȗȕȞșȰ ș ȑȟȡȭȑȬ Ȣ țșȑȕȡȤȓȡȟȘȐȝș% țȟȣȟȡȟȕ Ȣ 

ȜȕȓțȟȢȣȭȯ șȞȣȕȓȡșȡȤȕȣȢȰ ȠȟȨȣș Ȣ ȜȯȑȬȝș ȠȡșȜȟȗȕȞșȰȝș# 
ǲȐȑȟȣȐȕȣ ȨȕȡȕȘ ȠȡȟȣȟțȟȜȬ [ggc ș \VTc% ȠȟȘȒȟȜȰȰ ȢțȐȞșȡȟȒȐȣȭ 
ȠȡȟȦȟȔȰȪșȚ ȣȡȐȥșț ș ȠȕȡȕȔȐȒȐȕȝȬȕ ȟȑȫȕțȣȬ# ǲȕȩȕȞșȕ 
șȞȣȕȓȡșȡȤȕȣȢȰ Ȣ șȞȥȟȡȝȐȧșȟȞȞȬȝș ȢșȢȣȕȝȐȝș% Ȓȕȑ-
ȠȡșȜȟȗȕȞșȰȝș% ȠȡȟțȢș-ȢȕȡȒȕȡȐȝș% ȢȕȣȕȒȬȝș ȦȡȐȞșȜșȪȐȝș 
ȔȐȞȞȬȦ ș ȠȟȨȣȟȒȬȝș ȩȜȯȘȐȝș#

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǵȠȡȐȒȜȕȞșȕ ș ȘȐȪșȣȐ ȢȜȟȗȞȟȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǶșȜȭȣȡȤȕȣ 
ȒȡȕȔȟȞȟȢȞȬȕ% 
ȥșȩșȞȓȟȒȬȕ ș 
ȡȕțȜȐȝȞȬȕ URL-
ȐȔȡȕȢȐ

ǩȐȪșȪȐȕȣ ȥȐȚȜȟȒȬȕ ș 
ȡȕȘȕȡȒȞȬȕ ȦȡȐȞșȜșȪȐ 
ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ

ǩȐȪșȪȐȕȣ 
ȥșȞȐȞȢȟȒȬȕ ȢșȢȣȕȝȬ 
ȟȣ ȤȓȡȟȘ șȘ ȥȐȚȜȟȒ% 
țȟȣȟȡȬȕ ȘȐȓȡȤȗȐȯȣ 
țȜșȕȞȣȬ

ǰȑȕȘȒȡȕȗșȒȐȕȣ 
ȘȐȡȐȗȕȞȞȬȕ ȥȐȚȜȬ% 
ȐȡȦșȒȬ ș 
ȘȐȩșȥȡȟȒȐȞȞȬȕ 
ȟȑȫȕțȣȬ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȩșȡȟțșȕ ȒȟȘȝȟȗȞȟȢȣș șȞȣȕȓȡȐȧșș 
ȡȕȩȕȞșȰ Ȣ ȧȕȜȬȝ ȡȰȔȟȝ ȠȜȐȣȥȟȡȝ ș țȟȡȠȟȡȐȣșȒȞȬȦ 
ȢșȢȣȕȝ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/scan-engine
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ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜșǯȐȑȟȡ ȑșȑȜșȟȣȕț% țȟȣȟȡȬȕ ȠȟȘȒȟȜȰȯȣ ȑȬȢȣȡȟ ȢȟȘȔȐȒȐȣȭ 

ȑȕȘȟȠȐȢȞȬȕ ȠȡșȜȟȗȕȞșȰ ș șȞȣȕȓȡșȡȟȒȐȣȭ ȢȡȕȔȢȣȒȐ ȘȐȪșȣȬ 
ȞȕȠȟȢȡȕȔȢȣȒȕȞȞȟ Ȓ ȠȡșȜȟȗȕȞșȕ ȠȡȰȝȟ ȞȐ ȮȣȐȠȕ ȡȐȘȡȐȑȟȣțș# 
Kaspersky Mobile SecurityfW^ ȠȟȘȒȟȜȰȕȣ ȢȟȘȔȐȣȭ ȞȐ ȝȟȑșȜȭȞȟȝ 
ȤȢȣȡȟȚȢȣȒȕ ȑȕȘȟȠȐȢȞȤȯ ȔȜȰ ȑȐȞțȟȒȢțȟȓȟ ȠȡșȜȟȗȕȞșȰ ȢȡȕȔȤ% 
ȟȑȕȢȠȕȨșȒȐȕȣ ȑȕȘȟȠȐȢȞȬȚ ȔȟȢȣȤȠ ț ȢȕȡȒȕȡȐȝ ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș% ȟȑȞȐȡȤȗșȒȐȕȣ ș ȑȜȟțșȡȤȕȣ ȩșȡȟțșȚ ȢȠȕțȣȡ 
ȡȐȢȠȡȟȢȣȡȐȞȕȞȞȬȦ țșȑȕȡȤȓȡȟȘ.

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǰȑȕȢȠȕȨșȒȐȕȣ ȞȐȔȕȗȞȤȯ 
ȠȕȡȕȔȐȨȤ ȥșȞȐȞȢȟȒȟȚ 
șȞȥȟȡȝȐȧșș ȣȟȜȭțȟ 
ȤțȐȘȐȞȞȬȝ ȐȔȡȕȢȐȣȐȝ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȢȟȟȣȒȕȣȢȣȒșȕ ȠȡȐȒșȜȐȝ ș 
ȠȟȜșȣșțȐȝ ȑȕȘȟȠȐȢȞȟȢȣș

ǤȐȡȐȞȣșȡȤȕȣ% Ȩȣȟ 
ȝȟȑșȜȭȞȬȕ ȤȢȣȡȟȚȢȣȒȐ 
țȜșȕȞȣȟȒ ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș ȠȟȔ 
ȞȐȔȖȗȞȟȚ ȘȐȪșȣȟȚ

ǢȜȟțșȡȤȕȣ ȔȟȢȣȤȠ ț 
ȒȡȕȔȟȞȟȢȞȬȝ ș 
ȥșȩșȞȓȟȒȬȝ ȢȐȚȣȐȝ 
ș SMS

ǱȟȝȟȓȐȕȣ ȠȟȔȔȕȡȗșȒȐȣȭ 
ȜȟȰȜȭȞȟȢȣȭ țȜșȕȞȣȟȒ Ȓ 
ȟȣȞȟȩȕȞșș țȟȝȠȐȞșș ȘȐ 
ȢȨȕȣ ȝșȞșȝșȘȐȧșș 
ȝȟȩȕȞȞșȨȕȢțȟȚ 
ȐțȣșȒȞȟȢȣș

ǳȞșȗȐȕȣ țȟȜșȨȕȢȣȒȟ 
ȤȢȠȕȩȞȬȦ ȠȟȠȬȣȟț 
ȥȡȟȔȐȒ ȟȣȞȟȩȕȞșș 
țȜșȕȞȣȟȒ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/mobile-security-sdk
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ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜșǯȐȑȟȡ ȑșȑȜșȟȣȕț% țȟȣȟȡȬȕ ȒȢȣȡȐșȒȐȯȣȢȰ Ȓ ȝȟȑșȜȭȞȬȕ ȠȡșȜȟȗȕȞșȰ 

ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș ȔȜȰ ȘȐȪșȣȬ țȜșȕȞȣȟȒ ȟȣ ȝȟȩȕȞȞșȨȕȢțșȦ ș 
ȞȕȗȕȜȐȣȕȜȭȞȬȦ ȢȠȐȝ-ȘȒȟȞțȟȒ# ǱȡșȜȟȗȕȞșȕ Ȣȟ ȒȢȣȡȟȕȞȞȬȝș 
ȑșȑȜșȟȣȕțȐȝș ^n¡}r ¡x§ Who CallsfW^ Ȣ ȠȟȝȟȪȭȯ ǪǪ-ȐȜȓȟȡșȣȝȟȒ 
ȠȟȘȒȟȜȰȕȣ ȟȠȡȕȔȕȜȰȣȭ ȞȟȝȕȡȐ ȣȕȜȕȥȟȞȟȒ Ƞȟ ȟȑȩșȡȞȟȚ ȑȐȘȕ% 
ȡȐȢȠȟȘȞȐȒȐȣȭ ȟȠȐȢȞȬȕ ȘȒȟȞțș ș ȑȜȟțșȡȟȒȐȣȭ șȦ# ǶȤȞțȧșș ȣȐțȗȕ 
ȔȟȢȣȤȠȞȬ Ȓ ȡȐȝțȐȦ Ȓȕȑ-ȢȕȡȒșȢȐ ^n¡}r ¡x§ Who CallsREST API, 
țȟȣȟȡȬȚ șȞȣȕȓȡșȡȤȕȣȢȰ Ȓ ǡǴǳ ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș#

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȐȢȠȟȘȞȐȕȣ 
ȝȟȩȕȞȞșȨȕȢțșȕ ș 
ȡȕțȜȐȝȞȬȕ ȘȒȟȞțș ș 
ȑȜȟțșȡȤȕȣ șȦ

ǰȑȟȓȐȪȐȕȣ ȔȐȞȞȬȝș 
ȒȞȤȣȡȕȞȞșȕ ȐȞȣș-
ȥȡȟȔȢșȢȣȕȝȬ 
ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ

ǰȠȡȕȔȕȜȰȕȣ ȘȒȟȞțș 
țȐț Ȣ ȣȕȜȕȥȟȞȞȬȦ 
ȞȟȝȕȡȟȒ% ȣȐț ș șȘ 
ȝȕȢȢȕȞȔȗȕȡȟȒ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȔȕȣȐȜȭȞȤȯ 
șȞȥȟȡȝȐȧșȯ ȟ 
Ȟȟȝȕȡȕ ȣȕȜȕȥȟȞȐ% 
ȒțȜȯȨȐȰ ȕȓȟ 
ȡȕȠȤȣȐȧșȯ

ǱȟȝȟȓȐȕȣ 
ȠȟȔȔȕȡȗșȒȐȣȭ 
ȜȟȰȜȭȞȟȢȣȭ țȜșȕȞȣȟȒ Ȓ 
ȟȣȞȟȩȕȞșș ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș

ǳȞșȗȐȕȣ țȟȜșȨȕȢȣȒȟ 
ȤȢȠȕȩȞȬȦ ȠȟȠȬȣȟț 
ȥȡȟȔȐȒ ȟȣȞȟȩȕȞșș 
țȜșȕȞȣȟȒ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/kwc-sdk


ǩȐ ȠȡȕȔȕȜȐȝș 
ȣȡȐȔșȧșȟȞȞȟȚ 
ǪǢ 
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ǲȕȩȕȞșȕ ȟȑȕȢȠȕȨșȒȐȕȣ ȑȕȘȟȠȐȢȞȟȢȣȭ țȟȞȣȕȚȞȕȡȞȬȦ ȠȡșȜȟȗȕȞșȚ 
ȞȐ ȒȢȕȦ ȮȣȐȠȐȦ ȗșȘȞȕȞȞȟȓȟ ȧșțȜȐ# ǢȕȢȩȟȒȞȟȒȢȣȡȐșȒȐȕȣȢȰ Ȓ 
ȠȡȟȧȕȢȢ ȡȐȘȡȐȑȟȣțș Ǳǰ% ȤȨșȣȬȒȐȕȣ ȢȠȕȧșȥșțȤ țȟȞȣȕȚȞȕȡȞȬȦ ȢȡȕȔ 
ș ȘȐȪșȪȐȕȣ țȐȗȔȬȚ țȟȝȠȟȞȕȞȣ& ȟȣ ȡȕȕȢȣȡȐ ȟȑȡȐȘȟȒ țȟȞȣȕȚȞȕȡȟȒ 
Ȕȟ ȟȡțȕȢȣȡȐȣȟȡȐ# ǯȐȓȜȰȔȞȬȕ ș ȠȟȞȰȣȞȬȕ ȒșȔȗȕȣȬ ȠȟȝȟȓȐȯȣ 
ȟȣȢȜȕȗșȒȐȣȭ ȢȟȢȣȟȰȞșȕ ȠȡȟȔȤțȣȐ ș ȟȑȞȐȡȤȗșȒȐȣȭ șȞȧșȔȕȞȣȬ 
ȑȕȘȟȠȐȢȞȟȢȣș#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǩȐȪșȪȐȕȣ ȠȡșȜȟȗȕȞșȰȞȐ 
țȐȗȔȟȝ ȮȣȐȠȕ ȢȟȘȔȐȞșȰ ș 
ȮțȢȠȜȤȐȣȐȧșș

ǵȢțȟȡȰȕȣ ȒȬȦȟȔ 
țȜșȕȞȣȢțșȦ ȠȡșȜȟȗȕȞșȚ 
ș ȢȕȡȒșȢȟȒ

ǰȑȕȢȠȕȨșȒȐȕȣ ȑȕȘȟȠȐȢȞȟȢȣȭ 
țȟȞȣȕȚȞȕȡșȘȟȒȐȞȞȬȦ
ȠȡșȜȟȗȕȞșȚ% țȐț ȒȞȤȣȡȕȞȞșȦ% 
ȣȐț ș țȜșȕȞȣȢțșȦ

ǱȟȒȬȩȐȕȣ ȠȡȟȘȡȐȨȞȟȢȣȭ 
ȢȡȕȔȬ ș ȠȡȟȧȕȢȢȟȒ 
ȡȐȘȡȐȑȟȣțș

ǱȟȔȔȕȡȗșȒȐȕȣ ȩșȡȟțșȚ 
ȢȠȕțȣȡ ȠȟȠȤȜȰȡȞȬȦ 
ȟȡțȕȢȣȡȐȣȟȡȟȒ% CI/CD-
ȠȜȐȣȥȟȡȝ ș ȡȕȕȢȣȡȟȒ 
ȟȑȡȐȘȟȒ 

ǱȡȟȒȕȡȰȕȣ șȞȥȡȐȢȣȡȤțȣȤȡȤ 
ș ȠȡșȜȟȗȕȞșȰ ȞȐ 
ȢȟȟȣȒȕȣȢȣȒșȕ ȞȟȡȝȐȣșȒȞȬȝ 
ȣȡȕȑȟȒȐȞșȰȝ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/container-security
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ǲȕȩȕȞșȕ ȔȜȰ ȠȟȢȣȡȟȕȞșȰ ȟȣțȐȘȟȤȢȣȟȚȨșȒȬȦ ȡȐȢȠȡȕȔȕȜȕȞȞȬȦ 
ȥșȜșȐȜȭȞȬȦ ȢȕȣȕȚ Ȣ ȧȕȞȣȡȐȜșȘȟȒȐȞȞȬȝ ȤȠȡȐȒȜȕȞșȕȝ# 
ǱȟȘȒȟȜȰȕȣ ȑȬȢȣȡȟ ȠȟȔțȜȯȨȐȣȭ ȢȕȣȕȒȟȕ ȟȑȟȡȤȔȟȒȐȞșȕ ș ȤȔȟȑȞȟ 
ȤȠȡȐȒȜȰȣȭ șȝ% ȟȑȕȢȠȕȨșȒȐȕȣ ȞȕȟȑȦȟȔșȝȟȕ țȐȨȕȢȣȒȟ ȡȐȑȟȣȬ 
ȠȡșȜȟȗȕȞșȚ% ȠȟȒȬȩȐȕȣ ȤȡȟȒȕȞȭ ȑȕȘȟȠȐȢȞȟȢȣș ș ȢțȟȡȟȢȣȭ 
ȒȞȕȔȡȕȞșȰ ȞȟȒȬȦ ȢȕȡȒșȢȟȒ% Ȑ ȣȐțȗȕ ȢȟțȡȐȪȐȕȣ ȡȐȢȦȟȔȬ ȞȐ 
șȞȥȡȐȢȣȡȤțȣȤȡȤ# ǣ ȢȟȢȣȐȒȕ ȡȕȩȕȞșȰ șȢȠȟȜȭȘȤȯȣȢȰ 
ȢȕȡȣșȥșȧșȡȟȒȐȞȞȬȕ ȟȣȕȨȕȢȣȒȕȞȞȬȕ ȐȠȠȐȡȐȣȞȬȕ ȠȜȐȣȥȟȡȝȬ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǵȠȡȐȒȜȕȞșȕ ș ȘȐȪșȣȐ ȢȜȟȗȞȟȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ ?legacy) ȢșȢȣȕȝ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȕȔșȞȤȯ 
ȣȟȨțȤ ȤȠȡȐȒȜȕȞșȰ ȒȢȕȚ 
Ȣȕȣȭȯ% ȞȐȢȣȡȟȚțȐȝș 
ȟȑȟȡȤȔȟȒȐȞșȰ ș ȠȟȜșȣșțȐȝș 
ǪǢ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȒȟȘȝȟȗȞȟȢȣș ȔȜȰ ȠȡȟȢȣȟȚ 
șȞȣȕȓȡȐȧșș ȢȡȕȔȢȣȒ ȘȐȪșȣȬ 
ș ȟȑȜȐȨȞȬȦ ȢȕȡȒșȢȟȒ

ǰȑȕȢȠȕȨșȒȐȕȣ ȠȡȟȢȣȟȕ ș 
ȑȬȢȣȡȟȕ ȠȟȔțȜȯȨȕȞșȕ 
ȟȣȔȕȜȕȞșȚ% ȑȐȞțȟȝȐȣȟȒ ș 
Ǹǰǥ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȝȐțȢșȝȐȜȭȞȟȕ țȐȨȕȢȣȒȟ 
ȢȕȣȕȒȟȓȟ ȟȑȢȜȤȗșȒȐȞșȰ ȔȜȰ 
ȥșȞȐȞȢȟȒȬȦ ȠȡșȜȟȗȕȞșȚ

ǳȟțȡȐȪȐȕȣ ȘȐȣȡȐȣȬ ȞȐ 
țȐȞȐȜȬ ȢȒȰȘș ș 
ȟȑȢȜȤȗșȒȐȞșȕ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǰȠȣșȝșȘșȡȤȕȣ ȡȤȣșȞȞȬȕ 
ȘȐȔȐȨș ș ȠȡȟȧȕȢȢȬ 
ȝȟȞșȣȟȡșȞȓȐ Ȣȕȣș

ǳȟțȡȐȪȐȕȣ țȟȜșȨȕȢȣȒȟ 
ǪǴ-șȞȧșȔȕȞȣȟȒ ș ȢȡȕȔȞȕȕ
ȒȡȕȝȰ ȒȟȢȢȣȐȞȟȒȜȕȞșȰ

ǳȞșȝȐȕȣ ȠȟȣȡȕȑȞȟȢȣȭ Ȓ
ǪǴIǪǢ-ȢȠȕȧșȐȜșȢȣȐȦ Ȓ 
ȥșȜșȐȜȐȦ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/sd-wan
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ǬșȑȕȡșȝȝȤȞȞȐȰșȞȥȡȐȢȣȡȤțȣȤȡȐ ȣȟȞțșȦ țȜșȕȞȣȟȒ ȞȐ ȑȐȘȕ 
^n¡}r ¡x§bf# ǴȐțșȕ ȣȟȞțșȕ țȜșȕȞȣȬ ȠȡȕȔȞȐȘȞȐȨȕȞȬ ȔȜȰ 
ȠȡȕȔȟȢȣȐȒȜȕȞșȰ ȠȟȜȭȘȟȒȐȣȕȜȯ ȔȟȢȣȤȠȐ ț ȤȔȐȜȕȞȞȟȝȤ ȡȐȑȟȨȕȝȤ 
ȢȣȟȜȤ ș ȢȜȤȗȐȣ ȘȐȝȕȞȟȚ ȜȟțȐȜȭȞȟȚ ȡȐȑȟȨȕȚ ȢȣȐȞȧșș# ǢȜȐȓȟȔȐȡȰ 
țșȑȕȡșȝȝȤȞȞȟȝȤȠȟȔȦȟȔȤ ȣȟȞțșȕ țȜșȕȞȣȬ ȞȐ ȑȐȘȕ ^n¡}r ¡x§bf 
ȑȕȘȟȠȐȢȞȬ Ƞȟ ȤȝȟȜȨȐȞșȯ# ǲȕȩȕȞșȕ ȑȬȢȣȡȟ șȞȣȕȓȡșȡȤȕȣȢȰ Ȓ 
șȞȥȡȐȢȣȡȤțȣȤȡȤ ș ȠȟȜȤȨȐȕȣ ȞȐȢȣȡȟȚțș Ȓ ȐȒȣȟȝȐȣșȨȕȢțȟȝ 
ȡȕȗșȝȕ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǵȠȡȐȒȜȕȞșȕ ș ȘȐȪșȣȐ ȢȜȟȗȞȟȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȑȕȘȟȠȐȢȞȟȢȣȭ ȔȐȞȞȬȦ% 
ȠȕȡȕȔȐȒȐȕȝȬȦ ȝȕȗȔȤ 
ȢȟȣȡȤȔȞșțȐȝș ș 
ȥșȞȐȞȢȟȒȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȟȚ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȧȕȞȣȡȐȜșȘȟȒȐȞȞȤȯ 
ȢșȢȣȕȝȤ ȤȠȡȐȒȜȕȞșȰ 
ȔȜȰ ǪǢ-ș ǪǴ-
ȢȠȕȧșȐȜșȢȣȟȒ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȑȕȘȟȠȐȢȞȬȕ 
țșȑȕȡșȝȝȤȞȞȬȕȡȐȑȟȨșȕ 
ȝȕȢȣȐ ȢȟȣȡȤȔȞșțȐȝ

ǬȟȞȣȡȟȜșȡȤȕȣ ȢȕȣȕȒȬȕ 
ȠȟȔțȜȯȨȕȞșȰ 
ȠȟȜȭȘȟȒȐȣȕȜȕȚ ț 
ȤȔȐȜȕȞȞȬȝ ȡȐȑȟȨșȝ 
ȢȣȟȜȐȝ

ǰȑȕȢȠȕȨșȒȐȕȣ ȓșȑțȟȕ ȤȠȡȐȒȜȕȞșȕ ș țȟȞȣȡȟȜȭ ȒȢȕȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ ȣȟȞțșȦ țȜșȕȞȣȟȒ% țȟȣȟȡȐȰ ȝȟȗȕȣ ȢȟȔȕȡȗȐȣȭ 
Ȕȟ ʫʪʪ ʪʪʪ ȤȘȜȟȒ

ǪȞȢȣȡȤȝȕȞȣȬ1ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ
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ǿȥȥȕțȣșȒȞȐȰ ȢȣȡȐȣȕȓșȰ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș: ȘȞȐȞșȰ 

ǱȡȐțȣșȨȕȢțșȕ ȘȞȐȞșȰ ȟ 
ȡȐȑȟȣȕ Ȣ șȞȧșȔȕȞȣȐȝș 

ǣ ȦȟȔȕ ȣȡȕȞșȞȓȟȒ ȮțȢȠȕȡȣȬ 
ȟȣȣȐȨșȒȐȯȣ ȞȐȒȬțș ȡȐȑȟȣȬ Ȣ 
ȧșȥȡȟȒȬȝș ȤȜșțȐȝș% ȤȘȞȐȯȣ% țȐț 
ȟȑȞȐȡȤȗșȒȐȣȭ ș ȐȞȐȜșȘșȡȟȒȐȣȭ 
ȒȡȕȔȟȞȟȢȞȟȕ Ǳǰ% Ȑ ȣȐțȗȕ țȐț 
ȮȥȥȕțȣșȒȞȟ ȡȕȐȓșȡȟȒȐȣȭ ȞȐ 
șȞȧșȔȕȞȣȬ

ǩȞȐȞșȰ ȟ ȒȐȗȞȟȢȣș 
țșȑȕȡȓȡȐȝȟȣȞȟȢȣș

ǴȡȕȞșȞȓș Ƞȟ ȠȟȒȬȩȕȞșȯ 
ȟȢȒȕȔȟȝȜȕȞȞȟȢȣș ȠȟȝȟȓȐȯȣ 
ȒȬȡȐȑȟȣȐȣȭ Ȥ ȢȟȣȡȤȔȞșțȟȒ 
ȞȐȒȬțș țșȑȕȡȑȕȘȟȠȐȢȞȟȓȟ
ȠȟȒȕȔȕȞșȰ ș ȝȟȣșȒșȡȤȯȣ șȦ 
ȠȡșȝȕȞȰȣȭ Ȯȣș ȞȐȒȬțș Ȓ 
ȠȟȒȢȕȔȞȕȒȞȟȚ ȡȐȑȟȣȕ

ǩȞȐȞșȰ ȟ 
țșȑȕȡȤȓȡȟȘȐȦ 

ǱȡȕȔȟȢȣȐȒȜȰȕȝ ȔȟȢȣȟȒȕȡȞȬȕ ș 
ȡȕȜȕȒȐȞȣȞȬȕ ȔȐȞȞȬȕ ȟȑ ȤȓȡȟȘȐȦ 
Ȓ ȡȐȘȜșȨȞȬȦ ȥȟȡȝȐȣȐȦ# 
ǵȞșțȐȜȭȞȬȕ ȐȞȐȜșȣșȨȕȢțșȕ 
ȔȐȞȞȬȕ ȤțȡȕȠȜȰȯȣ ȢșȢȣȕȝȤ 
ȑȕȘȟȠȐȢȞȟȢȣș ș ȠȟȝȟȓȐȯȣ 
ȠȡșȞșȝȐȣȭ țȟȞțȡȕȣȞȬȕ ȝȕȡȬ

ǩȞȐȞșȰ2
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ǤșȑțșȚ ȠȟȔȦȟȔ ț ȥȟȡȝșȡȟȒȐȞșȯ ȞȐȒȬțȟȒ țșȑȕȡȑȕȘȟȠȐȢȞȟȓȟ
ȠȟȒȕȔȕȞșȰ ȠȟȝȟȓȐȕȣ ȢȞșȘșȣȭ țȟȜșȨȕȢȣȒȟ șȞȧșȔȕȞȣȟȒ% 
ȒȬȘȒȐȞȞȬȦ ȨȕȜȟȒȕȨȕȢțșȝ ȥȐțȣȟȡȟȝ# ǯȐȩș ȟȣȡȐȢȜȕȒȬȕ ȣȡȕȞșȞȓș 
Ȓ șȓȡȟȒȟȚ ȥȟȡȝȕ ȠȟȝȟȓȐȯȣ ȡȤțȟȒȟȔșȣȕȜȰȝ ș ȝȕȞȕȔȗȕȡȐȝ 
ȒȞȕȔȡȰȣȭ ȮȥȥȕțȣșȒȞȬȕ ȢȣȡȐȣȕȓșș țșȑȕȡȘȐȪșȣȬ% Ȑ 
ȐȒȣȟȝȐȣșȘșȡȟȒȐȞȞȐȰ ȠȜȐȣȥȟȡȝȐ ȠȟȘȒȟȜȰȕȣ ȠȟȒȬȢșȣȭ 
ȟȢȒȕȔȟȝȜȕȞȞȟȢȣȭ ȟȑ ȤȓȡȟȘȐȦ ȡȰȔȟȒȬȦ ȢȟȣȡȤȔȞșțȟȒ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ 

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǩȞȐȞșȰ2

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȒȟȘȝȟȗȞȟȢȣȭ ȤȠȡȐȒȜȕȞșȰ 
ȞȐȢȣȡȟȚțȐȝș ȘȐȪșȣȞȬȦ 
ȡȕȩȕȞșȚ Ȣ ȤȨȕȣȟȝ 
ȡȕȘȤȜȭȣȐȣȟȒ ȟȑȤȨȕȞșȰ 
ȢȟȣȡȤȔȞșțȟȒ

ǱȡȕȔȟȣȒȡȐȪȐȕȣ 
șȞȧșȔȕȞȣȬ ȑȕȘȟȠȐȢȞȟȢȣș% 
ȒȬȘȒȐȞȞȬȕ ȨȕȜȟȒȕȨȕȢțșȝ 
ȥȐțȣȟȡȟȝ 

ǱȟȒȬȩȐȕȣ 
ȟȢȒȕȔȟȝȜȕȞȞȟȢȣȭ ș 
ȠȡșȒșȒȐȕȣ ȞȐȒȬțș 
ȑȕȘȟȠȐȢȞȟȓȟ ȠȟȒȕȔȕȞșȰ

ǵțȡȕȠȜȰȕȣ ȟȑȪȤȯ 
ȘȐȪșȪȕȞȞȟȢȣȭ ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ ș ȡȐȘȒșȒȐȕȣ 
țȤȜȭȣȤȡȤ ȑȕȘȟȠȐȢȞȟȢȣș ȞȐ 
ȒȢȕȦ ȤȡȟȒȞȰȦ

ǶȟȡȝșȡȤȕȣ ȞȐȒȬțș 
ȡȐȢȠȟȘȞȐȒȐȞșȰ ȠȡșȘȞȐțȟȒ 
ȐȣȐț ș ȠȡȐȒșȜȭȞȟȓȟ 
ȠȟȒȕȔȕȞșȰ Ȓ ȢȜȤȨȐȕ 
șȞȧșȔȕȞȣȐ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǱȟȒȬȩȐȕȣ ȒȟȒȜȕȨȕȞȞȟȢȣȭ 
ȢȟȣȡȤȔȞșțȟȒ Ȓ ȠȡȟȧȕȢȢ 
ȘȐȪșȣȬ țȟȞȥșȔȕȞȧșȐȜȭȞȬȦ 
ȔȐȞȞȬȦ

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/security-awareness


ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǱȟȡȣȐȜ ȠȡȕȔȟȢȣȐȒȜȰȕȣ ȔȟȢȣȤȠ țȟ ȒȢȕȝ ȨȕȜȟȒȕțȟȨșȣȐȕȝȬȝ
ȐȞȐȜșȣșȨȕȢțșȝ ȔȐȞȞȬȝ ȟȑ ȤȓȡȟȘȐȦ ȨȕȡȕȘ ȕȔșȞȬȚ Ȓȕȑ-
șȞȣȕȡȥȕȚȢ% ȓȔȕ ȢȕȡȒșȢȬ ȡȐȑȟȣȐȯȣ ȒȘȐșȝȟȢȒȰȘȐȞȞȟ% ȤȢșȜșȒȐȰ 
ȔȡȤȓ ȔȡȤȓȐ# ǳȒȟȔȰ ȒȟȕȔșȞȟ ȒȢȕ ȘȞȐȞșȰ ș ȟȠȬȣ% șȢȠȟȜȭȘȤȰ 
ȣȕȦȞȟȜȟȓșș ȟȑȡȐȑȟȣțș ș ȐȞȐȜșȘȐ ȔȐȞȞȬȦ% ȠȟȡȣȐȜ ȠȟȝȟȓȐȕȣ 
ȥșȞȐȞȢȟȒȬȝ ȟȡȓȐȞșȘȐȧșȰȝ ȮȥȥȕțȣșȒȞȟ ȠȡȟȣșȒȟȢȣȟȰȣȭ 
ȢȟȒȡȕȝȕȞȞȟȝȤ ȜȐȞȔȩȐȥȣȤ țșȑȕȡȤȓȡȟȘ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȟȒȬȩȐȕȣ ȤȡȟȒȕȞȭ ȘȞȐȞșȚ 
ȩȣȐȣȞȬȦ ȢȠȕȧșȐȜșȢȣȟȒ ȟȑ 
ȤȓȡȟȘȐȦ ș ȤȜȤȨȩȐȕȣ 
ȮȥȥȕțȣșȒȞȟȢȣȭ ȠȡȟȧȕȢȢȐ 
ȡȐȑȟȣȬ Ȣ șȞȧșȔȕȞȣȐȝș

ǰȑȕȢȠȕȨșȒȐȕȣ ȕȔșȞȤȯ ȣȟȨțȤ 
ȔȟȢȣȤȠȐ ț ȐțȣȤȐȜȭȞȬȝ ș 
ȔȟȢȣȟȒȕȡȞȬȝ ȘȞȐȞșȰȝ ȟȑ 
ȤȓȡȟȘȐȦ ȔȜȰ ȠȡȕȔȟȣȒȡȐȪȕȞșȰ 
ȐȣȐț ȞȐ ȡȐȞȞșȦ ȢȣȐȔșȰȦ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȓșȑțșȚ ȢȕȡȒșȢ 
ȠȟșȢțȐ ȤȓȡȟȘȐ ș șȦ 
ȒȘȐșȝȟȢȒȰȘȕȚ ȔȜȰ ȤȢțȟȡȕȞșȰ 
ȠȡȟȧȕȢȢȐ ȡȐȢȢȜȕȔȟȒȐȞșȰ 
șȞȧșȔȕȞȣȟȒ

ǵȢșȜșȒȐȕȣ ȠȡȟȧȕȢȢ ȐȞȐȜșȘȐ 
ȥȐȚȜȟȒ Ȣ ȠȟȝȟȪȭȯ 
7ȠȕȢȟȨȞșȧȬ8% ȐȣȡșȑȤȧșș ȐȣȐț ș 
ȒȬȰȒȜȕȞșȰ ȢȦȟȗȕȢȣș ȥȐȚȜȟȒ

ǱȟȝȟȓȐȕȣ ȘȐȪșȣșȣȭ ȑȡȕȞȔ% 
ȟȣȢȜȕȗșȒȐȣȭ ȧșȥȡȟȒȬȕ ȐțȣșȒȬ 
ș ȤȓȡȟȘȬ Ȓ ȔȐȡțȞȕȣ-ȡȕȢȤȡȢȐȦ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȐțȣȤȐȜȭȞȬȚ 
ȜȐȞȔȩȐȥȣ ȤȓȡȟȘ Ȣ ȤȨȕȣȟȝ 
ȟȣȡȐȢȜȕȒȟȚ ș ȡȕȓșȟȞȐȜȭȞȟȚ 
ȢȠȕȧșȥșțș

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȟȣȨȖȣȬ ȟȑ 
ȤȓȡȟȘȐȦ% ȢȒȰȘȐȞȞȬȦ Ȣ Tcg ș 
ȥșȞȐȞȢȟȒȟ ȝȟȣșȒșȡȟȒȐȞȞȬȝș 
ȓȡȤȠȠșȡȟȒțȐȝș

ǱȟȝȟȓȐȕȣ ȐȞȐȜșȣșțȐȝ 
ȟȣȢȜȕȗșȒȐȣȭ șȞȥȡȐȢȣȡȤțȣȤȡȬ 
țșȑȕȡȓȡȤȠȠșȡȟȒȟț

ǩȞȐȞșȰ2ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/threat-intelligence
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ǢȟȜȕȕ ʭʪ ȓȟȣȟȒȬȦ ȠȟȣȟțȟȒ ȔȐȞȞȬȦ ȟȑ ȤȓȡȟȘȐȦ ȔȜȰ ȡȕȩȕȞșȰ ȡȐȘȞȬȦ 
ǪǢ-ȘȐȔȐȨ ȥșȞȐȞȢȟȒȬȦ ȟȡȓȐȞșȘȐȧșȚ# Ǳȟȣȟțș ȔȐȞȞȬȦ ȠȡȕȔȟȢȣȐȒȜȰȯȣ 
șȞȥȟȡȝȐȧșȯ ȟȑ șȘȒȕȢȣȞȬȦ ȒȡȕȔȟȞȟȢȞȬȦ ȠȡȟȓȡȐȝȝȐȦ% ȥșȩșȞȓȟȒȬȦ 
Ȓȕȑ-ȢȐȚȣȐȦ% ȠȟȢȜȕȔȞșȦ ȤȰȘȒșȝȟȢȣȰȦ% ȮțȢȠȜȟȚȣȐȦ ș Ƞȡ#% ȤȢșȜșȒȐȰ 
ȡȐȘȜșȨȞȬȕ ȡȕȩȕȞșȰ ǪǢ# ^n¡}r ¡x§ Threat Data FeedsȠȟȘȒȟȜȰȯȣ 
țȟȝȐȞȔȐȝ ȑȕȘȟȠȐȢȞȟȢȣș Ȟȕ ȣȟȜȭțȟ ȟȑȞȐȡȤȗșȒȐȣȭ ȤȓȡȟȘȬ% Ȟȟ ș 
ȮȥȥȕțȣșȒȞȟ ȟȠȡȕȔȕȜȰȣȭ Ƞȡșȟȡșȣȕȣ șȞȧșȔȕȞȣȟȒ% țȟȣȟȡȬȕ ȣȡȕȑȤȯȣ 
ȞȕȝȕȔȜȕȞȞȟȓȟ ȤȢȣȡȐȞȕȞșȰ% ȠȡȕȔȟȢȣȐȒȜȰȰ ȔȟȠȟȜȞșȣȕȜȭȞȬȚ ȧȕȞȞȬȚ 
țȟȞȣȕțȢȣ șȘ ȡȐȘȞȟȟȑȡȐȘȞȬȦ șȢȣȟȨȞșțȟȒ ^n¡}r ¡x§#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǰȑȟȓȐȪȐȕȣ f\X`-ȢșȢȣȕȝȬ 
ȒȬȢȟțȟțȐȨȕȢȣȒȕȞȞȬȝș ȔȐȞȞȬȝș 
ȟȑ ȤȓȡȟȘȐȦ Ȣ ȠȟȜȕȘȞȬȝ 
țȟȞȣȕțȢȣȟȝ ȔȜȰ ȠȟȒȬȩȕȞșȰ 
țȐȨȕȢȣȒȐ ȔȕȣȕțȣșȡȟȒȐȞșȰ ș 
ȢȞșȗȕȞșȰ ȞȐȓȡȤȘțș ȞȐ ȞșȦ

ǵȢșȜșȒȐȕȣ ǪǢ-ȡȕȩȕȞșȰ% ȒțȜȯȨȐȰ 
f\X`% kWe% ȝȕȗȢȕȣȕȒȬȕ ȮțȡȐȞȬ% 
IPS/IDS, Security Proxyș Ƞȡ#% 
ȠȟȢȣȟȰȞȞȟ ȟȑȞȟȒȜȰȕȝȬȝș 
șȞȔșțȐȣȟȡȐȝș țȟȝȠȡȟȝȕȣȐȧșș ș 
ȔȕȚȢȣȒȕȞȞȬȝ țȟȞȣȕțȢȣȟȝ

ǪȞȣȕȓȡșȡȤȕȣȢȰ Ȣ g\-
ȠȜȐȣȥȟȡȝȐȝș% Ȓ ȣȟȝ ȨșȢȜȕ 
Kaspersky CyberTrace% ȔȜȰ 
ȮȥȥȕțȣșȒȞȟȓȟ ȤȠȡȐȒȜȕȞșȰ 
ȠȟȣȟțȐȝș ȔȐȞȞȬȦ ȟȑ ȤȓȡȟȘȐȦ ș 
ȢȟȘȔȐȞșȰ ȠȡȟȐțȣșȒȞȟȚȢșȢȣȕȝȬ 
ȘȐȪșȣȬ ȟȣ țșȑȕȡȤȓȡȟȘ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȒȟȘȝȟȗȞȟȢȣȭ 
șȞȣȕȓȡȐȧșș șȞȔșțȐȣȟȡȟȒ Ȣ 
ȒȬȢȟțșȝ ȤȡȟȒȞȕȝ ȔȟȒȕȡșȰ Ȓ 
ȠȕȡșȝȕȣȡȟȒȬȕǳǩǪ ȔȜȰ 
ȑȜȟțșȡȟȒțș ȤȓȡȟȘ% Ȓ ȣȟȝ ȨșȢȜȕ  
Ȓ aZYj șȞȟȢȣȡȐȞȞȟȓȟ 
ȠȡȟșȘȒȟȔȢȣȒȐ

ǱȟȝȟȓȐȕȣ ȑȬȢȣȡȕȕ ȒȬȰȒȜȰȣȭ 
țȡșȣșȨȕȢțșȕ ȤȒȕȔȟȝȜȕȞșȰ ș 
ȠȕȡȕȔȐȒȐȣȭ șȦ Ȓ 
ȠȡșȟȡșȣȕȣȞȟȝ ȠȟȡȰȔțȕ 
ȓȡȤȠȠȐȝ ȡȕȐȓșȡȟȒȐȞșȰ ȞȐ 
șȞȧșȔȕȞȣȬ 

ǩȞȐȞșȰ2

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

ǱȟȘȒȟȜȰȕȣ ȘȐȪșȣșȣȭ ȠȡȟȧȕȢȢ 
ȡȐȘȡȐȑȟȣțș ȠȡȟȓȡȐȝȝȞȟȓȟ 
ȟȑȕȢȠȕȨȕȞșȰ ȟȣ ȤȓȡȟȘ Ȓ 
țȟȝȠȟȞȕȞȣȐȦ Ȣ ȟȣțȡȬȣȬȝ 
șȢȦȟȔȞȬȝ țȟȔȟȝ

https://www.kaspersky.ru/enterprise-security/threat-data-feeds
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ǬȟȝȠȜȕțȢȞȬȚ ȢȕȡȒșȢ ȔȜȰ ȘȐȪșȣȬ ȟȣ ȧșȥȡȟȒȬȦ ȤȓȡȟȘ% țȟȣȟȡȬȚ 
ȠȟȝȟȓȐȕȣ țȜșȕȞȣȐȝ ȟȣȢȜȕȗșȒȐȣȭ ȢȒȟș ȧșȥȡȟȒȬȕ ȐțȣșȒȬ ș 
ȟȑȞȐȡȤȗșȒȐȣȭ ȤȓȡȟȘȬ Ȓ ȔȐȡțȞȕȣȕș ȒșȔșȝȟȚ ȨȐȢȣș șȞȣȕȡȞȕȣȐ# 
ǢȜȐȓȟȔȐȡȰ ȟȠȟȒȕȪȕȞșȰȝ Ȓ ȡȕȗșȝȕ ȡȕȐȜȭȞȟȓȟ ȒȡȕȝȕȞș ^n¡}r ¡x§ 
Digital Footprint IntelligenceȠȟȘȒȟȜȰȕȣ ȟȡȓȐȞșȘȐȧșȰȝ ȑȬȢȣȡȟ ș 
ȮȥȥȕțȣșȒȞȟ ȡȕȐȓșȡȟȒȐȣȭ ȞȐ ȠȟȣȕȞȧșȐȜȭȞȬȕ ȤȓȡȟȘȬ# 

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǰȢȤȪȕȢȣȒȜȰȕȣ 
ȞȕȠȡȕȡȬȒȞȬȚȝȟȞșȣȟȡșȞȓ 
ȔȐȡțȞȕȣȐȞȐ ȠȡȕȔȝȕȣ ȜȯȑȬȦ 
ȤȠȟȝșȞȐȞșȚ ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș țȜșȕȞȣȐ

ǰȑȞȐȡȤȗșȒȐȕȣ 
ȢțȟȝȠȡȟȝȕȣșȡȟȒȐȞȞȬȕ 
ȔȐȞȞȬȦ ȢȟȣȡȤȔȞșțȟȒ% 
ȠȐȡȣȞȕȡȟȒ ș țȜșȕȞȣȟȒ% 
ȒțȜȯȨȐȰ ȞȟȝȕȡȐ ȑȐȞțȟȒȢțșȦ 
țȐȡȣ

ǰȠȡȕȔȕȜȰȕȣ ȢȕȣȕȒȬȕ ȡȕȢȤȡȢȬ 
ș ȢȜȤȗȑȬ% ȰȒȜȰȯȪșȕȢȰ 
ȠȟȣȕȞȧșȐȜȭȞȬȝș ȒȕțȣȟȡȐȝș 
ȐȣȐțș

ǰȢȤȪȕȢȣȒȜȰȕȣ 
ȝȟȞșȣȟȡșȞȓ 
ȝȟȩȕȞȞșȨȕȢțșȦ 
ȔȕȚȢȣȒșȚ% țȟȣȟȡȬȕ ȝȟȓȤȣ 
ȞȐȞȕȢȣș ȤȪȕȡȑ 
ȡȕȠȤȣȐȧșș țȟȝȠȐȞșș 
șIșȜș ȟȑȝȐȞȤȣȭ țȜșȕȞȣȟȒ

ǰȑȕȢȠȕȨșȒȐȕȣ țȟȝȠȜȕțȢȞȬȚ 
ȝȟȞșȣȟȡșȞȓ ȒȢȕȦ ȐțȣșȒȟȒ 
ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș% 
țȟȣȟȡȬȕ ȝȟȓȤȣ 
ȠȟȔȒȕȡȓȞȤȣȭȢȰ ȐȣȐțȕ șȜș 
țȟȝȠȡȟȝȕȣȐȧșș

ǱȡȕȔȟȣȒȡȐȪȐȕȣ ȞȕȓȐȣșȒȞȟȕ 
ȒȜșȰȞșȕ ȞȐ ȡȐȑȟȣȟȢȠȟȢȟȑȞȟȢȣȭ 
ȑșȘȞȕȢȐ

ǩȞȐȞșȰ2

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://dfi.kaspersky.ru/
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ǴȡȕȞșȞȓș ȔȜȰ ȤțȡȕȠȜȕȞșȰ ȞȐȒȬțȟȒ Ȓ ȟȑȜȐȢȣș ȐȞȐȜșȘȐ 
ȒȡȕȔȟȞȟȢȞȬȦ ȠȡȟȓȡȐȝȝ% ȡȕȒȕȡȢ-șȞȗșȞșȡșȞȓȐ% ȐțȣșȒȞȟȓȟ ȠȟșȢțȐ 
ȤȓȡȟȘ ș ȡȕȐȓșȡȟȒȐȞșȰ ȞȐ șȞȧșȔȕȞȣȬ# ǱȡȟȓȡȐȝȝȬ ȟȑȤȨȕȞșȰ 
ȠȟȒȬȩȐȯȣ ȤȡȟȒȕȞȭ ȘȞȐȞșȚ ș țȒȐȜșȥșțȐȧșȯ ȩȣȐȣȞȬȦ 
ȢȠȕȧșȐȜșȢȣȟȒ% ȡȕȩȐȰ ȠȡȟȑȜȕȝȤ ȞȕȦȒȐȣțș ȠȡȟȥȕȢȢșȟȞȐȜȟȒ Ȓ 
ȟȑȜȐȢȣș țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș# ǲȐȘȒșȒȐȰ Ȯȣș ȞȐȒȬțș% ȟȡȓȐȞșȘȐȧșș 
ȝȟȓȤȣ ȢȞșȘșȣȭ ȢȤȪȕȢȣȒȤȯȪșȕ ȡșȢțș ș ȮȥȥȕțȣșȒȞȟ ȡȕȐȓșȡȟȒȐȣȭ 
ȞȐ șȞȧșȔȕȞȣȬ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ
ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǲȕȩȐȕȣ ȠȡȟȑȜȕȝȤ ȞȕȦȒȐȣțș
țȒȐȜșȥșȧșȡȟȒȐȞȞȬȦ 
ȢȠȕȧșȐȜșȢȣȟȒ

ǲȐȘȒșȒȐȕȣ 
ȢȠȕȧșȐȜșȘșȡȟȒȐȞȞȬȕ 
ȞȐȒȬțș ș ȠȟȒȬȩȐȕȣ 
țȒȐȜșȥșțȐȧșȯ Ȓ 
ȟȑȜȐȢȣș ǪǢ

ǳȠȟȢȟȑȢȣȒȤȕȣ 
ȢȞșȗȕȞșȯ ȡșȢțȟȒ ș 
ȠȟȒȬȩȕȞșȯ 
ȮȥȥȕțȣșȒȞȟȢȣș ȡȐȑȟȣȬ 
țȟȝȐȞȔȬ

ǱȟȒȬȩȐȕȣ 
ȮȥȥȕțȣșȒȞȟȢȣȭ 
ȟȑȞȐȡȤȗȕȞșȰ ȤȓȡȟȘ ș 
ȢțȟȡȟȢȣȭ ȡȕȐȓșȡȟȒȐȞșȰ 
ȞȐ șȞȧșȔȕȞȣȬ

ǰȑȤȨȕȞȞȬȕ ȢȟȣȡȤȔȞșțș 
ȟȑȕȢȠȕȨȐȣ ȠȟȜȞȬȚ țȟȞȣȡȟȜȭ 
ȞȐȔ ȘȐȪșȣȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ ȑȕȘ 
ȠȡșȒȜȕȨȕȞșȰ ȢȠȕȧșȐȜșȢȣȟȒ 
Ȣȟ ȢȣȟȡȟȞȬ

ǳȟțȡȐȪȐȕȣ ȒȡȕȝȰ 
ȡȐȢȢȜȕȔȟȒȐȞșȰ ș 
ȡȕȐȓșȡȟȒȐȞșȰ ȑȜȐȓȟȔȐȡȰ 
șȝȕȯȪșȝȢȰ ȘȞȐȞșȰȝ ș 
ȟȠȕȡȐȣșȒȞȬȝ ȔȕȚȢȣȒșȰȝ 
țȟȝȐȞȔȬ

ǩȞȐȞșȰ2

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/cyber-security-training


74

ǱȡȟȥȕȢȢșȟȞȐȜȭȞȬȕ 
ȢȕȡȒșȢȬ

ǲȐȘȒȕȡȣȬȒȐȞșȕ% ȟȑȢȜȤȗșȒȐȞșȕ 
ș ȟȠȣșȝșȘȐȧșȰ ȠȡȟȔȤțȣȟȒ 
7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 
ȔȜȰ ȠȟȜȤȨȕȞșȰ ȝȐțȢșȝȤȝȐ 
ȠȡȕșȝȤȪȕȢȣȒ

ǬȟȞȢȐȜȣșȞȓ ș ȐȞȐȜșȘ 
ȘȐȪșȪȖȞȞȟȢȣș 

ǣȢȕȢȣȟȡȟȞȞȰȰ ȠȡȟȒȕȡțȐ ȒȐȩșȦ 
ȢșȢȣȕȝ ș ȢȡȕȔȢȣȒ ȘȐȪșȣȬ ȞȐ 
ȤȢȣȟȚȨșȒȟȢȣȭ ț țșȑȕȡȤȓȡȟȘȐȝ

ǿȥȥȕțȣșȒȞȐȰ ȢȣȡȐȣȕȓșȰ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș: 
ȠȟȔȔȕȡȗțȐ 

ǵȠȡȐȒȜȰȕȝȐȰ ȘȐȪșȣȐ

ǬȡȤȓȜȟȢȤȣȟȨȞȐȰ ȤȠȡȐȒȜȰȕȝȐȰ 
ȘȐȪșȣȐ ȢșȜȐȝș ȮțȢȠȕȡȣȟȒ 
7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȟȣ 
ȡȐȢȣȤȪȕȓȟ ȨșȢȜȐ țșȑȕȡȤȓȡȟȘ

ǱȟȔȔȕȡȗțȐ3
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ǡȞȐȜșȘ ȘȐȪșȪȕȞȞȟȢȣș ȠȡșȜȟȗȕȞșȚ ȠȟȝȟȓȐȕȣ ȒȬȰȒȜȰȣȭ ȤȰȘȒșȝȟȢȣș 
Ȓ Ȓȕȑ-ș ȝȟȑșȜȭȞȬȦ ȠȡșȜȟȗȕȞșȰȦ% ȒțȜȯȨȐȰ ȟȞȜȐȚȞ-ȑȐȞțșȞȓ# 
ǳȟȨȕȣȐȞșȕ ȮțȢȠȕȡȣȞȟȓȟ ȐȞȐȜșȘȐ ș ȠȕȡȕȔȟȒȬȦ șȞȢȣȡȤȝȕȞȣȟȒ 
ȠȟȘȒȟȜȰȯȣ ȟȑȞȐȡȤȗșȣȭ ȢȜȐȑȬȕ ȝȕȢȣȐ Ȓ ȐȡȦșȣȕțȣȤȡȕ ȠȡșȜȟȗȕȞșȚ ș 
ȑșȘȞȕȢ-Ȝȟȓșțȕ# Ǳȟ șȣȟȓȐȝ ȣȕȢȣșȡȟȒȐȞșȰ ȠȡȕȔȟȢȣȐȒȜȰȯȣȢȰ 
ȡȕțȟȝȕȞȔȐȧșș Ƞȟ ȤȢșȜȕȞșȯ ȑȕȘȟȠȐȢȞȟȢȣș ȠȡșȜȟȗȕȞșȚ.

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǲȐȢȩșȡȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǰȧȕȞșȒȐȕȣ 
ȤȢȣȟȚȨșȒȟȢȣȭ 
țȡșȣșȨȕȢțș ȒȐȗȞȬȦ 
ȠȡșȜȟȗȕȞșȚ ț ȡȕȐȜȭȞȬȝ 
țșȑȕȡȐȣȐțȐȝ

ǮșȞșȝșȘșȡȤȕȣ ȥșȞȐȞȢȟȒȬȕ 
Ƞȟȣȕȡș ȘȐ ȢȨȕȣ ȡȐȞȞȕȓȟ 
ȒȬȰȒȜȕȞșȰ ȤȰȘȒșȝȟȢȣȕȚ Ȓ 
ȠȡșȜȟȗȕȞșȰȦ

ǰȑȞȐȡȤȗșȒȐȕȣ 
ȤȰȘȒșȝȟȢȣș ș ȜȟȓșȨȕȢțșȕ 
ȟȩșȑțș Ȓ țȡșȣșȨȕȢțș 
ȒȐȗȞȬȦ ȠȡșȜȟȗȕȞșȰȦ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȮțȢȠȕȡȣȞȬȕ 
ȡȕțȟȝȕȞȔȐȧșș Ƞȟ 
ȠȟȒȬȩȕȞșȯ ȑȕȘȟȠȐȢȞȟȢȣș 
ȠȡșȜȟȗȕȞșȚ

ǱȟȝȟȓȐȕȣ ȢȞșȘșȣȭ ȡșȢțș 
ȤȣȕȨțș ȔȐȞȞȬȦ ș 
ȝȟȩȕȞȞșȨȕȢțșȦ ȔȕȚȢȣȒșȚ% 
ȒȬȰȒȜȰȰ ȢȜȐȑȬȕ ȝȕȢȣȐ Ȓ 
ȠȡșȜȟȗȕȞșȰȦ

ǱȟȝȟȓȐȕȣ ȘȐȪșȣșȣȭ 
ȡȕȠȤȣȐȧșȯ ȑȜȐȓȟȔȐȡȰ 
ȒȬȰȒȜȕȞșȯ ȢȜȐȑȬȦ ȝȕȢȣ ș 
ȤȰȘȒșȝȟȢȣȕȚ Ȓ 
ȠȡșȜȟȗȕȞșȰȦ

ǱȟȔȔȕȡȗțȐ3ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/application-security
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ǴȕȢȣșȡȟȒȐȞșȕ ȞȐ ȠȡȟȞșțȞȟȒȕȞșȕ șȝșȣșȡȤȕȣ ȡȕȐȜȭȞȬȕ ȐȣȐțș,ȨȣȟȑȬ 
ȒȬȰȒșȣȭ ȤȰȘȒșȝȟȢȣș ȒȞȤȣȡș Ȣȕȣș ș ȞȐ Ƞȕȡșȝȕȣȡȕ# ǳȟȨȕȣȐȞșȕ 
ȠȕȡȕȔȟȒȬȦ șȞȢȣȡȤȝȕȞȣȟȒ ș ȡȤȨȞȟȓȟ ȐȞȐȜșȘȐ ȠȟȘȒȟȜȰȕȣ ȮțȢȠȕȡȣȐȝ 
Kaspersky ȒȬȰȒȜȰȣȭ ȤȓȡȟȘȬ% țȟȣȟȡȬȕ ȟȢȣȐȯȣȢȰ ȞȕȘȐȝȕȨȕȞȞȬȝș 
ȐȒȣȟȝȐȣșȨȕȢțșȝș ȢșȢȣȕȝȐȝș ȘȐȪșȣȬ# ǿȣȟ ȠȟȒȬȩȐȕȣ ȤȢȣȟȚȨșȒȟȢȣȭ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ ȥșȞȐȞȢȟȒȟȚ ȟȡȓȐȞșȘȐȧșș#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ ?legacy) ȢșȢȣȕȝ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȟȝȟȓȐȕȣ 
ȟȠȣșȝșȘșȡȟȒȐȣȭ ȝȕȡȬ 
ȑȕȘȟȠȐȢȞȟȢȣș Ȣ ȤȨȕȣȟȝ șȦ 
ȒȜșȰȞșȰ ȞȐ ȤȡȟȒȕȞȭ 
ȘȐȪșȣȬ

ǰȑȞȐȡȤȗșȒȐȕȣ 
țȡșȣșȨȞȬȕ 
ȤȰȘȒșȝȟȢȣș ȒȞȤȣȡș 
Ȣȕȣș ș ȞȐ Ƞȕȡșȝȕȣȡȕ

ǱȟȝȟȓȐȕȣ ȤȢșȜșȣȭ ȘȐȪșȣȤ
ȔȐȞȞȬȦ ș ȢȞșȘșȣȭ ȡșȢțș
ȝȟȩȕȞȞșȨȕȢȣȒȐ% ȒȬȰȒȜȰȰ 
ȢȜȐȑȬȕ ȝȕȢȣȐ Ȓ 
șȞȥȡȐȢȣȡȤțȣȤȡȕ

ǰȧȕȞșȒȐȕȣ
ȤȢȣȟȚȨșȒȟȢȣȭ 
ȥșȞȐȞȢȟȒȟȚ 
ȟȡȓȐȞșȘȐȧșș ț 
ȡȕȐȜȭȞȬȝ țșȑȕȡȐȣȐțȐȝ 
ȞȐ șȞȥȡȐȢȣȡȤțȣȤȡȤ

ǮșȞșȝșȘșȡȤȕȣ 
ȥșȞȐȞȢȟȒȬȕ Ƞȟȣȕȡș ȘȐ 
ȢȨȕȣ ȡȐȞȞȕȓȟ 
ȟȑȞȐȡȤȗȕȞșȰ 
ȤȰȘȒșȝȟȢȣȕȚ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȮțȢȠȕȡȣȞȬȕ 
ȡȕțȟȝȕȞȔȐȧșș Ƞȟ 
ȠȟȒȬȩȕȞșȯ ȤȢȣȟȚȨșȒȟȢȣș 
șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǱȟȔȔȕȡȗțȐ3ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/penetration-testing
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ǴȕȢȣșȡȟȒȐȞșȕ Ȣ ȤȨȐȢȣșȕȝ RedTeamȝȟȔȕȜșȡȤȕȣ ȡȕȐȜȭȞȤȯ ȐȣȐțȤ% 
ȨȣȟȑȬ ȟȧȕȞșȣȭ% ȞȐȢțȟȜȭțȟ ȮȥȥȕțȣșȒȞȟ țȟȝȐȞȔȐ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș ȟȑȞȐȡȤȗșȒȐȕȣ ș ȡȕȐȓșȡȤȕȣ ȞȐ ȤȓȡȟȘȬ# 
ǿțȢȠȕȡȣȬ Kaspersky ȠȡȟȒȟȔȰȣ ȣȕȢȣșȡȟȒȐȞșȕ Ȣ ȤȨȕȣȟȝ ȠȡșȞȧșȠȟȒ 
țȟȞȥșȔȕȞȧșȐȜȭȞȟȢȣș% ȧȕȜȟȢȣȞȟȢȣș ș ȔȟȢȣȤȠȞȟȢȣș ȔȐȞȞȬȦ Ȓ 
ȢȟȟȣȒȕȣȢȣȒșș Ȣ ȝȕȗȔȤȞȐȡȟȔȞȬȝș ȢȣȐȞȔȐȡȣȐȝș ș ȜȤȨȩșȝș 
ȠȡȐțȣșțȐȝș#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǰȧȕȞșȒȐȕȣ 
ȮȥȥȕțȣșȒȞȟȢȣȭ blue
teamȠȟ ȞȐȒȬțȐȝ 
ȟȑȞȐȡȤȗȕȞșȰ țșȑȕȡȐȣȐț 
ș ȡȕȐȓșȡȟȒȐȞșȰ ȞȐ ȞșȦ

ǰȧȕȞșȒȐȕȣ 
ȤȢȣȟȚȨșȒȟȢȣȭ ț 
ȡȕȐȜȭȞȬȝ ȐȣȐțȐȝȞȐ 
țȡșȣșȨȕȢțșȕ ȑșȘȞȕȢ-
ȠȡȟȧȕȢȢȬ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȡȕțȟȝȕȞȔȐȧșș Ƞȟ 
ȤțȡȕȠȜȕȞșȯ ȢșȢȣȕȝȬ 
ȑȕȘȟȠȐȢȞȟȢȣș

ǱȟȝȟȓȐȕȣ ȢȞșȘșȣȭ ȡșȢț 
ȢȑȟȕȒ Ȓ țȡșȣșȨȕȢțș 
ȒȐȗȞȬȦ ȠȡȟȧȕȢȢȐȦ% 
ȒȬȰȒȜȰȰ ȢȜȐȑȬȕ ȝȕȢȣȐ

ǮșȞșȝșȘșȡȤȕȣ 
ȥșȞȐȞȢȟȒȬȕ Ƞȟȣȕȡș ȘȐ 
ȢȨȕȣ ȡȐȞȞȕȓȟ 
ȟȑȞȐȡȤȗȕȞșȰ țȡșȣșȨȞȬȦ 
ȤȰȘȒșȝȟȢȣȕȚ 

ǱȟȝȟȓȐȕȣ ȠȟȒȬȢșȣȭ 
ȤȢȣȟȚȨșȒȟȢȣȭ ț ȧȕȜȕȒȬȝ 
ȐȣȐțȐȝ ȘȐ ȢȨȕȣ 
ȝȟȔȕȜșȡȟȒȐȞșȰ 
ȡȕȐȜȭȞȬȦ ȤȓȡȟȘ

ǱȟȔȔȕȡȗțȐ3ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/red-teaming
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ǡȞȐȜșȘ ȘȐȪșȪȕȞȞȟȢȣș ȠȜȐȣȕȗȞȬȦ ȢșȢȣȕȝ ȠȟȝȟȓȐȕȣ ȒȬȰȒșȣȭ 
ȤȰȘȒșȝȟȢȣș Ȓ ȢșȢȣȕȝȐȦ ȑȐȞțȟȝȐȣȟȒ ?ATM@ ș cbf-ȣȕȡȝșȞȐȜȟȒ# 
ǿțȢȠȕȡȣȬ ȝȟȔȕȜșȡȤȯȣ ȡȕȐȜȭȞȬȕ ȐȣȐțș% ȐȞȐȜșȘșȡȤȯȣ 
ȠȟȣȕȞȧșȐȜȭȞȬȕ ȤȓȡȟȘȬ ș ȠȡȕȔȟȢȣȐȒȜȰȯȣ ȡȕțȟȝȕȞȔȐȧșș Ƞȟ 
ȤȢșȜȕȞșȯ ȘȐȪșȣȬ ȠȜȐȣȕȗȞȟȚ șȞȥȡȐȢȣȡȤțȣȤȡȬ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ ?legacy) ȢșȢȣȕȝ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǰȧȕȞșȒȐȕȣ ȤȢȣȟȚȨșȒȟȢȣȭ 
ȠȜȐȣȕȗȞȟȚ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ ț 
ȡȕȐȜȭȞȬȝ țșȑȕȡȐȣȐțȐȝ

ǱȟȝȟȓȐȕȣ 
ȠȡșȟȡșȣșȘșȡȟȒȐȣȭȝȕȡȬ 
ȑȕȘȟȠȐȢȞȟȢȣș ȔȜȰ 
ȠȟȒȬȩȕȞșȰ ȤȢȣȟȚȨșȒȟȢȣș 
ȠȜȐȣȕȗȞȟȚ ȢșȢȣȕȝȬ

ǣȬȰȒȜȰȕȣ ȤȰȘȒșȝȟȢȣș Ȓ 
șȞȥȡȐȢȣȡȤțȣȤȡȕ 
ȑȐȞțȟȝȐȣȟȒ ș POS-
ȣȕȡȝșȞȐȜȟȒ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȡȕțȟȝȕȞȔȐȧșș Ƞȟ 
ȤȢșȜȕȞșȯ ȘȐȪșȣȬ 
ȑȐȞțȟȝȐȣȟȒ ș cbf-
ȣȕȡȝșȞȐȜȟȒ

ǱȟȝȟȓȐȕȣ 
ȠȡȕȔȟȣȒȡȐȣșȣȭ 
ȝȟȩȕȞȞșȨȕȢȣȒȟ ș Ȣȑȟș 
ȘȐ ȢȨȕȣ ȡȐȞȞȕȓȟ 
ȒȬȰȒȜȕȞșȰ ȤȰȘȒșȝȟȢȣȕȚ 
Ȓ ȑȐȞțȟȝȐȣȐȦ ș cbf-
ȣȕȡȝșȞȐȜȐȦ

ǡȞȐȜșȘșȡȤȕȣ
ȠȟȣȕȞȧșȐȜȭȞȬȕ ȢȧȕȞȐȡșș 
ȒȘȜȟȝȐ ș ȠȟȢȜȕȔȢȣȒșȚ 
țșȑȕȡȐȣȐț

ǱȟȔȔȕȡȗțȐ3ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/payment-system-security
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ǬȡȤȓȜȟȢȤȣȟȨȞȐȰ ȤȠȡȐȒȜȰȕȝȐȰ ȘȐȪșȣȐ ȟȣ ȡȐȢȣȤȪȕȓȟ ȨșȢȜȐ 
țșȑȕȡȤȓȡȟȘ% ȟȑȦȟȔȰȪșȦ ȐȒȣȟȝȐȣșȨȕȢțșȕ ȢȡȕȔȢȣȒȐ ȑȕȘȟȠȐȢȞȟȢȣș# 
ǬȟȝȐȞȔȐ `We ȡȐȢȢȜȕȔȤȕȣ ȢȟȑȬȣșȰ ȑȕȘȟȠȐȢȞȟȢȣș% ȟȢȤȪȕȢȣȒȜȰȕȣ 
ȞȕȠȡȕȡȬȒȞȬȚ ȝȟȞșȣȟȡșȞȓ șȞȥȡȐȢȣȡȤțȣȤȡȬ ȟȡȓȐȞșȘȐȧșș ș 
ȐȞȐȜșȘșȡȤȕȣ ȣȕȜȕȝȕȣȡșȯ ȞȐ ȠȡȕȔȝȕȣ șȞȧșȔȕȞȣȟȒ# ǳȕȡȒșȢ 
ȠȟȔȦȟȔșȣ țȐț ȞȕȑȟȜȭȩșȝ ȑȐȞțȐȝ șȜș ȥșȜșȐȜȐȝ% Ȥ țȟȣȟȡȬȦ Ȟȕȣ 
ȔȟȢȣȐȣȟȨȞȟȓȟ țȟȜșȨȕȢȣȒȐ ǪǢ-ȢȠȕȧșȐȜșȢȣȟȒ% ȣȐț ș ȑȟȜȕȕ țȡȤȠȞȬȝ 
ȥșȞȐȞȢȟȒȬȝ ȟȡȓȐȞșȘȐȧșȰȝ% ǪǢ-ȮțȢȠȕȡȣȬ țȟȣȟȡȬȦ ȠȕȡȕȓȡȤȗȕȞȬ# 

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș 

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǳȣȡȟȓșȕ ȣȡȕȑȟȒȐȞșȰ ȡȕȓȤȜȰȣȟȡȟȒ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȡȕȔȟȢȣȐȒȜȰȕȣ ȟȣȨȕȣȬ Ȣ 
ȠȡȐțȣșȨȕȢțșȝș 
ȡȕțȟȝȕȞȔȐȧșȰȝș Ƞȟ 
ȤȢșȜȕȞșȯ ȑȕȘȟȠȐȢȞȟȢȣș 

ǣȬȰȒȜȰȕȣ ȤȓȡȟȘȬ ȞȐ ȡȐȞȞȕȚ 
ȢȣȐȔșș ș ȟȠȕȡȐȣșȒȞȟ 
ȡȕȐȓșȡȤȕȣ ȞȐ ȞșȦ Ȣ 
șȢȠȟȜȭȘȟȒȐȞșȕȝ ǪǪ-
ȐȞȐȜșȣșțș

ǣȬȢȒȟȑȟȗȔȐȕȣ 
ȡȕȢȤȡȢȬ ǪǢ ȔȜȰ 
ȡȕȩȕȞșȰ țȡșȣșȨȕȢțș 
ȒȐȗȞȬȦ ȘȐȔȐȨ ȑșȘȞȕȢȐ

ǰȠȣșȝșȘșȡȤȕȣ ȡȐȢȦȟȔȬ 
ȞȐ ȑȕȘȟȠȐȢȞȟȢȣȭ% 
ȤȢȣȡȐȞȰȰ 
ȞȕȟȑȦȟȔșȝȟȢȣș ȞȐȚȝȐ 
ș ȟȑȤȨȕȞșȰ 
ȔȟȡȟȓȟȢȣȟȰȪșȦ ǪǢ-
ȢȠȕȧșȐȜșȢȣȟȒ

ǰȢȤȪȕȢȣȒȜȰȕȣ 
țȡȤȓȜȟȢȤȣȟȨȞȬȚ 
ȝȟȞșȣȟȡșȞȓ ș 
ȠȡȟȐțȣșȒȞȬȚȠȟșȢț 
ȤȓȡȟȘ ȢșȜȐȝș ȮțȢȠȕȡȣȟȒ

ǳȞșȗȐȕȣ ȡșȢțș 
ȠȡȟȢȣȟȕȒ ș ȥșȞȐȞȢȟȒȬȦ 
Ƞȟȣȕȡȭ ȘȐ ȢȨȕȣ 
ȒȬȰȒȜȕȞșȰ ȤȓȡȟȘ ș 
ȢȜȟȗȞȬȦ ȐȣȐț ȞȐ ȡȐȞȞȕȚ 
ȢȣȐȔșș

ǱȟȔȔȕȡȗțȐ3ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

https://www.kaspersky.ru/enterprise-security/managed-detection-and-response
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ǳȕȡȒșȢ ȠȟȘȒȟȜȰȕȣ ȒȟȢȢȣȐȞȟȒșȣȭ ȠȟȜȞȤȯ țȐȡȣșȞȤ șȞȧșȔȕȞȣȐ# 
Kaspersky Incident ResponseȟȦȒȐȣȬȒȐȕȣ ȒȕȢȭ ȧșțȜ ȡȐȢȢȜȕȔȟȒȐȞșȰ ș 
ȡȕȐȓșȡȟȒȐȞșȰ& ȟȣ ȠȕȡȒșȨȞȟȓȟ ȐȞȐȜșȘȐ ș ȢȑȟȡȐ ȔȐȞȞȬȦ Ȕȟ 
ȟȠȡȕȔȕȜȕȞșȰ ȟȢȞȟȒȞȟȓȟ ȒȕțȣȟȡȐ ȐȣȐțș ș ȠȟȔȓȟȣȟȒțș ȠȜȐȞȐ Ƞȟ 
ȤȢȣȡȐȞȕȞșȯ ȠȟȢȜȕȔȢȣȒșȚ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȡȟȒȟȔșȣ ȓȜȤȑȟțșȚ 
ȐȞȐȜșȘ șȞȧșȔȕȞȣȐ% 
ȒȬȰȒȜȰȰ ȠȡșȨșȞȬ ș 
ȒȕțȣȟȡȬ ȐȣȐțș

ǰȠȕȡȐȣșȒȞȟ ȜȟțȐȜșȘȤȕȣ 
ȤȓȡȟȘȬ Ȓȟ șȘȑȕȗȐȞșȕ 
ȔȐȜȭȞȕȚȩșȦ Ƞȟȣȕȡȭ

ǣȟȢȢȣȐȞȐȒȜșȒȐȕȣ 
ȦȡȟȞȟȜȟȓșȯ ș ȜȟȓșțȤ 
șȞȧșȔȕȞȣȐ

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȟȠȕȡȐȣșȒȞȟȕ 
ȒȟȢȢȣȐȞȟȒȜȕȞșȕ ȠȟȢȜȕ 
șȞȧșȔȕȞȣȐ

ǱȟȝȟȓȐȕȣ 
ȝșȞșȝșȘșȡȟȒȐȣȭ ȡșȢțș 
ȤȣȕȨțș ȔȐȞȞȬȦ ș 
ȩȣȡȐȥȟȒ% ȟȠȕȡȐȣșȒȞȟ 
ȜȟțȐȜșȘȤȰ ȤȓȡȟȘȬ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȮțȢȠȕȡȣȞȬȕ 
ȡȕțȟȝȕȞȔȐȧșș Ƞȟ 
ȠȟȒȬȩȕȞșȯ 
ȤȢȣȟȚȨșȒȟȢȣș ȢșȢȣȕȝȬ 
ȑȕȘȟȠȐȢȞȟȢȣș

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǱȟȔȔȕȡȗțȐ3ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

https://www.kaspersky.ru/enterprise-security/incident-response
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ǳȕȡȒșȢ ȔȜȰ ȒȬȰȒȜȕȞșȰ ȐțȣșȒȞȬȦ țșȑȕȡȐȣȐț% Ȑ ȣȐțȗȕ ȡȐȞȕȕ 
ȞȕȘȐȝȕȨȕȞȞȬȦ ȤȓȡȟȘ% țȟȣȟȡȬȕ Ȟȕ ȤȔȐȜȟȢȭ ȟȑȞȐȡȤȗșȣȭ Ȣ ȠȟȝȟȪȭȯ 
ȢȤȪȕȢȣȒȤȯȪșȦ șȞȢȣȡȤȝȕȞȣȟȒ ș ȠȡȟȧȕȢȢȟȒ ǪǢ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǵȒȕȜșȨȕȞșȕ ȠȟȒȕȡȦȞȟȢȣș ȐȣȐțș

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǡȞȐȜșȘșȡȤȕȣ ȠȟȒȕȔȕȞșȕ ș 
ȥȤȞțȧșȟȞȐȜ ȟȣȔȕȜȭȞȬȦ 
ȒȡȕȔȟȞȟȢȞȬȦ ȥȐȚȜȟȒ

ǣȬȰȒȜȰȕȣ ȢțȡȬȣȬȕ ȐȣȐțș 
ș ȢȜȕȔȬ țȟȝȠȡȟȝȕȣȐȧșș 
șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȠȟȔȡȟȑȞȬȕ ȟȣȨȕȣȬ ȟ 
ȒȬȰȒȜȕȞȞȬȦ ȤȓȡȟȘȐȦ ș 
șȞȔșțȐȣȟȡȐȦ 
țȟȝȠȡȟȝȕȣȐȧșș

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȮțȢȠȕȡȣȞȬȕ 
ȡȕțȟȝȕȞȔȐȧșș Ƞȟ 
ȤȢȣȡȐȞȕȞșȯ ȤȓȡȟȘ ș 
ȤțȡȕȠȜȕȞșȯ ȘȐȪșȣȬ

ǱȡȕȔȟȢȣȐȒȜȰȕȣ 
ȞȕȘȐȒșȢșȝȤȯ 
ȮțȢȠȕȡȣȞȤȯ ȟȧȕȞțȤ 
ȒȕȡȟȰȣȞȟȢȣș 
țȟȝȠȡȟȝȕȣȐȧșș 
șȞȥȡȐȢȣȡȤțȣȤȡȬ

ǳȞșȗȐȕȣ ȡșȢțș ȤȣȕȨțș 
ȔȐȞȞȬȦ ș ȥșȞȐȞȢȟȒȬȦ 
Ƞȟȣȕȡȭ ȘȐ ȢȨȕȣ ȒȬȰȒȜȕȞșȰ 
ȢțȡȬȣȬȦ ȤȓȡȟȘ 

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǱȟȔȔȕȡȗțȐ3

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

https://www.kaspersky.ru/enterprise-security/compromise-assessment


ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǳȕȡȒșȢ ȠȟȝȟȓȐȕȣ ȢȟȘȔȐȣȭ ș ȟȠȣșȝșȘșȡȟȒȐȣȭ ǸȕȞȣȡȬ ȝȟȞșȣȟȡșȞȓȐ 
ȑȕȘȟȠȐȢȞȟȢȣș ?fbV@# Kaspersky SOC ConsultingȟȦȒȐȣȬȒȐȕȣ ȒȢȕ 
ȮȣȐȠȬ =ȟȣ ȡȐȘȡȐȑȟȣțș ȐȡȦșȣȕțȣȤȡȬ Ȕȟ ȟȠȣșȝșȘȐȧșș ȠȡȟȧȕȢȢȟȒ% 
ȠȟȝȟȓȐȰ ȮȥȥȕțȣșȒȞȟ ȟȑȞȐȡȤȗșȒȐȣȭ ș ȡȕȐȓșȡȟȒȐȣȭ ȞȐ ȢȟȒȡȕȝȕȞȞȬȕ 
țșȑȕȡȤȓȡȟȘȬ#

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȟȒȬȕ ȤȰȘȒșȝȟȢȣș ș ȤȓȡȟȘȬ

ǰȓȡȐȞșȨȕȞșȰ ȑȯȔȗȕȣȐ

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǱȟȝȟȓȐȕȣ ȒȞȕȔȡȰȣȭ 
ȜȤȨȩșȕ ȠȡȐțȣșțș 
ȠȟȢȣȡȟȕȞșȰ fbV

ǲȐȘȡȐȑȐȣȬȒȐȕȣ ș 
ȟȠȣșȝșȘșȡȤȕȣ 
ȐȡȦșȣȕțȣȤȡȤ fbV

ǰȧȕȞșȒȐȕȣ ȤȡȟȒȕȞȭ 
ȘȡȕȜȟȢȣș fbV ș 
ȠȟȝȟȓȐȕȣ ȕȓȟ 
ȡȐȘȒșȒȐȣȭ

ǱȡȟȒȟȔșȣ ȣȡȕȞșȞȓș 
ȠȟȒȬȩȕȞșȰ 
țȒȐȜșȥșțȐȧșș 
țȟȝȐȞȔȬ fbV

ǱȟȝȟȓȐȕȣ ȢȞșȘșȣȭ 
ȟȠȕȡȐȧșȟȞȞȬȕ 
ȡȐȢȦȟȔȬ ȘȐ ȢȨȕȣ 
ȟȠȣșȝșȘȐȧșș 
ȠȡȟȧȕȢȢȟȒ

ǱȟȒȬȩȐȕȣ 
ȮȥȥȕțȣșȒȞȟȢȣȭ 
ȒȬȰȒȜȕȞșȰ ș 
ȡȕȐȓșȡȟȒȐȞșȰ ȞȐ 
ȤȓȡȟȘȬ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǱȟȔȔȕȡȗțȐ3

ǳȣȡȟȓșȕ ȡȕȓȤȜȰȣȟȡȞȬȕ ȣȡȕȑȟȒȐȞșȰ

ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/soc-consulting


ǳȣȡȐȞșȧȐ ȠȡȟȔȤțȣȐ

ǱȡȟȥȕȢȢșȟȞȐȜȭȞȬȕ ȢȕȡȒșȢȬ ȠȟȝȟȓȐȯȣ ȤțȡȕȠșȣȭ ȘȐȪșȣȤ ș 
ȟȠȣșȝșȘșȡȟȒȐȣȭ ȡȐȑȟȣȤ \g-șȞȥȡȐȢȣȡȤțȣȤȡȬ ȞȐ ȑȐȘȕ ȡȕȩȕȞșȚ 
^n¡}r ¡x§# ǯȐȩș ȮțȢȠȕȡȣȬ ȠȡȕȔȟȢȣȐȒȜȰȯȣ ȠȡȟȥȕȢȢșȟȞȐȜȭȞȤȯ 
ȠȟȔȔȕȡȗțȤ% ȨȣȟȑȬ ȠȟȒȬȢșȣȭ ȤȡȟȒȕȞȭ ȑȕȘȟȠȐȢȞȟȢȣș ș ȟȑȕȢȠȕȨșȣȭ 
ȤȢȣȟȚȨșȒȟȢȣȭ ț ȢȟȒȡȕȝȕȞȞȬȝ țșȑȕȡȤȓȡȟȘȐȝ.

ǱȟȔȔȕȡȗșȒȐȕȝȬȕ 
ȠȡșȟȡșȣȕȣȬ

ǯȕȔȟȢȣȐȣȟț ȘȞȐȞșȚ

ǯȐȜșȨșȕ ȤȢȣȐȡȕȒȩșȦ ?legacy) ȢșȢȣȕȝ

ǯȕȦȒȐȣțȐ ȢȠȕȧșȐȜșȢȣȟȒ 

ǱȡșȒȜȕȨȕȞșȕ
ș ȤȔȕȡȗȐȞșȕ țȜșȕȞȣȟȒ

ǪȞȥȟȡȝȐȧșȟȞȞȐȰ 
ȤȢȣȟȚȨșȒȟȢȣȭ

ǸșȥȡȟȒȟȕ ȔȟȒȕȡșȕ 
ș țȟȞȣȡȟȜȭ

ǲȕȩȐȕȝȬȕ ȠȡȟȑȜȕȝȬ 

ǬȐț ȡȕȩȕȞșȕ 
ȠȟȝȟȓȐȕȣ ȟȣȡȐȢȜș

ǰȑȕȢȠȕȨșȒȐȕȣ 
ȣȕȦȞșȨȕȢțȤȯ ș 
ȮțȢȠȕȡȣȞȤȯ ȠȟȔȔȕȡȗțȤ 
ȢșȢȣȕȝ ȑȕȘȟȠȐȢȞȟȢȣș 

ǱȟȝȟȓȐȕȣ ȒȞȕȔȡșȣȭ 
ȡȕȩȕȞșȰ ȑȕȘȟȠȐȢȞȟȢȣș Ȣ 
ȤȨȕȣȟȝ ȢȠȕȧșȥșțș 
ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ

ǳȞșȗȐȕȣ ȞȐȓȡȤȘțȤ ȞȐ 
ȒȞȤȣȡȕȞȞȯȯ țȟȝȐȞȔȤ 
șȞȥȟȡȝȐȧșȟȞȞȟȚ 
ȑȕȘȟȠȐȢȞȟȢȣș

ǱȟȒȬȩȐȕȣ ȮȥȥȕțȣșȒȞȟȢȣȭ 
ȢșȢȣȕȝ ȑȕȘȟȠȐȢȞȟȢȣș Ȓ 
ȒȐȩȕȚ șȞȥȡȐȢȣȡȤțȣȤȡȕ

ǱȟȒȬȩȐȕȣ ȤȢȣȟȚȨșȒȟȢȣȭ 
șȞȥȡȐȢȣȡȤțȣȤȡȬ ț ȞȟȒȬȝ 
ș ȢȜȟȗȞȬȝ țșȑȕȡȤȓȡȟȘȐȝ

ǰȠȣșȝșȘșȡȤȕȣ ȡȐȢȦȟȔȬ ș 
ȠȟȒȬȩȐȕȣ ȟȣȔȐȨȤ ȟȣ 
șȞȒȕȢȣșȧșȚ Ȓ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣȭ

ǱȟȔȔȕȡȗțȐ3ǣȕȡȞȤȣȭȢȰ ț ȢȦȕȝȕ

https://www.kaspersky.ru/enterprise-security/professional-services


ǰȠȬȣ% ȞȐȩș 
țȜșȕȞȣȬ ș șȢȣȟȡșș 
ȤȢȠȕȦȐ

05
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ǰȠȬȣ Kaspersky
Ȓ ȥșȞȐȞȢȟȒȟȚ ȟȣȡȐȢȜș

> 15Ȝȕȣ

> 100 ȢȣȡȐȞ

>3 400 
ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ 
Ȓ ȝșȡȕ

~1900
Ȓ ǲȟȢȢșș ș ǳǯǤ

~430
Ȓ ǡȘșȐȣȢțȟ-ǴșȦȟȟțȕȐȞȢțȟȝ ȡȕȓșȟȞȕ

~530
Ȓ ǦȒȡȟȠȕ

~230
Ȓ ȢȣȡȐȞȐȦ ǢȜșȗȞȕȓȟ ǣȟȢȣȟțȐ% ǴȤȡȧșș ș ǡȥȡșțȕ

~360
Ȓ ȢȣȡȐȞȐȦ ȀȗȞȟȚ ș ǳȕȒȕȡȞȟȚ ǡȝȕȡșțș

ǯȐȩș ȣȕȦȞȟȜȟȓșș ș ȟȠȬȣ ȠȟȘȒȟȜȰȯȣ ȮȥȥȕțȣșȒȞȟ ȢȒȕȢȣș ț ȝșȞșȝȤȝȤ 
ȡșȢțș ȔȜȰ ȥșȞȐȞȢȟȒȬȦ ȟȡȓȐȞșȘȐȧșȚ# ǣȟȘȝȟȗȞȟȢȣș ȡȕȩȕȞșȚ 
ȢȟȟȣȒȕȣȢȣȒȤȯȣ ȠȕȡȕȔȟȒȬȝ ȝșȡȟȒȬȝ ȠȡȐțȣșțȐȝ Ȓ ȟȑȜȐȢȣș ȘȐȪșȣȬ#
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ǱȡȕșȝȤȪȕȢȣȒȐ 
7ǭȐȑȟȡȐȣȟȡșș 
ǬȐȢȠȕȡȢțȟȓȟ8
ȔȜȰ ȥșȞȐȞȢȟȒȬȦ 
ȟȡȓȐȞșȘȐȧșȚ

1

2 ǴȕȦȞȟȜȟȓșȨȕȢțȟȕ ȜșȔȕȡȢȣȒȟ 
ȑȜȐȓȟȔȐȡȰ ȟȠȬȣȤ ȝșȡȟȒȟȓȟ 
ȤȡȟȒȞȰ

3 ǮȕȗȔȤȞȐȡȟȔȞȟȕ ȠȡșȘȞȐȞșȕ
ș ȒțȜȐȔ Ȓ șȞȔȤȢȣȡșȯ

ǰȣȕȨȕȢȣȒȕȞȞȟȕ Ǳǰ
ș ȠȟȞșȝȐȞșȕ ȒȐȗȞȟȢȣș 
ȡȕȓȤȜȰȣȟȡȞȬȦ ȣȡȕȑȟȒȐȞșȚ 



87

ǪȢȣȟȡșș ȤȢȠȕȦȐ

ǣ ȡȐȝțȐȦ ȢȣȡȐȣȕȓșș ȧșȥȡȟȒȟȚ ȣȡȐȞȢȥȟȡȝȐȧșș 
ǲȟȢȢȕȜȭȦȟȘȑȐȞț ȟȢȤȪȕȢȣȒȜȰȕȣ ȡȐȘȒșȣșȕ 
ȢȒȟșȦ ȢȕȡȒșȢȟȒ% ȤȔȕȜȰȰ ȟȢȟȑȟȕ ȒȞșȝȐȞșȕ 
ȒȟȠȡȟȢȐȝ șȞȥȟȡȝȐȧșȟȞȞȟȚ ȑȕȘȟȠȐȢȞȟȢȣș ș 
ȢȜȕȔȟȒȐȞșȰ ȠȟȜșȣșțȕ șȝȠȟȡȣȟȘȐȝȕȪȕȞșȰ# 

ǲȕȩȕȞșȕ ȟȣ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 
ȢȣȐȜȟ ȧȕȞȣȡȐȜȭȞȬȝ ȮȜȕȝȕȞȣȟȝ ȢșȢȣȕȝȬ 
ȑȕȘȟȠȐȢȞȟȢȣș țȟȝȠȐȞșș% ȠȟȒȬȩȐȰ ȢȣȕȠȕȞȭ 
ȘȐȪșȪȖȞȞȟȢȣș ȟȣ țșȑȕȡȐȣȐț#

ǮșȓȡȐȧșȰ ȞȐ ȟȣȕȨȕȢȣȒȕȞȞȟȕ Ǳǰ ș ȒȘȐșȝȟȔȕȚȢȣȒșȕ 
Ȣ ȡȟȢȢșȚȢțșȝș ȠȡȟșȘȒȟȔșȣȕȜȰȝș ȠȟȒȬȢșȜȟ 
ȞȐȔȖȗȞȟȢȣȭ ș ȢȣȐȑșȜȭȞȟȢȣȭ \g-ȢșȢȣȕȝ ȑȐȞțȐ# 

ǲȕȩȕȞșȕ ȟȣ 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȔȐȖȣ 
ȒȟȘȝȟȗȞȟȢȣȭ ȐȒȣȟȝȐȣșȘșȡȟȒȐȣȭ ȝȞȟȓșȕ ȡȤȣșȞȞȬȕ 
ȔȕȚȢȣȒșȰ% ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟ ȢȟȑșȡȐȣȭ% 
ȐȞȐȜșȘșȡȟȒȐȣȭ ș ȠȡȟȒȟȔșȣȭ țȟȡȡȕȜȰȧșȯ ȢȟȑȬȣșȚ 
șȘ ȡȐȘȜșȨȞȬȦ șȢȣȟȨȞșțȟȒ ȔȐȞȞȬȦ ȔȜȰ ȒȬȰȒȜȕȞșȰ ș 
ȠȡȕȔȟȣȒȡȐȪȕȞșȰ șȞȧșȔȕȞȣȟȒ#

ǲȟȢȢȕȜȭȦȟȘȑȐȞț ǢȐȞț ǲȤȢȢțșȚ ǳȣȐȞȔȐȡȣ

ǳȡȕȔș ȞȐȩșȦ țȜșȕȞȣȟȒ =țȡȤȠȞȕȚȩșȕ ȑȐȞțș 
ș ȥșȞȐȞȢȟȒȬȕ ȟȡȓȐȞșȘȐȧșș Ƞȟ ȒȢȕȝȤ ȝșȡȤ
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ǪȢȣȟȡșș ȤȢȠȕȦȐǳȡȕȔș ȞȐȩșȦ țȜșȕȞȣȟȒ =țȡȤȠȞȕȚȩșȕ ȑȐȞțș 
ș ȥșȞȐȞȢȟȒȬȕ ȟȡȓȐȞșȘȐȧșș Ƞȟ ȒȢȕȝȤ ȝșȡȤ

^\VU% țȐț ȔșȞȐȝșȨȞȟ ȡȐȘȒșȒȐȯȪșȚȢȰ Ȓȟ ȒȢȕ ȢȥȕȡȐȦ ȑȐȞț% 
ȔȕȜȐȕȣ ȤȠȟȡ ȞȐ ȞȐȔȕȗȞȟȢȣș ș ȘȐȪșȣȕ ȢȒȟșȦ ș țȜșȕȞȣȢțșȦ 
ȔȐȞȞȬȦ% ȞȐ ȑȕȢȠȕȡȕȑȟȚȞȟȚ ȡȐȑȟȣȕ ȒȢȕȦ ȢȕȡȒșȢȟȒ ș 
ȠȡȕȔȟȢȣȐȒȜȕȞșș ȢȒȟșȝ țȜșȕȞȣȐȝ ȑȕȘȟȠȐȢȞȬȦ% 
țȐȨȕȢȣȒȕȞȞȬȦ ȤȢȜȤȓ# 

ǳȟȒȡȕȝȕȞȞȬȕ ȣȕȦȞȟȜȟȓșș% ȠȟȢȣȟȰȞȞȬȕ 
șȢȢȜȕȔȟȒȐȞșȰ țșȑȕȡȐȣȐț ș ȢșȢȣȕȝȞȬȚ ȠȟȔȦȟȔ 
7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8 ȠȟȘȒȟȜȰȯȣ ǢȐȞțȤ 
ȟȠȕȡȕȗȐȣȭ ȒȟȘȞșțȐȯȪșȕ ȤȓȡȟȘȬ ș ȠȟȔȔȕȡȗșȒȐȣȭ 
ȒȬȢȟȨȐȚȩșȚ ȤȡȟȒȕȞȭ ȘȐȪșȣȬ# 

ǬȬȡȓȬȘȢțșȚ 
ǪȞȒȕȢȣșȧșȟȞȞȟ-
ǬȡȕȔșȣȞȬȚ ǢȐȞț ?KICB) ^\VU ȢȣȐȒșȣ Ȓ Ƞȡșȟȡșȣȕȣ ȑȕȘȟȠȐȢȞȟȢȣȭ ș ȑȕȢȠȕȡȕȑȟȚȞȤȯ ȡȐȑȟȣȤ 

ȑȐȞțȐ ȔȜȰ ȤȔȟȑȢȣȒȐ țȜșȕȞȣȟȒ ș ȟțȐȘȐȞșȰ șȝ țȐȨȕȢȣȒȕȞȞȬȦ 
șȞȐȔȕȗȞȬȦ ȤȢȜȤȓ% Ȓ Ȩȕȝ ȑȐȞțȤ ȠȟȝȟȓȐȯȣ ȡȕȩȕȞșȰ 7ǭȐȑȟȡȐȣȟȡșș 
ǬȐȢȠȕȡȢțȟȓȟ8 Ȓ ȟȑȜȐȢȣș șȞȥȟȡȝȐȧșȟȞȞȟȚ ȑȕȘȟȠȐȢȞȟȢȣș# 
7ǭȐȑȟȡȐȣȟȡșȰ ǬȐȢȠȕȡȢțȟȓȟ8 ȞȐ ȠȡȟȣȰȗȕȞșș ȝȞȟȓșȦ Ȝȕȣ 
ȠȟȔȔȕȡȗșȒȐȕȣ ȢȣȐȣȤȢ ȞȐȔȖȗȞȟȓȟ ȠȐȡȣȞȖȡȐ ȠȟȮȥȥȕțȣșȒȞȟȚ 
ȘȐȪșȣȕ ȟȣ țșȑȕȡȤȓȡȟȘ# ǯȐȩȕ ȢȟȣȡȤȔȞșȨȕȢȣȒȟ ȞȐȨȐȜȟȢȭ Ȣ 
ȒȞȕȔȡȕȞșȰ ȑȐȘȟȒȬȦ ȝȕȡ ȘȐȪșȣȬ ȞȐ țȟȞȕȨȞȬȦ ȣȟȨțȐȦ% 
ȐȒȠȟȢȜȕȔȢȣȒșș ȝȬ ȔȟȑȐȒșȜș ȡȕȩȕȞșȰ Ƞȟ ȟȑȞȐȡȤȗȕȞșȯ 
șȡȕȐȓșȡȟȒȐȞșȯ ȞȐȧȕȜȕȒȬȕ ȐȣȐțș ș ȟȑȕȢȠȕȨșȜș țȟȝȠȜȕțȢȞȤȯ 
ȑȕȘȟȠȐȢȞȟȢȣȭ șȞȥȡȐȢȣȡȤțȣȤȡȬ ȑȐȞțȐ#

ǹȬȞȓȬȘǮȕȞȔȕțȕȕȒ

ǲȤțȟȒȟȔșȣȕȜȭ țȟȝȐȞȔȬ ǵȠȡȐȒȜȕȞșȰ șȞȥȟȡȝȐȧșȟȞȞȟȚ 
ȑȕȘȟȠȐȢȞȟȢȣș 7ǬȬȡȓȬȘȢțȟȓȟ ǪȞȒȕȢȣșȧșȟȞȞȟ-ǬȡȕȔșȣȞȟȓȟ ǢȐȞțȐ8
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ǪȢȣȟȡșș ȤȢȠȕȦȐ

ÅǯȕȤȔȟȒȜȕȣȒȟȡȕȞȞȟȢȣȭ 
șȝȕȯȪȕȚȢȰ ȢșȢȣȕȝȟȚ 
țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș 

ÅǰȣȢȤȣȢȣȒșȕ Ȩȕȣțȟȓȟ 
ȡȟȐȔȝȐȠȐ
Ȥ ȠȡȕȔȬȔȤȪȕȓȟ 
ȒȕȞȔȟȡȐ 

ǯȐȩș ȡȕȩȕȞșȰ Ȓ ȑȐȞțȕ

ǳȢȬȜțȐ ȞȐ ȔȟțȤȝȕȞȣ

ǢȐȞț ȞȐȨȐȜ ȘȞȐțȟȝȢȣȒȟ Ȣ 7ǭȐȑȟȡȐȣȟȡșȕȚ ǬȐȢȠȕȡȢțȟȓȟ8 Ȣ ȠȡȟȔȤțȣȐ 
^Xf# ǵȢȠȕȩȞȟȕ ȒȞȕȔȡȕȞșȕ ȡȕȩȕȞșȰ ȟȑȕȢȠȕȨșȜȟ ȜȟȰȜȭȞȟȢȣȭ ȞȟȒȟȓȟ 
țȜșȕȞȣȐ% ș Ȓ ȔȐȜȭȞȕȚȩȕȝ ȑȬȜș țȤȠȜȕȞȬ ^TgT ș KEDR

ǪȣȐȜȭȰȞȢțșȚ ȑȐȞț

> 2600
ȢȟȣȡȤȔȞșțȟȒ

330
ȥșȜșȐȜȟȒ

2
ȔȐȣȐ-ȧȕȞȣȡȐ

ÅǯȕȤȒȕȡȕȞȞȟȢȣȭ Ȓ ȣȟȝ% Ȩȣȟ ȒȕȞȔȟȡ 
ȑȤȔȕȣ șȔȣș 7Ȓ ȞȟȓȤ Ȣȟ ȒȡȕȝȕȞȕȝ8

ÅǢȐȞț ȦȟȣȕȜ Ȓ țȟȡȟȣțșȕ Ȣȡȟțș ȞȐȚȣș 
ȡȕȩȕȞșȰ% țȟȣȟȡȬȕ ȢȠȟȢȟȑȞȬ 
ȟȑȕȢȠȕȨșȣȭ ȮȥȥȕțȣșȒȞȤȯ ȘȐȪșȣȤ 
ȟȣ ȐȣȐț ș Ƞȡș Ȯȣȟȝ ȑȤȔȤȣ Ȝȕȓțșȝș Ȓ 
ȤȠȡȐȒȜȕȞșș

ǱȡȕȔȠȟȢȬȜțș/ ȠȡȟȑȜȕȝȬ&

https://media.kaspersky.com/en/business-security/case-studies/KESB_Marketing_Case_Study_Banca_Popolare_di_Sondrio_Customer_0618_EN_GLB.pdf
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ÅǲȟȢȣ țȟȜșȨȕȢȣȒȐ țșȑȕȡȐȣȐț ȞȐ 
ȥșȞȐȞȢȟȒȤȯ ȟȣȡȐȢȜȭ Ȓ ȢȣȡȐȞȕ

ÅǲȐȘȒșȣșȕ țȟȝȠȐȞșș% 
ȡȐȢȩșȡȕȞșȕ ȢȠȕțȣȡȐ 
ȠȡȕȔȜȐȓȐȕȝȬȦ ȤȢȜȤȓ% Ȩȣȟ ȒȜȕȨȕȣ 
ȘȐ ȢȟȑȟȚ ȞȕȟȑȦȟȔșȝȟȢȣȭ 
ȒȞȕȔȡȕȞșȰ ȞȐȔȕȗȞȬȦ ȡȕȩȕȞșȚ 
Ƞȟ țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș

ÅǰȣȢȤȣȢȣȒșȕ Ȓ ȑȐȞțȕ 
ȢȟȒȡȕȝȕȞȞȬȦ ȡȕȩȕȞșȚ% țȟȣȟȡȬȕ 
ȠȟȝȟȓȐȜș ȑȬ țȟȞȣȡȟȜșȡȟȒȐȣȭ 
ȒȕȢȭ Ƞȕȡșȝȕȣȡ

ǯȐȩș ȡȕȩȕȞșȰ Ȓ ȑȐȞțȕ

ǳȢȬȜțȐ ȞȐ ȔȟțȤȝȕȞȣ

7ǭȐȑȟȡȐȣȟȡșȰ ǬȐȢȠȕȡȢțȟȓȟ8 ȠȡȕȔȟȢȣȐȒșȜȐ țȟȝȠȜȕțȢȞȟȕ ȡȕȩȕȞșȕ% 
ȒțȜȯȨȐȯȪȕȕ Ȟȕ ȣȟȜȭțȟ ȠȡȟȔȤțȣȬ% Ȟȟ ș ȢȕȡȒșȢȬ

ǢȐȞț Ȓ ǥȟȝșȞșțȐȞȕ

500
ȢȟȣȡȤȔȞșțȟȒ

31
ȥșȜșȐȜ

ǱȡȕȔȠȟȢȬȜțș/ ȠȡȟȑȜȕȝȬ&

ǥșȡȕțȣȟȡ Ƞȟ ǪǴ ș ȧșȥȡȟȒȟȚ ȢȣȡȐȣȕȓșș 
ȑȐȞțȐ& 7ǢșȘȞȕȢ ș ȢȣȡȐȣȕȓșȰ țȟȝȠȐȞșș 
ȟȡșȕȞȣșȡȟȒȐȞȬ ȞȐ ȣȕȦȞȟȜȟȓșș% ȔȜȰ 
țȟȣȟȡȬȦ ȒȐȗȞȕȕ ȒȢȕȓȟ ȑȕȘȟȠȐȢȞȟȢȣȭ# 
ǹȣȟȑȬ ȤȒȕȡȕȞȞȟ ȠȡȟȔȒșȓȐȣȭȢȰ Ȓ 
ȒȬȑȡȐȞȞȟȝ ȞȐȠȡȐȒȜȕȞșș% ȞȐȝ ȣȡȕȑȤȕȣȢȰ 
ȝȞȟȗȕȢȣȒȟ ȥșȞȐȞȢȟȒȬȦ șȞȢȣȡȤȝȕȞȣȟȒ Ȣ 
ȠȟȒȬȩȕȞȞȬȝ ȤȡȟȒȞȕȝ ȑȕȘȟȠȐȢȞȟȢȣș# ǮȬ 
ȔȟȜȗȞȬ ȑȬȣȭ Ȓ ȐȒȐȞȓȐȡȔȕ8#

ǲȐȢȩșȡȕȞȞȐȰ ȠȟȔȔȕȡȗțȐ ș ȣȕȦȞșȨȕȢțșȚ 
ȝȕȞȕȔȗȕȡ Ƞȟ ȡȐȑȟȣȕ Ȣ țȜșȕȞȣȐȝș 

3

ǪȢȣȟȡșș ȤȢȠȕȦȐ

https://content.kaspersky-labs.com/se/media/en/business-security/case-studies/kata-edr-mdr-kps-marketing-case-study-coop-aspire-en-0823.pdf
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ÅǰȣȢȤȣȢȣȒșȕ ȞȐȜȐȗȕȞȞȟȚ ȢșȢȣȕȝȬ ȡȕȓȤȜșȡȟȒȐȞșȰ 
ȒȟȠȡȟȢȟȒ ȑȕȘȟȠȐȢȞȟȢȣș Ȣȟ ȢȣȟȡȟȞȬ ȓȟȢȤȔȐȡȢȣȒȐ

ÅǰȣȢȤȣȢȣȒșȕ Ȓ ȑȐȞțȕ ȧȕȞȣȡȐȜșȘȟȒȐȞȞȟȓȟ țȟȞȣȡȟȜȰ 
ȘȐ ȕȗȕȔȞȕȒȞȬȝș ȐțȣșȒȞȟȢȣȰȝș

ÅǰȣȢȤȣȢȣȒșȕ ȡȕȩȕȞșȚ Ƞȟ ȘȐȪșȣȕ ȢȕȣȕȚ ș ȢșȢȣȕȝ

ǯȐȩș ȡȕȩȕȞșȰ Ȓ ȑȐȞțȕ

ǳȢȬȜțȐ ȞȐ ȔȟțȤȝȕȞȣ

ǥȜȰ ȡȕȩȕȞșȰ ȣȕțȤȪșȦ ș ȠȡȕȔȟȣȒȡȐȪȕȞșȰ ȠȟȣȕȞȧșȐȜȭȞȬȦ ȠȡȟȑȜȕȝ 
ȑȐȞț ȒȞȕȔȡșȜ ^XfU 7ǭȐȑȟȡȐȣȟȡșș ǬȐȢȠȕȡȢțȟȓȟ8

ǪȢȜȐȝȢțșȚ ȑȐȞț Ȓ ǢȐȞȓȜȐȔȕȩ

> 2600
ȢȟȣȡȤȔȞșțȟȒ

119
ȥșȜșȐȜȟȒ

ǱȡȕȔȠȟȢȬȜțș/ ȠȡȟȑȜȕȝȬ&

ǱȟȢȜȕȔȢȣȒșȰ&
ÅǮȞȟȓȟȨșȢȜȕȞȞȬȕ ȐȣȐțș ȒșȡȤȢȟȒ% ȨȕȡȒȕȚ ș ȣȡȟȰȞȧȕȒ 
țȐț ȞȐ ȜȟțȐȜȭȞȤȯ Ȣȕȣȭ ȓȟȜȟȒȞȟȓȟ ȟȥșȢȐ% ȣȐț ș ȞȐ 
Ȣȕȣȭ ȥșȜșȐȜȟȒ

ÅǯȕțȟȞȣȡȟȜșȡȤȕȝȬȚ ȔȟȢȣȤȠ ț ȘȐȡȐȗȕȞȞȬȝ ȒșȡȤȢȐȝș 
Ȓȕȑ-ȢȣȡȐȞșȧȐȝ ș ȩșȡȟțȟȕ șȢȠȟȜȭȘȟȒȐȞșȕ 
ȞȕȘȐȪșȪȕȞȞȬȦ hfU-ȞȟȢșȣȕȜȕȚ

ǮȞȟȓȟȨșȢȜȕȞȞȬȕ 
ȘȐȡȐȗȕȞșȰ ȒșȡȤȢȞȬȝș Ǳǰ% 
ȡșȢț ȘȐțȡȬȣșȰ ȥșȜșȐȜȟȒ% 
ȣȡȤȔȞȟȢȣș Ƞȡș ȒȞȕȔȡȕȞșș 
ȟȞȜȐȚȞ-ȑȐȞțșȞȓȐ

ǲȕȘȤȜȭȣȐȣ&
ÅǸȕȞȣȡȐȜșȘȟȒȐȞȞȬȚ 
țȟȞȣȡȟȜȭ 
șȢȠȟȜȭȘȟȒȐȞșȰ 
ȤȢȣȡȟȚȢȣȒ

ÅǱȡȕȔȟȣȒȡȐȪȕȞșȕ 
ȜȟțȐȜȭȞȟȓȟ ȘȐȡȐȗȕȞșȰ 
Ȓ Ȣȕȣș ȥșȜșȐȜȐ

> 1000
ȠȟȜȭȘȟȒȐȣȕȜȕȚ

ǪȢȣȟȡșș ȤȢȠȕȦȐ

https://media.kaspersky.com/en/business-security/case-studies/Kaspersky_case_study_Al_Arafah_english.pdf


ǱȟȨȕȝȤ 
7ǭȐȑȟȡȐȣȟȡșȰ 
ǬȐȢȠȕȡȢțȟȓȟ8
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ǱȟȨȕȝȤ 7ǭȐȑȟȡȐȣȟȡșȰ 
ǬȐȢȠȕȡȢțȟȓȟ8

ǯȐȩȐ ȤȞșțȐȜȭȞȐȰ țȟȝȐȞȔȐ ȮțȢȠȕȡȣȟȒ Ƞȟ 
șȞȥȟȡȝȐȧșȟȞȞȟȚ ȑȕȘȟȠȐȢȞȟȢȣș ȘȐȪșȪȐȕȣ ȝșȡ ȟȣ 
ȢȐȝȬȦ ȢȜȟȗȞȬȦ ș ȟȠȐȢȞȬȦ țșȑȕȡȤȓȡȟȘ# ǯȐțȟȠȜȕȞȞȐȰ 
ȑȐȘȐ ȘȞȐȞșȚ ȟȑȟȓȐȪȐȕȣ ȞȐȩș ȡȕȩȕȞșȰ ș ȢȕȡȒșȢȬ% 
ȒȬȒȟȔȰ șȦ țȐȨȕȢȣȒȟ ȞȐ ȞȕȢȡȐȒȞȕȞȞȬȚ ȤȡȟȒȕȞȭ

ȞȟȒȬȦ ȒȡȕȔȟȞȟȢȞȬȦ ȥȐȚȜȟȒ 
ȟȑȞȐȡȤȗșȒȐȕȝ ȕȗȕȔȞȕȒȞȟ

̚ʮʰʱ ȣȬȢ#

ȐȣȐț ȟȢȣȐȞȟȒȜȕȞȟ ȞȐȩșȝș 
ȡȕȩȕȞșȰȝș Ȓ ʬʪʬʮ ȓȟȔȤ

̚ʮ%ʳ ȝȜȡȔ

Ȣȣȡȟșȝ ȑȕȘȟȠȐȢȞȬȚ ȝșȡ

̚ʬʱ Ȝȕȣ 

ȤȞșțȐȜȭȞȬȦ ȧȕȞȣȡȟȒ 
ȮțȢȠȕȡȣșȘȬ

5

ȐțȣșȒȞȬȦ ȓȡȤȠȠ ș ȟȠȕȡȐȧșȚ% 
ȢȒȰȘȐȞȞȬȦ Ȣ Tcg% 
ȟȣȢȜȕȗșȒȐȕȣȢȰ ȞȐȝș

>900

țȟȡȠȟȡȐȣșȒȞȬȦ țȜșȕȞȣȟȒ 
Ƞȟ ȒȢȕȝȤ ȝșȡȤ

̚ʬʬʪ ȣȬȢ#



ǲȕȓȤȜȰȣȟȡȞȬȚ ȦȐȑ Ƞȟȝȟȗȕȣ 
ȥșȞȐȞȢȟȒȬȝ ȟȡȓȐȞșȘȐȧșȰȝ 
ȟȡșȕȞȣșȡȟȒȐȣȭȢȰ Ȓ ȘȐțȟȞȟȔȐȣȕȜȭȞȬȦ 
ȣȡȕȑȟȒȐȞșȰȦ Ȓ Ȣȥȕȡȕ ǪǢ ș ȠȟȞșȝȐȣȭ% 
țȐțșȝș ȝȕȡȐȝș ȝȟȗȞȟ ȘȐțȡȬȣȭ 
ȑȟȜȭȩȤȯ ȨȐȢȣȭ șȘ ȞșȦ

ǲȕȓȤȜȰȣȟȡȞȬȚ ȦȐȑ

ǱȟȝȟȪȭ Ȓ ȠȟȞșȝȐȞșș% Ȩȣȟ ȞȕȟȑȦȟȔșȝȟ șȝȕȞȞȟ 
ȒȐȩȕȚ ȟȡȓȐȞșȘȐȧșș ȔȜȰ ȢȟȟȣȒȕȣȢȣȒșȰ 
ȘȐțȟȞȟȔȐȣȕȜȭȢȣȒȤ

ǱȟȔȑȟȡ ȡȕȩȕȞșȰ ȔȜȰ ȟȑȕȢȠȕȨȕȞșȰ 
șȞȥȟȡȝȐȧșȟȞȞȟȚ ȑȕȘȟȠȐȢȞȟȢȣș Ȣ ȤȨȕȣȟȝ 
ȣȡȕȑȟȒȐȞșȚ ȘȐțȟȞȟȔȐȣȕȜȭȢȣȒȐ

ǬȐț ȠȟȝȟȓȐȕȝ*

ǡȒȣȟȝȐȣșȘșȡȟȒȐȞȞȬȚ ȠȟȔȑȟȡ ȞȕȟȑȦȟȔșȝȟȚ 
șȞȥȟȡȝȐȧșș ȤȢȣȡȐȞȰȕȣ ȞȕȟȑȦȟȔșȝȟȢȣȭ Ȓ 
ȢȐȝȟȢȣȟȰȣȕȜȭȞȟȝ șȘȤȨȕȞșș ȔȕȢȰȣțȟȒ ȢȣȡȐȞșȧ 
ȘȐțȟȞȟȒ% ȠȡșțȐȘȟȒ ș ȔȡȤȓșȦ ȔȟțȤȝȕȞȣȟȒ
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ǪȢȢȜȕȔȟȒȐȞșȰ
ș ȡȐȢȢȜȕȔȟȒȐȞșȰ 

ǣ ȟȢȞȟȒȕ ȞȐȩșȦ ȡȕȩȕȞșȚ Ȝȕȗșȣ 
ȝșȡȟȒȟȚ ȟȠȬȣ Ȓ ȟȑȜȐȢȣș 
șȢȢȜȕȔȟȒȐȞșȰ ȤȓȡȟȘ ș 
ȡȐȢȢȜȕȔȟȒȐȞșȰ șȞȧșȔȕȞȣȟȒ

ǱȟȡȣȥȕȜȭ ȢȕȡȒșȢȟȒ ș ȡȕȩȕȞșȚ Ƞȟ ǪǢ 
ȠȟȘȒȟȜȰȕȣ ȞȐȩșȝ țȜșȕȞȣȐȝ ȒȢȕȓȔȐ ȑȬȣȭ ȞȐ ȩȐȓ 
ȒȠȕȡȕȔș ȘȜȟȤȝȬȩȜȕȞȞșțȟȒ ș ȠȟȜȤȨȐȣȭ 
ȮțȢȠȕȡȣȞȤȯ ȠȟȔȔȕȡȗțȤ ȞȐ ȠȡȟȣȰȗȕȞșș ȒȢȕȓȟ 
ȧșțȜȐ ȡȕȐȓșȡȟȒȐȞșȰ ȞȐ șȞȧșȔȕȞȣȬ#

ǢȕȘȟȠȐȢȞȬȚ 
ȠȟȔȦȟȔ ț ǪǪ

ǢȕȘȟȠȐȢȞȬȚ ȠȟȔȦȟȔ
ț șȢȠȟȜȭȘȟȒȐȞșȯ 
șȢțȤȢȢȣȒȕȞȞȟȓȟ șȞȣȕȜȜȕțȣȐ Ȓ 
ȞȐȩșȦ ȡȕȩȕȞșȰȦ

ǰȣ ȟȑȞȐȡȤȗȕȞșȰ ȤȓȡȟȘ Ȣ ȠȟȝȟȪȭȯ ȐȜȓȟȡșȣȝȟȒ 
ǪǪ ș ȢȟȡȣșȡȟȒțș ȠȡȕȔȤȠȡȕȗȔȕȞșȚ Ȕȟ 
șȢȠȟȜȭȘȟȒȐȞșȰ ȓȕȞȕȡȐȣșȒȞȟȓȟ ǪǪ Ȓ ȐȞȐȜșȣșțȕ 
ȟȑ ȤȓȡȟȘȐȦ ș ȡȐȢȢȜȕȔȟȒȐȞșș șȞȧșȔȕȞȣȟȒ =
ȝȬȘȐȞșȝȐȕȝȢȰ Ȯȣșȝ Ȥȗȕ ȝȞȟȓȟ Ȝȕȣ 
șȰȒȜȰȕȝȢȰ ȜșȔȕȡȐȝș Ȓ ȮȣȟȚ ȟȑȜȐȢȣș#

ǢȕȘȟȠȐȢȞȐȰ 
ȡȐȘȡȐȑȟȣțȐ Ǳǰ

ǰȣ ȑȕȘȟȠȐȢȞȟȓȟ ȗșȘȞȕȞȞȟȓȟ 
ȧșțȜȐ ȡȐȘȡȐȑȟȣțș 
ȠȡȟȓȡȐȝȝȞȟȓȟ ȟȑȕȢȠȕȨȕȞșȰ=
țțșȑȕȡșȝȝȤȞȞȬȝȡȕȩȕȞșȰȝ

ǢȕȘȟȠȐȢȞȐȰ ȡȐȘȡȐȑȟȣțȐ<ȟȔșȞ șȘ ȓȜȐȒȞȬȦ 
ȠȡșȞȧșȠȟȒ% ȜȕȗȐȪșȦ Ȓ ȟȢȞȟȒȕ ȞȐȩșȦ 
ȠȡȟȔȤțȣȟȒ# ǮȬ ȠȟȜȭȘȤȕȝȢȰ ȢȐȝȬȝș 
ȠȕȡȕȔȟȒȬȝș ȠȟȔȦȟȔȐȝș ț ȑȕȘȟȠȐȢȞȟȚ 
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ȮțȢȠȕȡȣșȘȬșȟȑȜȐȔȐȯȣ ȤȞșțȐȜȭȞȬȝ ȟȠȬȣȟȝ% 
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ǣȞȟȢȰȣ ȟȓȡȟȝȞȬȚ ȒțȜȐȔ ȒșȢȢȜȕȔȟȒȐȞșȰ 
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