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BO3MOXHOCTEW
be3onacHoCcTI

B 3J1EKTpOoCeTeBOM XOJ1iANHIre
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1,4 MJTH KM?

TeppuTopus 06CnyXrBaHMs
KOMMaHUW C HaceneHnemM OKoso
5,8 MnH yenoBek

19 670 MBA

CocTaBnseT ycTaHOBNEHHAs
MOLLUHOCTb CUTOBbIX
TpaHCHOPMaTOPOB MOACTAHLIA

1191 Wwr.

KonnuecTtBo nogcTaHuuii 35 kB
1 BbiLLIE, COCTOSLLMX HA BanaHce

&

3apava «PocceTtun CeBepo-
3anap» — obecneyeHne

3P PEKTNBHOrO yrnpaBneHus
pacnpenennTenbHbIM CETEBBIM
KOMMIEKCOM CEMU TEPPUTOPUN
CeBepo-3anagHoro
depnepanbHOro okpyra Poccun

PasBuTtme
napTHepcTBa

«PocceTtun CeBepo-3anan»
CcoTpyaHUYaeT ¢ «JlabopaTopuerl
Kacnepckoro» ¢ 2015 roga.
KomnaHus ncnonbsyeT Bce
dnarmaHckme NpoayKThl

Mo 3aLUUTE KOPNopPaTUBHOM
NHPPACTPYKTYPbl Ha YPOBHE
XOCTOB, BEG- 1 MOYTOBOrO
Tpaduka, a Tak>Ke No 3aLmTe
MPOMBILLIEHHON CeTW.

VI mpomomkaeT pacumpsTb
COTPYAOHUNYECTBO.

NMAO «Poccetn CeBepo-3anaa»

OcHOBHOW onepaTop, okasbiBaloLLMIA yCyriA NO nepenave
3NEKTPOIHEPT NN N MPUCOEAMHEHUIO K 9N1EKTPOCETAM

B ApxaHrenbckoin, Bonoroackoin, MypmaHckoin, HoBropogackon,
MNckoBckor obnacTtsx, Pecnybnvke Kapenus n Pecnybnuke
Komu. 55,38% akumoHepHOro kanmtana KoMnaHuy NpuHagnexmT
MNAO «Poccuinckne cetm».

Buabl neatenbHOCTIN (o) a1z 1717k

Mepepava TexHonorn4yeckoe
3NEKTPOIHEPrnn npucoeanHeHne
OHeprocbbiToBas [lononHuTenbHble
DEeATENbHOCTb ycnyriu

BeccnopHbiin BbI6Op

[o BHegpeHua SIEM-cuctembl komnaHug «Poccetn CeBepo-3anan»
cTankueanach ¢ nNpobaemMol oTCy TCTBUS NOMHOM MHbopMaLA

06 NB-cobbITUAX B CBOEN MHPPACTPYKTYPE, el TpeboBanoch
apPeKTVBHOE peLLeHE A9 HTErpaL/mm B LLIEHTP MOHUTOPWHIa
nHPOpPMaLIMOHHOM Be3onacHoCTW. [epBoHaYanbHO paccMaTpuBasncs
NPOOYKT KOHKYPEHTOB, HO Takne ¢GaKTopbl, Kak BbiCOKMe TpeboBaHUs
K 06OPYOOBaHMIO U NTULIEH3VPOBAHME MO Y3nam, nobyanm
PYKOBOACTBO KOMMaHM PaCCMOTPETb anbTePHAaTVBHbBIE BAPUAHTbI.

Beibopom cTtano pewenune Kaspersky Unified Monitoring and Analysis
Platform (KUMA) oT «JlabopaTopum Kacnepckoro», nMueH3npoBaHmne
KOTOPOro OCYLUEeCTBNFEeTCS Mo konnyecTsy EPS, uTo nossonuno
COKpPaTUTb pacxoipl Ha NMPUoBpeTEHNE B HECKOBKO pas, a BHepeHVe
3aHsNo BCero ABa MecsLa. B kauecTse AONONHUTENBHOMO
npenmyLecTsa B «<PocceTn CeBepo-3anag» OTMETUN
BO3MOXHOCTb CO34aHNS KOPPENALMOHHBIX MPaBW B KOHCTPYKTOPE
CUCTEMBbI, YCTPAHSAIOLLLY O HEOBXOANMOCTb HAaNMMCaHNS UX Ha A3bIKe
NpPOrpaMMmNpPOBaHNS, Kak 9TO PacnpoCTPaHEHO Y APYrX BEHOOPOB.



Bblbrpas otedecTBeHHOe SIEM-
peLleHne, B KOMAaHWN YYnTeIBanu
MHOFONETHW OMbIT 1 BEOYLLYO
penyTaumto bpeHaa Ang apdOeKTBHOMN
3aLUNTBl CBOVIX KPUTUYECKI BaXKHbBIX
cucTem 1 faHHbIX. bonee 25 net

Ha pblHKe peLleHN HPOPMAaLMIOHHOW
6e30MacHOCTM 1 penyTauus
HaOEeXHOro NOCTaBLLUVKa MO3BONSIOT
yTBEPXAaTb, YTO «JlabopaTopus
Kacnepckoroy» BCcensieT 4yBCTBO
YBEPEHHOCTU U HAOEXHOCTU

B OpraHn3aumsgx, KoTopble NCMOb3YIOT
PELLEHNS KOMMAHWI.

Knpwnn MNaHnykmH

HauanbHvk oToena
NHOOPMAaLMOHHOM 6€30MacHOCTH 1
TEXHUYECKOW 3aLLUUTBI IHPOPMaLK,

«PocceTn CeBepo-3anag»

AHHa KynaiuoBa

YyNpaBAStoLLI ANPEKTOP
«JTabopaTtopuun Kacnepckoro»
B Poccum n ctpanax CHI

Ypo6c¢TBO 1 99 PEeKTUBHOCTDb

[Mocne nHTerpaumn Kaspersky Unified Monitoring and Analysis
Platform B kopnopaTuBHbIn cermeHT «PocceTn CeBepo-3anany
OCYLLECTBUNN TPaHCHOPMaLWIO, N36aBMBLUNCH OT HEOBXOANMOCTHY
aoMVHVUCTPUPOBaHNS MHOXeCTBa CUCTEM. Tenepb BCe onepaLmm
OCYLLECTBNAOTCS Yepes yaobHbI Beb-uHTepdeinc KUMA,

YTO 3HAUNTESNIBHO YMPOLLAET MPOLLECCHI 1 SKOHOMUT BPEMS
CcneunanmcToB Nno NMHPOpPMaLOHHON 6e30MacHOCTW. B komnaHmnm
yb6enounuce B addekTBHOCTU peLleHns KUMA naxe B yCnoBusx
TeppuUTopmanbHO-pacnpeneneHHON NHCTaNNGLMN 1 MOAKIIOYEHNS
kK SIEM-cucTteme 6onee 10 000 ycTpolicTB.

Bnarogaps ycnewHomy BHeapeHuio pewweHns SIEM ot «Jlabopatopun
Kacnepckoro» «PocceTtn CeBepo-3anaa» BeicTpounu VIb-npouecch,
ONTMN3MPOBAaB PaboTYy, MOBLICVB YPOBEHb 3aLLMTbI B OpraHn3aumm

1 NPEeAOCTaBMB BOSMOXHOCTb creumannctam no MHPopmMaunoHHOM
B6e3onacHOCTN paboTaTb 6bonee adPeKTUBHO.

CnepgyoLwym Warom nocne yCrneLwHoro BHegpeH s 1 aKkcnyaTauum
KUMA komMnaHus nnaHnpyeT YCUNUTb 3alUnTy MHDPaCTRYKTYPbI
pabounx mecT pelleHnem Kaspersky EDR Expert, o6ecneunTb
6€30MacHOCTb KOHEYHbIX TOYEK B MPOMbILLIEHHOM CETU Bnarogaps
KICS for Nodes 1 KICS for Networks, a Tak >ke NoBbICUTb YPOBEHb
OCBELOMIIEHHOCTW 06 yrpo3ax npu nomoLm Kaspersky Automated
Security Awareness Platform.

«

Mbl LoBOJSIbHBI BbI6opoM SIEM-cucTtembl oT «JlabopaTopumn
Kacnepckoro» — Bblcokag CKOpOCTb pearnpoBaHug Ha VIb-3anpochl
NO3BONSET HaM OnepaTUBHO pearnpoBaTh Ha KNOEPUHLVAEHTDI,

NpW 3TOM HU3KNE cUCTEMHblE TpeboBaHng KUMA obecneunBatoT
B6ecnepeboliHyto paboTy AaXke Ha 6oaXXeTHOM 060pPYAOBaHUM.
Kpowme Toro, ynobcTBo nHTEpdEca NPoayKTa, MPOCTOTa MHTErpaumm
NCTOYHMKOB 3HAUNTENBHO NOBbLICUNN 3DDEKTVUBHOCTL HaLLEN PaboThl.
KUMA penctasuTenbHO NPEeB30LLUa HaLll OXUAAHUS, C HEN MPUATHO
paboTaTb.

«

«JlabopaTopus Kacnepckoro» CTaBuUT B MPUOPUTET MOTPEBHOCTM
HaLLMX 3aKa34MKOB 1 MOCTOSIHHO UHBECTUPYET B pa3paboTky
peLLEeHNIA, OTBEYaloLNX UX TpeboBaHMaM. Halua Lenb — NpeaocTaBuTb
KOMMaHWsIM yoo6Hble, HageXHble 1 9 deKkTBHbIE CpeacTBa
KnbéepbesonacHOCTU. Mbl MOHMMaEM, C KakuMm Npobremamm
CTank1BatOTCS OpraHN3aLun B YCNOBMSIX COBPEMEHHOTO
pasBMBatoLLErocs naHawadTa yrpos, 1 CTPeEMUMCS NPenocTaBndTh
WNHHOBALMOHHbIE NPOAYKTbI, NTO3BONSIOLMNE HALLMM KIINEHTaM
YBEPEHHO 3alUMLLaTb CBOU LdPOBbIE aKTUBbI.



Ncnonb3yemoe pewieHne

Kaspersky
Unified Monitoring
and Analysis
Platform

[Mpenmywectea KUMA:

I

OcCyLLeCTBNFET LIEHTPaNN30BaHHbIN
c60op 1 aHann3 xypHanos
perncTpaLmnmn, KOPPENALMIO
cobbITUin V1B B peanbHOM BpeMeHU
I CBOEBPEMEHHOE OMOBELLEHNE

06 NHUMAOeHTax

i

CoBpeMeHHas MUKpPOCepBMCHas
apxX1TeKTypa obecneynBaeT
MacLLTabnpyemMocTb

1 OTKa30yCTOMYMBOCTb

www.kaspersky.ru

© 2023 AQ «JlaBopaTopus Kacnepckoro.
3aperncTpripoBaHHble TOBapHbIE 3HAKM 1 3HaKW
0BCNYXVBaHNS SBASIOTCS COBCTBEHHOCTbIO

VX NnpaBoobnagateneii.
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TeCHO NHTEerpupyeTcs ¢ 6oratbim
nopTdonno cepsucos Kaspersky
Threat Intelligence, uTo NnosBongeT
BbISIBNSATb, MPUOPUTU3NPOBATL YrpO3bl
1 MOMyYaTb AOCTYM K KOHTEKCTHOM
VHdOPMaLM MO HOBLIM aTakam

&

BcTpoeHHbIi Mogynb FocCOlMKA
MOMOraeT COOTBETCTBOBATb
TpeboBaHNSAM PEryNSTOPOB

Kaspersky

MoppobHee

Unified Monitoring
and Analysis Platform

BbicokonpounssoguTenbHoe peLleHne knacca SIEM, npegHasHavyeHHoe
019 LeHTpanM3oBaHHOro céopa, aHanmsa un koppensaumm Ib-cobbituin
13 Pa3/INYHbIX UICTOYHUKOB AaHHbIX 019 BbIABEHNSA MOTEHLMAbHbIX
KNB6EePUHLVAOEHTOB N IX CBOEBPEMEHHOM HENTPAaNM3aLIni.
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VIHTerpmpyeTcs C peLueHnamMm knacca
EDR ons pearnpoBaHug Ha YpOBHE
XOCTOB MO pe3ybTaTtaM MOHUTOPUHIa

Belcokag npon3BoOnNTENbHOCTb
N HN3KNE CMCTEMHbIE Tpe6OBaHI/I9|
CHMXaOT CTOMMOCTbL B/ladeHn4

#kaspersky
#akTnBnpymnoyaoyLee


https://www.kaspersky.ru
https://go.kaspersky.com/ru-kuma

