








Convenient and informative web interface

The key information about the solution and network status are on the main screen
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The convenient graphical builder
of service chains with extensive
capabilities

Usage of virtual and server
resources based on a wide range
of parameters




Conceptual architecture of the solution

Security Management

Automated deployment of traffic control and security tools Unified console for managing:
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1
1
|
1 o
: deployment options
: 4 N
’ &) :
1
1
: & EHE
: Public cloud Datacenter
(1 (p) (1) (p)
=—] Orchestrator/ . =
$14 controller : - o
4 N
1
: gh o
1
: HQ Major branch
:
1
=
1
: \ J
1
1
1
1
1
Branch 1
L& CPE
1
—_
1
1
:
Communication channels Access
Flexibility to choose communication channels Secure access to:

and their combinations
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[ Ethernet ] [ PPPOE j Automatically set up Deploy software

access to company environments (PaaS)
resources




Kaspersky SD-WAN tiers and capabilities

Kaspersky SD-WAN is available in two tiers: Standard and Advanced.

Capabilities Standard Advanced
—o— Support for CPE throughput up to 10 Gb/s o [
—0-
. Management from private/public cloud or on-premise o o
Connectionand s 2 /P -
management
Support for Hub and Spoke, Full Mesh, and Partial Mesh topologies o [
SLA policies for applications o [
Dynamic routing (BGP, OSPF) [ [
VRF-Lite support o [
Built=in DPI L o
Stateful Firewall [ [
NAT (PAT, SNAT, DNAT) o [
() (1) Zero Touch Provisioning o o
|]:L_ 0
Real-time channel quality control o [
SD-WAN auetty
Services
Support for OpenFlow o [
Channel optimization (FEC and Packet Duplication support) o [
Support for P2P, P2M, and L2/L.3 VPN services o o
Support for built-in high-speed encryption o [
-0 Support for integration of Kaspersky products o [
4
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Virtual
network
functions Support for third-party VNFs [ J
Service chain lifecycle management (
uCPE support ®
@ Multicast support o
PIM support o

Services

Multi-Tenancy support [



Licensing

The solution is licensing by CPE based on specific throughput. You can choose our recommended models from
the Kaspersky SD-WAN Edge Service Router (KESR) line with various interfaces.

KESR KESR

Model 2 Model 3
150 Mb/s 300 Mb/s

Reliable network and security capabilities
rolled into one

/ \ The Kaspersky team has an unmatched track record of cybersecurity
expertise, and our products have been evaluated as the most
5 ) effective security solutions in more than 700 independent tests. While

CJ_Q actively developing our network security solutions, we aim to increase
customers’ protection through Secure Access Service Edge (SASE)
capabilities.

The transport P

backbone of

unified security

Kaspersky SD-WAN is an - .

essential step in building unified It’s quick and easy to connect

security on top of a reliable

distributed network. With KaSpeI‘SkY SD-WAN

Kaspersky SD-WAN you can
start to build Secure Access

Service Edge (SASE) now. @ @

N / Deliver CPE Connect CPE
to the branch to the network

®

It’s ready to use!






https://www.kaspersky.com/
https://www.kaspersky.com/enterprise-security/sd-wan

