STATEMENT OF COMPATIBILITY

3AABNEHUE O COBMECTUMOCTHU

between

mexay

Kaspersky Industrial CyberSecurity for Networks
4.2

Kaspersky Industrial CyberSecurity for Networks
4.2

the product of

AsaAlOWMMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «Jlaboparopua Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Pocena, Mocksa,
JleHuHrpaackoe wocce, a. 39A, crp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHenwem umernyembimu KICS for Networks
u «Jlabopatopmna Kacnepckoro» COOTBETCTBEHHO

and n

Software “Colibri Industrial Bus Server” MO «Cepsep nonesoi WuHbi Koanbpu»
product of NPOAYKTOM

“Aspect” LLC 000 «AcnekT»

634021, Tomskaya obl., Tomsk, ul. Saltykova-
Shchedrina, 37, office 18

634021, Tomckas 0b6a., r. Tomck, yn. CantbikoBa-
LWeapwvHa, a. 37, odpuc 18

hereinafter referred to as Colibri Industrial Bus
Server and “Aspect” respectively

B AanbHellwem umeHyembimu CepBep nonesoi
wuHbl Konnbpu n « ACneKkT» COOTBETCTBEHHO

Colibri Industrial Bus Server is a set of services
designed for configuration and management of
field devices.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

CepBep noneeoi wwuHbl Konubpm -— 370
COBOKYMHOCTb CEPBUCOB, NpeAHa3HaYeHHbIX AnA
npefocTaBneHns WHpopmauuu noab3oBaTenio
O  COCTOAHWM  MOAEBbIX  YCTPOWCTB, WX
KOH(UrypupoBaHUa U ynpaBneHus.

KICS for Networks —-— cneunanusnposaHHblii

NnpoAYyKT NPOMbILLNEHHOIO KAnacca,
I'Ipe,D,Ha3Ha‘-IeHHbII:1 ana UHBEHTApU3aLlny,
MOHUTOpPWHIa, BblABNE€HUA PUCKOB WU yrpos

NPOMbILWNEHHBIX UHPPACTPYKTYP. ABNAACH YaCTbIO
peweHuns Kaspersky Industrial CyberSecurity,
nNpoayKT npegocrasnser BO3MOXHOCTb
BbIiIBIEHUA yrpos KubepbesonacHocTu
M aHomanuit naccuBHbimM 06pa3om Ha OCHoBe
aHanu3a Konuu CeTeBoro TpaduKa,
u (onuuMoHanbHO)  HaHHBIX  TenemeTpuu
C YCTPOWCTB, 3awmiieHHbIX npogyktom KICS for
Nodes. PeweHue npepocTaBnseT UHCTPYMEHTbI
AN pacciefoBaHUA U PYYHOTO pearnpoBaHUA Ha
Yyrpo3bl Ha YPOBHE 3aLIWLLIAEMbIX YCTPOWCTB
N ceTeBo MHGPaCTPYKTYpPbI.

“Aspect” and “Kaspersky” hereby agree on the
following statement regarding possibility to use
the listed products on a common system and their
compatibility and contribution to fulfillment
of cybersecurity requirements:

«Acnekt» wn «Jlaboparopua Kacnepckoro»
HaCToOALLUM NoATBEPXKAAIOT cnegyowee
3aAaBneHue OTHOCUTENbHO NCcnonb3oBaHmA
yKa3aHHbIX NPOAYKTOB B paMKax OZHOW CUCTEMDI,
ux COBMECTUMOCTHU 7] BKM1ada

B BbiNONHeHWe TpebosaHuii kKnbepbesonacHocTu:

#3) ACMEKT

lkaspersky



“Aspect” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

«Acnekt» u «Jlabopatopus Kacnepckoro»
nposenu BCECTOPOHHME TecTbl
Ha  COBMECTUMOCTb  UX  NPOAYKTOB  NpwU

OOQHOBpPEMEHHOW paboTe 8 CcoOCTaBe eAUHON
cucTembl. B pesynbTate TecTMpoBaHus 6bu10
YCTaHOB/IEHO, YTO MNPOAYKTbl, C Y4ETOM UX
WUHOMBUAYANbHBIX  CUCTEMHBIX  TpeboBaHui,
ABNAIOTCA COBMECTUMbIMU “ MOryT
MCNoONbL30BaTLCA B COCTAaBe eANHON CUCTEMBI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B cnyvae yCTaHOBKM M MCNO/b30BAHMA YKa3aHHbIX
NPOrpammHbIX MNPOAYKTOB B pamKax eauHoW

cUcTeMmbl 31O MOKET cnoco6cTBOBaTH
BbINONHEHWNIO OCHOBHbIX Tpe6oBaHui,
npeabABAAEMbIX K MHGOPMALIMOHHOM

n KubepbeszonacHOCTM B aBTOMATU3NPOBAHHbIX
cucTeMax ynpaBfieHuns NPOMBbILLINEHHBIX
06beKToB.
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