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Modon selected Kaspersky for

its team’s expertise, broad service
offerings, and commitment

to high-quality results.
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The Saudi Authority for Industrial Cities and Technology Zones
(MODON) develops and manages industrial cities across Saudi Arabia,
supporting Vision 2030 by promoting industrial growth, innovation,
and economic diversification. It provides infrastructure and services to
attract investment in manufacturing, logistics, and technology.
Bringing together government and the private sector, Modon develops
industrial cities to stimulate sustainable economic growth.
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Ensuring uncompromised security

As a key player in Saudi Arabia's industrial sector, Modon is a prime
target for cyber threats from both commercial and politically motivated
actors. This exposure requires Modon to continuously strengthen its
cybersecurity posture to defend against sophisticated and evolving
threats.

Given Modon's extensive infrastructure and interactions with various
external partners, it is crucial to ensure security across all operations
to maintain trust. Modon must be confident that there are no signs
of compromise within its network, thereby maintaining its reputation
among clients, partners, and internal teams.

Modon required a trusted cybersecurity provider with a strong

track record of detecting advanced hidden cyber threats, as well as
identifying historical compromises across complex digital landscapes.
After reviewing several top-tier vendors, Modon settled on Kaspersky’s
Compromise Assessment service recognizing its team’s expertise,
thorough approach, broad service offerings, and commitment to high-
quality results.
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Kaspersky Compromise Assessment is
a service that focuses on uncovering
active cyberattacks as well as previous
unknown attacks that have flown under
the radar of your IT security tools and
processes. The goal of the service

is to provide high level of assurance

as to whether or not your network is
compromised and evaluate the overall
security posture with independent
expert analysis.

Compromise assessment service

Kaspersky Compromise Assessment service proved to be the right
solution for Modon'’s requirements. Due to Modon’s extensive
collaboration with industrial and government partners, the company
needed a service that could identify signs of compromise across

its entire network and quickly determine the source of an attack

and its impact.

Key benefits of Kaspersky Compromise Assessment

include:
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Broad service offerings

Kaspersky Compromise Assessment

service scope includes darknet search,
threat hunting, initial incident response,

and malware analysis.

Ongoing and past breach
analysis

Complete assessment of information
from existing security solutions,
enhanced by a retrospective analysis
of SIEM logs to uncover both ongoing
and historical data breaches.

Deliverables
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Comprehensive endpoint
analysis

In-depth inspection of all endpoints,
using tool-assisted scanning and
detailed forensic metadata collection.

Accurate threat detection

Precise identification of both internal
and external threats, enabling

a comprehensive overview of the entire
threat landscape powered by widely
recognized, top-tier threat intelligence
solution.

As aresult of the Kaspersky Compromise Assessment service,
Modon received a concise, well-structured report tailored to its needs:
an executive summary of key findings, a detailed analysis of exploited
vulnerabilities, attack sources, and impacted assets. With actionable
recommendations included, the report provides Modon with critical
insights to address current threats and strengthen defenses against
future attacks.



Maijid A. Bin Sawad

Cybersecurity Director, MODON

B
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General Manager KSA & Bahrain,
Kaspersky

We were highly impressed by the comprehensive nature of Kaspersky's
services and the expertise demonstrated by their entire team. This
positive experience has prompted us to consider additional projects
with Kaspersky in the future.

At Kaspersky, we sincerely thank MODON for selecting us to deliver
the Compromise Assessment Service. This decision demonstrates
MODON's strong commitment to maintaining robust cybersecurity and
safeguarding critical assets. We value their trust in our capabllities and
are excited to partner with MODON in achieving lasting success and
resilience in the face of evolving cyber threats.
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Kaspersky provided Modon with a clear understanding of the industry-
specific threats they face, enhancing their confidence in their
cybersecurity posture. Modon can now securely collect and share
data with clients and partners, knowing their security infrastructure
effectively controls and safeguards access.

With many of Modon’s services delivered through online portals,
ensuring zero disruption to operations was essential. Kaspersky’s
Compromise Assessment, which runs entirely in passive mode, aligned
perfectly by operating with no impact on Modon’s infrastructure.
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In-depth inspection of Identification of both
all endpoints internal and external
threats
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Detection of ongoing Darknet Search, Incident
and historical data Response and Malware
breaches Analysis are included
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