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Bceobbemniowiaa 3awmta busHeca
6e3 npnBneYeHNsa AONONHNTENbHbIX
Nb-pecypcos

CnoXHOCTb I MIHTEHCUBHOCTb KMBEPYTPO3 HEYKTOHHO BO3PaCcTaloT,
BbIHY>[asi OpraHn3aLmm 3agyMaTbCs O HEOBXOAMMOCTU HaAEXKHON
3aLNTbl KaK OT MaCCOBbIX YrpPO3, Tak 1 OT CIIOXHbIX KnbepaTak. YXoz,
MHOCTpPaHHbIX VIB-1rpokoB ¢ pbiHKa 1 AedULNT KBanMOULIMPOBaHHbIX
B-cneunancToB TONMbKO OBOCTPSIOT OAHHYIO NPOBIeEMY, YTO
CYLLEeCTBEHHO 3aTPyAHAET obecneyeHne HagexxHom KnbepsaLnTb.
B cnoxwuBLuencs o6cTtaHoBke MB-cy»X6bl YacTO OKa3biBaOTCH
neperpy>XeHHbIM Py TUHHBIMW 3a4a4amMu, OCTaBNSS Mano BPpeMeHM
0N TLAaTeNbHOM 06paboTKN KNBEPUHLIOEHTOB.

Kaspersky Symphony MDR BonnoLwaeT CUHEPrnio aBToMaTU4eCKoro
NOAXOoAa K 6/IOKMPOBKE MaCCOBBIX YIPO3 U BbICOKOKTACCHOWM
9SKCMEePTHOW 3aLLMTOM OT CIOXHbIX aTak. [lepenoBble TEXHONOr
dyHOameHTanbHoOM 3awmTbl knacca EPP (Endpoint Protection Platform)
OXBaTbIBAOT BCE BUAbI XOCTOB — PU3NYECKMNE, MOBUIIbHBIE

¥ BUPTYanbHble, B TO BpeMd kak pelueHre MDR (Managed Detection
and Response) obecneumBaeT 3alLmTy cunamm akcrnepto SOC
«J1labopaTopum Kacnepckoroy, B TOM Yncie OT 60/1ee CNOXHbIX
KnbepaTak, 06xoodLLMX aBTOMATUYECKE CPeacTBa 6E30MacHOCTU.

Kaspersky Symphony MDR no3BonseT LOBEPUTb HEMPEPLIBHBIN
MOHWUTOPVIHI COBbITUI 6E30MACHOCTW, OBHAPYKEHNE, MPUOPUTN3ALINIO
1 NOMOLLLb B pearnpoBaHn Ha MHLMOEHTbI OQHO N3 CaMblX

YCMELUHBIX 1 OMbITHBIX B OTPAaC/Iv KOMaHZA MO MOHUTOPVIHIY U
NPOaKTUBHOMY NOUCKY Yrpo3. MNpu aToM BHYy TpeHHss VB-komaHaa
NMEET BO3MOXHOCTb aKTUBHO Y4acTBOBaTb B MPOLIECCe 3alUnThl,
CKaHMpYys MHPACTPYKTYpPY Ha NPU3HaKK KOMAPOMETaLn
aHanNM3npPys NCTOYHVKIM Yrpo3, 1 MPUHUMAaTL Mepbl MO pearnpoBaHnio B
COOTBETCTBUM C NPEOJIOXEHHBIMN CLLEEHAPUSMMU.
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KomnnekcHas salmTa busHeca
B OJIHOM PELLEHIY, 3aK toYatoLLas
B cebe rpaMOTHO BbICTPOEHHYO
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OBHapyXeHWE Yrpos B pexunmve 24/7,
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BO3MOXHOCTb COKpaTUTb pacxodbl
Ha Ib-nepcoHan n HanpasnTb
BHYTPEHHWE PECYPChI Ha PELLEHE
Opyrvx BaxHbix Ib-3agav

O6nako

TenemeTpus:

C6op O6paboTka XpaHeHue

* Borbluve AaHHbIe (( . ))
* lckyccTBEHHbIN
VIHTENNeKT TenemeTpuist

* AHanuTuka ®

Kak paboTtaeTt Kaspersky
Symphony MDR

OcHoBow Kaspersky Symphony MDR v BMecTe ¢ TeM

dyHOameHToM nuHenkm Kaspersky Symphony asnsetcd

Kaspersky Symphony Security — 6a3oBas 3aLiuTa OT MacCOBbIX
Knbepyrpos pasHown CTeNeH COXHOCTU kiacca EPP, koTopas
NO3BONSET YNpPaBnaTb 6€30MacHOCTbIO PUBNYECKMX, MOBUSIbHBIX

1 BUPTYanbHbIX KOHEYHbIX TOYEK. PelueHne BKtoYaeT LUMPOKAI
CMNEKTP TEXHONOMWIA ANS MPEBEHTUBHOM 3aLLMTbI BCEX TUMOB Paboumnx
MECT, B TOM YMC/IE MHCTPYMEHTbI KOHTPOS YCTPOWCTB, MPOorpaMmm

1 NCMOSb30BaHUSA MHTEPHETA. YCTaHOB/IEHHBIE HA KOHEYHBIX TOUKaXx
areHTbl B pamkax pelueHuns Kaspersky Symphony Security,

B CBOIO OYepEedp, ABAAOTCH TouKamu nepenadun tenemetpun B SOC
«JlabopaTopum Kacnepckorox, Ha 6a3e KOTOPOro HEMOCPEACTBEHHO
okasbiBaeTcd peLueHmne MDR.

KomarHpa MDR paccnegyeT cobbiTus 6€30nacHOCTHU, OCYLLEeCTBASET
HenpPepbIBHbIA MOHUTOPVHI MHPPACTPYKTYPbl OpraHn3aLumin

N NPOaKTUBHO aHaNN3UPYEeT TeNeMeTpuIo, NoyYaemyto

OT YCTaHOB/EHHBIX B CETU NPOAYKTOB «JlabopaTopum Kacnepckoro,
Ha NPeAMET UHLMOEHTOB. YHMKabHblEe MHANKATOPbI aTak MO3BOASIOT
OBHapPY>XUTb CKPbITbIE YIPO3bl, HE MCNONb3YloLLMe BpeaoHocHoe MO
VN UIMUTUPYIOLLMNE NETUTUMHYHO aKTUBHOCTb. A BCTPOEHHbIE MEXAHN3MbI
NCKyCCTBEHHOro uHTennekTa (M) nomoraoT MUHUMU3NPOBAaTb
YNCNO NOXXHOMONOXUTENBHBIX CpabaTbiBaHWM 1 YCKOPUTbL NpoLLEecc
0bpaboTKm CObbITUIA Be3onMacHOCTW. [py BOSHNKHOBEHWV BOMPOCOB
BCerga MoXHo obpatunTbcs k akcreptam SOC. PearnpoBaHne MoXeT
ObITb MOHOCTbLIO AenernpoBaHo akcnepTam SOC «JlabopaTopun
Kacnepckoro» nnm xe ocyLecTBNITbCA COOCTBEHHBIMM

CuaMun KNIMeHTa Ha OCHOBE MPefoCTaBIeHHbIX EMY MOLLAroBbIX
PEKOMEHOALNN.
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© 2024 AO «JlabopaTopus Kacnepckoros.
3aperncTpripoBaHHble TOBapHbIE 3HAKM 1 3HaKW
0BCNYXVBaHNS SBASIOTCS COBCTBEHHOCTbIO

VX NnpaBoobnagateneii.

MexxayHapogHoe npusHaHue

Y>xke 6onee 25 net «J1labopatopus Kacnepckoro» BbICTYNaeT
HaOEeXHbIM BEHOOPOM B 06/1aCTy KnbepbesonacHOCTH, 6narogaps
NOCTOSIHHOMY CTPEMJIEHMIO K IHHOBALMSM 1 BbICOKOMY YPOBHIO
aKCNepTU3bl. Hawm TexHoNornv perynspHo NPOXoasdT He3aBMCUMbIE
TECTMPOBaHWS, NPU3HaHbI BEAYLUNMY aHaNUTUYECKNMU areHTCTBaMU
N YAOCTOEHbI MHOrOYMCNEHHBIX MEXAYHaPOAHbIX CEPTUDUNKATOB

N Harpag.
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