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MackupyioLwmecs
yrposbi

BpenoHocHoe NO cTaHoBUTCH
BCE 3BOPOTNMBEE —
3M10YMBILLNEHHUKIM YCIELLIHO
06X004T TPaANUMOHHbIE
MEeXaHN3Mbl OBHaPY KEHWS,
NCNoNb3ys AN aTaku
NErNTUMHBIE CUCTEMHbIE
YTUANTBI 1 OPYTe NPOOBUHY Thie
TEXHUKM

«LLInppoBanbLumkin yxxe
He NepBbI FOA, ABNSOTCS
OJHOW N3 Hanbonee
pacnpocTpaHEeHHbIX
Yyrpos, 1 OT HUX CTpagaeT
OrPOMHOE KONMYeCTBO
nonb3oBaTener No BcemMy
MUpYy. [No HaWVM gaHHbIM®,
64% KOMMNaHuin No BCeEMy
MUPY Y>Xe CTaHOBUMNCH
»XepTBamu NporpamMm-
BbIMOraTenem»

Anekcangp JIMCKnH,
pyKkoBOAUTENb YNpaBneHns
vccnenoBaHns yrpos
«J1labopaTtopunun Kacnepckoro»

Kaspersky EDR pnsa 6usHeca

OnTmanbHbIN

MpuLLNo BpemMs NePEnT Ha HOBBLIN YPOBEHb. Bbl y>ke roToBbl HE MPOCTO
3alMLLLaTb CBOIO KOMMaHWo OT BpegoHocHoro MO ¢ nomoLpio
6a30BbIX TEXHONOT A, HO 1 MPOTUBOCTOSTh YrPO3amM, CNOCOBHbLIM
06X0aNTb TPaANLMOHHbIE MEXaH3Mbl 6e€30MacHOCTU, ryBoKo
NPOHNKAaTb B CUCTEMY U MPUUNHSATL MaKCMasbHbIN Yiep6

o

KnbepaTtaka
Kak ycnyra

[OTOBblE VIHCTPYMEHTbI

NS KnbepaTak CerogHs cToaT
OTHOCUTENBHO HEAOPOTO, U UX
MOTYT UCMONb30BaTb NPOTUB
KOro yrofiHoO 1 Ang Nobbix Lenei:
Kpaa AaHHbIX, HaHeceHe
ylwepba nHbpacTpykType,
BbIMOraTensCTBO

64%

opraHusauuin yxe
noABeprannch atakam
nporpamMmM-BbiMoraTene

*[aHHble «JTabopaTopumn Kacnepckorox, 2022 .
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OrpaHunyeHHble
pecypchl

KoprnopaTuBHbIe MHPPaCTPYKTYpPbI
PasBMBAOTCS, B TO BPEMSI Kak
pPecypcoB — BpeMeHW, CpeacTs

1 CNeunanMcToB — CTaHOBUTCS
BCE MeHbLLEe. KOMMaHWsM Hy KHbI
peLUEHIs, KOTOPbIE CMTOCOBHbI
OoTpaxaTb yrpo3bl 6e3 yBenmueHus
Harpysku Ha KoMaHzy

79%

N3 HUX 3anatuinm BbiKyn
3JI0yMbILLJIEHHUKaM



Komy nopoiinéT PeweHve

pelueHne
Kaspersky EDR gns 6usHeca OnTumManbHbIA C pacLUMpPEHHbIM

Pewenue Kaspersky EDR ans 6usteca BO3MOXHOCTSAMU OBHaPYXXeHWS Yrpo3, 6a30BOro paccnenoBaHns

OISz b S L0 LE (S VHLUVAEHTOB 11 aBTOMAaTU3MPOBAHHOMO pearmpoBaHis MOMOXeT BaM

Ang opraHnsauunn C BblaeneHHbIMn o

VB -KoMaHaaMY 1t 6330801 NOEHTUOULMPOBATL, aHANN3MPOBATb Y HEMTPANN30BbLIBATb AaXe

SKCMEepTU30ii B BONpocax MacCKVpytoLLnecs yrposbl

KnbepbesonacHoOCTH, Tak

W 4NS KOMNaHwi, rae eyHkumio NB
OCYLLECTBNSAIOT COTPYOHUKN
WT-penaptameHTa.

3awuTa paboumx mecT

PaclmpeHHas 3awuta cuctem BricTpoe o6HoBREHNE MHbOPMaLK OueHka ysa3BMMOCTEN
1 faHHbBIX OT BpefoHocHoro MO 06 yrpo3sax Ha ocHoBe rnobanbHoi 1 yCTaHOBKa UCrpaBneHuii
Ha Pa3HbIX KOHEYHBIX TOYKaX: o6na4Ho-penyTaUMoHHON nnaTdopMsl (naTy-MeHenXXMeHT)
paboune cTaHuMW, MOBWbHbIE KSN v 6a3bl 3HaHuii «JlabopaTopun
yCTpoWcTBa, cepBepa Kacnepckoro» Mopnepxxka paboumx
CTaHUWIi Ha BCEX NMOMyNSpHbIX
nnatdopmax
Yno6Hoe ynpaBneHue
EavHbili areHT ons EPP n EDR EavHag kapTouka HUMOEHTa WHCTpyMeHTbI BU3yanusaumum
CO CLIeHapUSaMU 1 UHCTPYKLUSMUA LaHHbIX
EnvHas koHconb ynpasneHus Mo pearnpoBaHuio
3aLWMUTON KOHEYHBIX YCTPONCTB lNoBblWeHe NPo3payHOCTH
1 npoLeccamn obHapyXeHuns MpocTbie MHCTPYMEHTI, He TpebytoLmne UHbpacTpyKTypbl
N pearmpoBaHuns 9KCMEPTHbIX 3HAHWIA 1 [LONTOro
0By4YeHus MynbTUTEHaHTHOCTb

BazoBble HCTPYMeHTbl EDR

MNponBrHyTOE 0BHapyXeHne ABTOMaTM3aUMS Y TMBKOE ynpaBieHne NHCTPYMEHTaMN pearmpoBaHuns:
Yrpo3 Ha OCHOBE NepenoBbIX .
TexHonorvii - CeTeBas n3onaums yctpoincTtaa
- MNomelleHne daiinos Ha KapaHTWH
MpepocTaBneHmne netanbHoM + 3anyck NpoBepku BaXKHbIx obnacTtei
nHdOpPMAaLMN 06 OBHAPYKEHHON - HacTpoiika npaBun 3anpeTa 3anycka NcnonHaemMblx Gpainnos 1 ckpunTos
yrpose - HacTtporika n nonck nHamkatopos komnpomeTauum (IoC)
AHanns nepsonpuynH Ob6oratueHne kapToukn MHUMAeHTa faHHbimu Threat Intelligence

1 BCE LEMOYKIN PasBUTIS
KnbepurHungeHTa



C Kaspersky EDR pnsa 6usHeca OnTumainbHbIA Bbl CMOXETE:

@

O6Hapy>XuTb aTakun

- lcnonb3ayiTe NpoaBUHY ThIE
TEXHOMOr K, KOTOPbIE MOMOTY T
aBTOMaTUYECK OBHapy>X1BaTb
Knbepyrpo3sbl

- 3BarpysuTte 1 1cnonb3ymnrte
VNHANKATOPbI KOMMPOMETALLMN
C caiTa securelist.ru unv 13 gpyrmx
VICTOYHUKOB L7151 MOWCKA CNOXHbIX

Yrpos

[MpoaHannsnpoBaTtb
NepBONPUYNHDI

- AHanunsupywTe yrposbl C MOMOLLbIO
[lepeBa NpoLEeccoB

- OTcnexvBanTe pasBuTVie yrpos
Ha noapoBHO AnarpaMme

- OnpegensiiTe NepBonpPUYNHbI
YrPO3 1 TOYKU VX MPOHUKHOBEHNS B
NHPPACTPYKTYPY

®

HewnTtpannsosaTtb yrposy

- Vlcnonb3ayliTe pasHble BapuaHTbl
pearnpoBaHs: N3ONALMIO XOCTOB,
nNpenoTBpPaLLEeHME BbINOHEHNS
Wnn yoganeHwe danna

- MNposepsinTe opyrmue xocTbl
Ha Hann4ne NPU3HaKoB
NpoaHanM3npPOBaHHONM Yrpo3bl

- ABTOMaTU3VPYNTE pearmpoBaHme
Ha BCex XocTax Mpu O6Hapy>XeHWN
yrpo3bl (MHANKaATOPOB
KOMMpOMeTaLL)

OTpaxkaTb MaccoBble
yrposbl

- 3almTa HOBOro NOKOMEHWS A

pPaboumx MECT MIHOBEHHO BGMOKMPYeT

OCHOBHbIE YrpO3bl

- YcTaHaBnvBalnTe OBHOBNEHVIS

aBTOMaT4YeCKNM C NOMOLLbIO CpedCTB

yNpaBneHns ys3BYMOCTAMU U
OBHOBNEHVAMM

- ABTOMaTU3VPYIMTE NpoLecc
COKpaLLEHVS MOBEPXHOCTM aTaku
1 HACTPOWKM MOAUTYIK C MOMOLLIO
CpencTB A1 KOHTPONS paboynx
MecT

KnioueBble npenmyLiecTBa

MpenoTBpalleHe MHOXeCTBa
BWOOB Yrpos

PacrnosHaBaHue
MaCKUMPYIOLLIMXCS Yrpo3
Ha paboumx MecTax

SKOHOMUS BPEMEHM 11 PECYPCOB
Gnarogaps eaMHOMY YOOBGHOMY

NHCTPYMEHTY

3almTa cucTeM 1 AaHHbIX
OT MaCKMPYHOLLMXCS Yrpo3

BbICTpble noeHTUdVKaums
1 aHanmna yrpos

3allyTa BCeX KOHEYHbIX
YCTPOWCTB

oo
MO

MonyunTb HY>XHbIE
HaBbIKWN

- [MpoyTuTe MHCTPYKUUM
Mo pearnpoBaHIio B KAPTOYKE
OMoBeLLEeHNs

- lNepenanTe Ha NopTan aHaINTUKN
YrpO3 1 03HAaKOMBTECH C HOBEWLLMU
cBefeHVsIMM 06 yrpo3sax

- HakannueanTe onbIT No Mepe
aHanmsa yrpos 1 pearmpoBaHung
Ha HUX

@

MNpepoTBpaTUTb
MOBTOPHYIO aTaky

- Vlcnonb3yinTe nonyyeHHyo
nHdOpPMaLUIo: BrokmpyiTe
BPEAOHOCHble IP-agpeca n
CalTbl, KOPPEKTUPRYNTE MOAUTUKIA
6e30MacHOCTU 1 opMUPYIATE Y
COTPYLHUKOB HY>KHbIE HaBbIKM

- CospgaBanTe npaBuna Angd
6J'IOKVIpOBaHI/I9| aHanorn4yHbIX
aTak B OyayLLeM, HanpumMep Ang
npenoTBpalleHNs BbiNOoJIHEH4
daiinoB

LLeHTpaJ'II/I3OBaHHoe
pearrpoBaHne B HECKOJIbKO
KJIMKOB

BbICTpOe ckaHnpoBaHme
no nHaMKaTopam
KOoMnpomMeTaumm

VIHTerpauma ¢ gaHHsiMu Threat
Intelligence



CocTaB n cpaBHeHue ypoBHeun Kaspersky Security

ang bn3Heca

JnHelika Kaspersky Security ong 6usHeca — 8T0 NATb NPOAYKTOB A1 3aLLMThbl pabounx mecT. KomnaHus
MOXET Bbl6paTh MOAXOASILLINA YPOBEHb 3aLLNTbI, ICXOAS U3 CBOUX MOTPEBHOCTEN 1 OCOBEHHOCTEN paboUmx

MpoLLeccos

Kaspersky
Endpoint Security
nns busHeca
CraHpapTHblii

Basosag 3awwmTa
paboyrx MecT
OT MacCOBbIX
Knéepyrpos

BawwuTta oT BpegoHocHoro MO

KoHTponb ycTporncTaa,
nporpamMm 1 NCMob30BaHNS
NHTEepHeTa

EnnHas koHcosb ynpasneHud

KoHTponb 3anycka
MPUNOXEHN Ha cepBepax

ApanTyBHbIN KOHTPOSb
aHomManum

VIHCTPYMEHTbI CUCTEMHOIrO
aoMUHNCTPUPOBaHNS

BcTpoenHoe wupposaHme
[MaTy-MeHeoXMeHT
MHcTpyMmeHTbl EDR

3almTa NoYTOBbIX CEPBEPOB
3alumTa UHTEPHEeT-LLII030B

PaclunpeHHag TexHmnyeckas
nopaepxka

Kaspersky
Endpoint Security
nns 6usHeca
PacumpenHbiii

3almTa paboymx Mect
C pacwmpeHHbIMn
BOBMOXHOCTAMMU
aOMUHNCTPNPOBAHYIS
N KOHTPONS

Kaspersky
Endpoint Security
ons busHeca
CTaHOapTHbIN

N

$

Kaspersky
EDR ans 6usHeca

OnTumanbHbIi

HapnéxHas sawmnta
OT MacCcoBbIX
Knbepyrpos,
yCcuneHHas
BO3MOXHOCTSAMU
obHapyxeHuns 6onee
CNOXHbIX aTak

1 pearnpoBaHs

Ha H1X

Kaspersky

Endpoint Security

ans busHeca
PaclumpeHHbiin

®©

Kaspersky
Total Security
ans busHeca

BesonacHocTb
KOHEUHbIX YCTPOWCTB,
[ONOMHEHHas
VNHCTPYMEHTaMu
33Tl
KoprnopaTnBHO
nouYTbl 1 BE6-
Tpaduka
Kaspersky
EDR nnsa 6usHeca
OnTrManbHbIN
[ J [ J
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[ J [ J
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Kaspersky
Total Security
0N 6rsHeca

Kaspersky
Total Security Plus
nns 6usHeca

BcecTopoHHas
3aLLMTa KOHEYHbIX
TO4YeK opraHmn3aLmn

Kaspersky
Total Security Plus
ons 6usHeca



Mepexon Ha HOBbLIN YPOBEHb KnMbepbe3onacHOCTN

pabounx mecTt

«JlabopaTopus Kacnepckoro» npeanaraeT 9KOCUCTEMY 3aLLTHbBIX PELLEHNIA A/19 BCEOBbEMIIOLLEN
6e30onacHOCTN 613Heca. BbICTPOUTb KOMMIEKCHYIO 3aLLUTY OT KN6Eepyrpo3 NOMOXET CTyNeHYaTbI
noaxof. OH BK/toYaeT TP YPOBHS — KOMMaHUM C pa3HbiMU NOTPEBHOCTAMUN 1 SKCNEPTU30M MOTy T BbibpaTb
NOAXOASLUMIA AN HUX HaBop pellueHui. OCHOBa KaXXoro YPOBHS — nnatdopma Mo 3allmTe pabounx MecT,
KOTOpas B AanbHenWweM MOXeT MHTErpyupoBaThCy C APYrMMU 3awnTHLIMN pelueHuamun. Kaspersky EDR

Ans 6usHeca ONTyManbHbI BXOAUT B ypoBeHb Optimum Security n npegnaraet KOMMaHUGM NPOABUHY TYIO
3aLUNTY KOHEYHbIX TOYEK, YCUIEHHYIO MHCTPYMEHTaMM OBHaPY XEHWS 1 pearnpoBaHnS.

P

lMosbiweHvie AHannTuka
9KCNepTUabl yrpos
Kaspersky
Expert
Security
CnoXHble Kaspersky Kaspersky
A Cnyx6a Vb Cybersecurity Threat
Takn nnn SOC Training Intelligence
PacwwmpeHHas O6Hapy>xeHve
2 @ 3awwmTa 1 pearvposaHve
Kaspersky o~ 2B
Optimum @ e_[_"ﬁ
CKpbITble Security
Kaspersky EDR Kaspersky
Yrposbl Komaraa NB a9 GuHeca Sandbox
OnTumarnsHbin
KoHeuHble ycTpoiicTsa
I Kaspersky
Security
Foundations Kaspersky Kaspersky
blYHbIE
Security Embedded Systems
yrposbl a ans 6naHeca Security

Kaspersky Optimum Security

N
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Kaspersky
EDR pnsa 6usHeca

OnTumanbHbI

3alumTa HOBOro NOKONEHWS As pabo4mx MecT

lNoBbILLEHHAs BUOUMOCTb Yrpo3
AHanua nepeonpuYnH
ABTOMaTU3VPOBaHHOE pearnpoBaHne

.. Kaspersky
Security
~ Awareness

OHNalH-TPEHWHI No kKnbepbe3onacHoOCTU
015 COTPYLHVKOB

PacLunpeHHoe o6Hapy>KeHue 1 pearnposaHe

Kaspersky
Endpoint Detection
and Response

O6oralieHre
[LaHHbIMU

Kaspersky
Threat Intelligence
Portal

© ©® @ &

Kaspersky

Security Ans BUPTYanbHbIX

1 0BnayHbIX cpea

PearvipoBaHue
Ha yrposbl

&t

Kaspersky Kaspersky
Anti Targeted Incident
Attack Response

Kaspersky
Unified Monitoring
and Analysis Platform

KubeprpamoTHOCTb

Kaspersky
Security Awareness

[aHHble

Kaspersky
Security ana cuctem
XPaHEHMS! AaHHbIX

CeTtb

Kaspersky
Security 419 NOYTOBbLIX
cepeepoB

Kaspersky
Security ang
VHTEPHET-WNI0308

Kaspersky
Managed Detection
and Response

AHanua

3alueHHoOCTn

Kaspersky
Security
Assessment

Kaspersky
Managed Detection
and Response

Moanepxka

MSA

¥ npodeccroHanbHbie

cepeiCh

KpyrnocyTouHbIi MOHUTOPUHF 6€30MacHOCTU
ABTOMaTU3MPOBAaHHbI aKTUBHbIV MONCK Yrpo3
YpaneHHoe pearmpoBaHue 1 pearnpoBaHue No MHCTPYKLN

("“\ Kaspersky
Threat Intelligence

Y

O6oralleHHble AaHHble A% pacc/iefoBaHns



Kak aTo paboTaeT

Buaeo c peMoHcTpaLuveln paboTbl peLleHns

Monpo6Hee L+ ABTOMaTU3MPOBAHHOE

@1.' pearnpoBaHue

Mowuck o loC

N
5 J
E E MpepoTBpawenve | N_ »” @290 -k
O6HapyxeHne Kaspersky S >
Yrposa YCcTpOomncTBO : AOMVHMCTPaTOP
EDR png 6usHeca |
OnTumanbHbIi i
OnepaTuBHbIE
onoBeueHns

3{}% AHanna nepsonpuymnH

KTOo Mbl
Q
X Kaspersky
EDR Expert
«J1labopaTopus Kacnepckoro» — MexayHapogHas KoMnaHus
C COTHSMU ThICSY K/TMEHTOB 1 MaPTHEPOB Mo BCeMY MUPY. Mbl
JononHuTenbHas cosfaeM peLLeHns no Knéepb6es3onacHOCTN 1 CTPEMUMCS K MOJHOW
NPO3pPayYHOCTN N HE3aBUCKMOCTU HaLLe AeaTeNbHOCTU. BOT yxe
sawunTa And Tex, 25 neT Mbl paspabaTbiBaeM NHCTPYMEHTbI 1 OKa3biBaeM yCyriu
KTO ULWET 6onbLuero LNS 3aLLMTbl MONb30BaTeNe OT KN6epyrpo3 C MOMOLLbIO CaMblxX

HaOe>XHbIX N NMPOBEPEHHbIX TEXHOMOrNM
Y3HaiTe 6onblue o Kaspersky

Endpoint Detection
and Response Expert -
MoOLLHOM EDR-peLeHumn

C pacCLUNPEHHBIMU QYHKLMSAMI AV‘TEST

aKTVBHOrO Nnomncka yrpos,

BO3MOXHOCTbBIO TOHKOW CTonpoLeHTHas saLmnTa
HacCTPOVKN 1 3DDEKTVBHBIMA

36L|.|.V|Ta pa6ow|x MeCT: TeCTpoBaHne 3alnTbl OT I'IpOI'paMM-BbIMOI'aTe!'IeIZ
MexaHn3mMaMn OBHaPYKEHWS.

MoppobHee

KpynHbIi y4aCTHMK PbiHKa

Mex ayHapoaHbIii PENTUHT MOCTaBLLMKOB COBPEMEHHbIX peLleHUi
Y3HanTe 60/blUe O BO3MOXHOCTSX L8 3aWmThl pabounx mecT B koMnaHusx, IDC MarketScape
Kaspersky Optimum Security.

Moapo6Hee

THE RADICATI GROUP, INC.

ATECHNOLOGY MARKET RESEARCH FIRM

BenyLumin urpok

KBappaHT pbiHKa — 3alLMTa OT KOMMAEKCHbIX TapreTUpoBaHHbIX yrpo3 (APT)


https://www.youtube.com/watch?v=91OGSdUs1Qw
https://go.kaspersky.com/ru-optimum
https://www.kaspersky.ru/enterprise-security/endpoint-detection-response-edr

A

Kaspersky
EDR png 6nsHeca

OnTmanbHbIN

Y6eaontech B 3pPEKTUBHOCTY aaanTUBHOM 3aLLNTDI.
Ckavaiite 6ecnnatHyto 30-gHeBHYto Bepcuto Kaspersky EDR ons 6usHeca OnTrmanbHbIi.

www.kaspersky.ru

© 2023 AO «JlaBopaTopus Kacnepckoro. #kaspers ky

3apeI'VICTpV\pOBaHHble TOBapHbIe 3HaKn 1 3HaKn
O6C}'Iy>KVIBaHVI9| ABNAOTCH COBCTBEHHOCTHIO

VX NpaBooGnagaTenei. #a KTBW pYI‘;I6y,D,YU.lee


https://go.kaspersky.com/ru-edr-optimum
https://www.kaspersky.ru/small-to-medium-business-security/downloads/endpoint-free-trial

