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«Y Hac npocmas u NoHsAmMHasi Muccusi — Mbl cmpoum 6e3onacHbil mup. Mbei Oenaem amo
yepes ariobarnbHoe nudepcmeo 8 kubepbesonacHocmu — 3awuujaem yugposoe
rnpocmpaHcmeo om Kubepyepos, 4mobbl KaxObili MOy4Yar om mexHonoaul mosbko braezo.
Axkmusupyem bydywiee»

EBreHnn Kacnepckuin, reHepanbHbin gupekTop «Jlabopatopumu Kacnepckoro»

Ctpoum Ge3onacHbIn Mup yxe no4vtu 30 net

«JlabopaTopus Kacnepckoro» — mexayHapoaHasi KoMnaHusi, paboTatoLlas B cchepe MHOPMaLMOHHON
6e3onacHoCTM 1 LdpoBoK NpueaTHOCTM No4uTK 30 neT. 3a 3T0 BpEMS Mbl NPOLLNY NYTb OT NPOM3BOAUTENS
aHTVBMPYCOB [10 MOCTaBLLMKa BCECTOPOHHEN 3aluThl ANnst B3Heca 1 YacTHbIX Nonb3oBaTene.

Bonee 5,5 ThICAY BbICOKOKBaNMULMPOBaHHbIX CNELMANUCTOB CO34al0T PELLEHUS, KOTOpble CMOrYT OTBEYaTb
Ha Bce noTpebHocTu B knbepbesonacHocTn 1 obecneuntb knbeprmmyHHOe Byayliee.

Mbl BHOCMM HOBOE B MHAYCTPUIO:
KM6epuMMYHHbIW noaxon,

TexHonornyeckne npopbIBbl Bcerga obycrnoBneHbl CTPEMIIEHNEM K MHHOBaLMSAM, HO 3TO YBENUYMBAET PUCK,

4YTO TexHonorum ByayT NCNOMb30BaHbl He NO Ha3HayeHuto. boraTein onbIT «JlabopaTtopun Kacnepckoro» B 6opbbe
CO CMOXHbIMU Knbepyrposamv No3BONMNI KOMNAHMN NEPBOW B MHAYCTPUMN BblpaboTaTb KNBEPUMMYHHbLIN MOAXOA.
OH nosBonsieT co3gaBaTtb NCXogHO Be3onacHble knbepdusmyeckme cuctembl. ATa KOHLENUMS NEXUT B OCHOBE

KasperskyOS.

Hawwun TexHonormu sawmtunu 1 munnuapa yctpoucTBs
no BCceMy MuUpy

PelwueHus «Mabopatopumn Kacnepckoro» obecneumsatoT 6e3onacHOCTb G1M3Heca, MPOMbILLNIEHHbIX MHAPPACTPYKTYP,
rocyaapCTBEHHBIX OpPraHoB U psSAO0BbLIX Nonb3oBaTenei. O6WwMpHoe NopTdoNMNo BKMoYaeT B cebs nepeaoBble
NPOAYKTbI AN 3aLUMTbl KOHEYHbIX YCTPOMCTB, a Takke pan Cneunanm3mpoBaHHbIX PeLLIeHUA U CepBUCOB

Ans 6opbObl CO CNOXHBLIMW U NMOCTOSIHHO 3BOJOLMOHMPYIOLLMMU KNGEPYrpo3amu.

KomnnekcHas 3awmTa

Mbl NnpegocTaBnsieM KNMEHTaM He OTAENbHbIE MPOOYKTLlI U CEPBUCHI, @ LeNy NnatopMy — KOMMIEKCHbIE
peLLEHMS, KOTOpbIE AOMONHAKT U NOBLILWAKT 3¢pEKTMBHOCTL ApYr Apyra. Mbl HE TONBKO pellaemM KOHKPETHYHO
3afjavy, HO 1 cTpaTermyeckn obayMbIBaeM, YTO MOXKET MOHAA00OMTLCS KOMMaHUSM CerogHs u B Gyaywiem.

Hawm npoaykTbl U yCryrM OCHOBaHbl Ha OBLUMPHbLIX PErynsipHbIX UCCNeaoBaHusAX U paspaboTkax B obnacTu
3almMThl OT yrpo3 — Gornee NonoBuHbI U3 5,5 ThicsY COTPYAHMKOB KOMMaHUM cocTaenstoT R&D-cneunanncThbl.
Hawwn nHHoBauuu roBopaT camm 3a cebs, Mbl nonyymnnu 6onee 1600 naTeHTOB NO BCEMY MUPY U MPOAOIHKaeEM
MeHATb OyayLiee knbepbesonacHocTu. [lokazaTenbCTBOM 3TOMY CIYXXUT TOT paKT, UTO HALUM MPOAYKTbI NOsyyatoT
Bonblie Harpaz B 60onblIEM KOMMYECTBE HE3ABMCHMMbIX TECTOB, YEM NMPOAYKTLI APYrMxX NOCTaBLLMKOB B obnacTu
knbepbesonacHoOCTH.

Hawe nopTtdonuo paspaboTaHo Ans noaaepXkm npegnpuatuii nodoro pasmepa — oT HeOOMbLIMX KOMMaHWNA

0o rmobanbHbIX Kopnopauui. Mel 3Haem, Y4TO MO Mepe TOro, Kak OpraHn3aLun MEHSITCS U pacTyT, BHEAPSOT
HOBbIE TEXHOMOIMK, MNOMyYaroT OCTYN K BONbLIMM pecypcam, OHU cTarnkuBatoTcs ¢ 6onee cepbE3HbIMM
npobnemamm 6e30nNacHOCTK, a Nx NOTPeOHOCTM B Knbepbe3onacHOCTM TOXE MEHSOTCA M pacTyT. Haw noatanHbin
Noaxo[ COOTBETCTBYET 3TOMY €CTECTBEHHOMY Pa3BUTUIO.


https://os.kaspersky.ru/
https://www.kaspersky.ru/top3
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AHanuTuKa yrpo3 no-HacrosilemMy MUPOBOro maclutaba

Mbl Begém cBoto aeatensHocTb B 200 cTpaHax 1 Tepputopusx Mmpa n cobupaem aHanutuky o kubepyrposax

CO BCEro MMpa B peXxnmMe peanbHOro BpeMeHu. 3awumiiaem nonb3oBaTenen oT yrpos, KOTopble OCTakTCs

He 3aMeYeHHbIMM OPYTMMK KOMNaHusaMu, paboTtatowmmy B cdhepe knbepbesonacHocTu. MepBbiMM Y3HAEM O HOBbIX
yrposax n 6narogapsi MexagyHapogHoOMY NPUCYTCTBUIO MOMOraem onepaTtMBHO OCTAHOBUTL MX A0 TOrO, Kak OHU
pacnpocTpaHATCHa N0 BCEMY MUPY.

YHUuKanbHaa KomaHaa 3KCnepToB Mo KnbepbesonacHoCcTu

Halum onbITHbIE KOMaHb! B MATU 3KCMEPTHLIX LEHTpax paboTatoT KpYyriocyTo4YHO, GOpsiCb C MAacCOBLIMUW aTakamu,
BpeaoHocHbIM MO, uenesbiMu n APT-aTtakaMu, oTpacneBbiMy U MHAPPACTPYKTYPHbLIMU yrpo3amu,
4yTOObI 0OEecnevYnTb 6e30NacHOCTb KNUEHTOB.

e [nobanbHbIN LEHTP uccnenoBaHus U aHanu3a yrpo3s (Kaspersky GReAT), ocHosaH B 2008 roay.

Ero 3apaya — BbigBnaTb APT-ataku, kamnaHum knbepLunuoHaxa, spegoHocHoe MO, nporpammel-
BbIMOraTenu n TpeHadbl B kubepnpectynHocTu no Bcemy mupy. CerogHs B komaHae Kaspersky GReAT
©onee 40 akcnepToB, paboTatwwmx no sBcemy mmpy — B EBpone, Poccun, CesepHoli 1 KOxHon Amepuke,
A3un, Ha brimxkHem BocToke. TanaHTnMBble NpodeccroHansl B cdepe knbepbesonacHocTn urpatoT
BeAyLLY porb B UCCnegoBaHumn BpegoHocHoro MO 1 co3aaHmm MHHOBALMOHHBIX METOAOB 60pbObI C HUM.
Wx GoraTtbiin onbIT, MOTUBaUUS 1 N0b6o3HaATENBHOCTE CNOCOBCTBYOT 3h(PEKTMBHOMY OOHAPYXEHWIO

1 aHanuay knbepyrpos;

e LeHTp nccnepoBaHus yrpo3 (Kaspersky Threat Research). Qkcneptbl Kaspersky Threat Research
obecneynBaloT 3alMTy HaLLMX Nofb3oBaTenen ot Ndoro Tuna knbepana: BpegoHocHoe MO, cnoxHble
W NPOABUHYTbIE aTaku, puwmHr, cnam 1 T. 4. OHM KPYrNOCyTOYHO CneaaT 3a o6CTaHOBKOW B Mype
Knbepyrpos n NpoeKTMpyIoT fyylume TexHonornm ans knbepsawmtel. bnarogapsa pabote akcneptos
LeHTpa Haln KNWeHTbI, BKMOYas YacTHbIX NONb3oBaTenen n opraHusaumm noboro macwraba, nonyyaroT
WHCTPYMEHTbI U 3HaHUSA ANs HagEéXHOWM 3amnTbl CBOMX CUCTEM;

e WccnepoBaTenbCKuin LIEHTP TEXHONOIMM UCKycCTBEeHHOro nHtennekra (Kaspersky Al Technology
Research). QkcnepTbl Kaspersky Al Technology Research nomoratoT 3awymiaTe HalWMX KNMEHTOB
OT LWMpOYaWnLLEero cnekTpa yrpo3 u cosgaBatb 6e3onacHble 1 HagéxHble cucteMbl Ha 6ase NW. 3HaHus
W OMbIT HALLMX CNELManMCTOB, OCHOBaHHbIE Ha NoyTun 20 rogax nccnegoBaHuii U NPaKTUKN NPUMEHEHUS
MW B peanbHbIx 3agavax knbepbesonacHoctu B «JlabopaTopum Kacnepckoro», nomoratoT
COBEpPLUEHCTBOBATL HALUWN PELLUEHUS, HAYMHAs C aBTOMaTU3MPOBaHHOrO 0BHapYXXeHUst HOBbIX Yrpo3
1 3aKaH4YMBas aHanM30M Yrpo3 C MOMOLLbH FEHEPATUBHOIO UCKYCCTBEHHOMO MHTENNEKTA;

e LleHTp cepBucoB no kub6epbesonacHoctu (Kaspersky Security Services) — exeroaHo akcnepTbl
peanuayloT COTHM NpoekToB B obnactu Vb anst opratusaumin us cnucka Fortune 500 no Bcemy mupy:
3aHMMalTCs pearMpoBaHMeEM Ha MHUUOEHTbI, OGHapYyXeHMeM yrpo3, NPOBOASIT KOHCY bTaumm
co cneunanuctammu SOC, cumynaumto knbepaTak, TECTUPYIOT CUCTEMbI Ha NPOHUKHOBEHME, 0becneunBatoT
©e3onacHOCTb NPUMOXEHNA U 3awmUTy OT LMdPOBbLIX PUCKOB;

e LleHTp nccnepgoBaHus 6e30NacHOCTY NPOMBbILSIEHHbLIX CUCTEM U pearnpoBaHusi Ha MHLMOEHTbI
nHdopmaumnoHHom 6esonacHocTu (Kaspersky ICS CERT). OcHOBHas 3agaya 9Toro ueHTpa —
BbISIBIIEHWNE M YCTPaHEHWe yrpo3 cucTemMam MPOMBbILLIIEHHON aBToMaTm3aumm n pasnmyHbim M2M-
uHdpacTpykTypam. 3a Bpems cBoen paboTbl KOMaHAa BbigBUA COTHU YA3BUMOCTEN B LLUMPOKO
ucnonb3dyembix ACY Tr1, cuctemax TpaHcnopTa v obwux TexHonornsax. KomaHga akTtmBHO cOTpygHu4yaeT
C pa3paboTymKaMm KOMMEPYECKUX NPOOYKTOB U TEXHOMOMMIA U X KOHEYHBLIMW NOTpebuTensmu,
4YTOOBbI NOBLICUTL 6E30MACHOCTb N YCTOMUYMBOCTb KPUTUYECKN BaXKHBIX OOBEKTOB K CIOXHBLIM Knbepartakam.

Mbl ucnonb3yem pesynbTaTthbl paboTbl 9KCNEPTHLIX LEHTPOoB «JlaGopaTtopumn Kacnepckoro» B CBOUX peLIEHUsX
1 cepBucax, YTobbl 06ecneunTb 6€30MacHOCTb KITMEHTOB 1 ONEPeanTb CaMble U3OLLPEHHbIE YrPo3bl.
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CouyeTaHue onbiTa B o6nacTtn kKubepobesonacHoOCTH
Cc Bo3MoxHocTtamu UU

TexHonorMm MamMHHOro 06yYeHns MPoJoKaoT pa3BnBaThCs, LM POBU3NPYSA MHOMME oTpacnn —

OT YMHbIX AOMaLLUHMX YCTPONCTB A0 poOOTU3NPOBAHHOIO NPOM3BOACTBA 1 Bu3Heca.

Y «JlabopaTtopun Kacnepckoro» 6onbLuon onbiT paboTbl ¢ UN: TexHonormm malmHHOro obyyYeHnst UCNosb3yHTCs
B KOMMaHuu yxxe 6onee 20 ner.

TexHonormm MalmMHHOro obyyYeHnsi — HeoTbeMIEMast YacTb HALUMX PELLUEHUIN U NPOAYKTOB, OHW BKITHOYEHbI

Kak B COGCTBEHHYIO MH(PPACTPYKTYPY KOMMNaHUK, TaK U B KNMEHTCKME pelueHuns. BoT nuiib HEKOTOPbIE U3 HUX:
Kaspersky Security Network (KSN) — obnayHas cuctema ob6paboTkm faHHbIX O Knbepyrposax co BCEro Mmnpa,
oBHapyXvMBaeT HOBble BPEAOHOCHbIE NMPOrpamMmbl U MOMOraeT Co3faBaTb HOBbIE JIOKalNbHblE MOAENW 0BHapyXXeHNUst
ONs nocnenyroLero BHegpeHMS.

PeweHusa Kaspersky Industrial CyberSecurity (KICS) n Machine Learning for Anomaly Detection (MLAD)
ncnonb3yoT anropntMbl MW ans BeISIBNEHUS KOCBEHHbBIX MHAMKATOPOB aTak U HESIBHbIX aHOMarnui
B BbICOKOCMELNPUYHBIX MPOMBbILLMIEHHbIX Cpeaax.

Mnatdopma Managed Detection and Response (MDR) npumeHsieT noMoLb aBToaHanuTuka Ha 6ase VI, kotopbin
ocBoboxgaeT aHanuTukoB SOC oT 3HaunTeNbHOro obbema py4Hoi paboTbl.

Mbl cunmTaem, YTO Ha COBpeEMEHHOM aTane pa3sutua NN Hanbonee achpekTnBHbIE pELLEHNS CO3Aal0TCA B Xo4e
COBMECTHOM paboTbl YeroBEKa M TEXHOSOMMI, YTO NO3BONSET UCNOMNBb30BaTh X BO3MOXHOCTM MO MaKCUMyMYy.
Komanpga Kaspersky Al Technology Research Center yxe no4tu 20 neT ucnonb3yeT TEXHONOMMU MaLUUHHOIO
00y4eHus, nomoras obHapyxmMBaTb M NPOTUBOCTOATH LUMPOYalLLEMY CNEKTPY kKnbepyrpo3. PaboTta aTon komaHabl
[oKasblBaeT, YTo coveTaHne BO3MOXHocTeln MM ¢ yenoBeyeckumM onbITOM Y BCECTOPOHHUM aHanu3oMm yrpos

Ha OCHOBE GONbLUNX AaHHbIX MO3BOMSET CO3aaTh cCamMyto 3MEKTUBHYIO N HAOEXHYIO 3aLUUTY.

BbiCOKOe Ka4eCTBO MHOIOKpaTHO NOATBEPXAEHO TeCTaMu
N Harpagamm

Haww npoaykTbl perynsapHo y4acTBYyIOT B HE3aBUCUMbIX TECTUPOBAHUSAX U MONyYaloT BbICOYANLLME OLIEHKN

n Harpagbl. CornacHo onpocy AV-Comparatives Security Survey 2025, «JlabopaTopusi Kacnepckoro»

Oblna HasBaHa caMbIM NMOMYNAPHBIM MPOM3BOAUTENEM 3ALLUUTHBIX PELLUEHWI AN CTaUMOHAPHbBIX KOMMbIOTEPOB
B EBpone, Asun, LieHTpanbHoi n KOxHon Amepukax, a IDC Ha3Bana eé BEHAOPOM, NU3MEHMBLLMM FOf, B CBOEM
otyeTte IDC's Worldwide Consumer Digital Life Protection Market Shares. 3awmnTHble pelieHns KoMnaHum
nony4unnun 6onee 800 Harpan, u «Jlabopatopusa Kacnepckoro» octaérca Hambonee TUTYNOBaHHbIM BEHLOPOM
Ha pbliHKe. Halum TexHonorum n npouecchl NPOXOAAT BCECTOPOHHUIA ayauT U cepTUULMPOBaHbI HEKOTOPLIMY
13 Hanboree aBTOPUTETHLIX OPraHn3aLMi, YTO NOATBEPKAAET HAAEXKHOCTb 3aLUUTHI.

«J1abopaTtopus Kacnepckoro» npogorkaeT B3aumMogencTBoBaTb C BCEMUPHO U3BECTHBIMW OpraHn3aLmsmu,
YTOGbI MONYYNTb HE3ABMCUMYHO OLIEHKY CBOMX BHYTPEHHMX MPOLIECCOB:

e «JlabopaTtopusi Kacnepckoro» npoxoant aygutel SOC ¢ 2019 roga. B 2025 rogy KomnaHusi BHOBb
ycneLwHo npowsa ayaut SOC 2 BTOpOro Tuna — BCEMMPHO NPU3HAHHbIV CTaHOAPT OTYETa AN CUCTEMBI
ynpaerneHus puckamm knbepbesonacHocTu.

e |SO/IEC 27001: mexayHapoOHbIn cTaHaapT, BOOpaBLLMi B cebs nydllive MMpOoBbIe NPaKTUKU ynpaBreHus
WHpopmMaLmoHHOM GesonacHocTbo, Bbin yenelwHo npovgeH B 2020 roay. B 2025 rogy cucteMbl KoMnaHum
ObInn pecepTurLMpoBaHbl, MacwTadb ayanta Obin pacLUnpeH.


https://www.av-comparatives.org/av-comparatives-security-survey-2025-published/
https://www.kaspersky.ru/about/awards
https://www.kaspersky.com/about/compliance-soc2
https://media.kaspersky.com/en/recertification_IS0_27001.pdf
https://media.kaspersky.com/en/recertification_IS0_27001.pdf
https://www.kaspersky.ru/about/press-releases/standart-kachestva-laboratoriya-kasperskogo-vnov-uspeshno-proshla-nezavisimyj-audit-soc-2
https://www.kaspersky.ru/about/iso-27001
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Mpo3pavyHoOCTL B Npoueccax 1 3awmTe

«JlabopaTtopusa Kacnepckoro» — 370 nepsasi komnaHus B obnactu knbepbeszonacHoCcTH, kotopasi NybnmyHo
pacKpblfna CBOW CXOAHbIN KO OJ1S BHELLHEW OLEHKU 1 caenana AOCTYMNHbIM AF1s NapTHEPOB U KITMEHTOB CMMCOK
CTOPOHHUX KOMMOHEHTOB B cBOEM [10. B mexgyHapogHon ceTu LIEHTPOB Npo3paYHOCTY KIMEHTBI U MapTHEPSI
«J1labopaTopun Kacnepckoro» MoryT 03HakOMUTBCS C TEM, KaK YCTPOEHbI BHYTPEHHME NPOLECCHI U KaKne NpaKkTukn
ynpaBneHns AaHHbIMU NPUHATEI B KOMM@HU.

Hawa 3apgaya — obHapyxuBaTtb 1 HEWTPanNM3oBbiBaTh BCe BUAbI KWGepyrpo3 He3aBUCMMO OT UX Lienu

unu npouncxoxgeHus. Ytobbl noagTBEPANTDL, YTO HALLA 3aluTa HagéxHa, a BCe BHYTPEHHME onepaunm npo3payHbl,
Mbl 3anycTunu MmobanbHyo nHMUMaTuMBY No MHopMaLMOHHON OoTKpbITOCcT — Global Transparency Initiative.

Eé ocHoBHas Lenb — NpuMBMeYb LUMPOKOE SKCNEPTHOE cooBLLECTBO B cdepe knbepbesonacHoCTH K BepudmKaumm
HaLIMX NPOAYKTOB, BHYTPEHHUX NpoLeccoB 1 buaHec-onepauuin. Kpome Toro, ata nHuymnatmea npegycMmaTpmBaeT
OOMONHUTESNbHbIE MEXaHM3Mbl OTYETHOCTU. C NX MOMOLLIbIO KOMMNAHWSA MOXET eLLE pa3 NPoAEeMOHCTPUPOBaTh,

4YTO OHa Be3oTnaraTenbHO 1 TWaTeNbHO paccmaTpmBaeT Nobblie BONPOCH!, UMEIOLLME OTHOLLEHNE k 6e3onacHoCTy
€€ nNpoayKToB.

Peanun3aunsa MobanbHon nHMumaTBbl N0 MHPOPMALIMOHHOW OTKPLITOCTU BKNOYaeT B cebst KOHKPETHbIE Mepbl
n waru:

° He3aBMCUMbINA aHaNU3 MCXOOHOro KoAa, nporpamMMHbIX OOHOBNEHUN N npasun 06Hapy)KeHl/Iﬂ yrpos;

e He3aBUCUMasA oLEeHKa npoLiecca Ge3onacHoi pa3paboTku U cTpaTermm No MUHUMU3aLUN PUCKOB
B Llenoyke NnocTaBLUMKOB M B NPOrpaMMHOM oGecrneveHum;

e nepeHoc B LLIBenuaputo nHdpacTpykTypbl No o6paboTke U XxpaHeHUIO AaHHbIX Nonb3oBaTenen
u3 EBponbi, CeBepHou u JlatuHckon Amepukun, BnvkHero Boctoka n HEKOTOpPbIX cTpaH A3naTcko-
TuxookeaHCKOro permoHa;

e OTKpPbITUE B pa3HbIX CTpaHax Mupa LleHTpoB Npo3payYyHOCTU, B KOTOPbIX NAPTHEPDLI U KITUEHTHI
KOMMaHU1 MOTYT MOSyYnUTb MHOpMAaLMIO O NporpamMMHOM Kofe npoadykToB «JlabopaTtopum Kacnepckoroy,
NX OGHOBINEHUAX, aHTUBUPYCHbIX 6a3ax, NpaBunax pacrnosHaBaHusl yrpos;

e yBeNnun4YyeHue pa3Mepa Bo3HarpaxgeHus B nporpamme bug bounty go 100 Teicay gonnapos CLUA
3a obHapyxeHue Hanbonee cepbé3Hbix ya3smumocTter B 10 «JlabopaTopum Kacnepckoro». C 2022 roga
«J1labopaTtopusa Kacnepckoro» npoBoAMT CBOK Ny6NnYHyt0 NporpamMmy BO3HarpaxgeHus 3a owmobku
Ha nnatdopme Yogosha. Takke Mbl nogaepxmeaem npoekT Disclose.io, koTopbli npeactaBnsieT cobom
©esonacHyto nnowaaky (Safe Harbor) ans uccnegosartenen ys3Bnumoctei, 06eCnoKOeHHbIX BO3MOXHbIMU
HeraTUBHbIMY LOPUONYECKMY NOCNEACTBMAMN CBOUX PACKPLITUN;

° pa3pa601'|<a n ny6nv||<a|.|vm 3TUYECKUX NPpUHUMNOB OTBETCTBEHHOIo pacKpbIiTusa yﬂ3BMMOCTeﬁ;

e nybnukauus oTYETOB C MHpOpPMaLUMen O TOM, CKOJIbKO 3anpoCoOB Ha NMOSlyYeHne AaHHbIX Nonb3oBaTenen
N TEXHUYECKOW MHOpMaLMn AN paccnefoBaHus kKnbeprMHUMOeHToB NOCTynaeT B KOMMaHUIo
OT MPaBOOXPaHUTENbHbLIX OPraHOB U FOCYAAPCTBEHHbIX CTPYKTYP;

e 3anyck oGyuvarowen nporpammbl Cyber Capacity Building Program, koTopas no3sonsieT nonyqmTb
HaBbIKM OLLeHKM ypoBHS 6e3onacHocTu IT-uHdpacTpykTypbl. [NporpaMma JOCTYNHa U OHNawH.


https://www.kaspersky.com/transparency-center
https://app.yogosha.com/programs/2txVAqyf9hp4SYWOLzArMA
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lNMpocBelweHne u COTpyaAHUYECTBO NOMOryT CO3A4aTb
Ge3onacHoe uudpoBoe dyayuiee

«J1abopaTtopusa Kacnepckoro» nosbilaeT ypoBeHb LMGPOBON rpaMOTHOCTM Nofib3oBaTeNen U NPOCTbIM S3bIKOM
pacckasbiBaeT O CMOXHbIX LUMdpoBbIX Temax. KomnaHusa 3aboTutcs 06 oHnanH-6e3onacHOCT AeTen 1 nomoraet
CTyAeHTaM BnMTbCS B MexayHapoaHoe IT-coobwectBo. Mbl Takke BO3rnaBnsem MexayHapogHble accounaumm
1 BeOEM COBMECTHbIE NPOEKThI, HAaNpaBIieHHbIE Ha 3alUMTY TeX, KOMY 3TO Heobxoammo. Bmecte Mbl cMoxem
noctpoutb 6onee 6esonacHbln MUp.

Ob6begnHenne ycnnun — Hanbonee adhdekTnBHbIN cnocod 60pbbbl ¢ KMGepnpecTynHOCTLI0. Mbl yBepeHsb!,

yTO aTa 6opbba MMeeT rmobanbHoe 3Ha4YeEHNE 1 Yy HEe€ HET rpaHul. MNo3ToMy Mbl 4ENMMCS CBOUM OMbITOM,
3HAHMAMWU N TEXHUYECKMMU OTKPbITUSIMU C MUPOBBIM COOOLLECTBOM MO Knbepbe3onacHoOCTy.

«JlabopaTtopusi Kacnepckoro» nposoguna paccrneaoBaHus KW6epMHUNOEHTOB COBMECTHO C TaKMMK KOMMaHUAMMU,
kak Adobe, AlienVault Labs, Novetta, CrowdStrike, OpenDNS. Bonee Toro, «Jlabopatopusa Kacnepckoro» 6bina
BKITHOYEHA B CMUCOK Hanbonee BaxHbIX nuccnegosartenen yassumocTten (Vulnerability Top Contributors) Microsoft.
Mbl ropammcsa Tem, 4To paboTaeM BMeCTe C KPYNHENLLIMMM KOMMaHUSAMMW, 3aHUMaoLLMMUCS UHPOPMaLMOHHOW
Be3onacHoOCTbI0, COTPYAHMYAEM C MEXAYHAPOAHLIMU OpraHn3auusMy U NPaBoOOXPaHUTENbHbIMU OpraHamu

no BCEMYy MUpY.

B nene 6opbbbl ¢ kMbepnpecTynHocTbio «JlabopaTopust Kacnepckoro» cotpyaHuyaeT ¢ MiHTepnonom,
NpeaocTaBnsas MeXxayHapoaHOW MoNMLMM SKCMEPTHYHO NOAAEPXKKY, TEXHONOMMN 1 aHaNUTUYECKNE AaHHble,
a Takke NpoBOASA TPEHUHIM Ans e€ coTpyaHuko — ¢ 2019 roga 6b1no npoBegeHo 6onee 10 TakMx TPEHMHIOB.

B 2024 rogy kKomnaHusa 3aknoymna NATuneTHee cornallenne o coTpyanmnyectse ¢ Adpunonom, 4tobbl co3gaBaTb
©onee BesonacHyto LMdPOBYIO cpeay Ha KOHTUMHeEHTe. Y «JlabopaTopun Kacnepckoro» n Adpvnona anuHHas
NCTOPUS COBMECTHbIX NpoekToB. OpraHm3auun caenanv 60nbluo COBMECTHbIN BKNag B OLEHKY NaHaladTa
knbepyrpos B Adpuke, a Takke aKTUBHO yyacTBOBanu B AedtenbHocTu MHTepnona B Adpuke, NpemmMmyLLecTBEHHO
B onepauusax Africa Cyber Surge Operation un Africa Cyber Surge Operation |l.

Tarke koMnNaHus aBnsieTcs YneHom KoHcopumyma npombineHHoro uHtepHeta (Industrial Internet Consortium);
nHuumaTtmebl Securing Smart Cities, HanpaBneHHOM Ha pelueHne Nnpobnem nHpopmaumoHHon 6Ge3onacHoOCTH
COBPEMEHHbIX YMHbIX ropoaoB; koHcopumyma AUTOSAR; MexayHapoaHOro colo3a aneKkTpocBA3mn

n MexxgyHapogHow opraHu3aumm no ctaHgaptusaumn. Mel aBngemcs yneHamu-ocHosaTensammu Koanuuum

no 6opbbe co ctankepckum MO u nHMymaTmeel No More Ransom, a Takke y4acTByeM B Ka4eCTBE NapTHEPOB

B XKeHeBcKoM auanore — rpynne, BegyLlen MexayHapoaHbIi npouecc obcyxaeHns BonpocoB 6e3onacHocTu
uncbpoBbIX NPOAYKTOB. Mbl NPYHMMAEM y4acTUe B COBMECTHbIX paccrieoBaHUAX KnbepnpecTynneHun

1 MPOBOAMM TPEHUHIY ANS CNELNanmcToB No knbepbes3onacHOCTU U MeXAyHapoaHbIX NONIMLENCKUX OpraHn3aLnii.
Bnaropapsi cotpygHunyecTBy «JlabopaTopumn Kacnepckoro» u nonuuum Hugepnangos 6binv 3agepiaHsl
nogo3peBaemMble B OpraHu3auum atak ¢ MCrnonb3oBaHMeM nporpamMmmbl-BbiMoratensa CoinVault.

«JTabopaTtopusa Kacnepckoro» akTuBHO yyactByeT B nHmumatueax OOH, Bkntoyasa MobanbHbiv LndpoBom
porosop, Pabouyto rpynny oTkpbiToro coctaea (PFOC) OOH no Bonpocam 6e3onacHocTu B chepe NCnonb3oBaHus
NHGOPMALIMOHHO-KOMMYHUKALMOHHBLIX TexHonoruin (UMKT) n CneumanbHbli KOMUTET NO paspaboTke
BCEOOBEMINIOLLEN MEXOYHAPOOHOW KOHBEHLIMM O MPOTUBOAENCTBUN Ucnonb3oBaHuo UKT B MpecTynHbIX Lensx.
«J1labopaTtopus Kacnepckoro» Takke perynsipHo ydactsyeT B Popyme Mo ynpaBneHnio UHTEPHETOM No4 3rnaon
OOH. KomnaHusa npeacTtasuna B ero pamkax aTuyeckmne npuHLUmnnsl paspaboTky U UCMONb30BaHUSA CUCTEM
MaLUMHHOro 06y4YeH s U PYKOBOACTBO No 6e3onacHor pa3paboTke 1 BHEAPEHMO CUCTEM HA OCHOBE
NCKYCCTBEHHOro nHtennekra (UN).

B 2025 roay «Jlabopatopusa Kacnepckoro» nognucana cornailieHue o COTpyaHUYeCcTBe C UCNaHCKMM NpodhCOH30M
JUPOL (Justicia Policial) ¢ uenbto ykpenneHus sBo3amoxHocten HaunoHansHon nonvuun Acnanum B cdpepe
knbepbesonacHocTu. B pamkax napTHépCTBa KOMNAHWUSA COCPEAOTOYMTCS Ha NPOBEAEHUN TPEHUHIOB


https://securelist.com/blackoasis-apt-and-new-targeted-attacks-leveraging-zero-day-exploit/82732/
https://securelist.com/operation-blockbuster-revealed/73914/
https://securelist.com/operation-blockbuster-revealed/73914/
https://securelist.ru/novy-j-botnet-hluxkelihos-obezvrezhen-istoriya-eshh/2700/
https://securelist.ru/the-roof-is-on-fire-otklyuchenie-komandny-h-serverov-flame/2757/
https://msrc-blog.microsoft.com/2019/07/25/microsoft-announces-top-contributing-partners-in-the-microsoft-active-protections-program-mapp/
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-i-afripol-podpisali-soglashenie-o-sotrudnichestve
https://www.interpol.int/en/content/download/21048/file/24COM005030-AJFOC_Africa%20Cyberthreat%20Assessment%20Report_2024_complet_EN%20v4.pdf
https://www.interpol.int/en/content/download/21048/file/24COM005030-AJFOC_Africa%20Cyberthreat%20Assessment%20Report_2024_complet_EN%20v4.pdf
https://www.kaspersky.com/about/press-releases/kaspersky-supports-interpols-operation-to-combat-cybercrime-in-african-countries
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-okazala-sodejstvie-interpolu-v-operacii-po-borbe-s-kiberprestupnostyu-v-stranah-afriki
https://www.nomoreransom.org/ru/index.html
https://www.kaspersky.ru/blog/criminals-behind-coinvault-arrested/8927/
https://media.kasperskydaily.com/wp-content/uploads/sites/92/2023/10/06063920/Principles_of_ethical_use_of_AI_systems_in_cybersecurity_0610.pdf
https://media.kasperskydaily.com/wp-content/uploads/sites/92/2023/10/06063920/Principles_of_ethical_use_of_AI_systems_in_cybersecurity_0610.pdf
https://content.kaspersky-labs.com/se/media/en/business-security/guidelines-for-secure-development-and-deployment-of-ai-systems.pdf
https://content.kaspersky-labs.com/se/media/en/business-security/guidelines-for-secure-development-and-deployment-of-ai-systems.pdf
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Ana NoBbIlWEHNA KBaJ'IVIQ)VIKaLI,VIVI COTpyAHMKOB NCNaHCKoM Nonuumm, coBeEpLEeHCTBOBAaHNA X HaBblKOB
pearnpoBaHnA Ha Km6epnpeCTynneHv|ﬂ N yKpenneHnn coTpygHn4yecTBa Mexny rocygapCrtBeHHbIMU opraHamm
N 4YaCTHbIMU KOMMaHUAMMN.

Hawn NnpoCBETUTESIbCKNE NHNLIMATUBDI

Mbl BepyM, 4TO peanu3auusa oby4varoLmx nporpamm — BaXKHbIN LWar B pa3BuTUN UHAYCTPUM MHAPOPMALIMOHHOM
6esonacHocTu. MIMeHHO NO3TOMY B KOMNaHUM €CTb MeXAyHapoaHbI npoekT Kaspersky Academy, OCHOBHas Uenb
KOTOPOro — pacnpoCcTpaHATb 3HaHWUS B obnactu knbepbezonacHOCTM NO BCEMY MUPY.

«JlabopaTtopusa Kacnepckoro» 3anyctuna 6ecnnaTHbli OHNanH-kypc o 6e3onacHocTy B uHTepHeTe. OH paccuyuTaH
Ha LUMPOKY0 ayanTopuio U cocTomnt n3 16 KOpoTKMX YpokoB No 15-20 MuHyT. [Ins 3akpenneHus matepuana B KOHUe
Ka)K4OW TeMbI CriyLuaTenu MoryT nony4nTb NamMsATKKU, a Takke COBETbI Mo kKnbepbesonacHocTu.

B «JlabopaTtopun Kacnepckoro» cywecTByeT nporpavMma onfavynBaemblx CTaXMPOBOK ANA cTyaeHToB MockBbI
n Mockosckon obnactn — SafeBoard. YuacTHukn aton nporpaMmMbl MOMYT NONYYNUTb NPAKTUHECKNE HaBbIKK,
paboTas Hag peanbHbIMX NPOEKTaMM MO CaMbIM Pa3HbIM TEXHUYECKUM HanpaBAeHUsSM BHYTPU KOMMaHWUW.
Y106kl NONacTb Ha CTAaXMPOBKY, HY>KHO NPOWTU cneumanbHbIn 0T6op. 3a 10 neT cylwecTBOBaHNS Nporpammebl
Bonbwe 700 CTyQeHTOB NPOLLMKM 3Ty CTaKUPOBKY M BOrbLUE NOMOBMHBI OCTanock pabotaTb B KOMMAAHWUN.

B «JlabopaTtopum Kacnepckoro» gencteyeT napTHEPCKas mporpaMmmMa Ans BbiCLUMX Y4ebHbIX 3aBegeHnn —
Kaspersky Academy Alliance. OHa No3BONSIET MHTErPUPOBaThL B Y4EOHbIN MPOLLECC OMbIT M TEXHONOMMU KOMNaHWK
B chepe knbepbesonacHocTu. B uenom «Jlabopatopusa Kacnepckoro» aenutcs NpakTu4eckumMm 3HaHUAMu

co ctyaeHTamu noyvtn 200 yHuBEepcuTeTOB No BCeMy Mupy B 42 cTpaHax. bonee 60 y4yebHbIX 3aBegeHMIn 13 3TOro
yncna Haxogatcsa B Poccum n CHI.

«J1labopaTtopusa Kacnepckoro» pasmecTtuna Ha nnatdopme Stepik 6ecnnatHbii OHNamH-Kype Anst LWKOSIbHUKOB
«MaTtemaTuka B knbepbesonacHoctny». Kypc COCTOUT U3 TEOPEeTUHECKOM U NPaKTUYECKOW YacTen 1 BKroyaeT

B cebs pasHoobOpasHble 3a4aHusa C aBTOMaTUYECKOW NPOBEPKON 1 MOMEHTanbHON obpaTHON CcBA3bI0. [porpamma
OXBaTbIBaEeT crneayolme mateMatudeckne obnactu: apucdpmeTtuka, anrebpa norvku, KoMGuHaTopumka

N TeOpUsi BEPOSATHOCTEN.

KomnaHusi npyHumaeT akTMBHOE yyacTue B «Ypoke Lumdpbl», BCEPOCCMINCKOM 0Bpa3oBaTenbHOM NpoekTe,
KOTOpbIN peanuayeTcs B Noaaepxky denepansHoro npoekta «Kagpbl 4ns ULMdpoBon 3KOHOMUKNY . 3aHATUS
Ha TeMaTUYECKUX TPEHaXEPAX MpoeKTa «YPOK uudpbl» peannsoBaHbl B BUAE YBEKaTeNbHbIX OHNTANH-Urp
Onsa Tpéx Bo3pacTHbIX rpynn — yyaluuxcs Mnaglien, cpefHen u ctaplien wkonel. B 2026 rogy
«J1labopaTtopusa Kacnepckoroy» paspaboTtana v nposena ypok «Knbepbe3onacHoCTb B KOCMOCE».

B «Jlabopatopun Kacnepckoro» NnOHMMaloT, Kak BaXKHO MOMOYb AETAM MOMYYUTb HaBbIKU Y 3HAHWS, KOTOpbIE
npurogdatcs um B byayuien npodeccun. B 2018 rogy komnaHus 3anyctuna obpasoBaTenbHbIN KYpC C aKLEHTOM
Ha nporpaMMupoBaHne 1 MHPOPMAaLMOHHYI0 6€30MacHOCTb AMs CTONNYHbIX LUKOMBHUKOB, yYalluxcs B Knaccax
«MaTtemaTtnyeckon BepTukanu». B 2023 rogy nepBble y4acTHUKM NporpamMmel, TO €CTb T€, KOTOpble Havyanu
oby4yeHune No Hemy B 7-M Kracce, 3akoH4unu wkony. OHM y4acTBOBaNu BO MHOXXECTBE COPEBHOBAHWMN,

B TOM 4ucre cTtanu pmHanuctamu n naypeatamm HaumoHanbHOM TEXHONOMMYECKOW ONMMnunaabl

no nHdopmMaLMoHHON 6e30MacHOCTMW.

B 2023 rogy «Jlabopatopusa Kacnepckoro» npegcraBuna oHnamH-kypc no knbepbesonacHoCTy Anst LWKOSbHUKOB.
MepBble maTepuanbl kypca « OCHOBbI MHOPMALMOHHON 6e30NacHOCTMY» AN YYEHUKOB 7 Knacca yxXe AOCTYMHbI
Ha caiTe komnaHuu. MNMo3gHee GyaeT focTyneH Kypc ansa 8—11 knaccos. Ero moryt ncnonb3oBatb y4ntens

Ha ypokax MHOPMaTUKM U B pamMKax BHEYPOUYHON OEATENbHOCTU, a TakKe POAUTENN U CaMM ydalumecs.

C ero noMOLLbI0 AETU HE TOSMbKO YCBOSAT OCHOBbLI KNBEprpamoTHOCTU, HO U CPOPMUPYIOT Pa3NNYHbIE HABLIKK

B 06ractu nHopmaumMoHHON 6e30NacHOCTU, HanpUMep HaBblK MPOrPaMMUPOBAHUSA Ha CKPUNTOBLIX S3blKax,
HaCTPOMKM 6e3onacHbIX MHPOPMaLMOHHbLIX cUCTeM, LWNPOBaHNS U AellndpoBaHUS AaHHbIX, CO30aHUs
3aWMLEHHBIX MPUNOXKEHUN.


https://academy.kaspersky.ru/?from=RU
https://academy.kaspersky.ru/course/cyberhygiene
https://safeboard.kaspersky.ru/
https://academy.kaspersky.com/academy-alliance
https://stepik.org/course/62247/promo
https://урокцифры.рф/lessons/cybersecurity-space
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«JlabopaTtopusa Kacnepckoro» paspaboTana 6ecnnaTHbIi OHNaiH-Kypc «KT1o Tbl B VT», NOCBALWEHHbIN
npodeccuam B cpepe UT n knbepbesonacHocTn. OH paccymTaH Ha y4eHuKoB 8-11 KnaccoB, a Takke CTyAeHTOB
nepBbIX KypCOB BY30B, KOMNemKen n TeXHNKyMoB. C ero MOMOLLbIO OHM MOTYT y3HaTb 06 OCHOBHbIX ponsx B UT-
KOMNaHusX, a Takke onpeaennuTbCs ¢ HanpaBneHMeM A58 KapbepHOro passuTus.

B 2025 roay «Jlabopatopus Kacnepckoro» BnepBblie opraHnsoBana MexayHapoaHOe OHMalH-CoOpeBHOBaHME
Kaspersky{CTF}, B xoge KOTOpOro kopnopaT1BHbIE N aKageMnyYecKme KOMaHabl peLanu pasnuyHbie 3agaqm
B obnacTtu knbepbesonacHocTu. MNobeantenu NpuHANKM ydactne B ouHane gpyroro copesHoBaHusi, SAS CTF
2025, KOTOpbIN eXXerogHo NPOBOAUTCHA BO BPEMSA MEXAYHapOOHOW KoHdepeHuun no knbepbesonacHocTu
Security Analyst Summit.

B 2025 roay akcnepTbl KOMNaHUM NOArOTOBUNKN cOopHY0 Poccun k nepeon MexxayHapoaHow onMmnuaae
no knbepbesonacHOCTM ANs LIKOJIbHUKOB, HA KOTOPOW OHa 3aBoeBana 8 meganen.

Hawwn coumanbHble MPOEKTbI

Mbl cTpomm 6e3onacHoe ByayLiee 1 3aMHTepecoBaHbl He TOMbKO B LIUAPPOBOW COXPaHHOCTM Mupa. CHuKeHne
HeraTMBHOIO BO3QENCTBUS Ha OKPY»KatoLLyto cpeay, 3aboTa 0 coTpyaHMKax, AOCTYNHOCTb TEXHONOMMN —
KntoveBble HanpaeneHust ans komnaHnn. KomnaHus BbinyckaeT oT4ETLI 06 ycTonumBom paseutium ¢ 2023 roaa,
COCTaBnAs UX B COOTBETCTBUMN C MexayHapoaHbiMu ctaHgapTamn GRI n SASB. OT4éT ¢ gaHHbIMK 3a BTOpOE
nonyrogue 2022 roga n 2023 rog AOCTYNEH 34€eCh.

«JlabopaTtopusa Kacnepckoro» Begét aktuBHyto 60pbby co ctankepckum MO — KoMMepyeckMMm nporpaMmmamu,
KOTOpble 4YacTO MCMOMNb3YHTCA A5 CKPbITOro HabMAEHMS U BTOPXXEHUS B YACTHYHO XXU3Hb YENoBeka, B TOM Yucne
WHUUmMaTopamu gomatlHero Hacunus. B 2019 rogy komnaHusa nepson B MHAYCTPUKN Npeanoxuna gyHKUmo
onoBeLLeHnsi 06 obHapy>xeHNM Ha YyCTPOMNCTBE KOMMEPYECKOTO LNMOHCKOro MO ¢ onMcaHneM BO3MOXHbIX PUCKOB.
B Tom xe rogy «Jlabopatopusi Kacnepckoro» BbICTynura COOCHOBaTeNeM Koanuummu no 6opbbe co cTankepckum
MO — Coalition Against Stalkerware, koTopast 06beANHSET YacTHble NT-komnaHumM, HeKoOMMep4YecKkne
NpaBO3alLUNTHbIE OpraHn3aummn, uccregoBaTenbCkue MHCTUTYThI U MPaBOOXPaHUTENbHbIE OpraHbl B Aerne 60pbobl
¢ MO ana cnexxku n NoBbILLEHNA OCBEAOMIIEHHOCTU O HACUNUN C NMPUMEHEHNEM OHMAMH-UHCTPYMEHTOB.
Koanuuuio nogaepxusaet VIHTepnon, ceryac B €€ coctase 6onee 40 y4acTHUKOB.

Takke «JlabopaTtopusa Kacnepckoro» nogaepxumBaetT HEKOMMEPYECKME OpraHn3auumn, noMoratoLme xepream
[OMaLLHEero Hacunus.

KomnaHusi Bknoumnna goyHKUMIo onoBeLleHns 06 0OHapy>KeHUM Ha YCTPONCTBE KOMMEPYECKOro LwnnoHckoro MO
C OMNMCaHMEM BO3MOXHbIX PUCKOB B CBOW peLLeHns A5 YCTPOUCTB nof yrnpasneHnem Android. MpunoxeHns

He TONbKO AETEKTUPYIOT cTankepckoe MO, Ho 1 yBegoMnsAT nonb3oBaTens o noabpolueHHsbIX Bluetooth-
YCTPONCTBAXx, B TOM 4Ymncrie 6ecrnpoBOAHbIX METKax.

Takke «JlabopaTtopusa Kacnepckoro» — napTHEpP eBponenckoro npoekra DeStalk, KOTopomMy OkasbiBaeT
nopaepxky EBponerickas kommuccus — B paMkax CBOEW Nporpammbl Mo npaBaM, paBeHCTBY U rpaXaaHCTBy.
Llenb npoekta — 06paTuTb BHMMaHWe Ha npobnembl LdpoBoro Hacunusi u ctankepckoro MO, nokasaTtb, kKakum
06pa3oM Hacunme MoXeT OCYLLECTBATLCS C NMOMOLLbIO MHTEPHETA.


https://academy.kaspersky.ru/course/enter-it
https://esg.kaspersky.com/ru/
https://www.kaspersky.ru/mobile-security

